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As businesses move toward using multi-cloud and edge computing systems, keeping data
and systems secure has become more challenging. This thesis introduces an adaptive
cybersecurity framework designed to improve security in these complex environments.
The framework uses artificial intelligence (Al) and machine learning (ML) to detect threats
in real-time, automatically adjust security policies, and help organizations stay compliant
with data protection laws like GDPR, CCPA, and China’s Cybersecurity Law. The design
is based on a layered structure that allows the system to monitor, analyse, and respond to
risks quickly and efficiently. A case study on the Capital One data breach is used to show
how the framework could help prevent similar incidents. Overall, this research provides a
smarter and more flexible approach to cybersecurity in today’s cloud-based world.
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ACF Adaptive Cybersecurity Framework
Al Artificial Intelligence
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AWS Amazon Web Service

CCPA California Consumer Privacy Act
CSP Cloud Service Providers

CTF Capture the Flag

DDOS Distributed Denial-of-Service

DSR Design Science Research

GDPR General Data Protection Regulation
HTTP Hyper Text Transfer Protocol

10T Internet of Things

NIST National Institute of Standard and Technology
PIPL Personal Information Protection Law
SSRF Server-Side Request Forgery
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1 Introduction

This chapter outlines the background, context, and key challenges of securing multi-cloud
and edge computing, setting the foundation for the research focus on adaptive cybersecurity

frameworks.

1.1 Background

The rise of multi-cloud and edge computing is changing the way businesses use technology,
giving them more flexibility, better performance, and the ability to process data closer to
where it is created. Multi-cloud means using several different cloud service providers (CSPs)
simultaneously, which helps organizations in reducing the cost and the number of meeting
needs (Marinescu, 2017). Edge computing reduces latency by handling data near its origin,
which also improves the ability to manage real-time information from loT devices (Shi &
Dustdar, 2016). While these technologies bring many benefits, they also come with new

security challenges.

When using multi-cloud service, data and applications are dispersed across several cloud
platforms, which makes it harder to keep security measures consistent and increases the risk
of cyberattacks. Common problems include things like insecure configurations, vulnerable
APIs, and data protection issues. When it comes to edge computing, the risks are even higher
because devices are often located in places that might not be secure and have limited
resources to defend against threats like distributed denial-of-service (DDoS)
(Satyanarayanan, 2017). As a result, traditional security approaches that depend on
predefined rules are no longer adequate; instead, dynamic threat detection mechanisms
capable of real-time response are essential (Homoliak et al., 2019).

Additionally, companies need to follow different data protection laws depending on where
they are operating. For instance, regulations like the China’s Cybersecurity Law, California
Consumer Privacy Act (CCPA), and General Data Protection Regulation (GDPR) all have
different requirements on how data should be handled (Wang, 2019). These differences

make it challenging for companies to ensure that they are always following the rules.



Security methods that rely on fixed rules can quickly become outdated as regulations change,

making it more difficult for companies to keep up (Gupta et al., 2021).

To deal with these security challenges and regulatory demands, there is a growing need for
adaptive cybersecurity frameworks. These frameworks can use artificial intelligence (Al)
and automation to adjust security settings based on the regulations that applied on the users,
such as new threats or updates to the law. This way, organizations can stay protected even

as conditions change.

1.2 Research Purpose

The research aims to explore how adaptive cybersecurity frameworks can be used to protect
multi-cloud and edge computing environments. The study aims to find ways to improve on
traditional security methods, which often don't respond well to changing threats or updates
in regulations. By focusing on Al and automation, this research seeks to make security more
effective in complex environments. The research will contribute to the field by suggesting

new ways to secure these technologies and address both technical and regulatory challenges.

1.3 Research Scope and Limitations

This thesis will focus on adaptive security strategies for multiple cloud platforms and edge

computing environments. The research will:
o Identify specific security risks in these environments.
e Look at the challenges companies face in following different regulations.

e Suggest adaptive solutions that using Al for detecting and responding threat in real

time.

The research will not go into the technical details of specific products or solutions. Instead,
it will offer general models and strategies that can apply to different situations. The
regulatory analysis will concentrate on regions, including Asia, Europe, and North America.
This research is based on existing literature, so the conclusions will be more theoretical and

not based on original data collection.



1.4 Research Questions

The central focus of this research is encapsulated in the primary research question: "What
are the key features of an adaptive cybersecurity framework for multi-cloud and edge

computing?"



2 Related Work

As multi-cloud and edge computing become more popular, keeping them secure is a big
challenge. Many studies have looked at the benefits and risks of these technologies, showing
that traditional security methods are not enough. This section reviews what multi-cloud and
edge computing are, the main security problems they face, and some existing solutions. It
also looks at important security rules and why we need better ways to protect these systems

2.1 Overview of Multi-Cloud and Edge Computing

Multi-cloud and edge computing have become essential elements in modern IT strategies,
allowing organizations to enhance performance, scalability, and adaptability in handling
data. The term multi-cloud describes the approach of leveraging various cloud vendors to
allocate workloads efficiently, while edge computing brings data handling nearer to where
it is generated, enabling immediate processing and informed decision-making. When
implemented together, these technologies support businesses in refining their IT
infrastructure to address the shifting requirements of the digital era. Nonetheless, they also
present emerging difficulties, requiring a fresh examination of security protocols, data
governance approaches, and compliance with regulatory standards.

2.1.1 The Rise of Multi-Cloud Computing

Multi-cloud computing meaning an organization's use of different cloud services from
multiple providers to achieve various business objectives. By distributing workloads across
multiple CSPs, companies can benefit from each provider's unique strengths—such as better
data storage options, specialized computing capabilities, or compliance support for specific
regions. For instance, some companies may use Amazon Web Services (AWS) for general-
purpose cloud services, Google Cloud for advanced Al and machine learning tasks, and
Microsoft Azure for seamless integration with existing Microsoft software (Marinescu,
2017). (Figure 1)
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Figure 1: Multi Cloud Adoption Worldwide in 2021 and 2023 (Statista, 2023)

2.1.2 Advantages and Challenges of Multi-Cloud Strategies

The primary advantage of a multi-cloud approach is flexibility. This characteristic allows
business users to not completely dependent on vendors while make the best of each cloud
provider’s features. Furthermore, it enhances recovery capabilities if there is any rising
problem by distributing data across different environments, lowering the possibility of data
loss in case of one cloud provider faces up with any interruption.

However, there are also considerable challenges. One critical issue is managing data
consistency across multiple cloud platforms. Because each CSP may have different data
formats, APIs, and security standards, ensuring consistent data management practices can
be difficult. Moreover, configuring security policies across various clouds often requires
significant effort, as each platform may use different tools and methods for securing data
(Fernandes et al., 2014). These complexities can lead to gaps in security and compliance,

especially for organizations operating in highly regulated industries.



2.1.3 Understanding Edge Computing

Edge computing enables handling and storing in close proximity to its origin, such as 10T
devices, local servers, or industrial machines, minimizing the demand of constant
communication with centralized data centers. By minimizing delays, this approach allows
real-time data analysis to be more efficient and responsive to changing conditions. As a
result, it significantly enhances the performance of applications that require instant decision-

making, including autonomous vehicles, smart cities, and remote healthcare systems.

The shift towards edge computing is caused by the fast-paced increase in the quantity of loT
devices and the rising needed for low-latency processing. In traditional cloud computing,
centralized data center will need to received data to process, which can lead to delays if the
data must travel long distances. By contrast, edge computing allows for immediate data
processing near the point of origin, which significantly reduces the time required for analysis

and response (Satyanarayanan, 2017). (Figure 2)

Number of Internet of Things (loT) connections worldwide from 2022 to 2023,
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Figure 2: Number of global Internet of Things (IoT) connections in 2022—-2023, with
projections for 2024-2033 (statista, 2024)




2.1.4 Advantages and Disadvantages of Edge Computing

Edge computing brings a range of advantages, such as minimizing delay, lowering
bandwidth usage, and enhancing data confidentiality. By processing data locally,
organizations can decrease the number of transmission of data to the cloud, which not only
saves bandwidth costs but also minimizes the risk of data exposure during transmission.
Moreover, local data processing enables better privacy management by keeping sensitive

information within a controlled environment, reducing the potential for data breaches.

However, edge computing also has limitations. One of the main obstacles is securing
multiple distributed edge devices. Unlike traditional data centres, edge nodes may lack
physical security protections, exposing them to the risk of unauthorized interference or direct
manipulation. Additionally, the limited computational resources available on many edge
devices can restrict the implementation of sophisticated security measures. This makes it
crucial to develop lightweight security solutions that can operate efficiently on resource-

constrained devices (Homoliak et al., 2019).

2.1.5 The Convergence of Multi-Cloud and Edge Computing

Combining edge-computing with multi-cloud environments provides a hybrid approach that
allows organizations to optimize data processing across different environments. In many
cases, data collected at the edge is initially processed locally and later sent to cloud
infrastructure for in-depth analysis or long-term storage. This convergence enables a balance
between local data processing (to reduce latency) and centralized cloud computing (to
leverage advanced analytics and storage capabilities).

However, managing security and data integrity in a hybrid environment adds complexity.
For example, data must be safeguarded during transmission as it travels from an edge device
to several cloud providers while adhering to laws for protecting data including the CCPA or
GDPR. The capability to monitor and manage data flows across different platforms is
important to perpetuating the security and privacy of sensitive information (Gupta et al.,
2021).



2.2 Cybersecurity Challenges in Cloud and Edge Environment

As organizations increasingly adopt cloud and edge computing, new cybersecurity
challenges emerge that differ significantly from traditional on-premises infrastructure.
Multi-cloud and edge system’s dynamic and dispersed makes it more difficult to manage
security across several platforms, devices and geographic location. These complexities arise
from the expanded attack surface, inconsistent security policies, and regulatory compliance
issues that come with using multiple cloud service providers (CSPs) and distributed edge
devices. To ensure data integrity and system resilience, it is essential to address these

challenges.

2.2.1 Expanded Attack Surface

One of the main cybersecurity challenges in cloud and edge computing is the expanded
attack surface. In traditional centralized data centres, the network perimeter is well-defined,
and security measures focus on protecting this perimeter. However, with multi-cloud and
edge computing, data and applications are distributed across multiple cloud environments

and edge devices, increasing the number of entry points for attackers.

For instance, each cloud provider may have different security standards and configurations,
which can lead to inconsistencies and vulnerabilities. Similarly, edge devices such as loT
sensors, mobile devices, and local servers may operate in environments with minimal
physical protection, making them more vulnerable to attacks such as device tampering or
physical access breaches (Satyanarayanan, 2017). As a result, organizations must implement
comprehensive security strategies that cover both cloud and edge components. (Figure 3)
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Figure 3: 10 Types of Cloud Computing Attacks (Amit Sheps, 2023)

2.2.2 Inconsistent Security Policies Across Platforms

Another challenge with multi-cloud and edge environments is maintaining consistent
security policies across various platforms. When organizations use multiple cloud providers,
each platform may have different tools, security protocols, and compliance requirements.
This variation can lead to inconsistencies in the application of security policies, potentially

creating gaps that attackers can exploit.

Moreover, integrating edge computing into the security strategy adds another layer of
complexity. Edge devices often operate under different conditions compared to cloud
servers, such as limited bandwidth, lower computational power, and potentially unstable
network connections. This means that security policies designed for cloud environments may
not be easily applicable to edge devices without some form of adaptation (Homoliak et al.,
2019). For example, encryption techniques used in cloud servers may consume too much
processing power on lightweight 1oT devices, leading to trade-offs between security and

performance.



2.2.3 Data Protection and Privacy Issues

The privacy and security of data are also major concerns in cloud and edge computing. In a
multi-cloud setup, data is often transferred between different cloud providers, which
increases the risk of exposure during transit. Similarly, data processed at the edge may be
stored locally on devices that do not have the same level of protection as centralized data
centers. This makes it challenging to assure the confidentiality, integrity, and availability of

data throughout all environments (Zhang et al., 2018).

Furthermore, edge devices frequently gather sensitive data, for instance, personal health
information from wearable devices or geographic location from smart vehicles. If these
devices are compromised, attackers can gain access to valuable personal information,
leading to significant privacy concerns. Organizations must therefore implement access
control, data anonymization, and strong encryption measures to secure sensitive data at both
the cloud and edge levels. (Figure 4)

@ Hacking or malware 25.0%
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Unintended disclosure 17.4%
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® Physical loss 11.6%
® Stationary device loss 5.4%
® Payment card fraud 1.4%
® Unknown 3.2%

Figure 4: Breach methods observed across industries (TrendMicro)

2.2.4 Latency and Real-Time Threat Detection

The need for threat detection in real-time in edge computing presents another cybersecurity
challenge. Because edge devices process data locally, security measures must be
implemented at the device level to recognize any hazards and take immediate action. This is



different from traditional cloud computing, in which data is transferred to a central server in
order to analysis. In edge computing, relying on the cloud for data analysis can lead to
unacceptable delays, particularly in time-sensitive applications such as autonomous driving
or industrial automation (Shi & Dustdar, 2016).

Implementing effective real-time security measures on edge devices can be difficult due to
their limited processing power and storage capacity. Lightweight security solutions, such as
machine learning algorithms optimized for edge computing, are necessary to detect threats
quickly without overwhelming the device's resources. Organizations may also need to
balance the trade-offs between local threat detection and cloud-based analysis, ensuring that

both approaches complement each other to provide comprehensive security coverage.

2.2.5 Regulatory and Compliance Challenges

Cloud and edge computing environments frequently require handling data across multiple
jurisdictions, each governed by different data protection laws. For example, the China's
Cybersecurity Law, General Data Protection Regulation (GDPR), and the California
Consumer Privacy Act (CCPA) impose various requirements on the way data should be
handled, transferred, and stored. When data flows across borders, organizations must make
sure that they meet up with all applicable regulations, which can be challenging in a multi-
cloud and edge setting (Wang & Lu, 2019).

Not complying with data protection regulations can cause substantial fines and harm an
organization's reputation. To address this, companies need to implement adaptive security
measures that can monitor regulatory changes and update security policies accordingly. This
includes using encryption standards that meet regulatory requirements, restricting access to
sensitive data, and keeping audit logs for compliance verification.

2.3 Existing Adaptive Cybersecurity Frameworks

Adaptive cybersecurity frameworks are designed to respond dynamically to evolving threats
by adjusting security measures in real-time based on contextual changes. Differ from
traditional static security models that rely on fixed rules and manual updates, adaptive
frameworks use machine learning, artificial intelligence (Al), and automation in order to
identify threats and modify security policies accordingly. These frameworks aim to improve



the ability of organizations in order to detect, respond, and prevent cyber threats across
complex environments like multi-cloud and edge computing.

2.3.1 Characteristics of Adaptive Cybersecurity Frameworks

Adaptive cybersecurity frameworks possess several key characteristics that distinguish them

from conventional approaches. These include:

1. Real-Time Threat Detection and Response: Adaptive frameworks continuously
monitor for irregularities in network activity or system performance, allowing for the
rapid identification of potential threats. Automated responses can be triggered to
contain the threat, such as isolating a compromised device or blocking malicious
traffic.

2. Context-Aware Security Policies: These frameworks use contextual information
(e.g., device location, user behavior, or network status) to dynamically adjust security
measures. For example, if an unusual login attempt is detected from a different

location, stricter access controls may be applied.

3. Self-Learning Capabilities: Machine learning algorithms enable adaptive
frameworks to learn from past incidents and improve over time. The framework can

refine its detection techniques by analyzing attack patterns and user behaviors.

Scalability: Adaptive frameworks are designed to scale across large and distributed
environments, such as multi-cloud and edge computing, ensuring consistent security

coverage.

2.3.2 Examples of Existing Adaptive Cybersecurity Frameworks

Several adaptive cybersecurity frameworks have been proposed and implemented in both

academic research and industry practices. Below are some notable examples:
MITRE ATT&CK Framework

The MITRE ATT&CK framework is a adaptive security model used for understanding
adversary tactics, techniques, and procedures (TTPs). It provides a extensive repository of

documented attack methods, which organizations can use to identify potential threats and



update their defenses accordingly. The framework allows for continuous improvement of
threat detection by mapping real-world attack data to known TTPs, enabling organizations

to adapt their security measures based on the latest threat intelligence (Strom et al.2018)
Zero Trust Architecture (ZTA).

An adaptive cybersecurity technique called the Zero Trust Architecture makes no implicit
assumptions about network trust. Regardless of whether the user is inside or outside the
network, it necessitates ongoing user and device identity verification before allowing access
to resources. ZTA can dynamically adjust access controls depend on the behavior of the user
or network conditions. For instance, if an unusual activity is detected, the system may
enforce multi-factor authentication or restrict access to sensitive resources (Kindervag,
2010). The adaptability of Zero Trust principles makes it suitable for securing multi-cloud

and edge environments where the traditional network perimeter no longer exists.
Cyber Kill Chain Framework

The Cyber Kill Chain framework, which was developed by Lockheed Martin, offers a
structured approach for comprehending the phases of a cyberattack. It includes phases such
as reconnaissance, weaponization, delivery, exploitation, installation, command and control,
and actions on objectives. By analyzing each phase, organizations can implement adaptive
defenses that target specific stages of an attack (Hutchins, Cloppert, & Amin, 2010). For
example, an adaptive framework could block malicious payloads during the delivery phase

or isolate compromised systems during the exploitation phase.
NIST Cybersecurity Framework

The NIST Cybersecurity Framework (CSF) is a widely adopted approach that provides
principles for recognizing, safeguarding, detecting, addressing, and mitigating cybersecurity
incidents. While the NIST CSF is not inherently adaptive, it encourages organizations to
adopt flexible practices and incorporate continuous monitoring and automated responses as
part of their cybersecurity strategy. The framework's structure supports adaptive
cybersecurity by allowing organizations to tailor their defenses based on risk assessments
and threat intelligence (NIST, 2018).

While these frameworks provide essential strategies for improving cybersecurity in multi-

cloud and edge environments, each has unique strengths and weaknesses. Some focus on



threat intelligence (e.g., MITRE ATT&CK), while others emphasize identity-based security

(e.g., Zero Trust Architecture). However, no single framework fully addresses all adaptive

security needs. The table bellows presents a comparative evaluation of these frameworks,

highlighting their key features, benefits, and limitations. This comparison serves as the

foundation for identifying gaps in existing solutions and justifying the need for an improved

adaptive cybersecurity framework.

Framework

Primary Focus

Strengths

Limitations

MITRE ATT&CK

Threat intelligence
& TTP mapping

Comprehensive
threat database;
Structured
adversary tracking

Lacks real-time
adaptation; No Al
integration

Zero Trust (ZTA)

Identity-based
access control

Strong
authentication;
Granular access

policies

High complexity;
Performance impact

Cyber Kill Chain

Cyberattack
lifecycle & response

Effective for
forensic analysis;
Structured approach

Post-attack focus;
No Al automation

NIST CSF

Cybersecurity risk
management

Regulatory
compliance; Broad
industry adoption

Non-adaptive;
Requires manual
assessments

Table 1: Comparison between 4 existing cybersecurity frameworks

2.3.3 Benefits and Limitations of Adaptive Cybersecurity Frameworks

For the benefits of Adaptive Cybersecurity Frameworks

e Proactive

Threat

Mitigation:

Adaptive cybersecurity frameworks

enable

organizations to address risks proactively by continuously monitoring for threats and

dynamically adjusting defenses. This capability allows for early identification and

neutralization of potential attacks.



For example, frameworks like MITRE ATT&CK provide real-time updates on attack
techniques, enabling organizations to adapt their defenses against emerging threats
(Strom et al., 2018).

Sarker et al. (2020) highlight that machine learning-powered systems can detect

anomalies and prevent attacks before they escalate

Improved Incident Response: Automation in adaptive frameworks facilitates rapid

responses to security incidents, reducing downtime and damage.

Nguyen and Hoang (2020) demonstrated that adaptive security systems can isolate

compromised devices within seconds, containing threats more effectively.

Zero Trust Architecture, for instance, automates access controls, minimizing human

intervention during a crisis (Kindervag, 2010).

Enhanced Scalability: Adaptive frameworks are scalable and can be applied across

distributed environments such as multi-cloud or edge computing.

e Homoliak et al. (2019) noted that adaptive systems are particularly effective in

environments with diverse devices and configurations, such as 10T networks.

e The Cyber Kill Chain Framework has been successfully deployed in distributed
cloud infrastructures to intercept attacks early in the attack lifecycle (Hutchins et
al., 2011).

However, there are also some limitations:

Complexity of Implementation: Deploying adaptive cybersecurity frameworks often
requires significant expertise and coordination, particularly in environments with

legacy systems.

Gonzalez et al. (2020) emphasize that integrating adaptive systems like Zero Trust

into existing infrastructure can be resource-intensive and time-consuming.

For organizations with outdated systems, implementing such frameworks may

involve costly overhauls.



Resource Intensive: Continuous monitoring and automated responses demand
considerable computational resources, which can be challenging for resource-
constrained devices like 10T or edge computing nodes.

Shi and Dustdar (2016) observed that edge devices often lack the computational
power to handle complex algorithms, limiting their ability to deploy adaptive

measures effectively.

This is particularly evident in healthcare 10T, where device limitations hinder robust
encryption or real-time threat detection.

False Positives: Adaptive frameworks, especially those relying on machine learning,

may generate false positives, disrupting normal operations.

Strom et al. (2018) pointed out that Al-driven systems might initially struggle to
differentiate between legitimate activities and potential threats, leading to

unnecessary interruptions.

For instance, organizations have had to disable overly aggressive IP-blocking

features due to frequent misidentifications.

2.4 Regulatory Standards and Frameworks

Regulatory standards and frameworks take an important part in creating cybersecurity

strategies of organizations operating in cloud and edge computing environments. Data

protection laws and cybersecurity regulations vary widely across regions, making

compliance a complex and ongoing challenge for businesses. These regulations are designed

to ensure data privacy, secure data transfers, and protect against cyber threats, but they also

impose specific requirements on how organizations handle data security across different

platforms.

2.4.1 Key Regulatory Standards Affecting Cloud and Edge Computing

1. General Data Protection Regulation (GDPR)



The GDPR, enforced in the European Union, is among the most extensive data protection
regulations globally. It emphasizes the necessity for enterprises to guarantee data privacy
and security by imposing strict rules on the gathering, processing, and storage of sensitive
data. GDPR mandates that data breaches need to be reported within 72 hours and imposes
substantial fines for non-compliance. For organizations using multi-cloud and edge
environments, GDPR compliance means implementing adequate data processing, data
encryption, and access management safeguards to defend personal data across different

jurisdictions.
2. California Consumer Privacy Act (CCPA)

The California Consumer Privacy Act (CCPA), which applies in California, USA, grants
consumers the right to know what personal data is collected and how it will be utilized. It
also permits users to request the removal of their data or decline its sale. Companies must
ensure that data protection measures comply with CCPA requirements, which involve secure
data storage, encryption during transmission, and clear data usage policies. In cloud and edge
environments, this may necessitate organizations to dynamically modify data handling

practices based on the geographical location of the data subject.
3. China’s Cybersecurity Law (Personal Information Protection Law - PIPL)

China’s Cybersecurity Law governs the protection of important infrastructure of information
and sets requirements for the transfer of data across borders. It imposes specific rules on the
localization of personal data, mandating that data collected locally in China be stored in the
country, unless a security assessment is conducted. This creates additional challenges for
companies using multi-cloud architectures that involve data flow between China and other
regions, requiring adaptive approaches to ensure that data remains compliant with local

regulations.

Attached below is the comparison for an overview of these 3 laws (Figure 5)



PIPL GDPR CCPA

Right to know Information to be provided nght tobe
informed
Right to decide
Right to restrict Right to restriction of processing
Right to refuse Right to object
Right to access Right of access Right of access
Right to copy Right of access Right of access
Right to data portability Right to data portability Right to portability
Right to rectify Right to rectification
Right to delete Right to erasure ('right to be forgotten') Right to delete
Related rights in automated decision Related rights in automated decision
making making
Not to sell

Figure 5: Comparison between PIPL, GDPR and CCPA (sg.adp.com, 2024)

2.4.2 Challenges of Regulatory Compliance in Multi-Cloud and Edge

Environments

Ensuring compliance with various regulatory standards across different regions is especially
difficult in multi-cloud and edge computing environments, where data is stored, processed,
and transferred across multiple jurisdictions. Because these environments are decentralized,
maintaining consistent regulatory adherence can be challenging, increasing the risk of non-

compliance.

1. Data Localization and Sovereignty

Data localization laws, such as those imposed by China’s Cybersecurity Law, require that
data be stored within the country's borders. This poses challenges for organizations that
operate in multi-cloud environments where data may need to be distributed across different
regions for performance or redundancy purposes. Ensuring that data does not leave the
borders of specific jurisdictions may require advanced data management strategies,

including geo-fencing and data segmentation.

2. Dynamic Policy Adjustments for Compliance

In a distributed environment, organizations may need to adjust their data handling policies
dynamically determined by the location of the data and the applicable regulations. For

instance, if data collected in the European Union is processed on an edge device located



outside the EU, the organization must ensure that GDPR standards are still met. This may
involve applying encryption, anonymization, or other data protection measures that align
with the relevant regulations. The ability to monitor regulatory changes in real-time and
update policies accordingly is essential for maintaining compliance across multi-cloud and
edge infrastructures.

3. Ensuring Cross-Border Data Transfer Compliance

Cross-border data transfers present significant challenges in terms of regulatory compliance.
Many regulations impose restrictions on the transfer of personal data outside the region
unless specific safeguards are in place. For example, the GDPR permits data transfers to
non-EU countries only if they ensure an adequate level of data protection. Organizations
using multi-cloud services must carefully manage how data flows between different cloud

providers and geographic regions to ensure compliance with such rules.



3 Methodology

This chapter outlines the research methodology employed in designing and assessing an
adaptive cybersecurity framework for multi-cloud and edge computing. The methodology
used is the Design Science Research (DSR) approach, which is particularly suitable for
creating and evaluating artifacts that address practical problems. In this research, the primary
problem is the need for a flexible and adaptive cybersecurity framework capable of
addressing the unique security challenges of multi-cloud and edge environments. The artifact

being developed is the adaptive cybersecurity framework itself.
3.1 Methodology Overview

DSR is a research methodology that focuses on solving problems through the development
of innovative artifacts, such as models, frameworks, algorithms, or software tools. The
methodology emphasizes an iterative process of designing, building, evaluating, and refining
artifacts to ensure they effectively address the identified problem. DSR is commonly used
in information technology and cybersecurity research because it allows for the practical
application of theoretical concepts to solve real-world issues.

The DSR process typically includes six main activities: problem identification, objective and
solution definition, design and development, demonstration, evaluation, and communication
(Peffers et al., 2007). Each of these activities guides the research process from understanding
the problem to creating a solution and communicating the findings. Figure 6 below presents

an overview of the DSR process, highlighting the steps involved.
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Figure 6: Design Science Methodology Process Model (Peffers et al., 2006)

For this research, the DSR methodology follows a problem-centered approach, starting with
the identification of specific cybersecurity challenges in multi-cloud and edge environments.
These challenges include data protection, regulatory compliance, and dynamic threat
management. The goal is to design an adaptive framework that can address these challenges

using Al-driven techniques, real-time threat detection, and automated policy adjustments.

The following sections detail the applications of each step of the DSR methodology in the

development of the adaptive cybersecurity framework
3.2 Application of DSR in the Thesis

For this research, the DSR methodology follows a problem-centered approach, starting with
the identification of specific cybersecurity challenges in multi-cloud and edge environments.
These challenges include data protection, regulatory compliance, and dynamic threat
management. The goal is to design an adaptive framework that can address these challenges

using Al-driven techniques, real-time threat detection, and automated policy adjustments.

The following sections detail how each step of the DSR process is applied in the

development of the adaptive cybersecurity framework.
3.3 Stages of the DSR methodology

This study adopts the DSR methodology to develop an adaptive cybersecurity framework

for multi-cloud and edge environments. The process follows these six stages:



4. Problem Identification and Motivation:
Security challenges in multi-cloud and edge environments are identified, including
risks such as inconsistent security policies, expanded attack surfaces, and
regulatory compliance difficulties. These issues highlight the necessity of a flexible
framework capable of adjusting in real time to emerging threats and changing

regulatory requirements.

5. Objectives of a Solution:
The proposed framework is designed to address critical challenges in multi-cloud
and edge computing environments through three primary objectives. First, it
leverages Al and machine learning to facilitate the instantaneous threat
identification and automate swift responses, enhancing the system's ability to
counter both known and emerging risks. Second, the framework incorporates
dynamic policy adjustment mechanisms to ensure that security measures evolve
seamlessly with changing conditions, such as shifts in network traffic or emerging
vulnerabilities. Finally, it integrates compliance management features to
automatically align with diverse regulatory requirements across jurisdictions,
minimizing the risk of regulatory violations and corresponding penalties. These
objectives collectively ensure a robust, adaptive, and compliant security strategy for

distributed environments (Sarker et al., 2020).
6. Design and Development:

The framework'’s architecture is developed to address the critical security needs of
multi-cloud and edge environments, focusing on three key components. First, an Al-
powered threat detection module is incorporated to enable real-time identification of
anomalous behaviors and emerging threats. Second, a policy adaptation engine is
designed to dynamically adjust security configurations based on evolving conditions,
such as changes in network traffic or detected risks. Third, a compliance monitoring
system ensures the framework adheres to diverse regulatory requirements,
automating the enforcement of region-specific standards. These components are
organized within a layered architecture, prioritizing scalability and modularity to
allow seamless integration into complex, distributed environments. This structure

ensures flexibility and effectiveness in addressing modern cybersecurity challenges.



7. Demonstration:
The demonstration of the adaptive cybersecurity framework focuses on analysing
real-world scenarios to validate its design and potential effectiveness. Given the
resource constraints, this study adopts a case-based approach, using the Capital One
data breach as a primary scenario to illustrate how the framework addresses common

security challenges in multi-cloud environments.

8. Evaluation:
The artifact is evaluated using metrics such as detection accuracy, response time,
adaptability, and compliance monitoring effectiveness. Performance comparisons

with existing frameworks highlight the advantages of the proposed solution.
9. Communication:

The results of the research are documented in this thesis, academic publications, and
presentations. The finding aim to contribute to the field of adaptive cybersecurity

frameworks and guide implementations in complex environments.



4 Framework Design and Development

This section introduces the design and development of an Adaptive Cybersecurity
Framework to address security challenges in multi-cloud and edge computing environments.
The framework follows a layered architecture and integrates artificial intelligence (Al) and
machine learning (ML) to detect threats in real-time, dynamically adjust security policies,
and ensure regulatory compliance. The following subsections explain the key design
requirements, system architecture, AI/ML integration, and the overall development process.

4.1 Requirement Analysis

The requirement analysis identifies the functional components necessary for the adaptive
cybersecurity framework to address security challenges in multi-cloud and edge computing
environments. These requirements are derived from the specific threats, limitations of
existing solutions, and best practices documented in prior research and real-world case

studies.
1. Real-Time Threat Detection and Response

Why is this required?

Multi-cloud and edge environments expand attack surfaces and introduce complexities,
increasing the frequency and speed of attacks. Traditional signature-based detection
methods often fail to detect novel threats, leading to delayed responses and exacerbated
damage.

e Supporting Evidence: Sarker et al. (2020) highlight that machine learning-based
systems can identify zero-day attacks by analysing behavioural anomalies that
static detection methods often overlook.

e Example: The Capital One breach exploited misconfigured security settings over
time, demonstrating the need for real-time detection to minimize exposure (Capital
One, 2019).

e Why AI? Nguyen and Hoang (2020) showed that Al-enabled systems significantly
reduce the time between detection and mitigation, preventing widespread damage
during attacks

2. Dynamic Policy Adaptation

Why is this required?
Fixed security rules are not effective in managing the constantly changing and diverse



nature of multi-cloud and edge environments. Things like where a device is located, how
sensitive the data is, and changes in user behavior require adaptable security policies that
can adjust based on the situation.

e Supporting Evidence: Gonzalez et al. (2020) discuss how misaligned security
policies across different cloud providers create exploitable gaps. Automated policy
adaptation minimizes such inconsistencies.

e Example: In edge computing, resource-constrained devices often require tailored
policies to balance performance and security. Without adaptive measures, these
devices remain vulnerable to attacks (Shi & Dustdar, 2016).

e Framework Application: Zero Trust Architecture principles, as proposed by
Kindervag (2010), emphasize continuous policy enforcement based on user activity
and context.

3. Regulatory Compliance Monitoring

Why is this required?

Multi-cloud and edge environments frequently operate across jurisdictions with varying
legal requirements for data protection. Ensuring compliance manually is error-prone and
time-consuming, increasing the risk of penalties.

e Supporting Evidence: Shi and Dustdar (2016) emphasize that managing cross-
border data flows requires automated tools to enforce compliance with local
regulations like GDPR, CCPA, or China’s PIPL.

e Example: Organizations failing to adhere to GDPR have faced fines exceeding
millions of euros, highlighting the financial and reputational risks of non-
compliance (Gonzalez et al., 2020).

e Why Automation? Automated compliance features ensure that security measures
remain aligned with changing regulatory landscapes, reducing operational
overhead.

4. Threat Intelligence Integration

Why is this required?

Threat intelligence enhances the framework’s capability to detect and counter emerging
threats. Relying solely on internal data limits the effectiveness of defend mechanisms
against advanced attacks.

e Supporting Evidence: Strom et al. (2018) demonstrated that integrating external
threat intelligence, such as MITRE ATT&CK, improves an organization's ability to
respond proactively to known vulnerabilities and attack patterns.

e Example: Homoliak et al. (2019) showed that systems incorporating external threat
feeds can identify advanced persistent threats (APTSs) earlier, providing a
significant advantage over reactive systems.

¢ Why Integration? Real-time updates about vulnerabilities and attack vectors enable
more effective defend strategies, reducing the risk of sophisticated attacks.



4.2 Architecture Design (Layered Approach)

The architecture of the adaptive cybersecurity framework is designed using a layered
approach, which organizes the system into different layers, each responsible for specific
functions. This layered design ensures modularity, making it easier to update or replace
individual components without affecting the entire system. The main layers are:

1. Data Collection Layer

This layer is tasked for collection information from various sources, including network
activity, edge computing devices, cloud platforms, as well as external threat intelligence
feeds. The data collected includes logs, system metrics, user activities, and security alerts.
The information gathered at this layer serves as the foundation for detecting threats and

adapting security policies.
2. Analysis and Detection Layer

The analysis and detection layer processes the data collected and applies machine learning
algorithms to identify potential threats. It analyzes patterns in the data to detect unusual
activities that may indicate security risks. This layer works closely with the threat detection
module and updates its algorithms based on new threat intelligence and findings from past

incidents. The goal is to ensure accurate and timely identification of threats.
3. Policy Management Layer

This layer manages the security policies that govern the system’s response to different
situations. It works with the policy adaptation engine to adjust security measures
dynamically based on the context. The policy management layer ensures that security
configurations are always up to date and that adjustments are made automatically when risks

increase or decrease.
4. Response and Adaptation Layer

Once a threat is detected or a policy adjustment is needed, this layer carries out the necessary
actions to mitigate risks. It may isolate a compromised device, update access controls, or
adjust network configurations. The response and adaptation layer ensures that security

measures are implemented quickly to minimize damage and maintain system integrity.



5. Compliance and Reporting Layer

This layer focuses on monitoring compliance with regulatory standards and generating
reports for auditing purposes. It works with the compliance monitoring system to check that
data handling practices meet legal requirements and automatically adapts policies if new
regulations are introduced. The compliance and reporting layer also provides visibility into

the system’s overall security posture, which is useful for security teams and auditors.

4.3 Introducing the Artifact: Adaptive Cybersecurity Framework

The artifact proposed in this thesis is the implementation of the Adaptive Cybersecurity
Framework designed specifically for multi-cloud and edge computing environments. This
artifact encapsulates the layered approach and integrates AI/ML to address dynamic threats
and compliance challenges.
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Figure 7: Design of an Al-driven cyber security model

Features of the Artifact:

1. Al-Driven Data Collection:

e Aggregates and preprocesses data coming from different sources, including 10T devices,
network traffic logs, and external threat intelligence feeds.



e Removes noise and normalizes data formats for seamless processing.
2. Threat Analysis & Detection:
e Utilizes supervised and unsupervised learning to detect known threats and anomalies.
e Implements deep learning models for real-time traffic analysis.
3. Policy Adaptation:
e Dynamically adjusts security policies using reinforcement learning.
e Ensures context-aware updates to policies, integrating Zero Trust principles.
4. Automated Responses:
e Executes predefined actions such as blocking IPs or encrypting sensitive data.
e Logs all responses for future audits.
5. Compliance Monitoring & Reporting:
e Tracks compliance with regulations like GDPR, HIPAA.
e Generates automated reports and alerts for unresolved compliance issues.
Artefact Workflow
The workflow of the artifact spans across the five layers as follows:

e From Data Collection to Analysis: Raw data is cleaned and passed for threat

detection.

e From Analysis to Policy Management: Identified threats guide the creation of

adaptive policies.

e From Policy Management to Response: Policies are implemented as automated

responses.

e From Response to Compliance: Actions and incidents are recorded and evaluated for

compliance.



4.4 Al and Machine Learning Integration

Integrating artificial intelligence (Al) and machine learning (ML) into the adaptive
cybersecurity framework is crucial for improving the detection of threats and the system's
ability to respond to evolving security risks. Al and ML techniques enable the framework to
analyse large amounts of data in real-time, identify patterns that may indicate potential
attacks, and make decisions on how to adapt security measures accordingly. This section

describes how Al and ML are incorporated into the framework and the benefits they bring.

4.4.1 Types of Machine Learning Used

1. Supervised Learning

In supervised learning, the framework is trained using labelled data, which means the system
Is provided with examples of normal and malicious behaviour. The ML algorithm learns to
differentiate between safe and suspicious activities by recognizing the characteristics of
each. For instance, it can learn what typical network traffic looks like during business hours

compared to off-hours, and flag any deviations.
2. Unsupervised Learning

Unsupervised learning is used when the framework is working with data that does not have
labels. The system identifies patterns or clusters in the data without any prior knowledge of
what is considered normal or suspicious. This approach is useful for detecting zero-day
attacks, which are new and previously unknown threats that do not match any known attack

signatures.
3. Reinforcement Learning

Reinforcement learning allows the framework to improve its threat detection capabilities
over time by learning from feedback. In this method, the system receives positive or negative
feedback based on its actions (e.qg., correctly identifying a threat or generating a false alarm)
and adjusts its strategies to minimize future errors. This continuous learning process helps

the framework adapt to new threats as they emerge.



4.4.2 Application of AI/ML Across Layers

Data Collection Layer: In the Data Collection Layer, unsupervised learning models such as
Auto encoders are employed to filter out noisy or irrelevant data. This ensures that only high-
quality and meaningful data is passed to the next layer for processing, minimizing
computational overhead. For example, anomaly detection algorithms can identify outliers in
network logs, removing repetitive or benign data that might otherwise overwhelm analysis

systems.

Analysis & Detection Layer: The Analysis & Detection Layer leverages a combination of
supervised and unsupervised learning to identify threats. Supervised learning algorithms,
such as Random Forest or Support Vector Machines (SVM), analyse labelled datasets to
detect known attack patterns, like phishing or DDoS. Meanwhile, unsupervised methods
such as clustering algorithms (e.g., DBSCAN) are applied to uncover anomalies or zero-day
threats. This dual approach enhances threat detection accuracy. For instance, Gartner (2022)
reported that Al models using supervised and unsupervised techniques improved detection

rates by 90% compared to traditional systems.

Policy Management Layer: Reinforcement learning is utilized in the Policy Management
Layer to dynamically adjust security policies in response to detected threats. This method
enables the system to learn and optimize decision-making over time, adapting policies to
prevent future attacks. For example, RL-based systems can automatically adjust access
controls or update firewall rules to mitigate evolving risks. The real-time adaptability of RL

ensures minimal manual intervention while maintaining robust security.

Response & Adaptation Layer: In the Response & Adaptation Layer, Al-powered
automation executes incident response actions, such as isolating compromised devices or
encrypting sensitive data. These actions are triggered based on the analysis performed in
previous layers. According to IBM (2024), automated workflows driven by Al reduce
response times by 40%, significantly limiting the damage caused by breaches. Additionally,
logging mechanisms powered by Al ensure all responses are documented for future audits

and compliance.

Compliance & Reporting Layer: The Compliance & Reporting Layer Employs Natural

Language Processing (NLP) to analyse regulatory documents and automate the generation



of compliance reports. This ensures continuous adherence to frameworks like GDPR and
HIPAA by cross-referencing logged actions with regulatory requirements. For instance, IBM
Watson Compliance tools have been shown to reduce the administrative burden on
compliance teams by automating 80% of routine tasks while increasing accuracy (IBM
Watson, 2023). Furthermore, Al-driven compliance monitoring provides real-time alerts for

any violations, ensuring prompt corrective actions.



5 Demonstration and Evaluation

To validate the effectiveness of the adaptive cybersecurity framework, a case study approach
is used. Case studies are helpful because they allow us to see how the framework would
perform in real-world scenarios. In this section, the adaptive framework is applied to a well-
known cybersecurity incident to demonstrate its capabilities and evaluate how it could have
helped prevent or respond to the attack. The case study chosen for this analysis is the Capital
One data breach, which occurred in 2019 and impacted millions of customers.

5.1 Example Case Study: Capital One Data Breach

The Capital One data breach in 2019, which compromised the personal data of more than
100 million users in the United States and Canada, serves as a critical example of
vulnerabilities in cloud environments. This breach is significant not only due to the scale of
impacted customers but also because it reveals systemic flaws in cloud-based security

configurations, insufficient monitoring, and gaps in compliance management

5.1.1 Background of the Incident

The breach was carried out by Paige Thompson, who had previously worked at Amazon
Web Services (AWS), by leveraging a flaw in the configuration of Capital One’s web
security filter. This vulnerability enabled her to initiate a type of cyberattack known as
Server-Side Request Forgery (SSRF), which targets internal services by manipulating
server-side request functions. The affected security mechanism, intended to oversee and
regulate HTTP traffic to Capital One’s cloud infrastructure hosted on AWS, failed to block
unauthorized queries due to its misconfiguration. As a result, Thompson was able to
penetrate the internal AWS environment and extract confidential customer information

stored in S3 storage services.



5.1.2 Key highlights of the attack:

Timeline: The attack began in March 2019 and was not discovered until July 19,
2019.

Attack Method: The attacker exploited SSRF vulnerabilities, using forged requests
to access metadata services and steal AWS Identity and Access Management (IAM)
role credentials. These credentials enabled unauthorized access to sensitive data
(Trend Micro, 2020).

Lack of Detection: During this period, unusual activities went undetected due to the

absence of robust monitoring and alert mechanisms.

5.1.3 Damage

The breach had widespread impacts, both in terms of exposed data and financial costs. The

following are the primary damages caused by the incident:

1.

Scale of Data Exposed:

e Over 100 million customers were affected in the United States and Canada.

e The data stolen included:

o

o

2.

Approximately 140,000 social security numbers.
Around 80,000 bank account numbers.

Personally Identifiable Information (PII), such as names, addresses, credit scores,

credit limits, and transaction history.

Financial Consequences:

e Regulatory Penalties: Capital One faced an $80 million fine imposed by the U.S.

Treasury’s Office of the Comptroller of the Currency (OCC) for failing to establish

effective risk assessment processes (OCC, 2020).

e Class-Action Settlement: The company agreed to pay $190 million to settle lawsuits filed

by affected customers.



Operational Costs: Additional expenses included customer notifications, free credit
monitoring services, and legal fees, totaling an estimated $300 million (Capital One,
2019).

3. Reputation Damage:

Capital One experienced significant damage to its brand reputation, losing customer

trust.

The incident caused a drop in stock value and long-term reputational harm, highlighting

the need for proactive cybersecurity measures.

5.1.4 Analysis of Root Causes

The breach was the result of multiple security failures, which can be categorized as follows:

1. Misconfigured Security Settings:

The Web Application Firewall (WAF) was configured improperly, allowing
unauthorized access to AWS metadata services. This misconfiguration enabled the SSRF
attack, granting the attacker access to Capital One's AWS resources (AWS, 2019).

The principle of least privilege was not enforced, as the IAM roles used in the breach

had excessive permissions.
2. Lack of Effective Monitoring:

Capital One failed to implement adequate real-time monitoring systems to detect unusual

access patterns.

The attack persisted for months before being detected, allowing the attacker to extract

large volumes of data without triggering alerts (Gonzalez, 2020).
3. Complex Cloud Security Management:

Managing security configurations in a multi-cloud or hybrid cloud environment is
inherently complex. Capital One's reliance on AWS for critical services introduced

dependencies that were not sufficiently mitigated by internal security practices.



e |AM Role Mismanagement: Improperly configured roles enabled the attacker to use

valid credentials obtained through SSRF to access S3 buckets.
4. Regulatory Gaps:

e The company failed to comply with standard security and compliance checks, which
could have flagged the misconfigured WAF earlier. Automated compliance checks could
have mitigated these risks.

5.2 Application of the Adaptive Cybersecurity Framework

The proposed Adaptive Cybersecurity Framework (ACF) is designed to address the
vulnerabilities that contributed to the Capital One data breach. Its layered architecture
ensures comprehensive coverage from threat detection to compliance monitoring. Below,
the key components of the framework are applied to the Capital One case to demonstrate its

capabilities in preventing or mitigating similar incidents.
Data Collection Layer

The Data Collection Layer aggregates data from multiple sources, including network traffic
logs, cloud activity reports, and threat intelligence feeds. In the case of Capital One, this
layer would:

Continuously monitor requests sent to the Web Application Firewall (WAF) for anomalies
such as unusual HTTP requests targeting metadata services.

Normalize and pre-process collected data, ensuring consistency for further analysis.

Integrate with external threat intelligence feeds to stay updated on emerging attack vectors,
such as Server-Side Request Forgery (SSRF) vulnerabilities.

Example Application: By detecting anomalies in HTTP request patterns, such as frequent
metadata access attempts, the Data Collection Layer could flag potential SSRF activities for

further investigation.
Analytics & Detection Layer

Using Al-driven techniques, the Analytics & Detection Layer analyses collected data to

identify potential threats. For the Capital One case:



Machine Learning Models: Supervised learning algorithms, trained on historical attack data,
would identify deviations from normal access patterns. Unsupervised models could detect
unknown attack behaviours, such as unusual metadata service queries originating from the
WAF.

Threat Detection: The framework’s Al module would detect and classify the SSRF attack as

an anomalous behaviour, triggering real-time alerts for the security team.

Example Application: The SSRF attack exploited a specific misconfiguration in the WAF.
The detection layer, by analysing incoming requests and user behaviour, could have flagged

the anomaly early, preventing further exploitation.
Policy Management Layer

The Policy Management Layer adapts security policies dynamically based on detected
threats. In response to identified anomalies, this layer could:

Automate Policy Adjustments: Automatically update WAF rules to block suspicious HTTP
requests targeting metadata services.

Restrict IAM Role Permissions: Apply stricter access controls to 1AM roles, ensuring

minimal privileges and preventing unauthorized access to S3 buckets.

Example Application: After detecting the SSRF attack, the framework would dynamically
adjust the firewall configuration to block unauthorized access requests, effectively isolating

the attack vector.
Response & Adaptation Layer

This layer enables rapid and automated responses to mitigate the impact of detected threats.
For the Capital One breach, the framework could:

Isolate Compromised Resources: Immediately isolate the affected S3 buckets and revoke

compromised IAM credentials to prevent further data exfiltration.

Encrypt Sensitive Data: Proactively encrypt sensitive customer data, adding an additional

layer of protection in case of unauthorized access.

Incident Response Details: Log all actions taken and provide detailed incident reports for

post-event analysis and compliance audits.



Example Application: Upon detecting abnormal access to the S3 bucket, the framework
would have automatically revoked access privileges, preventing the attacker from

downloading additional data.
Compliance & Reporting Layer

This layer ensures alignment with regulatory standards and provides continuous monitoring

to identify configuration issues. In the Capital One case:

Automated Compliance Audits: The framework would conduct regular audits of WAF and
IAM configurations, flagging misconfigurations such as overly permissive 1AM roles or

unsecured firewall rules.

Regulatory Reporting: Generate automated reports on compliance with standards such as

GDPR and CCPA, ensuring timely updates and corrective actions.

Example Application: Prior to the breach, compliance audits could have identified the WAF
misconfiguration and provided actionable recommendations to resolve it, mitigating the risk

of exploitation.

5.3 Assessment of Framework Performance

The following section evaluates the proposed Adaptive Cybersecurity Framework (ACF)
based on its theoretical application to the Capital One data breach. This analysis uses the
breach as a case study to illustrate how the framework could have mitigated or prevented the

incident, focusing on theoretical outcomes rather than practical implementation metrics.

1. Preventing SSRF Attacks

The Capital One breach demonstrated the critical danger posed by SSRF attacks, in which
the attacker took advantage of a poorly configured Web Application Firewall (WAF) to
initiate unauthorized HTTP requests targeting the AWS metadata service. SSRF
vulnerabilities are particularly damaging because they allow attackers to access internal

systems and retrieve sensitive data, such as IAM credentials (OWASP, 2023).

In the framework, the Data Collection Layer continuously monitors all HTTP requests for
unusual patterns. By integrating this layer with external threat intelligence, the framework

ensures early detection of anomalous behaviours targeting internal IPs like



http://169.254.169.254 (Trend Micro, 2020). The Analytics and Detection Layer uses Al-
driven anomaly detection to recognize deviations from normal traffic. These mechanisms
address the SSRF threat through real-time analysis of request headers, source IPs, and target

endpoints.

For example, had this framework been implemented, any unauthorized requests to the
metadata service could have been flagged and blocked during the early stages of the attack,
preventing the retrieval of IAM credentials. According to IBM Security (2021), frameworks
that combine real-time monitoring with Al anomaly detection reduce the detection time of

similar threats by up to 70%, further underscoring the effectiveness of this approach.

2. Addressing IAM Misconfigurations

In the Capital One case, the attacker exploited excessive permissions in IAM roles,
allowing unrestricted access to sensitive S3 buckets (Trend Micro, 2020). Improperly
configured IAM permissions are a common vulnerability in cloud environments, with
Gartner (2023) reporting that over 80% of cloud breaches are caused by misconfigured
IAM roles.

The Policy Management Layer of the framework addresses this by conducting continuous
audits of IAM configurations against predefined security standards, ensuring adherence to
the principle of least privilege. AWS emphasizes that continuous auditing of IAM roles is

critical in minimizing the risk of privilege escalation (AWS Security Guidelines, 2022).

The Compliance and Reporting Layer complements this by generating automated
compliance reports that identify excessive permissions and non-compliant policies. For
instance, frameworks that generate actionable logs reduce the time to identify and resolve
misconfigurations by 40% compared to manual reviews (IBM Security, 2021). This
automated process prevents oversight and ensures that IAM configurations remain secure

even in dynamic environments.
3. Real-Time Policy Updates

The Capital One breach underscores the importance of adapting security policies to evolving
threats. Static policies often fail to address real-time anomalies, with OWASP (2023) noting

that delayed updates to firewall rules are a major factor in prolonged breaches.



In the framework, the Response and Adaptation Layer ensures real-time updates to security
policies based on detected anomalies. For example, upon identifying an SSRF attack, the
framework could immediately restrict WAF rules and isolate the attacker’s access path.
Real-time policy adaptation has been shown to mitigate attack surfaces by up to 60% in
dynamic environments (Gartner, 2023).

The Policy Management Layer ensures that these updates do not disrupt legitimate
operations, as changes are validated against operational baselines before deployment. This
adaptability is particularly valuable in multi-cloud environments, where configurations
frequently change due to scaling or resource reallocation (Microsoft Security, 2022). IBM
Cloud (2021) highlights that frameworks with real-time policy updates are 30% more

effective in preventing breaches in multi-cloud systems compared to static models.

4. Compliance Management Effectiveness

The Capital One breach resulted in significant regulatory penalties due to non-compliance
with security standards. Gartner (2023) estimates that non-compliance with data protection
regulations like PCI DSS and GDPR can increase the financial impact of a breach by 40%
due to fines and legal actions.

The framework’s Compliance and Reporting Layer ensures continuous alignment with
standards such as PCI DSS and GDPR by automating audits and flagging non-compliant
configurations in real-time (AWS Well-Architected Framework, 2022). For example,
regular checks of WAF configurations and 1AM permissions would have identified the
misconfigured firewall and excessive permissions before they could be exploited.
Automated audits, according to Trend Micro (2020), can detect and resolve compliance

issues 50% faster than manual approaches.

The ability to generate actionable compliance reports further enhances transparency and
simplifies regulatory audits. IBM (2021) reports that automated compliance monitoring
reduces audit preparation time by 60%, demonstrating its significant efficiency

improvements over traditional models.



5.4 Comparison of Framework with Existing Approaches

The proposed Adaptive Cybersecurity Framework (ACF) demonstrates clear improvements
over traditional cybersecurity frameworks, addressing their limitations through Al
integration, automation, and comprehensive configuration management. Below, a detailed
analysis highlights the shortcomings of legacy frameworks and explains how the ACF

outperforms them.

5.4.1 Mitigating Human Error

Challenges with Traditional Frameworks:

Older frameworks like the NIST Cybersecurity Framework (CSF) and ISO/IEC 27001
primarily focus on static policies and manual reviews to manage threats and vulnerabilities.
These approaches often rely on human analysts to interpret logs, update detection rules,
and respond to incidents. According to Gartner (2023), over 85% of breaches stem from
misconfigurations or human errors, such as granting excessive permissions or overlooking

anomalous activities.
For example:

e NIST CSF: While robust in providing a structured approach to risk management, its
reliance on predefined guidelines makes it less effective against rapidly evolving
threats such as SSRF or zero-day vulnerabilities (NIST, 2022).

e Manual Log Reviews: Traditional detection systems require analysts to sift through

massive volumes of logs, increasing the likelihood of missing critical anomalies.

How ACF Improves:
The Analytics and Detection Layer in ACF employs Al to minimize human involvement in
threat detection. Al models can:

e Process large-scale data streams in real-time to detect subtle irregularities, such as

abnormal HTTP requests that may signal SSRF attacks.

e Continuously learn from emerging threat patterns, reducing reliance on static

detection rules.



Example Application:

In the Capital One case, the attacker’s use of forged HTTP requests could have been
flagged by the Al-powered detection in ACF, mitigating risks associated with human
oversight. By contrast, NIST CSF would rely on manual analysis of firewall logs, delaying
response and increasing the chance of oversight (Trend Micro, 2020).

5.4.2 Accelerating Response Through Automation

Challenges with Traditional Frameworks:

Legacy frameworks like COBIT or ITIL (Information Technology Infrastructure Library)
often depend on manual workflows for responding to incidents. This delay in response
creates a critical window of vulnerability. According to IBM Annual Report (2021),
manual responses to security incidents take an average of 280 days from detection to

containment, leaving systems exposed to further exploitation.
Specific shortcomings include:

e Static Incident Response Plans: Traditional frameworks rely on predefined response

playbooks that require human intervention to execute.

e Delayed Policy Updates: Manual updates to firewalls or access policies slow down
mitigation efforts, giving attackers more time to exploit vulnerabilities.

How ACF Improves:

The Response and Adaptation Layer in ACF automates incident response by:
e Dynamically updating WAF policies to block malicious requests in real-time.

e |solating compromised resources, such as disabling excessive IAM permissions or

revoking misused credentials.

Example Application:
In the Capital One case, automated isolation of misconfigured S3 buckets could have
limited the attacker’s access within seconds, compared to the days or weeks required in

frameworks like ITIL



5.4.3 Detailed Configuration and Access Management

Challenges with Traditional Frameworks:

Older frameworks like ISO/IEC 27001 or CIS Controls prioritize periodic reviews and
manual checks for configuration management. While these frameworks provide general
guidelines for best practices, their static nature makes them inadequate for dynamic cloud
environments. AWS Security Guidelines (2022) emphasize that manual reviews cannot
keep pace with the frequent changes in multi-cloud and hybrid environments, leading to

misconfigurations.
Common limitations include:

e Periodic Audits: Configuration reviews are often conducted quarterly or annually,

leaving extended periods of potential vulnerabilities.

e Limited Scope: Traditional reviews focus on compliance rather than operational
risks, failing to identify misconfigurations such as excessive IAM permissions.

How ACF Improves:
The Policy Management Layer in ACF conducts continuous audits of security
configurations, providing a more comprehensive and proactive approach. This layer:

e Automatically flags misconfigurations in IAM roles, such as excessive permissions

or unapproved policy changes.
e Ensures real-time updates to configurations without disrupting operations.

Example Application:

In the Capital One case, continuous monitoring by ACF would have identified the
misconfigured WAF and excessive IAM permissions before they were exploited. ISO/IEC
27001, by contrast, would have relied on scheduled audits, potentially allowing these

issues to persist undetected for months (Trend Micro, 2021)



6 Conclusion

This thesis presented the development of an adaptive cybersecurity framework aimed at
enhancing security in multi-cloud and edge computing environments. The framework's main
features include real-time threat detection, automatic policy adaptation, and compliance
monitoring. The results show that it offers several advantages over traditional frameworks,
such as better detection of unknown threats, flexible security policies, and automated

compliance checks.

6.1 Main Findings

The adaptive framework demonstrated the following key benefits:

e Improved Threat Detection: By using machine learning, the framework can detect
threats more effectively, including unknown attacks, by identifying unusual patterns.

e Dynamic Policy Adaptation: The ability to automatically adjust security measures
based on current risk levels helps the framework quickly respond to changing

situations.

e Enhanced Compliance Monitoring: Automated compliance checks ensure that

security settings stay updated with regulatory requirements.

e Case Study Validation: The Capital One data breach case study showed how the
framework could reduce the impact of similar incidents through early detection and

proactive measures.

6.2 Research Limitation

Some limitations should be noted:

e Lack of Real-World Testing: The framework was not tested in a live environment,

so results may vary in actual practice.



e Limited Threat Scenarios: The research focused on specific types of threats, leaving

out some complex attack methods.

e Resource Usage Concerns: The machine learning components may increase resource

consumption, particularly in edge computing.

6.3 Suggestions for Future Research

Future research should focus on:

e Real-World Testing: Implementing the framework in live multi-cloud settings to

validate its performance.

e Broader Threat Coverage: Testing against a wider range of cyber threats to improve

robustness.

e Optimizing Efficiency: Reducing resource usage to make the framework more

suitable for edge environments.

e User Feedback Integration: Allowing the system to learn from expert feedback to

refine its detection capabilities
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