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This bachelor’s thesis investigates how a large multinational public organisation can make 

access‑rights management in its Enterprise Resource Planning (ERP) systems both more 

efficient and more secure. Over the years, the organisation’s current practices have become 

increasingly complex and labour‑intensive, underlining the need for a more flexible and 

sustainable governance model. 

Instead of designing an entirely new scheme, the study builds on several predefined roles 

already in use. These roles are expanded and refined by adding new ones and by introducing 

dynamic role definitions that improve system manageability and scalability for future needs. 

Although the primary focus is on a single ERP platform, procedures from other systems were 

also examined, enabling a broad evaluation of the proposed enhancements. Their impact was 

measured through empirical analyses and a prototype implementation. The resulting 

role‑based access‑control (RBAC) model built on the organisation’s existing roles but 

enriched with dynamic elements cut average user‑provisioning time by 40 % and simplified 

day‑to‑day maintenance of access rights. 

The findings demonstrate that the proposed model significantly enhances both manageability 

and security. In addition, the thesis offers practical recommendations for modernising 

user‑rights management in a global context and outlines avenues for future research to 

advance the model further.  
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Tämä kandidaatintyö tutkii, miten suuren monikansallisen julkisen organisaation 

ERP‑järjestelmissä voidaan samanaikaisesti tehostaa käyttöoikeushallintaa ja parantaa 

tietoturvaa. Nykyiset toimintatavat ovat vuosien mittaan muuttuneet yhä 

monimutkaisemmiksi ja tehottomammiksi, mikä korostaa joustavan ja kestävän 

hallintamallin tarvetta. 

Täysin uutta mallia ei rakenneta, sillä organisaatiolla oli jo käytössään muutamia valmiiksi 

määriteltyjä rooleja perusoikeuksineen. Näitä rooleja täydennettiin ja tarkennettiin 

lisäämällä uusia rooleja sekä dynaamisia roolimäärityksiä, jotka parantavat järjestelmän 

hallittavuutta ja skaalautuvuutta tulevia tarpeita varten. 

Vaikka päähuomio kohdistuu yhteen ERP‑järjestelmään, myös muiden järjestelmien 

käytännöt otettiin huomioon, mikä mahdollisti parannusten laaja‑alaisen arvioinnin. 

Vaikutuksia mitattiin empiirisillä analyyseillä ja prototyyppitoteutuksella. Kehitetty 

roolipohjainen käyttäjähallintamenetelmä (RBAC), joka hyödyntää dynaamisia 

roolimäärityksiä ja perustuu organisaation aiemmin määrittelemiin rooleihin, lyhensi uusien 

käyttäjien luontiaikaa 40 % ja selkeytti käyttöoikeuksien ylläpitoa. 

Tulokset osoittavat, että ehdotettu malli parantaa huomattavasti sekä käyttöoikeuksien 

hallittavuutta että tietoturvaa. Työ tarjoaa lisäksi käytännön suosituksia käyttäjäoikeuksien 

modernisointiin globaalissa kontekstissa ja hahmottelee jatkotutkimusaiheita mallin 

edelleen kehittämiseksi.  
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1  Introduction 

Enterprise resource planning (ERP) systems have become a central component of the daily 

operations of companies. ERP systems are integrated software platforms that consolidate 

core business functions (e.g. finance, HR, logistics) into a single database, facilitating real-

time data sharing and decision-making. The integration of diverse business functions into a 

unified system is imperative to ensure the smooth functioning of organisational processes 

and the creation of an efficient working environment. However, managing access rights 

within these systems can often prove complex and challenging in practice, particularly in 

multinational companies, where variations in regulations across different countries and 

differing operational practices further complicate the situation. 

The primary objective of this study is to enhance the practical effectiveness and operational 

efficiency of current access management frameworks, which are not updated to the level 

required. Despite the company's prior establishment of rudimentary role definitions for its 

ERP system, these definitions were found to be inadequate in terms of detail and failed to 

address the requirements of a substantial, multinational environment. The prevailing model, 

predicated on allocating access rights based on only physical locations and job definitions, 

frequently falls short of the requirements of a dynamic, global organisation, resulting in an 

administrative burden and inefficiencies. While the study focuses on one ERP system, it also 

incorporates insights from other systems. This approach is intended to offer a broader 

perspective and facilitate the identification of best practices for implementing targeted 

improvements in ERP access management. 

The aim of the study is twofold: firstly, to examine current methods predominantly based on 

internal organisational definitions for allocating access rights and to define concrete 

measures for improvement and optimisation; and secondly, to leverage the experiences of 

other ERP systems to enhance security, usability, and operational efficiency. As ISO/IEC 

27001 (2013) emphasises the significance of structured access control, addressing this gap 

is crucial for ensuring both compliance and efficiency in this global enterprise. In pursuit of 

these objectives, the development of a more practical and flexible role-based access control 

(RBAC) model is very important and needed. 
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The present contribution is the implementation and testing of an enhanced RBAC model, 

extending the company's initial set of roles into a more comprehensive, dynamic framework. 

It is anticipated that this model will more effectively address the requirements of a global 

organisation and address the following research question: What concrete measures can be 

taken to develop a more structured access management system that better supports the 

operations of a multinational organisation? 

The significance of this research lies in its exploration of a prevalent challenge faced by 

global organisations in ensuring secure and efficient access management in complex IT 

environments. The findings have the potential to offer practical solutions not only for the 

studied ERP system but also for other companies seeking to modernise their access 

management frameworks. From a software engineering perspective, this thesis makes a 

contribution through the design of a structured role-based access control model that 

addresses the real-world limitations of the ERP system used by a multinational organisation. 

A limitation of the study is its exclusive focus on a single ERP system, despite the potential 

value of comparisons with other systems for providing a more comprehensive context, which 

may affect the generalisability and applicability of the findings to other organisations. The 

practical implementation of the proposed improvements and the interpretation of the results 

may also be influenced by functional and cultural differences between countries.  
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2  Literature review 

In the current networked business environment, Enterprise Resource Planning (ERP) 

systems have evolved far beyond their original operational role to become essential 

platforms for coordinating complex, integrated organisational processes. 

This chapter provides a comprehensive literature review on ERP systems and modern access 

control strategies in those. The chapter commences with an examination of the fundamental 

principles and constituent modules of ERP platforms, with a particular emphasis on their 

capacity to facilitate real-time data sharing and collaborative decision-making within global 

enterprises. 

The subsequent section of the chapter explores the challenges of access rights management 

within ERP systems, with a particular focus on the challenges encountered in multinational 

contexts. The chapter then compares Role-Based Access Control (RBAC) with more 

dynamic frameworks such as Attribute-Based Access Control (ABAC) and for security 

perspective using Zero Trust Security (ZTS), analysing their respective strengths, 

limitations, and practical applicability. 

Finally, the chapter introduces emerging hybrid models that combine RBAC, ABAC, and 

Zero Trust principles and evaluates their potential for improving security, scalability, and 

regulatory compliance. These discussions lay the theoretical foundation for the new access 

control model proposed later in this thesis. 

2.1  ERP systems 

ERP systems have become pivotal to contemporary business operations, functioning as 

integrated software solutions that consolidate and automate a variety of organisational 

functions. Initially developed for manufacturing resource planning, ERP systems have 

evolved into cloud-based platforms that offer increased scalability, flexibility, and cost-

effectiveness. Despite these advantages, concerns regarding data security and access 

management persist as significant barriers to adoption, necessitating the establishment of 

robust security frameworks to protect sensitive business information (Gethrude, 2024). 
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Industry standards, such as ISO/IEC 27001 (2013), emphasise the necessity of consistent 

risk management and regular audits to ensure the protection of organisational data. 

The evolution of ERP from earlier manufacturing planning systems is a historical 

phenomenon. In the 1960s, companies used standalone inventory control packages to 

computerize stock tracking (Rashid, 2002). The 1970s witnessed the emergence of Material 

Requirements Planning (MRP) systems for production scheduling. According to Davenport 

(1998), an ERP is defined as a "commercial software package that promises the seamless 

integration of all the information flowing through the company, including financial, 

accounting, human resources, supply chain, and customer information" (Davenport, 1998). 

2.1.1  Overview of ERP systems 

The fundamental principle of an ERP system is based on a centralised database that allows 

multiple departments to access and update information in real time. This integration ensures 

data consistency across business units, eliminating redundant data entries and reducing 

inefficiencies. In contradistinction to standalone departmental software, ERP systems 

provide a structured environment in which interconnected modules facilitate seamless 

communication and coordination across the organisation (Rashid, 2002). The modules 

typically cover: 

• Finance and Accounting: Manages financial transactions, budgeting, reporting, and 

regulatory compliance. 

• Human Resources Management (HRM): Handles payroll, recruitment, performance 

tracking, and benefits administration. 

• Supply Chain and Logistics: Oversees procurement, inventory tracking, demand 

forecasting, and supplier relationships. 

• Manufacturing and Production Planning: Manages production schedules, quality 

control, and resource allocation. 

• Customer Relationship Management (CRM): Centralizes customer data, tracks sales, 

and supports marketing automation. 

The successful implementation of those modules in ERP system is of paramount importance 

to companies, as it has been shown to be a transformative process for organisations, but also 
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poses a number of significant challenges. The successful deployment of such systems is 

contingent upon meticulous planning, comprehensive business process re-engineering, and 

alignment with organisational needs. A survey of ERP implementation projects reveals that 

inadequate planning, poor stakeholder engagement, insufficient training, and employee 

resistance to change are frequent causes of failure (Corlett, 2024). Corlett emphasises that 

human capital factors, such as a lack of user engagement or misalignment between 

technology and organisational culture, are among the leading causes of ERP failures. Given 

the complexity of integrating multiple business functions into a single system, meticulous 

project management is essential, as unforeseen issues can disrupt operations and lead to 

costly delays. 

A key benefit of ERP systems is their capacity to adapt to diverse business environments 

and significant advantage of contemporary ERP solutions is their capacity for cloud-based 

deployment, enabling organisations to access data remotely and efficiently scale operations. 

This flexibility is especially beneficial for multinational enterprises operating across diverse 

geographic regions, where regulatory requirements and operational processes may vary. The 

utilisation of cloud-based ERP systems serves to diminish the reliance on physical IT 

infrastructure, concomitantly reducing maintenance costs and enhancing system 

accessibility (Syed et al., 2024). 

However, it is important to note that ERP systems also pose significant challenges related to 

data management and security. Given the vast amount of sensitive information stored within 

an ERP system, ensuring proper access control is critical to maintaining data security and 

regulatory compliance (Kauppala, 2022). As Kauppala (2022) emphasises, ERP systems 

aggregate and process extensive customer data, which can be leveraged for insights through 

machine learning-based classification. It underscores the importance of reliable data access 

frameworks, especially when ERP systems become integrated with AI or ML tools. 

In conclusion, ERP systems play a pivotal role in integrating business processes, improving 

efficiency, and supporting strategic decision-making. However, the intricacies inherent in 

ERP implementations, in conjunction with the challenges of data security. 
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2.2  Access rights management 

ERP systems are responsible for the storage and management of substantial quantities of 

sensitive business data. Consequently, the management of access rights represents a pivotal 

component within the security framework of such systems. Access control mechanisms 

within ERP environments dictate the manner in which users interact with system 

functionalities, thereby ensuring that employees, partners, and stakeholders possess the 

requisite permissions while impeding unauthorised access to critical business information. 

As companies expand and digitise their operations, the need for robust and flexible access-

management solutions grows. Role-Based Access Control (RBAC), originally proposed by 

Ferraiolo et al. (1992), grants permissions based on predefined job roles and remains a 

popular choice in ERP environments. However, in dynamic organisations where user 

responsibilities are subject to frequent change, purely role-centric models can prove to be 

restrictive. In multi-tenant contexts specifically, developers must also address security 

isolation and scalable tenant management (Niemelä, 2023). Consequently, more adaptive 

frameworks, whether augmented RBAC, attribute-based access controls (ABAC), or hybrid 

models, are often required to ensure employees get the access they need without exposing 

critical business data to unnecessary risks. 

As ERP systems evolve, particularly through adoption of cloud-based platforms, broader 

security concerns emerge, including vendor dominance, data protection, and integration 

difficulties (Halivaara, 2023). Consequently, traditional access control mechanisms must 

adapt to accommodate new security challenges and regulatory requirements. For instance, 

the General Data Protection Regulation (GDPR) and International Organization for 

Standardization/International Electrotechnical Commission 27001 emphasize a risk-based 

approach to access control, which can be especially relevant in large, distributed ERP 

environments. 

2.2.1  Challenges 

The management of access rights within ERP systems poses significant challenges in 

environments characterised by diverse user groups, evolving job roles, and stringent 

compliance requirements. The following are the key challenges: first, traditional role-based 
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access-control models depend on rigid, pre-defined role hierarchies that must be continually 

refined as job functions change, creating administrative overhead, policy misalignments, and 

inefficiencies in dynamic settings (Cheminod et al., 2018). Second, organisations operating 

across multiple jurisdictions must navigate disparate data-protection regimes for example, 

the GDPR in the European Union (EU) and the U.S. Health Insurance Portability and 

Accountability Act (HIPAA) which demands rigorous access-management policies and 

regular audits (ISO/IEC 27001, 2013). Third, insider threats and the misuse of privileged 

accounts remain significant risks, so enforcing the principle of least privilege together with 

routine access reviews is essential (Ferraiolo et al., 1992). Finally, the shift to cloud-based 

ERP solutions introduces additional concerns: secure data transmission, third-party access 

governance, strong encryption, API-level security, and multi-factor authentication all 

become indispensable (Syed et al., 2024). 

2.2.2  Security strategies 

In response to escalating security concerns around ERP access control, organisations now 

combine several complementary measures. One prominent approach is to move beyond 

static role-based access control and add real-time risk analysis and contextual attributes an 

attribute-based access-control model in which permissions can hinge on a user’s location, 

recent activity, or risk score (Hu et al., 2013). Building on that, multi-factor authentication 

(MFA) and two-factor authentication (2FA) have become standard, pairing passwords with 

biometrics, hardware tokens, or one-time codes to blunt credential-theft attacks (Upreti, 

2024). In parallel, the Zero-Trust model treats every user and device as untrusted by default; 

continuous verification and tight network segmentation keep privileges to an absolute 

minimum (Kindervag, 2010). Concurrently, artificial-intelligence and machine-learning 

techniques are being deployed to automate access reviews and audits, swiftly identifying and 

revoking stale or excessive permissions (Golightly et al., 2023). Equally important, rigorous 

API-security controls backed by runtime analytics that admit only authenticated and 

authorised calls have become indispensable as ERP platforms integrate ever more deeply 

with third-party services (Halivaara, 2023). 
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2.2.3  Future look 

As ERP systems continue to evolve, so too must access rights management strategies. The 

transition towards cloud-based ERP solutions necessitates the implementation of granular, 

context-aware access controls that are capable of adapting to evolving work environments. 

Standards such as NIST SP 800-53 advocate continuous monitoring of roles and 

permissions, while ISO/IEC 27001 emphasises the significance of iterative risk assessment. 

These elements collectively indicate a future direction for ERP security that is characterised 

by high adaptability and automation (NIST, 2013; ISO/IEC 27001, 2013). 

Furthermore, it is imperative for organisations to achieve a balance between security and 

usability. While stronger access controls will enhance security, it is imperative to note that 

excessively restrictive policies have the potential to impede employee productivity. The 

implementation of user-friendly access request workflows and self-service permission 

management has been demonstrated to facilitate streamlined operations without 

compromising security. 

Effective access rights management is considered a cornerstone of ERP security. While 

traditional RBAC models remain relevant, they must be augmented with adaptive, risk-

aware strategies to address the challenges of modern ERP environments. Organisations that 

proactively refine their access control policies will enhance security, improve operational 

efficiency and ensure regulatory compliance. 

As ERP evolves in a modernising world, access control environments are growing in both 

scale and complexity, with a strong drive to leverage automation, AI, and ML to manage 

access more efficiently and securely. There are several areas where automation and machine 

learning are proving impactful, including role mining and automated role design. Role 

mining, a foundational application of data mining in access control, employs algorithms to 

derive potential roles from existing user-permission assignments. In scenarios where 

organisational structures are characterised by a lack of clearly defined roles or where roles 

have become disorderly, the deployment of role mining tools can facilitate the analysis of 

the access control matrix to identify common permission sets that could be designated as 

roles. Academic studies support this shift, evidencing how AI enhances ERP security 

through latent role discovery and anomaly detection (Kauppala, 2022; Halivaara, 2023). 
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2.3  Access control paradigms in ERP 

In the evolving landscape of enterprise security, access control mechanisms play a crucial 

role in safeguarding organisational assets and ensuring regulatory compliance. ERP systems, 

being the primary operational framework within businesses, necessitate advanced access 

management models to effectively navigate complex, dynamic, and globally distributed 

environments. RBAC has been the predominant model employed in ERP systems. However, 

the mounting necessity for adaptability and fine-grained access control has given rise to the 

exploration of ABAC as a potential alternative. Moreover, the advent use of Zero Trust 

Security (ZTS) has further challenged conventional access control paradigms, advocating 

for continuous verification rather than implicit trust based on predefined roles. This section 

explores the key differences between RBAC and ABAC, examines their applicability in ERP 

environments, and evaluates how Zero Trust principles can enhance role-based access 

models. 

2.3.1  RBAC 

The RBAC model is the most well-known access control management model in ERP 

systems, due to the fact that it is both straightforward to manage and utilise. The RBAC 

model is predicated on the allocation of permissions based on predefined roles that are 

mapped to specific job functions. As Ferraiolo et al. (1992) have demonstrated, RBAC 

simplifies administrative tasks; however, it can become problematic when roles do not 

reflect real-world responsibilities. The question therefore arises as to why RBAC is the most 

popular access control model. 

Alignment with organizational structure is an inherent property of roles that they naturally 

map to job functions therefore, defining an RBAC policy often parallels the company's 

organisational chart. This facilitates the conceptualisation and communication of access 

rules (Ferraiolo et al., 1992) and simplified Administration in contrast to the conventional 

approach of managing individual user permissions, the present system enables 

administrators to oversee roles. This approach offers enhanced scalability, as the addition of 

a new user is rendered a straightforward process involving the assignment of existing roles. 

Modifications to a role's permissions are reflected in real time, affecting all users within that 
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role. This approach has been shown to engender a reduction in the complexity of security 

management when compared to per-user access control (Ferraiolo et al., 1992). 

RBAC’s clear role definitions bring three closely related benefits. First, they enforce 

separation of duties by introducing constraints that block conflicts of interest such as 

preventing any one user from both requesting and approving a purchase thereby 

safeguarding internal controls (NIST, 2016). Second, the same clarity makes access rights 

readily auditable: reviewers can trace exactly which users inherit which permissions, 

simplifying periodic assessments and ensuring privileges remain aligned with policy (NIST, 

2016). Finally, these features collectively support external compliance mandates, helping 

organisations demonstrate adherence to regulations such as the EU General Data Protection 

Regulation, the U.S. Health Insurance Portability and Accountability Act, and the ISO/IEC 

27001 information-security standard (Cole, 2000; GDPR, 2018; ISO/IEC 27001, 2013). 

It is evident that RBAC is not without its limitations when applied in highly dynamic 

environments, particularly in global enterprises where job functions overlap and users need 

context-specific access. One recurring difficulty is role explosion. In large ERP 

deployments, capturing every conceivable combination of permissions often forces 

administrators to create a multitude of narrowly scoped roles; this proliferation undermines 

RBAC’s intended simplicity and introduces administrative overhead that scales poorly 

(Ameer et al., 2022). Equally problematic is the model’s inherently static, coarse-grained 

nature. Because classic RBAC cannot natively express contextual factors such as time of 

access, user location, or transaction value it struggles to enforce conditional policies like 

“approve invoices up to a threshold but require extra sign-off above it.” Organisations either 

bolt on attribute-based controls, as suggested by Wang et al. (2004), or fall back on still more 

narrowly defined roles, which again fuels role explosion. 

The initial role-engineering effort adds another layer of complexity. Designing a coherent 

hierarchy demands exhaustive process analysis and broad stakeholder input; done manually, 

it is prone to over-privileged roles, misplaced user-role mappings, and other inconsistencies 

that create both security gaps and operational friction (Ameer et al., 2022). Finally, the model 

carries a continual maintenance burden. As departments reorganise, titles evolve, and 

responsibilities shift, roles must be reviewed and updated to preserve least-privilege 

principles. Without a robust governance strategy, outdated roles linger or accrue excessive 
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permissions, making periodic audits and documentation updates indispensable for keeping 

the system current and secure (Ameer et al., 2022). 

2.3.2  ABAC 

ABAC is not utilised to the same extent in ERP systems as RBAC, despite the fact that it 

builds upon RBAC by introducing contextual attributes to determine access permissions. 

Rather than relying exclusively on predefined roles, ABAC evaluates multiple factors, 

including user attributes (e.g. department, seniority level), resource attributes (e.g. document 

classification, sensitivity level), and environmental attributes (e.g. device type, geographic 

location) (Hu et al., 2013). 

The fundamental difference between the two models is that RBAC links permissions strictly 

to predefined roles, whereas ABAC evaluates attributes and policies in real time. A chief 

benefit of ABAC is its ability to incorporate dynamic context time, location, device type, or 

even transaction value directly into the decision process. For example, an ABAC rule might 

state, Permit the data-export operation only if the user’s sensitivity level is “High” and the 

user is on the internal network; under a pure RBAC regime, achieving the same effect 

typically requires a multitude of narrowly specialised roles (Hu et al., 2013). Beyond context, 

ABAC offers inherently fine-grained, attribute-rich control. Policies can reference any 

combination of user attributes (department, clearance, job title), resource attributes (data 

sensitivity, project tag), action (read, write, delete), and environmental factors (time of day, 

authentication strength). Such granularity surpasses the coarse groupings of roles; indeed, 

NIST observes that attempts to approximate this level of precision in RBAC often trigger 

the “role-explosion” problem (Wang, 2004; NIST, 2013). 

Administratively, ABAC shifts the focus to policy-based management. Instead of assigning 

users to roles, security teams write explicit authorisation rules often in a language such as 

XACML that specify which attribute combinations allow access (Abd El-Aziz, 2011). While 

this rule-centric design can be conceptually more complex and demands careful analysis of 

policy interactions, it also lets organisations treat role itself as just another attribute, blending 

RBAC and ABAC where useful (Wang, 2004). Finally, ABAC enforces a “no implicit 

access” stance: unless a policy explicitly grants permission, the request is denied. This 

default-deny behaviour eliminates the risk of unnoticed, inherited privileges common in 
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large role hierarchies and aligns naturally with the principle of least privilege provided that 

policies are rigorously defined and maintained (Hu et al., 2013). 

The numerous variables and attributes inherent to ABAC contribute to its computational 

intricacy, necessitating the implementation of sophisticated policy management to delineate 

the parameters under which access is permitted or denied. The complexity of ABAC policy 

creation and enforcement frequently gives rise to implementation challenges, rendering it 

less attractive for organisations with limited IT resources (NIST, 2013). Indeed, in some 

cases, the implementation of ERP systems is rendered impossible by the necessity of a policy 

engine. 

2.3.3  ZTS 

ZTS is not an access management tool in itself rather, it is a set of principles that access 

management models and frameworks should adhere to. It is a contemporary security 

paradigm that has gained prominence in the last decade, fundamentally shifting the way in 

which organisations think about network and application access. The principle of Zero Trust 

is encapsulated by the mantra, "never trust, always verify." This concept was initially 

proposed by John Kindervag in 2010 during his tenure at Forrester Research. The 

fundamental principle of Zero Trust posits that no user or system, whether within or outside 

the conventional network perimeter, should be presumed trustworthy. Instead, the principle 

espouses a rigorous authentication, authorisation and validation of every access request, and 

the maintenance of minimal access privileges. In summary, Zero Trust posits the assumption 

that the network is already compromised, thus eliminating any implicit trust based on 

network location. 

Kindervag’s Zero-Trust Security (ZTS) model offers several interlocking guidelines for 

hardening ERP environments. One core principle is that no request should enjoy implicit 

trust simply because it originates on an internal network; assets and user accounts receive no 

special treatment based on physical or logical location, so every transaction internal or 

external must be treated as potentially hostile (Kindervag, 2010; Rose et al., 2020). Closely 

related is the requirement for continuous authentication and authorisation. Verification is not 

a one-off event at login: before and, if necessary, during each session, both the user’s identity 

and the security posture of the connecting device must be re-confirmed (Rose et al., 2020). 
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ZTS also mandates strict least-privilege access and fine-grained micro-segmentation. 

Resources are carved into small, isolated zones, so a compromise of one ERP module does 

not automatically expose another; each service, database, or microservice enforces its own 

authorisation checks, keeping lateral movement to a minimum (Rose et al., 2020). Finally, 

the model depends on continuous monitoring and analytics. Real-time inspection of user 

actions and network flows enables the system to flag anomalies such as a sudden spike in 

data exports or access to previously unused modules and to throttle or revoke access pending 

re-authentication. In other words, Zero Trust not only “never trusts” at the outset but also 

“always verifies” throughout the session, using behavioural signals to detect emerging 

threats (Rose et al., 2020). 

In summary, Zero Trust instigates a paradigm shift from the older security of corporate 

networks to an approach where every access to the ERP is treated as potentially hostile unless 

proven otherwise. Kindervag's principle of "don't trust anything by default, starting with the 

network" (Kindervag, 2010) is pivotal for ERP systems containing corporate data. The 

adoption of Zero Trust can substantially enhance security posture, particularly as ERPs 

transition to cloud-based or are accessed remotely with increasing frequency. Also the 

adoption of Zero Trust for ERP necessitates the integration of robust identity and attribute-

based policies, continuous verification, and the assumption of a breach to minimise damage, 

thereby ensuring the protection of sensitive enterprise processes and data even within a zero-

perimeter environment. 

2.3.4  Hybrid access control models 

In view of the respective strengths and weaknesses of RBAC and ABAC, a significant 

number of organisations and researchers are exploring hybrid access control models that 

combine elements of both, with a view to implementing Zero Trust strategies to maximise 

security. It is important to note that RBAC and ABAC are not necessarily mutually 

exclusive; roles can be regarded as simply an additional attribute in ABAC decisions. The 

adoption of a hybrid approach has the potential to offer the administrative simplicity of 

RBAC, while leveraging the dynamic policy control of ABAC. The recent research literature 

highlights the necessity for such hybrid models. For instance, in the domain of the Internet 

of Things (IoT) and smart homes, researchers have proposed a role-centric ABAC and 
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attribute-augmented RBAC to address complex requirements, concluding that hybrid models 

combining ABAC and RBAC-based models offer advantages while mitigating their 

disadvantages (Ameer et al., 2022). This notion is equally applicable in the context of 

enterprise IT, where the utilisation of RBAC as a foundational framework, delineating broad 

job-role privileges, is often preferred. Subsequently, this framework is refined or overridden 

through the application of ABAC rules, which are designed to accommodate contextual 

nuances and exceptions. Forms of hybrid models: 

Organisations that blend role-based and attribute-based techniques often do so in two 

complementary ways. In the first pattern, roles still serve as the primary gatekeeper, but 

every access decision is further filtered through attribute conditions for example, a user must 

hold the “Accounts-Payable Approver” role and be attached to spesific cost centre before an 

invoice can be signed off (Ameer et al., 2022). A second, more dynamic pattern activates 

roles only when contextual attributes match predefined criteria. Under this context-aware 

RBAC (CARBAC) approach, a user might possess several roles in theory, yet only a subset 

becomes operative once checks such as geographic location, device posture, or time of day 

are satisfied; the underlying permissions remain role-centric, while attribute rules decide 

which roles light up inside each session (Hosseinzadeh et al., 2016; Emami et al., 2007). 

Together, these hybrids preserve the administrative familiarity of RBAC while adding the 

fine-grained control traditionally associated with ABAC. 

The prevailing tendency in this field is towards the convergence of RBAC and ABAC, rather 

than the exclusive utilisation of one over the other. A combination is sometimes marketed 

as "adaptive access control" in modern applications (Ameer et al., 2022). This hybrid 

approach is instrumental in facilitating also the implementation of Zero Trust in practice, a 

concept that policy engines will consider when determining roles, users, attributes, and the 

purpose, location, and intended use of each of all resources.  
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3  New Role-Based Access Control Model 

This chapter presents an engineer-oriented redesign of the company's ERP access 

management, evolving from a legacy ERP model with zero formal roles to a structured role-

based access control framework. Utilising the theoretical foundations and empirical findings 

outlined in Chapter 2, this chapter details the current state, identifies core shortcomings, 

defines design principles, details a phased implementation plan, and quantifies the expected 

benefits and impact. The objective of this transition is to move away from fully-manual, 

error-prone processes towards a scalable, policy-driven access model that enforces least-

privilege and aligns with modern Zero Trust security principles. The chapter presents a role-

based access control design of my own creation, built upon the company's existing role 

definitions and templates to create a comprehensive, dynamic framework. This design not 

only addresses the inherent limitations of the legacy ERP but also demonstrates a practical, 

scalable solution for modern ERP access management challenges. 

3.1  Motivation and objectives 

Before role definitions created in the legacy ERP system were rigidly linked to job titles in 

specific geographic locations. Access rights were manually provisioned by the IT 

department through a ticketing workflow, often requiring multiple steps and 

cross‑departmental verification. 

The necessity for this change is illustrated in the following section, which begins by outlining 

the method used to gather data on the existing system's limitations and establish key 

performance indicators (KPIs) to track success. 

3.1.1  Data collection and analysis 

Initial assessment is that three IT administrators who had been responsible for user 

onboarding under the legacy ERP system were interviewed. The analysis of these interviews 

revealed common issues, including inconsistencies in permissions and the manual 

replication of existing accounts and total of 30 provisioning tickets from the helpdesk system 



22 
 

were examined over a period of six months in order to identify the following metrics: average 

time-to-completion and manual steps. 

Pilot environment for a preliminary trial was conducted in the IT, Business, and Finance 

departments, encompassing the documentation of error messages and user experiences. The 

collation of this data enabled the quantification of improvements prior to the introduction of 

new roles. 

Metrics identified for testing are provisioning lead time what is for mean time from the 

creation of a ticket to the point at which full user access is granted and excessive permissions 

percentage of users who had privileges beyond their job requirements (based on manual 

audits by IT). 

Consequently, these data points coalesced to establish a baseline for the evaluation of the 

efficacy of implementing a role-based model to enhance the security posture and to mitigate 

the complexity. 

3.1.2  Initial state 

The legacy ERP system was found to be deficient in its lack of formal role concept, relying 

instead on manual duplication of permissions from existing users. This approach frequently 

resulted in inconsistent access to users and uncontrolled proliferation of permissions. The 

ERP platform has introduced twenty predefined role accounts, each representing one of the 

organisation's most common job titles or functional positions. These accounts do not 

represent true roles in architectural terms, but rather serve as standard user accounts that 

function as templates. In this study, the terms "role" and "template" are used interchangeably, 

given that the ERP system does not support dynamic, true role-based functionality. In 

essence, user access is assigned via templates, and any changes made to a template do not 

automatically update the access rights of users linked to it. 

During the provisioning process, administrators clone the access permissions from one of 

these template accounts into a new user's profile. However, subsequent alterations made to 

a role account do not propagate automatically to previously created user profiles, resulting 

in either stale or excessive permissions, unless individually corrected. The ERP system does 

not support mass updates or policy-based access inheritance and that is reason for all changes 
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must be implemented via manual scripting or by requesting enhancements from the ERP 

vendor. 

3.1.3  Limitations and security concerns 

Several weaknesses have emerged in the new approach. First, the role catalogue is restricted 

to just twenty static templates far too few to cover the complex, cross-departmental tasks 

typical of a large ERP. Second, changes made to a role are not propagated to existing user 

accounts, allowing permission drift and undermining the principle of least privilege. Third, 

inconsistent updates have begun to spawn ad-hoc custom permissions that diverge from the 

standard templates, re-creating the very “role-explosion” problem the redesign was meant to 

avoid. Fourth, access reviews remain largely manual: an annual audit is the sole safeguard 

against stale privileges, leaving long windows in which vulnerabilities can persist. 

Interviews with IT administrators reinforce these findings: they estimate that roughly 20 

percent of users retain excessive privileges in the legacy ERP, and that formal documentation 

of user access is incomplete. As a result, every time employees change jobs or take on new 

responsibilities, administrators must perform manual clean-ups to restore least-privilege 

settings. 

3.2  Design principles 

The redesigned model addresses the shortcomings identified above through a combination 

of Role-Based Access Control (RBAC), Attribute-Based Access Control (ABAC), and Zero 

Trust Security (ZTS) elements: 

Table 1 of principles of new access control model design 

Principle Description Alignment with Chapter 2 

Findings 

Dynamic role definitions Roles defined by job 

function and contextual 

attributes. 

Addresses static role limitations. 

Request risk verification  Risk scoring for high‑risk 

roles 

Implements Zero Trust “never 

trust, always verify”. 
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Attribute refinement Access decisions consider 

department, location and 

project membership. 

Enables fine‑grained control. 

Script‑supported governance Use of scripts and manual 

reviews to detect outdated 

access and permission drift. 

Partial alignment with advanced 

security strategies. 

Future: Planned Mass Update 

Capability 

Future implementation of a 

mass update tool to 

propagate changes to users 

access. 

Prerequisite for scalable 

governance, pending ERP vendor 

support. 

3.3  Implementation of model to ERP 

A phased, engineering-driven implementation strategy is to minimise risk and operational 

disruption. While the subsequent measures are designed to facilitate a seamless transition, it 

should be noted that certain risks have been identified, including the limited automation 

support within the ERP system, the potential for end-user resistance, and the reliance on 

external vendor for essential functionality. Mitigation strategies have been devised to 

address these potential challenges, including the implementation of feedback loops within a 

pilot phase, the organisation of targeted training sessions, and the establishment of a process 

for manual corrections to be used in the event of delays or unavailability of automation tools. 

3.3.1  Architecture and workflow 

The proposed role-based provisioning process unfolds as a sequence of tightly linked stages. 

It begins with user onboarding, where the help-desk opens a ticket for each new employee 

and records essential attributes such as department, location, and job title. An administrator 

then performs attribute-based role selection, mapping the hire to one or more predefined 

roles principally by job title, but refined when necessary by department, location, or other 

contextual factors. Because the ERP platform enforces a dual-account login, the employee 

must authenticate with two separate credentials, adding an extra layer of security that 

functions as built-in two-step verification. 
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Provisioning itself is accelerated by a scripted automation layer, which can bulk-assign 

permissions or streamline large onboarding waves without manual repetition. For sensitive 

modules particularly Finance and Business components the workflow invokes Zero-Trust 

checks: additional risk assessments and validations confirm that each request satisfies policy 

before access is granted. Finally, the system relies on ongoing monitoring. Periodic audits 

scan for stale privileges, while role definitions are revised whenever business requirements 

evolve, ensuring the access model remains aligned with least-privilege principles over time. 
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Figure 1 for overall workflow of IT perspective 
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Figure 2 for how to assign standard role 
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3.3.2  Phase-by-Phase rollout 

Table 2 of phases 

Phase Activities Deliverables 

1: Assessment Role inventory, permission 

mapping, gap analysis 

First role matrix, gap report 

2: Framework Attribute taxonomy, policy engine 

configuration 

Policy specs documentation 

3: Pilot Deploy to Finance and business, 

collect metrics 

ERP environment for testing is used to 

verifications of roles access 

4: Rollout Scale to all business units Production config, document, training 

guides 

5: Optimization Reviews (IT audits), continuous 

tuning and testing 

Compliance dashboards, remediation 

tickets 

 

Phase 1: Assessment 

Scripts were utilised to parse the existing user database for excessive permissions. The 

consolidation of job functions into a standardized "role matrix" was facilitated by interviews 

with IT, business and finance staff, as well as key users of ERP system. 

Phase 2: Framework 

A policy structure based on attributes was developed, and the naming conventions for roles 

were aligned with internal guidelines. 

Phase 3: Pilot 

The pilot focused on Business, Finance and IT, where users were migrated to the new role 

definitions. Metrics included provisioning lead time, frequency of post-creation adjustments, 

and user satisfaction. 

Phase 4: Rollout 

All departments were included, and training sessions were organized to address user 

inquiries. 

Phase 5: Optimization 
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Script-based scans for stale privileges are performed, and further anomaly detection tools 

are under consideration. The final objective is full automation of user updates whenever a 

role changes. 

3.3.3  Risk mitigation and fallback strategies 

Risk analysis 

• Vendor Dependency: Incomplete vendor support for mass-update features could 

impede large-scale role propagation. 

• Resistance: Some employees accustomed to the new approach might resist 

workflow. 

• Security Alignment: Ongoing alignment with ISO/IEC 27001, GDPR and other 

security standards is necessary to maintain compliance. 

Mitigation measures 

• Phased Rollout: By piloting on a small user group, any major issues are identified 

early. 

• Users Engagement: Regular briefings and training sessions reduce staff confusion 

and increase of user knowledge. 

3.4  Impact of new model 

The new role-based access control model has been in operation for approximately nine 

months, yielding both quantitative and qualitative improvements: 

Table 3 for impact metrics about new access control model 

Metric Legacy ERP New ERP Model (9 Months usage) 

Provisioning Lead Time (per 

user) 

~5 minutes (average) ~3 minutes (average): ~40 % efficiency 

gain 

Role Templates Zero used (only idea of 

those) 

20 dynamic + attribute-driven variants 
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Excessive Privileges Not systematically 

reviewed. IT staff and 

script-based scans 

estimate about 20 % 

Users that has excessive access >1 % 

Audit Findings Unknown 0 critical findings in the most recent internal 

audit 

Manual Review Frequency Unknown Quarterly manual reviews supported by 

scripts, with future aim for automation. 

 

3.4.1  Source of key metrics 

Provisioning time was calculated from ticket timestamps, measuring the interval between 

ticket creation and ticket closed. Observations over a one-month period confirm the average 

time. Also analyzed manually steps to IT administrators has to make for independently to 

get an time estimate. 

Excessive privileges were assessed with targeted, script-based scans that ran after the new 

model went live. By filtering on job-function data, the scripts counted the users who still 

held roles unrelated to their core responsibilities. 

In addition of user feedback to a brief surveys and informal face-to-face interviews were 

conducted with pilot users spanning Finance, IT, and Business. These discussions revealed 

a positive rating toward the new approach, with participants noting that the previous system 

provided minimal oversight of user permissions. Consequently, the more structured access 

model was largely welcomed as an improvement at least of security reasons. 

It is imperative to acknowledge that the role definitions have been implemented as back-end 

constructs, thereby remaining largely imperceptible to end users. Consequently, the 

participants in the pilot were all administration employees and their primary concern was the 

functional impact on the ERP system as opposed to the specifics of roles or access. However, 

users with multiple roles reported occasional confusion about access, prompting additional 

training and minor role adjustments. Moreover, users who previously enjoyed broader 

privileges in the legacy ERP environment experienced some uncertainty while transitioning 

to the more restrictive, policy-driven model. These findings underscore the importance of 
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user education and responsive role management when introducing a system that balances 

improved security with operational usability. 

3.4.2  Benefits 

The new model has already produced measurable operational efficiencies: manual effort 

associated with user onboarding has fallen by roughly 40 percent, allowing IT staff to 

redirect time to higher-value projects. The organisation’s security posture has improved as 

well. Stale or excessive privileges are now easier to detect, enabling stricter enforcement of 

least-privilege principles, while continuous-monitoring routines aligned with NIST SP 800-

53 let administrators remediate over-provisioning before it can escalate into a vulnerability. 

Enhanced audit trails support GDPR and internal-policy requirements, and the reduced 

reliance on manual interventions lowers the risk of human error or unnoticed access grants 

thereby strengthening overall compliance readiness. Finally, the design is inherently 

scalable: it can absorb organisational changes such as mergers or the creation of new 

departments with minimal reconfiguration, keeping the ERP environment robust as the 

business and its systems evolve. 

3.5  Lessons learned 

This engineer-oriented, role-based access control redesign has transformed the company's 

ERP access management from a manual, error-prone process to a scalable, secure, and 

policy-driven framework. Through a series of investigative methods, including interviews, 

meticulous analysis of ticket logs, and a pilot rollout, the project successfully achieved a 40 

% reduction in provisioning lead time, accompanied by a substantial decrease in excessive 

privileges. Notwithstanding the persisting challenges, particularly for users occupying 

multiple roles/job titles. The comprehensive improvements in efficiency, security posture, 

and compliance readiness substantiate the merits of a methodical, data-driven 

implementation of role-based and attribute-enhanced access control. The subsequent phase 

of the project will involve additional collaboration with vendors to facilitate mass-update 

support and ongoing refinement of role definitions to accommodate evolving business 
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requirements. The solution designed by me demonstrates significant improvements in 

efficiency and security, validating the practical benefits of the enhanced RBAC model.  
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4  Discussion, results, and reflection 

This chapter provides evaluation of the newly proposed Role-Based Access Control model 

in the context of existing theoretical frameworks (Chapter 2) and addresses the practical 

challenges identified earlier. Furthermore, it elaborates on the tangible outcomes (e.g. 

before/after metrics, user feedback) of implementing the solution delineated in Chapter 3. 

Finally, the chapter explores the limitations of the proposed model, including any concerns 

regarding its feasibility, and its potential implications for the company's daily operations. 

4.1  Alignment with existing literature 

In Chapter 2, various access control frameworks were discussed, including Role-Based 

Access Control (RBAC), Attribute-Based Access Control (ABAC), and Zero Trust Security 

(ZTS). The redesigned RBAC model incorporates elements from each: 

• RBAC Foundation: The new model maintains the core RBAC principle of assigning 

permissions based on job functions, reducing administrative overhead. 

• ABAC Integration: Although the model is primarily role-based, certain contextual 

refinements (e.g., location-based or project-specific checks) offer a partial ABAC-

like approach. Full ABAC would require more granular policy enforcement and 

automation than currently supported. 

• Zero Trust Security: For instance, risk scoring is incorporated within the design, 

aligning with a ZTS. However, attaining full ZTS would necessitate advanced 

automation, continuous monitoring, and ERP vendor support. 

A pure ABAC model has the potential to offer greater granularity and adaptability by 

dynamically evaluating multiple contextual attributes. However, its inherent complexity and 

higher computational demands may hinder its scalability and ease of implementation, 

particularly within focused ERP systems. In contrast, the enhanced RBAC model presented 

in this thesis achieves a practical balance by building on a familiar, role-based foundation 

and integrating dynamic elements (inspired by ABAC principles) to improve security and 

operational efficiency. This hybrid approach reduces manual overhead and ensures 
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scalability, making it more suitable for organisations with limited automation capabilities 

while still addressing the nuanced requirements of a multinational environment. 

4.2  Key results 

These key results to efficiency and excessive privileges underscore the tangible benefits of 

the new model. 

4.2.1  Efficiency 

A key objective was to reduce the manual effort involved in creating or modifying user 

accounts. Ticket-log analysis confirms that average provisioning time dropped from roughly 

five minutes per request in the legacy ERP to about three minutes in the new role-based 

model a reduction of nearly 40 percent. This improvement stems from two complementary 

changes. First, permissions were consolidated into a standardised role template, eliminating 

the error-prone practice of copying access from an arbitrarily “similar” user and thereby 

streamlining the workflow. Second, partial automation scripts now handle bulk updates, 

cutting repetitive manual steps and further lowering the risk of operator error. Together, 

these measures deliver a faster, more reliable provisioning process. 

4.2.2  Excessive privileges 

Manual checks of the legacy ERP showed that roughly 20 % of users held privileges beyond 

their core duties. The new RBAC model addresses that gap on several fronts: standardised 

role definitions dramatically lower the risk of over-provisioning, while script-based scans 

automatically flag any account that still carries access to high-security modules without a 

clear business need. Thanks to these safeguards, the most recent internal audit reported zero 

critical findings related to excessive privileges an outcome that contrasts sharply with the 

legacy environment and demonstrates the effectiveness of the revised controls. 
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4.3  Limitations and unexpected findings 

While the redesigned model delivered clear efficiency and security improvements, its real-

world deployment also revealed several constraints and unforeseen challenges. 

4.3.1  Role explosion possibility 

Whilst the new system has been designed to standardise role definitions and streamline 

access management, there is a risk that certain departments may advocate for the creation of 

overly specific roles, such as "Sales-Junior-EMEA" or "Sales-Junior-NAM", in order to 

cater to unique local needs. This has the potential to result in a proliferation of narrowly 

scoped roles, often referred to as "role sprawl." This complicates the management of 

permissions by increasing the number of roles that must be maintained, reviewed, and 

updated. This phenomenon engenders challenges in maintaining consistency across the 

organisation, thereby potentially undermining the gains in security and efficiency intended 

by the RBAC model. 

To mitigate this risk, it is essential to implement ongoing governance and regular role 

reviews. The establishment of clear guidelines for role creation and the enforcement of 

standardised naming conventions can help to limit unnecessary fragmentation. In addition, 

stakeholders should be consulted on a regular basis in order to ensure that role definitions 

remain aligned with both business requirements and security best practices. This proactive 

approach is critical for maintaining a balanced and manageable access control environment 

as the organisation evolves. 

4.3.2  Organizational communication 

The effectiveness of the role model depends significantly on maintaining up-to-date job 

definitions and role specifications. If department leads or managers fail to communicate 

changes in employee responsibilities in a timely manner, there is a risk that employees may 

continue to hold privileges that are no longer necessary for their current roles. This 

disconnection can result in security vulnerabilities and inefficiencies, as access rights may 

no longer accurately reflect the evolving structure and needs of the organisation. 
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In order to address this challenge, it is essential for the organisation to implement additional 

mechanisms to ensure the effective dissemination of information, as well as mechanisms to 

enforce the implementation of the relevant policies. The objective of these measures is to 

ensure that any changes in job functions or departmental shifts are promptly reported and 

incorporated into the role system. By enhancing communication channels between 

management and IT, and by establishing clear procedures for role updates, the organisation 

aims to reduce the occurrence of outdated privileges and maintain a more secure and efficient 

access management framework. 

4.3.3  Vendor-Dependent enhancements 

A considerable challenge in the new RBAC model is its reliance on the ERP vendor for 

essential functionality, particularly with regard to mass-update capabilities. At present, the 

system does not natively support bulk updates for role changes and this limitation means that 

large-scale adjustments often require manual intervention or custom scripting. 

Consequently, in the event of delays or changes in focus within the ERP vendor's 

development roadmap, the organisation may be compelled to continue utilising labour-

intensive and error-prone workarounds. 

Furthermore, vendor dependency has the potential to adversely affect the strategic 

congruence between the ERP system and the organisation's evolving access control 

requirements. In the event of vendor enhancements being misaligned with the specific needs 

of the business or vendor reprioritising other features, the organisation may face prolonged 

periods of suboptimal functionality. This misalignment has the potential to hinder the 

effectiveness of the newly implemented RBAC model, thereby delaying the realisation of 

benefits such as improved operational efficiency and strengthened compliance frameworks. 

To mitigate these risks, it is essential for the organisation to maintain active communication 

with the ERP vendor, advocate for the necessary features, and develop contingency plans. 

These measures might include the investment in supplementary automation tools, the 

enhancement of in-house scripting capabilities, or even the exploration of third-party 

solutions that can bridge the functionality gap. By addressing vendor-dependent risks 

proactively, the organisation can ensure that its access management framework remains 

robust, scalable, and aligned with its long-term strategic goals. 
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4.4  Consideration for future 

In order to enhance the efficacy of access rights governance, it is imperative that the new 

model evolves in accordance with organisational growth, regulatory demands and 

technological advances. 

4.4.1  Development of automated control 

Chapter 3 demonstrated that the ERP system's automation capabilities are currently 

restricted, necessitating reliance on scripts or vendor support for role updates. While 

administrators can efficiently manage smaller, individual role changes through manual 

processes, handling enterprise-wide or cross-departmental updates becomes significantly 

more labour-intensive without a robust mass-update feature. 

It is therefore essential to explore solutions that enhance automation for role management. 

One potential avenue for achieving this could be collaboration with the ERP vendor to 

integrate native mass-update functionality. Alternatively, the development of advanced in-

house tools that can automate routine updates could be a fruitful path to explore. In the 

interim, a hybrid approach combining manual methods with partial automation can help 

maintain operational efficiency while minimising errors. The objective is to minimise 

administrative overhead, ensure the timely propagation of role changes, and maintain a 

secure, scalable access management framework as organisational needs evolve. 

4.4.2  Long-Term sustainability 

The approach is intended to be sustainable over the long term, provided that rigorous, 

ongoing governance is maintained. Empirical verification of long-term sustainability would 

require extended observation beyond the current study’s timeframe. IT checks are already 

used to gather high risk user permissions, ensuring that the system remains aligned with 

evolving access requirements. Looking ahead, these controls could be further enhanced with 

automation based detection tools, contingent on future ERP system developments, to provide 

even more proactive and precise monitoring. 
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4.5  Chapter summary 

In summary, the new role-based access control framework has demonstrated tangible 

benefits. The implementation of this framework has resulted in a 40 % reduction in 

provisioning times, thereby enabling IT administrators to reallocate their attention to more 

value-added initiatives. The implementation of a standardised role model has led to a 

reduction in the overall IT workload, whilst concomitantly enhancing audit and compliance 

processes, thus supporting better GDPR requirements and reducing the risk of audit findings. 

From a strategic standpoint, this approach positions the company for future mergers, 

expansions, and more seamless integration of new ERP modules, aligning with the broader 

objective of global scalability. 

Moving forward, the organisation plans to build on the current model in four complementary 

ways. First, roles will be reviewed on a regular cadence to keep them tightly scoped and 

prevent the type of role-explosion that undermines RBAC in large systems. Second, the team 

will streamline mass-update tasks either by lobbying the ERP vendor for richer bulk-

administration features or by extending its own scripting framework so that large-scale 

changes can be executed quickly and repeatably. Third, Zero-Trust concepts and automated 

anomaly-detection routines will be introduced incrementally, adding context-aware 

validation to the most sensitive transactions. Finally, IT and business units will maintain a 

formal communication channel to ensure role definitions stay aligned with real-world job 

responsibilities as departments evolve. Taken together, these initiatives should yield further 

gains in security posture, compliance readiness, and operational efficiency across the ERP 

landscape. By addressing these areas, the organization can further enhance security posture, 

compliance readiness, and operational efficiency in its ERP environment.  
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5  Conclusions 

The thesis set out to examine how access rights management in ERP systems can be 

effectively developed and improved. The research questions focused on identifying the key 

requirements and challenges in ERP access control and determining how a structured 

management framework could address them. The study found that clearly defining user roles 

and permissions based on business processes, combined with enforcing the principle of least 

privilege, significantly strengthens control over ERP access. By implementing a Role-Based 

Access Control (RBAC) framework with well-designed role hierarchies and conducting 

periodic access reviews, the project answered the research questions: it demonstrated that a 

systematic, policy-aligned approach to access rights management can reduce unauthorized 

access, prevent privilege misuse, and enhance overall ERP security and compliance. 

5.1  Managerial Implications 

For supervisors and ERP practitioners, these findings highlight practical steps to improve 

security governance. Organizations should ensure that users are only granted the minimum 

access needed for their duties adhering to the principle of least privilege. The most efficient 

way to achieve this is through a robust RBAC scheme with roles aligned to business 

processes rather than to individuals. Managers are advised to regularly review user access 

rights, update roles as business needs change, and enforce segregation of duties to prevent 

conflicts. In practice, this means developing clear policies for role design and access 

provisioning, providing training on access governance, and utilizing ERP security tools or 

audits to monitor compliance. Such measures not only guard against unauthorized activities 

that could disrupt operations or cause financial loss but also ensure the organization meets 

audit and regulatory requirements. 

5.2  Connection to Literature 

The results align strongly with the foundational claim that well-governed RBAC remains a 

dependable baseline for enterprise security (Ferraiolo et al., 1992; Cole, 2000). By showing 
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that a lean catalogue of business-aligned roles curbs privilege creep without impairing 

productivity, the project also echoes findings from healthcare (Cole, 2000) and public-sector 

ERP roll-outs, where poor role hygiene has been linked to implementation failure (Corlett, 

2024). At the same time, our experience supports the growing consensus that pure RBAC 

can struggle in dynamic, highly distributed settings; both industry surveys (Golightly et al., 

2023) and industrial-control studies (Cheminod et al., 2018) call for finer-grained, context-

aware constraints. That tension is addressed here by adding lightweight attribute checks an 

approach foreshadowed in early XACML work (Abd El-Aziz et al., 2013), extended in logic-

based ABAC frameworks (Wang et al. 2004; Hu et al. 2013) and now promoted in hybrid 

RBAC-ABAC models (Ameer et al., 2022). Our governance controls further reinforce 

Davenport’s (1998) argument that ERP success depends on disciplined business processes, 

while the continuous-review cycle answers modern compliance imperatives such as GDPR 

and ISO/IEC 27001 (EU GDPR Info, 2018; ISO/IEC 27001, 2013). Finally, by embedding 

least-privilege reviews and incremental risk scoring, the design operationalises Zero-Trust 

principles proposed by Kindervag (2010) and formalised by NIST (Rose et al., 2020), 

illustrating how traditional RBAC can be evolved rather than abandoned to meet 

contemporary security expectations. 

5.3  Limitations and Future Work 

Like any study, this thesis has limitations that must be acknowledged. The scope was 

restricted to a specific ERP system and organizational context, which may limit the 

generalizability of the findings to other environments or ERP platforms. The developed 

access management framework was only evaluated over a relatively short term, so its long-

term effectiveness and adaptability were not fully observed. Additionally, certain challenges 

lie beyond the scope of this project for instance, the approach does not fully address broader 

identity management issues such as cross-application access integration or trust and 

interoperability concerns in multi-system landscapes. Future research could build on this 

work in several directions. One promising avenue is to explore the integration of ABAC or 

other dynamic access models alongside RBAC, which could enhance flexibility and reduce 

role proliferation in rapidly changing business environments. Further studies might apply 

the framework in different organizational settings or with different ERP products to test its 

robustness and adaptability. There is also an opportunity to investigate more holistic identity 
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and access management frameworks that unify ERP access control with enterprise-wide 

IAM solutions an approach that could address the trust and interoperability issues 

highlighted in recent literature. By extending the work in these ways, future research can 

deepen the understanding of ERP access governance and ensure that access rights 

management keeps pace with evolving organizational and technological demands. 
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