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Temporal Convolutional Network (TCN) is a deep learning network based on temporal
recursion, which is suitable for processing time series data with information correlation in
the temporal dimension. TCNs are commonly applied in a variety of domains, including but
not limited to anomaly detection and speech recognition. The DTAAD model is an
improved model of TCN based on a two-layer temporal convolutional network and the
Transformer module child, however, the DTAAD model has limitations in extracting
multi-scale features, so in order to find a better way to identify irregular patterns in time
series data., this article chose to go for improving the DTAAD model to achieve a better
way to deal with complex time series data . Therefore this article chose to introduce a
multi-scale temporal convolutional network to accomplish this improvement. The core of
this improvement is to construct multiple layers using various sized convolutional kernels
to collect temporal features at scales of different kinds. I also introduced a residual
attention mechanism to enhance the representation of features through assigning variable
weights to temporal and channel-wise components. This article conducted experiments
using three different datasets (MBA, SWaT, SMAP) and the improved model successfully
improves the performance in test metrics. This suggests that the improvement has led to an
increase in the manifestation of the model in terms of anomaly detection.
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SYMBOLS AND ABBREVIATIONS

Roman characters:
P(Precision), a measure of the part of predictions that are positive that are really positive

R(Recall), a measure of the part of predictions that are really positive that are predicted to

be positive

TP(True Positive): Indicates the number of positive samples that the model correctly

identified as positive, for example, when the model successfully detected an anomaly.

TN(True Negative): Refers to the number of times the model accurately identifies negative

samples, that is, correctly predicts them as non-targets when the target event does not occur.

FP(False Positive): It refers to the situation where the model misclassifies samples that

should be classified as negative as positive, which is common in false positives.

FN(False Negative): Indicates that the model fails to identify samples that are actually

positive classes, resulting in underreporting.

F1(F1 -score), combining accuracy and recall

Abbreviations:

DTAAD, A Dual TCN-Attention Framework for Multivariate Time Series Anomaly

Detection

MS-DTAAD, Improvements after introducing multi-scale convolutional networks for

DTAAD model. Scaled Convolutional Networks for DTAAD

MSRA-DTAAD, An improved model for MS-DTAAD with the introduction of residual

attention mechanism.
SWaT, a dataset derived from water treatment systems in real industrial environments
MBA, MIT - BIH Supraventricular Arrhythmia Database.

SMAP chapter, a dataset of soil moisture observations published by NASA.
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1 Introduction

The technology for detecting anomalies in time series data plays a crucial role, this
technology is widely used in various fields of our life including the detection of equipment
anomalies in the industrial field, as well as the early judgement of diseases in the medical
field or the financial field of data anomalies checking and so on. These anomalies can
usually be detected, if researchers can better detect these anomalies as early as possible,
then we will avoid the destruction of production in the industry, to avoid medical problems,
to avoid economic losses and thus make our society run more efficiently and create greater
value in the process. These real-world scenarios for the anomaly detection system
requirements on the anomaly detection system proposed, high accuracy, high sensitivity

and real-time corresponding ability.

DTAAD (A Dual TCN-Attention Framework for Multivariate Time Series Anomaly
Detection) model for time series based anomaly detection is an effective existing solution.
[1] Its training time is dramatically reduced through the integration of double-layer TCN
and lightweight Tansformer but this solution is still its feature extraction is still defective.
There is a lack of multi-scale feature extraction is difficult to adapt to the real work scene.
In order to deal with these shortcomings of the current DTAAD model, the author decided
to improve the model by introducing new modules.This study proposes employing a multi-
scale temporal convolutional network, where convolutional kernels of varying sizes are
used to extract features at multiple temporal resolutions. The intrinsic patterns of time
series data are captured more accurately by constructing hierarchical structures with
multiple different convolution kernel sizes. In addition, the residual attention mechanism is
introduced to achieve accurate localisation of anomalous regions by relying on the weight-
attention allocation mechanism, and the gradient vanishing problem can be resolved by
utilizing the residual connection approach. Through the above improvement strategies, the
original model is preserved on the basis of the original advantages and the ability to extract
features from abnormal data is strengthened to find a new way to support improved

outcomes from the model.

The next part of this paper explores the following questions:



® Whether the introduction of multi-scale temporal convolutional networks would
be beneficial to enhance the model’s ability in identifying abnormal patterns. And
whether there are other improvements after this improvement. In addition, the
introduction of multi-scale temporal convolutional network is whether there is a

suitable place or dataset.

® Whether the introduction of residual attention mechanism can make the model pay
more attention to the anomalies and thus improve the accuracy. And how the
residual attention mechanism affects this model. After the introduction of the
residual attention mechanism, what changes have occurred to the overall structure
and running logic of the model, and how these changes affect the training process

and final performance of the model?

® Among the key metrics that measure the performance of the model. Whether the
improved model behaves better than the original DTAAD model With respect to
F1 scores, ROC/AUC and other metrics. And if so, how much is the improvement,

and whether it is different in different scenarios or datasets.

® What is the impact on the performance of the improved MSRA-DTAAD model
after removing some key components. This change has led to a significant decline
in the core indicators such as the accuracy and recall rate of the model. And

whether this decline is related to the characteristics or size of the dataset.

In order to investigate these questions above, This article designed comparative
experiments and ablation experiments to analyse the effects of different components on the
model performance, so as to explore a more perfect solution for time series-based anomaly
detection. In addition, this paper hopes that the multi-scale temporal convolutional network
and the residual attention mechanism will have practical effects in improving the
performance of the model, so as to explore more future development directions of the

model.



2 Related Research

Using time series for anomaly detection has received more widespread attention in recent
years, mainly because time series-based anomaly detection has more advantages than other
anomaly detection methods. Then I am going to talk about the related technical
background, which will be from TCN deep learning technology, the working principle of
traditional technology, other deep learning model, multi-scale feature extraction and
attention mechanism and other related aspects, so as to better provide the theoretical basis

for this research.

2.1 The development of TCN deep learning technology

Temporal Convolutional Networks (TCN), is a deep learning architecture that is
specifically designed to process time series data. To talk about TCN you need to start with
CNN. Convolutional Neural Networks (CNN) made significant progress in the field of
images in the 1990s, and with the success of CNN in the field of images, researchers began
to try to use them to process sequential data. But CNN has some limitations in processing
sequence data, such as difficulty in capturing dependencies in long sequences. And TCN in
was formally proposed in 2018.The core idea of TCN is to use one-dimensional
convolution to process data, and to solve the limitations of CNN in processing data by
causal convolution and null convolution. After TCN was formally proposed, it began to
develop rapidly, such as the introduction of residual connection to mitigate the gradient
disappearance problem, and TCN has been widely used in various fields such as natural
language processing, video analysis, weather prediction and so on. With the development
of TCN, believe that TCN technology will be combined with other deep learning
technologies in the future to optimize the model’s performence even further, and these
application scenarios will also be expanded to be used in areas such as smart cities,

artificial intelligence, and so on.



2.2 Traditional techniques for times series anomaly detection

In the very beginning of traditional anomaly detection methods, statistics was a method
that could not be ignored. Statistics is the core of the first traditional anomaly detection
methods. The process of anomaly detection involves through the distribution of statistical
data, in which the autoregressive smoothing model is used to fit the data distribution
through autoregression after converting the non-smoothed series into a smoothed series
through differential processing. This method is suitable for those simple, linear time series
data, such as: power load forecasting. [2] However, in the face of those complex non-linear
data in industry, the accuracy of early anomaly detection methods is not accurate, and it is
difficult to apply them to real industrial scenarios. So the early anomaly detection methods

are only applicable to those simple scenarios with low noise.

Subsequently, with the development of time, methods of distance measurement and density
estimation have gradually been used. For example, the Isolation Forest approach takes
advantage of the fact that anomalies are more likely to be isolated for anomaly detection.
In this way, these machine learning based methods have advantages, but one fatal flaw of
this method is that when dealing with multivariate time series, since the multivariate is of
higher dimensions, this will lead to the failure of the distance based methods. Statistically,
due to these shortcomings, these traditional methods perform anomaly detection at least

15% lower than deep learning models. [3] This makes it difficult to detect anomalies.

This class of traditional methods is often limited by the ability to express a single feature
and cannot meet the needs of multiple time series data, which prevents them from being

used in real-world scenarios such as industrial production, and medical testing.

2.3 Method for anomaly detection using deep learning frameworks

As deep learning models have advanced rapidly, anomaly detection techniques have
reached a new level. The recurrent neural network based on deep learning technology has
become the core solution in the early stage by relying on its advantages in sequence
modelling. And Long Short Term Memory Networks have demonstrated their advantages
in time series by solving the problem of gradient vanishing with gating systems, [4] [For

example: the LSTM_NDT model proposed by Malhotra et al. is used for anomaly



detection through the error generated by encoder and decoder reconstruction. However,
due to the limited field of view perceived by a single layer LSTM therefore it is difficult to
extract long-term multi-scale features in real industrial scenes. Because in such scenes the

LSTM method still has a large error.

In addition to this other deep learning models such as deep self-encoders have become
important for processing high dimensional time series due to their unsupervised approach
to capturing data distributions. [5] And the fusion of Graph Attention Networks and
Generative Adversarial Networks also provides new ideas for anomaly detection. [6] But
due to the fact that during the adversarial process due to the generator can crash thus

leading to bias which makes the false alarm rate high.

In recent years, Transformer architectures [7] have gained attention due to their advantages
in long range modelling, such as TimeSformer by Gedas Bertasius et. which captures
dependencies across time steps through global attention to improve anomaly identification
accuracy by 20% compared to LSTM in power load detection. However, the computational
complexity of this model increases the training time significantly, making it difficult to

apply this technique in practice.[8]

2.4 Strategies for Capturing Features Across Diverse Scales

Multi-scale feature fusion is the core of complex time series and nonlinear problem solving,
in the case of traditional convolutional networks can only rely on a single size of
convolutional kernel to extract local features, it is not easy to accommodate the
complexities inherent in time series data. Then multi-scale convolutional network is
necessary, [9] multi-scale convolutional network through the construction of different sizes
of convolutional kernel to break through the single scale limitations, both to capture the
short-term high-frequency features can also capture the long-term low-frequency features.

This is ultimately achieved by feature summation..



2.5 Attention mechanism

Attention mechanisms enhance feature expression through dynamic weight assignment
[10], traditional self-attention mechanisms such as Transformer are excellent in long-
distance-dependent anomaly detection but still have drawbacks, which can easily lead to a
large increase in training time and overfitting phenomenon in the case of its computational
complexity. The residual attention mechanism in this paper, on the other hand, can achieve
feature expression through lightweight channel and time-step weighting, [11]which

improves both computational efficiency and detection accuracy..

2.6 Research status and challenges

Although existing anomaly detection methods have made some progress in multivariate

time series there are still the following challenges:

® Traditional anomaly detection models rely on single-scale features that are
difficult to balance local details and the whole situation. Although the use of too
small scale to extract features can improve the ability to capture details, it is easy
to lose the connection with the whole. If you use features that are too large, you

can easily miss out on certain features.

® Anomalous signals in complex scenarios are easily masked by large amounts of
data. In addition, the data in complex scenes often has problems such as noise
interference and data loss, which further aggravates the risk of abnormal signals

being masked

® Many places require real-time anomaly detection capabilities of models. But many

of the current models can hardly meet the demands of real-time data detection.



3 Methods of modelling improvement

In order to find more suitable and better performing models for anomaly detection. This
requires us to improve on the original model thus trying to find models with higher

accuracy, lower error, better generalisation and lower computational cost.
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Figure 1.DTAAD Model structure diagram

3.1 Operational Mechanism of the DTAAD model

As can be seen in the Figure 1 the data is first fed through a normalisation process and
noises are added in the process, after which the data is segmented into sliding windows of
fixed size. The anomalous features are then extracted using a two-layer TCN (local TCN
and global TCN). The local TCN ensures that the convolutional sequence is causal while
the global TCN captures the dependencies in the time series. The outputs of both TCNs are
then processed by a proprietary encoder, which is then fed into the Transformer for
processing. Finally, local predictions are fed back to the global TCN to enhance the

signalling of anomalies.



The process of data flow in the model is that the input raw data first goes through the
Local TCN part to get the local time-attention features, after that the local features are
encoded by dimensional transformation and positional encoding and then enter into the
first Transformer encoder, after that the output encoding result is z1, and after that it enters
into the first decoder and the result is x1. In this way, in order to allow the decoded
information can be reflected in the new original input, we add x1 to the original data. This
results in a new feature. This new feature is then entered into Global TCN to capture the
long term dependencies to get the global attention feature. After that the global feature is
dimensionally adjusted as before, positionally encoded and goes into the second encoder

and finally fed into the second decoder to get the final result.

3.2 Multi-scale temporal convolutional networks
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Figure 2.Multi-scale temporal convolutional network flowchart

In order to solve the problem that the DTAAD model extracts features using a fixed-scale
convolutional kernel and it is difficult to adapt to the expression needs of multi-scale
anomalous features in the real scene, This article chose to use multi-scale temporal

convolutional network to solve this problem.[12] The core component of the multi-scale



temporal convolution network is its multi-scale convolutional unit. The idea of solving the
problem in this method is to build multiple layers, and each layer will use a different size
of convolution kernel. This is because different sized convolution kernels can capture
temporal features at different scales. So that small convolutional kernel focuses on recent
features while large convolutional kernel can focus on long term features. In this way cross

scale feature extraction is achieved by parallel branching convolution.

The implementation of this module is done in the MultiScaleTemporalCnn class, which
works like the Figure 2, first the process starts with the data x, which is the starting point of
the whole process, then the input data enters the multi-scale branching loop, which is used
to perform multi-scale feature extraction on the data. Each branch performs TemporalCnn
layer operations and ResidualAttention layer operations, TemporalCnn performs
convolution operations on the data in the time dimension to extract the features and then
performs ResidualAttention layer operations to enhance the key features and ignore
irrelevant information. After that, the operation of filling its size is performed, where the
first step is to determine whether it is the first branch, if it is the first branch, then go
directly to the next step, if it is not the first branch, then the operation of filling its size is
performed to ensure that the size of the output is the same. [13]Then it is added to the
output list, where the result of each branch is saved, and after saving the information of this
branch, it will go back to the multiscale branching loop to process the next branch. After
all the branches have been processed, the results of all the branches are summed to
complete the multi-scale feature fusion. Finally, the results are output and the whole

process is finished.

The final weighted multiscale feature is calculated as(  is a weight parameter, learned

adaptively by backpropagation):



3.3 Analysis of residual attention mechanisms
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Figure 3.Flowchart of the residual attention mechanism

In order to better improve the DTAAD model so that it can focus on important features
more easily, This article thought of using a multipath residual attention mechanism.[13]
The idea of this approach is to introduce the residual attention mechanism in each layer, so
that even under the condition of noise interference, the residual attention mechanism can
still enhance the expression of abnormal features by assigning different weights to different
feature channels and time steps. In this way, a better representation of important features is

achieved through the multipath residual attention mechanism.

This mechanism is mainly implemented through the Residual Attention Class, first of all, as
shown in Figure 3, the process starts from the input data x where x is a tensor of shape
(batch_size,in_channels,sequence length), which represents a batch of pre-processed data.
Firstly, the input data x will enter the first Convld layer, in this layer its main role is to use
1*1 convolutional layer to downscale the amount of feature channels.[14] The number of
channels is reduced from in_channels to mid channels and after the first Convld layer the
data is passed through the ReLU function, which introduces nonlinearities so that the
model can learn more complex features. After that it will go to the second Convld layer

nn.Convld(mid_channels, in_channels, kernel size=1), here this Convld layer mainly



restores the number of channels from mid channels to in_channels.[15] after completing
these operations the process will go to the Sigmoid part, in which the output value is
compressed to the range of [0,1] to get the attention weight att. After that, the attention
weight is multiplied with the input data x one by one. In this way, the important features
are enhanced and irrelevant features are ignored. In order to retain the original information
while enhancing the features, we then need to perform residual join to add the input data x
and att x after the attention mechanism element by element. This ensures that the model

learns useful features while solving the problem of vanishing gradients.

The mathematical expression of this module child is then the formula(where f1*1 is a 1*1

convolution and o is a Sigmoid function.):

Att=o((f1*1)(ReLU((f1*1)(x))))

3.4 Final improved MSRA-DTAAD model
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Figure 4.Structural diagram of the MSRA-DTAAD model

The improvement of the MSRA-DTAAD model by combining the multi-scale temporal
convolutional network, the residual attention mechanism and the original DTAAD model
is shown in Figure 4. The original Local TCN is replaced by MultiScaleTemporalCnn[16],

which changes the module for extracting local features to a module for extracting



multiscale fusion features, and then the residual attention mechanism is also integrated into
the multiscale temporal convolutional network, and the subsequent modules remain

unchanged. In this way the final MSRA-DTAAD model is realised.

The workflow of the improved model thus becomes that the input raw data is first
identified as x, and x is then passed through a multiscale temporal convolutional network.
In multiscale temporal convolutional network x is processed in parallel through multiple
branches and each branch uses a different size of convolutional kernel to achieve
extraction of features at different scales and in each branch the data needs to join the
residual attention mechanism. Each branch processes the data through the residual
attention mechanism. After this, the feature scales are aligned and fused. After that, it goes
through the dimensional transformation, positional encoding, encoder, decoder, etc. and
then back to Global TCN to achieve the global feature extraction, and then go through the

process again after the original data is processed by the multi-scale convolutional network.

3.5 Summary of model improvements

® Use of multi-scale feature extraction: using different sized convolution kernels to
allow these model to catch temporal characteristic at different scales, thus
improving the model's ability to understand complex time series data. This makes

it more adaptable to complex usage scenarios.

® Introduced Multi-path residual attention mechanism: Compared to earlier methods,
the multi-path residual attention structure improving model performance to
concentrate on key features associated with anomalies. Therefore, it can
effectively solve the problem that it is difficult for traditional models to accurately

identify abnormal signals when they are masked.



4 Experimental design

Next, This article will carry out the experimental design part, which is divided into

comparative experiments and ablation experiments. And then this article will also

introduce the experimental environment, the data set used, and the reference indicators.

4.1 Experimental Configuration

Computer equipment information:

Processor (CPU) Model: 11th Gen Intel (R) Core (TM) 17-11800H at 2.30GHz, 8

Cores.

Operating System: Microsoft Windows 11 Home Edition, Version: 10.0.22631,
System Type is x64

System Model: Dell G15 5511

Operating System:

Operating system is: Windows 11 Home Edition, version number:23H

Operating system version: 22631.5189

For deep learning tasks, PyTorch version 1.13.1 was chosen as the framework

Dependency libraries and their versions:

Programming language: python, version 3.7.12
Numerical computation library: numpy, version 1.21.6
Data processing library: pandas, version 1.3.5
Progress bar library: tqdm, version 4.67.1

Plotting library: Matplotlib, version 3.5.3

Statistical visualisation library: Seaborn, version 0.12. 2



Development tool: PyCharm 2024.3.4 (Professional Edition), internal version number:

#PY - 243.25659.43
Code repository link:https://github.com/Yu-Lingrui/DTAAD.git

Table 1.Details of the dataset

Dataset Dimensions Train Test Anomalles(%)
MBA 2(8) 100000 100000 0.14
SWaT 51(1) 496800 449919 11.98
SMAP 25(55) 135183 427617 13.13

4.2 Data sets

The model’s capabilities were further evaluated under diverse contextual conditions, three
datasets from different domains are chosen for this experiment, so as demonstrating the
model's performance more comprehensively. The Table 1 shows the message about the
three datasets.These information included the dataset name, entity, dimensions, sizes of the
training and test sets, and the anomaly rate of each dataset. Such as, the SWaT dataset has

1 entity, each entity has 51 dimensions and the anomaly rate of this dataset is 11.98%.
1) MIT-BIH Supraventricular Arrhythmia Database (MBA)

This dataset is the benchmark dataset in the field of ECG signals, which contains a wide
range of supraventricular arrhythmia clinical ECGs. It is also widely used in heart rhythm

analysis studies around the world.[17]
2) SecureWater Treatment dataset (SWaT)

This dataset is derived from water treatment monitoring systems in real industrial
environments. This dataset contains 51 industrial sensors (including pressure, flow, and
other parameters). This dataset contains 51 industrial sensors (including pressure, flow and

other parameters) and can provide real data for safety studies of related infrastructure.[18]
3) Soil Moisture Active Passive dataset (SMAP)

This dataset was released by NASA's Spray Paint Propulsion Laboratory and contains
multi-dimensional time series of soil moisture observations. The data contains 25 key

remote sensing parameters.[19]



4.3 Performance indicators

The performance indicators P,R and F1 are calculated as shown below[20]:

P=TP/(TP+FP) (4-1)
R=TP/(TP+FN) (4-2)
F1=2*P*R/(R+P) (4-3)

4.4 Comparative experiment

Next, this article will introduce the comparative experiments. This article will introduce the
experimental configuration, the experimental baseline model, and the related improved

models.

4.4.1 Benchmark Modelling

® DTAAD (original implementation): this model is used as the most basic comparison
model, and the original code on github was chosen to reproduce it. This model
combines a temporal convolutional network and the Transformer architecture, and is

therefore capable of performing anomaly detection on time series.

® [STM NDT: This model is constructed based on the Long Short Term Memory
network, and is able to productively handle extended-term dependencies in time series

data.[21]

® OmniAnomaly:Based on variational self-encoder and long-short-term memory

network, it is able to handle multivariate time series data.

® MTAD_ GAT: A model that applies graph attention networks to multivariate time

series anomaly detection [22]



4.4.2 Improved models

MS-DTAAD: This model is an improved version of the DTAAD model, where a multi-
scale temporal convolutional network is added to the original DTAAD model to capture
multi-scale temporal characteristics, so as to enhance the model's adaptability to complex

industrial time series data.

MSRA-DTAAD: This model is based on the MS-DTAAD model with the use of the

residual attention mechanism, anomalous features are more effectively expressed.

4.5 Ablation experiments

The improved MSRA-DTAAD model was chosen as the baseline model, and the impact of
each component on the model performance was analysed by eliminating the key

components in the MSRA-DTAAD model step-by-step one by one.[23]

4.5.1 Ablation of Transformer module children

The impact of long distance dependencies on time series anomaly detection is verified by
removing the Transformer module from the MSRA-DTAAD model to understand the
necessity of the Transformer module while long - term dependencies in the data are being
captured.The final results are validated by comparing the F1 scores and ROC/AUC
between MSRA-DTAAD (with Transformer included) and after removing the

Transformer.[24]

4.5.2 Modify the window size of TCN_Global

I will complete the ablation experiment by modifying the window size in the MSRA-
DTAAD model. The window is the length of the context in which the model processes the
time series. I will set set different sizes of windows (5, 10, 20) to observe the change in

algorithmic efficacy.



5 Results

Next this article will introduce the results of the comparative experiments and ablation

experiments. This article will analyze these results and give some visualization images.

5.1 Comparison of experimental results

Table 2.Comparative Experimental Data Sheet

SWaT MBA SMAP
P R AUC Fl P R | AUC | F1 P R | AUC  F1
DTAAD 09657 | 06557 | 08462 | 08I | 0952 | 1 0988 | 0971 | 094 1 09875 0882
LSTM NDT 0875 | 0.6957 | 05053 | 00715 | 0.9686 09848 | 0S8 | 05765 | 08562  0.7326 | 08604 | 0.7896
OmmiAnomaly | 06782 | 06957 08467 | 08131 | 09608 1 0.9896 098 | 08B 1 09889 0.8969
MTAD GAT 0976 @ 06957  0.3466 08123 | 0.9887 1 0.9917 098 | 0.791 1 0884 0.8578
MS DTAAD 09657 | 06957 | 084627 | 08101 | 09815 | 1 09898 | 09804 | 0875 1 09892  0.89%
MSRA DTAAD | 09739 | 06957 08464 08116 0964 1 09906 | 098186  0.813 1 09889 0.8969

The improved MS-DTAAD model as well as the MSRA-DTAAD model are compared
with other benchmark models in this Table 2. Where P refers to the precision rate, R refers
to the recall rate, AUC refers to the area under the ROC curve, and F1 refers to the F1
score.[25]

The improved MS-DTAAD model and the MSRA-DTAAD model both perform better
than the very first DTAAD model on these three different datasets, where both the F1
scores and the ROC/AUC values perform better. And we can also find that the MSRA-
DTAAD model performs better than the MS-DTAAD model on the SWaT and MBA
datasets, and that the MSRA-DTAAD and MS-DTAAD models perform similarly on the
SMAP dataset. The F1 scores for the three datasets of the MSRA-DTAAD model
improved by achieving a 1% improvement over the DTAAD model, the enhanced version
also outperforms the LSTM_NDT model in both F1 score and ROC/AUC metrics., and we
can clearly see that the LSTM_NDT performs particularly poorly on the SWaT model,
while the improved model performs stably. In addition to this, the improved MSRA-



DTAAD model has better performance forthe overall F1 performance in comparison with

the OmniAnomaly and MTAD-GAT models.

These findings suggest that the introduction of both multi-scale temporal convolutional
networks and residual attention mechanisms into the DTAAD model can valuably improve

the performance of the model in the face of complex industrial multivariate time series data.

5.2 Outcomes of ablation experiments

As illustrated in Table 3, the result when we eliminate the Transformer module child is

shown below:

Table 3.Elimination of the Transformer module data table

SWaT MBA SMAP
P R AUC F1 P B | AUC F1 ik R AUC F1
MSRA DTAAD{- 09697 06957 0.8462 (0.8101 0.9619 1 09809 09306 038166 1 09892  (0.899
Tranformer
MS-RA 09739 06957 08464 08116 09644 1 09906 09319 0813 1 09880 (0.8060

® SWaT dataset: removing the Transformer decreases the F1 score from 0.8116 to
0.8101, and the AUC decreases slightly from 0.8464 to 0.8462, with a variation of less
than 0.2%.

® MBA dataset: the F1 score decreased slightly from 0.98186 to 0.9806, and the AUC
decreased from 0.9906 to 0.9899, again with a variation of less than 0.1%.

® SMAP dataset: the F1 score decreased from 0.8969 to 0.899 and the AUC increased
from 0.9889 to 0.99917, showing slight fluctuations.

As these results explicitly show, the performance of the model in sequential tasks did not

decrease significantly after removing the Transformer module child.

When we modify the window size the result is as shown in Table 4:



Table 4.Modify the window size of TCN_Global ablation experiment data table

SWaT MBA SMAP

P R AUC Fl Training P R AUC Fl Training P R AUC F1 Training
time time time

Window=5 0.9697 0.6957 0.8462 0.8101 1.1760 0.9566 1 0.9884 0.9778 3.3454 0.85 1 0.9915 0.9189 3.2997
Window=10 0.9739 0.6957 0.8464 0.8116 1.4666 0.9604 1 0.9895 0.9798 4.3293 0.8122 1 0.9888 0.8963 6.8092
Window=20 0.9697 0.6957 0.8462 0.8101 2.1756 0.9608 1 0.9896 0.98 6.5627 0.8274 1 0.9899 0.9056 13.2710

In this figure we can conclude that:

the window of the SWaT dataset increases from 5 to 20, the corresponding F1 score
fluctuates slightly, so this reflects the limited impact of the window size on the anomaly
detection manifestation of the SWaT dataset. However, we can clearly observe that as the
window increases, the time spent on training also increases, although the computational

expenditure increases but does not bring significant performance improvement.

MBA dataset: when the window size increases from 5 to 20, its F1 score increases from
0.9778 to 0.98, an increase of about 0.2%, and the change of AUC is not obvious. However,
the training time increases from 3.345 seconds to 6.562 seconds as the window increases,

almost doubling the training time.

SMAP dataset: the F1 score decreased from 0.9189 to 0.8983 and then increased to 0.9036

as the window grew from 5 to 20, the change was not linear.

5.3 Visualisation Images

The following article will show some visualization images related to the research and
analyze these images. Next, we will introduce the Attention-score images and the training-

graph image. By analyzing these images, we can better conduct research.[26]



5.3.1 Attention-score images
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Figure 5. Attention-score images

This Figure 5 shows us the attention-score image for the SMAP chapter dataset. This
figure is a visualisation of the attention matrix, from which we can conclude that global
attention is more concerned with overall trends while local attention is more concerned

with local anomalies.

5.3.2 The training-graph image
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Figure 6.Training-graph image of the SWaT dataset
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Figure 7.Training-graph image of the MBA dataset

Average Training Loss

Figure 8. raining-graph image of the SMAP dataset

The three figures(Figure 6, 7 and 8) show the average training loss curves of MSRA-
DTAAD on the SWaT, MBA, and SMAP chapter datasets, respectively. The horizontal
axis corresponds to the training duration, and the vertical axis shows the mean training
loss.This offers a greater intuitive view of how the effectiveness of the model changes
during training. The red dashed line indicates the expected loss value and the blue line

indicates the actual loss value.



From the first plot of the MSRA-DTAAD model on the SWaT dataset we can understand
that in the first two training cycles the loss decreases more slowly, and after that it is
decreasing at a steady rate. In the last fourth training cycle the loss value is about 0.012.In
this process the actual loss value decreases more slowly in the first period and then
decreases at a balanced rate in the later period, which indicates that the model is
continuously optimised during the training process and gradually captures the abnormal

features.

The second graph is the training loss graph of MSRA-DTAAD model on MBA dataset. In
this graph the actual loss firstly decreases rapidly from 0.025 to about 0.010, after which
the rate of decrease slows down. And the training loss value is more stable to maintain at a
lower level, and the fluctuation of the training loss value is relatively small, which

indicates that the model has a good adaptability to the MBA dataset.

The third figure shows the training loss plot of the MSRA-DTAAD model on the SMAP
dataset. In this graph the model has an initial loss value of roughly 0.105 and the loss value
decreases rapidly in the training cycle from 0 to 1 and then slows down and the fluctuation
of the loss value is relatively stable. This indicates that although there are some
fluctuations during the training process when dealing with the SMAP dataset, it is still

within a reasonable range and the model can converge effectively.

Overall the MSRA-DTAAD model has reduced the actual training loss values on the three
different datasets despite the different rates and trends of reduction, reflecting the good
learning ability of the model and its adaptability when dealing with different time series
data. This means that the MSRA-DTAAD model has a wide range of application potential,
and can be extended to industrial anomaly detection, environmental monitoring, financial
data analysis and other fields. and have made outstanding contributions in these fields. The

result is a more reliable anomaly detection solution.



5.3.3 Visualisation of anomaly detection results
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Figure 9.Visualisation results of anomaly detection on the SWaT dataset
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Figure 10.Visualisation results of anomaly detection on the MBA dataset
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Figure 11.Visualisation results of anomaly detection on the SMAP dataset

These three figures(Figure 9, Figure 10, Figure 11) show the visualisation results of
MSRA-DTAAD model for anomaly detection on SWaT,MBA,SMAP dataset in order.
Among them, only a part of the graphs for the SMAP dataset is intercepted because it is
too long. In each graph it is divided into two parts, the blue line in the upper part indicates
the true value and the brown line in the lower part indicates the anomaly score, the more
elevated score the more likely to be an anomaly. And in these graphs a visualisation of the
model-predicted a field interval is shown by means of line segments. By comparing the
real values and the model predicted anomalies we can understand the effectiveness of the

model.

Overall, the MSRA-DTAAD model is effective in detecting anomalies on all three
different datasets.



6 Discussion

This is the discussion section, where the paper discusses the findings and significance of
the study, related studies, answers the relevant research questions, and presents the risks

associated with the study. You will learn about these in the following sections.

6.1 Significance of the findings

This study significantly improves the model's ability in anomaly detection by introducing a
multiscale temporal convolutional network and a residual attention module to the model.
The performance on the datasets in these three different domains also shows that the
improved MSRA-DTAAD model outperforms the original model in terms of metrics such
as F1 scores and ROC/AUC, thus more attention is paid to the multiscale temporal
attention network and residual attention mechanism as both are likely to be the key to

further improve the model performance.

6.2 Relevance to related research

By comparing the traditional methods and other deep learning methods, the advantages of
multi-scale feature extraction are shown, compared to a single scale, multi-scale improves
the sensitivity of anomaly detection. And compared to the computational complexity of the
traditional subattention approach, the parameters of the computational complexity of the

residual attention mechanism are reduced and the accuracy is improved.

6.3 Response to research questions

After a series of rigorous experiments, this paper will answer the previously raised research

questions accordingly.



® For the question of the effectiveness of the multiscale temporal convolutional
network, comparative experiments suggested that the improved model performed

better than the original model in respect of F1 scores on both datasets.

® For the question of whether the residual attention mechanism works, again the
comparison experiments show that the MSRA-DTAAD model is optimised in
comparison with the original model. This improvement is mainly due to the
working principle of the residual attention mechanism, which allows the model to
focus on different aspects of the data by introducing multiple parallel

computational paths combined with residual connections.

® With respect to the quert of whether the optimized model outperforms the original
model on metrics such as F1, the improved MSRA-DTAAD model improves by

an average of 1% on all three datasets

® For the effect of removing the Transformer module, there is no significant
performance degradation after removing the Transformer module.This shows that

the module is not an integral core component in the original model.

6.4 Limitations and risks of the study

Although the experiment achieved good results there are still risks, first of all, the
experiment selected three different domains of the dataset, although across different
domains but it is not possible to involve all the application scenarios, then in the face of
more complex application scenarios, the generalisation ability of this model needs to be
verified. In addition, the research on the model in this study is mainly based on historical
data. In a real-world scenario, there may be more situations that can have an impact on the

actual result.



7 Conclusion and outlook

This is the Conclusion and Outlook section of this article. Next, this article will summarize
and look forward to future results, and explore how to better conduct the next research in

the future.

7.1 Conclusions of the study

In this study, we improve the DTAAD model on github, propose an improvement scheme
based on multi-scale temporal convolutional network and residual attention mechanism,

and verify the effectiveness of the improvement through experiments.

7.2 Future work

While existing studies have made certain progress, further enhancement is still possible.,

and researcher will carry out further research in the following directions in the future:

1. Constructing an online anomaly learning framework: because in real industrial
environments, the data is constantly generated. An online learning framework allows the
model to learn new anomalous features in a timely manner and adapt to the changing real

industrial environment.

2. Improve the model structure: In the future, researcher may study how to add a new
convolutional module to the existing convolutional network to achieve better results and

further enhance the model's ability to extract anomalies.

There are limitations to this work, as the current model is improved for online learning
frameworks and does not utilise the full potential of this model. Therefore, in the future I
will try to build the model for an online learning framework to accommodate the
continuous generation of industrial data and further improve the model to refine the

model’s anomaly identification capabilities.
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