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Banks and other obliged entities globally invest heavily in AML functions to meet regulatory
requirements and avoid sanctions. Beyond compliance, AML efforts aim to detect money
laundering and related crimes. In Finland, banks submit over 20,000 SARs annually, but
only a small portion are utilized by law enforcement — a challenge seen worldwide. Interna-
tionally, just about 1% of illicit funds are recovered through AML monitoring.

This study explores, through qualitative research, the knowledge management processes un-
derlying SARs, the challenges associated with these processes, and possible solutions to
those challenges. Ten experienced AML professionals were interviewed for the study. The
findings suggest that the key factors limiting the effectiveness and utilization of SARs in-
clude extensive, complex, and constantly evolving legislation, which nevertheless fails to
provide clear guidance on what banks should report. Another major issue is the significant
imbalance in financial resources allocated to AML operations. For instance, if Finland’s pri-
vate sector invests around half a billion euros annually in AML activities, the Financial In-
telligence Unit (FIU) has only about 50 investigators to process tens of thousands of SARs.

The most critical methods banks use for gathering information for SARs are Know Your
Customer (KYC) processes and transaction monitoring. KYC plays a central role as a
knowledge management process underlying SARs. Transaction monitoring aims to detect
suspicious customer transactions, but the effectiveness of rule-based monitoring systems is
weakened by a high number of false positives. Artificial intelligence and machine learning
are expected to offer solutions to this challenge.

According to research, the most important solution for improving the effectiveness and uti-
lization of suspicious activity reports (SARs) is enhancing information sharing within banks
and between them. Currently, banks can only see their own transactions. Banking secrecy
laws prevent knowledge sharing between banks, although upcoming EU regulation may en-
able this. In addition, legislation should require the FIU to provide more detailed feedback
on SARs and share intelligence with banks. International experience shows that sharing in-
telligence with banks significantly improves the utilization of SARs.
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Pankit ja muut ilmoitusvelvolliset investoivat merkittdvasti rahanpesun estimiseen (AML)
tayttddkseen sddntelyvaatimukset ja vilttddkseen seuraamukset. Varsinaisen sdintelyn nou-
dattamisen lisdksi AML-toimintojen tavoitteena on paljastaa rahanpesua ja siihen liittyvia
rikoksia. Suomessa pankit tekevit vuosittain yli 20 000 epdilyttavaa liiketoimea koskevaa
rahanpesuilmoitusta, mutta viranomaiset hyodyntavét niistd vain pientd osaa. [lmid on glo-
baali, silld kansainvilisten arvioiden mukaan vain noin 1 % laittomista varoista saadaan ta-
kavarikoitua AML-toimintojen tuloksena.

Tassd tutkimuksessa selvitetddn kvalitatiivisella tutkimuksella rahanpesuilmoituksen taus-
talla olevia tietojohtamisen prosesseja, ndihin prosesseihin liittyvid ongelmia ja mahdollisia
ratkaisuja ndihin ongelmiin. Tutkimuksessa haastateltiin 10 kokenutta AML-asiantuntijaa.
Tutkimuksen mukaan keskeisid rahanpesuilmoittamisen tehokkuuteen ja hyodynnettivyy-
teen negatiivisesti vaikuttavia tekijoitd ovat laaja, monimutkainen ja jatkuvasti muuttuva
lainsdddénto, joka ei kuitenkaan anna selvid vastauksia, mitd pankkien tulisi raportoida. Toi-
nen keskeinen ongelma on AML-toimintoihin kdytettavien taloudellisten resurssien merkit-
tdvd epdtasapaino. Jos Suomessa yksityinen sektori investoi AML-toimintoihin noin puoli
miljardia euroa vuositasolla, niin FIU:ssa on vain noin 50 tutkijaa tutkimassa kymmenia tu-
hansia rahanpesuilmoituksia.

Pankkien keskeisimpid rahanpesuilmoituksiin liittyvid tiedonhankintakeinoja ovat tunne asi-
akkaasi -toiminnot (KYC) ja transaktiomonitorointi. KYC on keskeinen rahanpesuilmoitus-
ten taustalla vaikuttava tietoprosessi. Transaktiomonitoroinnin tavoitteena on paljastaa asi-
akkaiden epdilyttavit transaktiot, mutta sddntopohjaisten jarjestelmien tuottamat véarit po-
sitiiviset hélytykset heikentdvit monitoroinnin tehokkuutta. Tekodlyn ja koneoppimisen
odotetaan tuovan ratkaisuja tdhin ongelmaan.

Tutkimuksen mukaan térkein ratkaisumalli rahanpesuilmoitusten tehokkuuteen ja hyddyn-
nettdvyyteen on tiedonvaihdon tehostaminen pankin sisélld ja pankkien vélill4. Pankkisalai-
suus estdd tietojen vaihtamisen pankkien vililld, joskin tuleva EU-sddntely avaa sithen mah-
dollisuuksia. Tdmén lisdksi lainsdddidnnolld tulisi velvoittaa FIU antamaan pankeille yksi-
tyiskohtaisempaa palautetta ilmoituksista ja jakamaan tiedustelutietoa pankkien kanssa.
Kansainviliset kokemukset osoittavat, ettd tiedustelutiedon jakamisella pankkien kanssa on
huomattavan tehostava vaikutus rahanpesuilmoitusten hyodynnettivyyteen.
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1. Introduction

Current academic studies on suspicious activity reporting (SAR) are mostly carried out
around the results and effectiveness of SAR filing, problems of transaction monitoring (TM)
and due diligence function (see for example Pontes, Lewis, McFarlane and Craig, 2022;
Sproat 2023; Oztas, Cetinkaya, Adedoyin, Budka, Gokhan and Dogan, 2024). Furthermore,
academic and public discussion on the topic is often based on legal and regulatory require-
ments (see for example Zavoli & King, 2021). This study contributes to academic and public
discussion by comprehensively exploring the knowledge management (KM) processes un-
derlying SARs, aiming to explain the low effectiveness of SAR filing and to propose ways
to improve SAR-related KM processes.

Financial institutions and other legal entities around the world are obliged to report suspi-
cious activities and transactions related to money laundering, terrorism financing (TF) and
other criminality to the relevant national authorities. The report is called a Suspicious Activ-
ity Report (a SAR) and as a rule a SAR is filed to the national Financial Intelligence Unit
(FIU). Reporting suspicious activities is one part of anti-money laundering (AML) and coun-
ter -terrorist financing (CTF) regime according to which financial institutions and other re-
porting entities are required to be compliant based on international and national legislation
and regulations. The authorities and the European Union (EU) legislation use the concept of
suspicious transaction report (STR) instead of SAR, but in this study the concept of SAR is
used since it has wider content compared to STR, and it is also an established concept used

by the reporting entities including banks. (see for example Sullivan, 2023)

Since 1998 when the first legal act on preventing money laundering in Finland came for the
first time in force, the national and international AML regulation has increased tremendously.
The first Finnish AML Act (Laki rahanpesun estdmisestd ja selvittimisestd 68/1998) contai-
ned 1,360 words, whereas the current AML Act (Laki rahanpesun ja terrorismin rahoittami-
sen estdmisestd 444/2017) includes 14,865 words. In other words, over 27 years, the length
of the legislation has increased more than tenfold. The substantive expansion of the AML
Act has been even more significant and continues to generate additional costs for both the

private and public sectors.



At the international level AML and CTF prevention measures to be taken by financial insti-
tutions and other reporting entities are regulated in several international legal instruments.
Most relevant international legal instruments of the European AML and CTF are FATF (Fi-
nancial Action Task Force) Recommendations (FATF Recommendations 2012), European
Union Directives (Directive EU 2018/843 - the Fifth Anti-Money Laundering Directive; Di-
rective EU 2015/849 - the Fourth Anti-Money Laundering Directive 4AMLD), and Euro-
pean Banking Authority (EBA) Risk Factors Guidelines (2024).

At the national level the governments are obliged to incorporate international rules in the
national legislation. In Finland basic AML and CTF rules are incorporated in two legislative
acts: Act on Preventing Money Laundering and Terrorist Financing (444/2017) and Act on
the Financial Intelligence Unit (445/2017).

1.1 Background of study

Regulatory requirements for banks have resulted in a significant increase in costs associated
with AML activities. However, the return on these costs appears to be very limited. In this
chapter, the costs and cost-effectiveness of the AML activities required by the legislation are

examined.

Financial institutions and other reporting entities spend huge sums of money to be compliant
with the AML and CTF regulations. It is estimated that the total global cost of financial crime
compliance was 206 billion dollars in 2023: EMEA (Europe, Middle East, Africa) — 85 bil-
lion, North America — 61 billion dollars, APAC (Asia-Pacific) — 45 billion dollars, and Latin
America — 15 billion dollars. The top five most significant drivers of increasing costs are: 1)
increasing financial crime regulations and regulatory expectations; 2) increased requirement
for automation, data, and tools to support financial crime compliance requirements; 3) evolv-
ing criminal threats; 4) impact of banking and financial crisis; and 5) incorporation into dig-
ital channels and its corresponding eK'YC controls. (True Cost of Financial Crime Compli-

ance Global Study, 2023)

According to Sproat (2023, 1101-1104) a global consultancy firm estimated that the annual

cost of AML compliance for financial services organizations in the UK in 2021 was
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£28,700,000,000 (about 34 billion euros). This estimate covers challenger banks, whole-
sale/commercial banks, investment banks/securities firms and money service businesses.
Small institutions of the financial sector, insurance companies, wealth managers, account-
ants, bookmakers, law firms and estate agents and high-value dealers were excluded from
the estimate. It didn’t include the costs of those who operate in the criminal justice system
either. AML compliance costs have increased over the years due to increased control and
regulatory requirements. Currently firms must look for the proceeds of all financially moti-
vated crimes, perform ongoing customer due diligence (CDD) and take a risk-based ap-
proach to applying AML duties. The threat of criminal sanctions is the main driver for the
financial sector workers to make SARs to the nation’s FIU based within the National Crime

Agency.

It is a commonly known fact that cost-effectiveness of AML measures is low if seizure vol-
umes of criminal money and the number of opened new criminal investigations based on
SARs are used as key performance indicators (KPI). A former head of Europol says that the
effectiveness of AML regime is mainly measured by verifying that the bank is compliant
with the regulation, but not how effective is the bank’s compliance to tackle criminality. This
means that fines are imposed on the banks which are not compliant with the regulation, not
that they have not been effective enough to prevent flows of criminal money through the
bank. Nowadays there are tens of thousands of compliance officers to ensure implementation
and compliance with the legislation and regulation, but after 30 years of development the
AML regime’s return on the investments of the banking sector is 1%, i.e. fewer than 1 % of
criminal money going through the financial system is seized and confiscated by law enforce-
ment. (SNS, 2019 — 9:12, see also Nyrerdd, Andreadakis & Spagnolo, 2023; Maxwell &
Artingstall, 2017). It is also estimated that 80-90% of SARs have no immediate value to law
enforcement investigations according to interviews conducted with past and current FIU
heads. Some jurisdictions state that 97% of SARs were of no value to investigations. (Max-

well & Artingstall, 2017).

Pontes, Lewis, McFarlane and Craig (2022) explored the ineffectiveness of the AML regime
in the United Kingdom, noting that over 98% of criminal funds remain in criminal hands
despite the existence of the AML framework. They identify four main root causes outlined
in their article: compliance culture, inefficiency of AML processes, fragmentation of infor-

mation across institutions and sectors, and the authorities' inability to process reports. The
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term "compliance culture" refers to the situation where banks focus primarily on meeting
regulatory requirements to avoid fines, while simultaneously recognizing that, despite sig-
nificant costs, they are not effectively reducing money laundering. "Inefficiency" refers to
the large investments made in TM technology and operations, which generate alerts, 85% of
which analysts ultimately close as false positives. Despite the creation of public-private part-
nerships for information sharing between banks and law enforcement, progress is slow. Ad-
ditionally, regulations should mandate that authorities share information with banks to im-
prove the effectiveness of the system. The inability of authorities to process reports also

contributes to the overall ineffectiveness of the AML regime.

The following recommendations were made to enhance the effectiveness of the AML regime

in the UK (Pontes et al., 2022):

— Banks should be able to implement a risk-based approach effectively, and regulators
should support and encourage banks in developing more efficient systems.

— Banks need the ability to share information, even in cases where suspicion is not
clear.

— Authorities should guide banks in stopping the production of reports that do not trig-
ger an investigation. Currently, only 3% of the SARs filed with the FIUs are of im-
mediate value for investigation, meaning 97% of SARs are unlikely to lead to any

law enforcement action.

If the cost-effectiveness of the Finnish AML regime is measured using KPIs related to crime
prevention rather than financial institutions' regulatory compliance, the annual reports of the
Finnish FIU can serve as a basis for assessing its effectiveness.

Table 1. Utilization of SARs by the Finnish FIU. Sources: Rahanpesun selvittelykeskuksen
vuosikertomukset 2021, 2022, 2023, 2024.

2020 2021 2022 2023 2024
Total SARs 62 041 3692 641 230 171 347012 53482
Bank SARs 12 888 13 877 13 337 19 847 27 610
Dissemination 872 792 909 888 654
for intelligence
Dissemination 572 699 834 780 973
to ongoing
criminal inves-
tigations
Opened crimi- 61 60 50 27 23
nal investigati-
ons
Seized assets 4,61 Meur 3,05 Meur 1,67 Meur 1,73 Meur 13,73 Meur
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The statistics given by the Finnish FIU shows that the number of filed SARs by reporting
entities including the banks constantly increases. Nevertheless, it has no direct effect on the
numbers how the SARs are utilized in the FIU. The numbers of dissemination of SAR infor-
mation for intelligence and ongoing criminal investigations remain at a similar level, whilst
the number of opened new criminal investigations varies annually from 23 new investiga-
tions (2024) to 61 new investigations (2020). The sum of seized assets varies between 1,67

million euros and 13,73 million euros.

On the other hand, one needs to note that SARs may not be utilized immediately after re-
ceiving a SAR. SARs serve as the foundation for a vast repository of potentially valuable
information that authorities can later cross-reference with existing suspects. Based on SARs,
the FIU also generates targeted assessments and typologies that enhance the understanding
of criminal activity and support the development of strategies for crime detection and pre-
vention. In addition, the FIU offers feedback to reporting entities to help improve the quality
of SAR submissions and to share information about new and emerging threats. (Sproat 2023,

1105)

1.2 Purpose of study

Current academic studies on SAR describe the results and effectiveness of SAR filing from
multiple perspectives (Chaikin 2009; Nyrerdd et al., 2023; Sproat, 2023; Pontes et al., 2022),
and various aspects of TM in AML (Chau & Nemcsik, 2021; Oztas, Cetinkaya, Adedoyin,
Budka, Gokhan, Dogan, 2024; Gupta, Dwivedi & Jain 2022; Kute, Pradhan, Shukla &
Alarmi, 2021; Hayble-Gomes 2023). Issues related to AML are also frequently discussed in
legal studies (see for example Zavoli & King, 2021). SAR as a process has not previously
been a research topic in KM studies. Furthermore, academic literature lacks studies on the
cost-effectiveness of the SAR filing from the point of view of a holistic and procedural per-
spective including various KM processes prior to filing a SAR. This study contributes to the
gap in research and draws on research literature on knowledge-based view of the firm
(KBV), KM processes and AML regime, and provides new empirical insights into KM pro-

cesses, related challenges, and potential solutions.
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The main research question of the study is:

— How can SAR-related KM processes explain the low cost-effectiveness of suspicious
activity reporting in banks, and how can these processes be improved to enhance the

crime prevention outcomes of SARs submitted to the FIU?

The main research question is addressed in this study through the following three subques-

tions:

— How is the knowledge embedded in a SAR created within the framework of the KBV
and KM processes?

— What factors of SAR-related KM processes explain the low performance of banks in
terms of key performance indicators (KPIs) such as the volume of seized criminal
assets and the number of criminal investigations initiated based on SARs?

— Which specific stages of the SAR-related KM processes require improvement to in-

crease the effectiveness of SARs in preventing financial crime?

1.3 Theoretical framework of study

Theoretical framework is based on literature regarding KBV and KM processes. KBV con-
siders that knowledge is the most important and valuable resource in a firm (Grant, 1996).
KBYV has been applied across various contexts, with knowledge conceptualized in different
ways, including as a resource, an asset, a process, and a capability (Stoian, Janja and Marios

2024, 5-7).

In this study, a process-oriented approach is adopted, as SAR-related knowledge ultimately
emerges from an interaction between information technology (IT) systems and human ac-
tors. The outcome of the process, a SAR, requires the integration of both explicit and tacit
knowledge in the creation of SAR-related knowledge. (see about knowledge creation for

example Nonaka, Toyama & Konno, 2000)

The literature on the processes related to AML regime and SAR is discussed together with
the KBV and KM theories. The legislative context is international, but the individual refer-
ences regarding the details of SAR filing are made to the Finnish legislation. Literature on

AML regime and SAR filing regards mainly automated TM and CDD, which are the main
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knowledge acquisition processes leading to knowledge creation for SAR. Automated TM
and CDD as a subject of theoretical study are derived from the legislation. Legal obligation
of the bank to report any suspicious transaction to the FIU is based on the Finnish AML act
(Chapter 4, Section 1). The steps involved in the SAR filing process are incorporated within

the theoretical framework of KM processes.

Furthermore, reporting obligations occur after obtaining information on the customer. In
practice this means that the bank needs to obtain customer due diligence data and monitor
customer’s activities by using data from different information sources (Chapter 3, Section 4,
Subsection 3 of the AML Act). Most significant information sources are results of CDD ac-
tivities and IT systems-based TM, which refer to ongoing monitoring of a customer and
transactions, where scenarios pre-determined by the obliged entity are utilized and used by
the IT system to highlight customers and transactions for manual monitoring (Regulations

and guidelines 2/2023 of Financial Supervisory Authority of Finland, 64).

The theoretical framework, based on KBV and KM theories, is illustrated in Figure 1. Reg-
ulation serves as a key driver in this framework - acting as the primary reason for developing

KM processes within banks.

The first phase of knowledge acquisition occurs when money laundering and terrorist fi-
nancing indicators are translated into TM scenarios and the objectives of Know Your Cus-
tomer (KYC) controls. In this study KYC controls include such controls as customer due
diligence (CDD), ongoing customer due diligence (ODD), and enhanced customer due dili-
gence (EDD). The second phase of acquisition involves TM and CDD, which encompass
automated monitoring of bank transactions and the execution of due diligence actions on
customers. TM generates alerts based on predefined scenarios. These alerts are then re-
viewed during the alert investigation. Alerts are either closed or escalated to SAR investiga-
tion. In addition, CDD functions may also forward unusual activity reports to the SAR in-

vestigation unit.

Since all bank employees are required to report unusual activity for SAR investigations,
knowledge acquisition may also occur outside the CDD and TM stages. However, due to

varying practices across banks, these other sources are excluded from the scope of this study.

The alert and SAR investigations represent knowledge creation processes, conducted by hu-

man experts with the support of information technology systems. In this study they are
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named creation 1 (alert investigation) and creation 2 (SAR investigation). The outcomes of
knowledge acquisition and creation are stored in IT systems in accordance with AML regu-
lations, enabling future utilization. Knowledge sharing beyond the bank takes place when a
SAR is submitted to the FIU, thereby enabling external utilization of the information. The
results of investigations are stored in the IT system, regardless of whether a SAR was filed

to the FIU or not.

Utilization of SAR-related knowledge takes place in the FIU and internally in banks. By
utilization in the FIU, the results presented in Table 1 refer to using SARs for various pur-
poses, such as criminal investigation and criminal intelligence. By utilization in banks, the
term refers to the later use of SAR-related knowledge in investigations or in customer risk
mitigation. Both stages of utilization are excluded from the scope of this study. The KM

processes within the scope of this study will be discussed in more detail in Chapter 3.

1.4 Structure of study

The structure of the study will be as follows. In Chapter 2 the SAR will be discussed from
various points of view: 1) legal basis, 2) indicators of suspicious activity, 3) data points of
the SAR, and 4) the technical process of SAR filing. Chapter 3 will contain the construction
of the theoretical framework based on the literature on KBV, and KM processes. Academic
studies on the various processes of AML regime and SAR will be integrated into the theory

of KM processes.

Chapter 4 will contain a description and justification of theoretical and methodological
choices of the study including research philosophy, theory development, research strategy,

data collection, data analysis, and assessment of reliability and validity of the study.

Chapter 5 will present the results of the empirical study, i.e. the thematic interviews for ten
experienced AML experts. The presentation of the results is divided into external and con-
textual factors affecting SAR related KM processes, and internal bank processes designed
for acquisition, creation and sharing of SAR related knowledge. Chapter 6 is devoted to

discussion and Chapter 7 to conclusions.
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2. Dimensions of a Suspicious activity report (a SAR)

To fully understand the scope of a SAR, it is essential to explore its dimensions beyond a
simple definition. This chapter aims to illustrate the complexity of SARs by considering all

relevant factors.

It is unlikely that banks would invest such large sums in SAR filing if they were not legally
prescribed to do so under the threat of substantial fines. Therefore, it is important to discuss
the legislation beyond SAR filing. Additionally, it is worth examining the specific signs of
suspicious activity in the banking sector and what types of activities banks are expected to
detect. This includes exploring how authorities define and interpret money laundering indi-

cators.

A SAR is not merely an email from a bank to the FIU; it includes numerous mandatory data

points, which will be discussed alongside the technical requirements for submitting reports.

2.1 Legal aspects of a SAR

AML regime and SAR filing are based strongly on international commitments and regula-
tion. Contemporary system of reporting suspicious transactions and activities by the finan-
cial institutions to the FIU was established in Finland by the Act on preventing money laun-
dering in 1998 (30.1.1998/68). The act on preventing money laundering from 1998 imple-
mented the first money laundering EU directive (Council Directive of 10 June 1991 on pre-
vention of the use of the financial system for the purpose of money laundering 91/308/EEC).
The directive was based on three international agreements: 1) the United Nations Convention
Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, adopted on 19 De-
cember 1988 in Vienna; 2) The Council of Europe Convention on laundering, tracing, sei-
zure, and confiscation of proceeds of crime, opened for signature on 8 November 1990 in
Strasbourg, and 3) The recommendations adopted by the FATF on money laundering, set up
in July 1989 by the Paris summit of the seven most developed countries. A concept of SAR
or STR (suspicious transaction report) was not explicitly expressed in these legal acts, but in

fact Article 6 of the directive required credit and financial institutions to inform the
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authorities responsible for combating money laundering of any fact which might be an indi-
cation of money laundering. The same obligation was prescribed in the paragraph 5 of the

Finnish Act on preventing and investigating money laundering.

Significant changes to the original Act on preventing and investigating money laundering
were made in 2003 by the legal act 365/2003 and regulation of Ministry of Internal Affairs
890/2003 (see Hallituksen esitys 25/2008 vp, 5). These legislative changes implemented the
second EU directive on money laundering (Directive 2001/97/EC of the European Parlia-
ment and of the Council of 4 December 2001 amending Council Directive 91/308/EEC on
prevention of the use of the financial system for the purpose of money laundering). As a
result of implementation of the third EU money laundering directive (Directive 2005/60/EC
of the European Parliament and of the Council of 26 October 2005 on the prevention of the
use of the financial system for the purpose of money laundering and terrorist financing) the
first legal act from 1998 was reversed and a new Act on preventing money laundering and

terrorist financing was enacted (503/2008).

The Finnish Act on preventing money laundering and terrorist financing (the AML Act) was
renewed again in 2017 (444/2017) by implementing the fourth EU directive on money laun-
dering (Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May
2015 on the prevention of the use of the financial system for the purposes of money launder-
ing or terrorist financing, amending Regulation (EU) No 648/2012 of the European Parlia-
ment and of the Council, and repealing Directive 2005/60/EC of the European Parliament
and of the Council and Commission Directive 2006/70/EC). The latest EU directive is the
Fifth EU directive (Directive (EU) 2018/843 of the European Parliament and of the Council
of 30 May 2018 amending Directive (EU) 2015/849 on the prevention of the use of the
financial system for the purposes of money laundering or terrorist financing and amending

Directives 2009/138/EC and 2013/36/EU).

Furthermore, Council of EU adopted 30 May 2024 a package of new anti-money-laundering
rules, which aim is to harmonize AML rules for the first time throughout the EU and set up
anew European Authority for Anti-Money Laundering and Countering the Financing of Ter-
rorism (AMLA (Regulation (EU) 2024/1620 of the European Parliament and of the Council
of 31 May 2024 establishing the Authority for Anti-Money Laundering and Countering the
Financing of Terrorism and amending Regulations (EU) No 1093/2010, (EU) No 1094/2010
and (EU) No 1095/2010).
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The directives given by the EU rely heavily on the FATF Recommendations (FATF Recom-
mendations 2012). The FATF is an intergovernmental body established in 1989 by the Min-
isters of its Member jurisdictions. The objectives of the FATF are to protect financial systems
and the broader economy from threats of money laundering and the financing of terrorism
and proliferation, thereby strengthening financial sector integrity and contributing to safety
and security. Membership jurisdictions are: Argentina, Italy, Australia, Japan, Austria, King-
dom of the Netherlands, Belgium, Luxembourg, Brazil, Malaysia, Canada, Mexico, China,
New Zealand, Denmark, Norway, European Commission, Portugal, Finland, Republic of
Korea, France, Russian Federation (membership suspended on 24 February 2023), Germany,
Singapore, Greece, South Africa, Gulf Co-operation Council, Spain, Hong Kong, China,
Sweden, Iceland, Switzerland, India, Turkey, Ireland, United Kingdom, Israel, United States.
(FATF Mandate).

According to Section 1 Chapter 4 of the valid AML Act (444/2017) the obliged entities need
to report any suspicious transaction to the FIU in case they after obtaining information on
the customer identify unusual transactions in respect of the structure or size of the customer.
The transactions can be seen suspicious also when they lack an obvious economic purpose
or are inconsistent with obliged entities’ experience or knowledge of the customer. The
obliged entity needs to take steps to establish the source of the funds for suspicious transac-
tions. The suspicious transaction means unusual customer transactions, the actual purpose
or goal of which the obliged entity has been unable to ascertain and customer transactions

that, after being investigated, seem unusual or seem to lack proper justification.

Section 2 of Chapter 4 of the AML Act prescribes that suspicious transaction reports should
be submitted electronically by using the application provided by the FIU for that purpose. In
some cases, another encrypted connection or secure procedure can be used. The report shall
contain the following issues: the due diligence data, details of the nature of the transaction,
the amount and currency of the funds/assets involved in the transaction, the source or target
of the funds/assets, the reasoning for considering the transaction suspicious, and also infor-

mation whether the transaction was carried out, suspended or refused.
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2.2 Indicators of suspicious activity

The recommendation 20 of the FATF Recommendations states that “If a financial institution
suspects or has reasonable grounds to suspect that funds are the proceeds of a criminal ac-
tivity, or are related to terrorist financing, it should be required, by law, to report promptly
its suspicions to the financial intelligence unit (FIU).” Interpretative note to Recommenda-
tion 20 encourages states to adopt an approach to the concept of ‘criminal activity’, which
contains all criminal acts that would constitute a predicate offence for money laundering.
Furthermore, regardless of the number of suspicious transactions they should be reported,

and reporting should be a direct mandatory obligation.

The implementation of the recommendation 20 in practice is a complex task. The criminal
laws of various countries contain a wide range of different types of criminal offences by
committing of which a perpetrator can gain illegal profit. Fraudulent activities are perhaps
the most common type of crime which creates illegal profit. Money laundering offence as
such is very difficult to prove at the court if the crime which has proceeded illegal profit is
not known or impossible to find out (see the article and investigative TV reportage of the
biggest Finnish money laundering investigation in which the author of this thesis acted as a
leader of investigation at the police, Yle Article, 2023; Yle MOT: Hdmairin rahan valtatiet,
2020). The section 6 of Chapter 32 of the Finnish Penal Code sets the legal elements and
circumstances in which money laundering takes place. The basic way of committing money
laundering means that a person receives, uses, conveys, transfers, transmits or possesses
property obtained through an offence, proceeds of crime or property replacing these. The
purpose of this behavior is to obtain benefit for himself/herself or for another person, and to

conceal or disguise the true characteristics of illegal property.

How financial institutions can identify and prevent among millions of daily transactions
those transactions which refer to money laundering offence or its predicate offence? The
Finnish FIU has published a report which contains a wide range of indicators which may
refer to money laundering. The report describes general indicators related to customer pro-
file, transactions on customer accounts, cash funds, international transfers, loans, infor-
mation and documents, legal entities and corruption. Additionally, specific indicators for
different groups of obliged entities are provided by the report. (Money Laundering and Ter-

rorist Financing Indicators, 2023)
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The general indicators of the report contain 90 descriptions which may refer to money laun-

dering. Three examples of every indicator category are presented in Table 2.

Table 2. Examples of money laundering indicators given by the Finnish FIU. The indica-

tors are direct quotes from the source.

Indicator type

Description of the indicator

Customer profile (16 indica-
tor descriptions)

v Activity on an account does not match the customer information or cus-
tomer profile.

v Several individuals with no apparent family or business relationship have
the right to use an account.

v/ An account owner does not engage in any commercial activity, but the
account is used for various business-related transactions.

Transactions on customer
accounts (7 indicator de-
scriptions)

v One or several deposits are suddenly made into a dormant account, fol-
lowed by daily cash withdrawals or unusual domestic or international pay-
ments to accounts in Finland or abroad.

v Funds are transferred to an individual without providing any information
on the payer or individual on whose behalf the transaction was carried out,
even though providing such information would have been expected.

v A sum equal to a sum recently transferred from the account is re-turned to
the account.

Cash funds (14 indicator de-
scriptions)

v An account is actively used for cash deposits.
v Several large cash deposits are made into an account.
v Several large cash withdrawals are made from an account

International transfers (7 in-
dicator descriptions)

v Large cash deposits are made for the purpose of making international
transfers.

v International transfers are made from an individual’s account into a num-
ber of foreign accounts registered under the same name, often located in tax
havens.

v International transfers to high-risk countries are made.

Loans (14 indicator descrip-
tions)

v Aloan is repaid prematurely with sums disproportionate to the customer’s
income.

v/ A customer obtains a loan from an unknown source.

v Several loan applications appear to be connected.

Information and documents
(10 indicator descriptions)

v Documents and information requested for CDD are incomplete.

v Documents presented for CDD are in poor condition. For example, a pass-
port or other form of identification is worn or damaged; damaged documents
may have been tampered with.

v Transactions by a customer stop within a relatively short period of time
after the bank has requested documents to justify the flow of funds.

Legal entities (13 indicator
descriptions)

v Assets of a company are gradually transferred into another account, raising
suspicions of a ‘transit account’.

v/ Numerous incoming and outgoing transfers with no apparent commercial
or financial rationale are made on a corporate account.

v Tax refunds that are large in proportion to the company’s known business
activities are paid into a corporate account and withdrawn in cash

Corruption (9 indicator de-
scriptions)

v Recently established companies are awarded major public contracts.

v/ The same company or companies with the same responsible persons or
contact details are consistently awarded the majority of public contracts.

v A contractor, subcontractor and/or client are linked to each other on the
basis of the same address, telephone number or IP address, for example.
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It is likely that the most crucial phase of the entire KM process chain leading to filing a SAR
is the phase during which these indicators are converted into scenarios of TM to capture
suspicious transactions as well as to CDD operations to identify customer’s suspicious be-
havior. In the theory of KM processes this phase can be understood as conversion of indica-

tors to scenarios and CDD standards, which is an initial phase of knowledge acquisition.

2.3 Data points of a SAR

The Finnish Parliament has passed a law in May 2025 which gives right to the FIU regulate
the format and contents of a SAR (Chapter 4 paragraph 2 of the Finnish AML Act). The FIU
has issue Regulation on the Technical Form and Substance of Report Submission, which
mandates by law to fill out and submit their SARs to the FIU in a specific format specified
in the Regulation. This means that every bank needs to comply with the technical require-

ments of the Regulation, since the FIU will reject inadequate reports.

Table 3 summarized data points (the FIU uses term ‘node’), which are required according to

the Regulation in SAR. Data points marked with * are obligatory.
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Person

First name

Last name

Date of birth*

Social security number
Nationality 1

Phone

Address
Identifications*
Politically  exposed
(PEP)*

Sanctions*

Related persons

person | —

Entity

Name

Incorporation legal form*
Incorporation number*

Entity status*

Address*

Incorporation country*

Related persons™

Entity identification*

Sanctions

Exception on reporting a non-sus-
picious counterparty as a Not my
client

Account

Institution code or SWIFT
Collection account*

Account category: IBAN Ac-
count, a bank account, block
chain account etc.

Account: Account number etc.
Entity*

Account related person*
Related accounts

Sanctions*

—  Reporting entity ID

—  Submission code

—  Reporting entity reference number

—  Report date
—  Local currency

Transaction-based re- | Activity-based reporting | Threshold reporting Background reporting

porting — SAR (suspicious ac- | — transactions exceed- | — list of transactions

—  STR (suspicious trans- tivity report, no trans- ing the threshold limit connected to a risk-
action report) actions) set by the AML Act based report or re-

—  TFRT (Terrorism Fi- | — TFRA (terrorism fi- sponse to a FIU re-
nancing Report) nancing report, no quest for information

transactions
Report Headers — basic details and obligatory nodes

—  Reason - description of suspicious activity, overview of the reported suspicious transactions, list of all parties

involved

—  Action - if the reporting entity has taken actions, e.g. terminated the reported customer's account

Attachments

not obligatory, but

recom-

mended to share relevant cus- | —

tomer information
KYC information
bank statements

asset origin statements
other correspondence

Indicators
Obligatory indicators for STR/TFRT

amount indicator
at least one indicator describing
the reported suspicious activity

Obligatory indicators for SAR/TFRA

minimum one other than amount
indicator, no maximum limit

if goods/services reported, one
amount indicator indicating their
value

Goods and Services
Additional information related to sus-
picious activity

Item type
Item description
Estimated value

Transaction types — bi-party and multi-party

Following information required for all transactions:

—  Transaction Number
—  Transaction date

—  Transaction type code
—  Transmode code

—  Amount

—  Transaction status

—  Party role
- Party

—  Party country

—  Party is suspected

From

To

—  To funds code
—  To party
—  To country

Bi-party transactions require source (from) and destination
(to) parties to be valid for submission. The parties are se-
lected according to the transaction details

—  From funds code
—  From party
—  From country
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2.4 Technical process of SAR filing

SARs need to be filed through the goAML Financial Intelligence Unit Web Application,

which is available at the website: https://ilmoitus.rahanpesu.fi/Home. The FIU accepts man-

ual (web) reporting and XML submission. XML reporting reduces significantly workload
and organizations submitting a lot of reports are advised to use XML reporting. To create a
report, the obliged entity needs to be registered as an organization on the reporting applica-

tion.

It is worth noting that goAML is an application provided by United Nations Office on Drugs
and Crime (UNODC) for member states’ Financial Intelligence Units to respond to money
laundering and terrorist financing threats. More than 70 United Nation member states are
currently users of goAML application. goAML Web application provides a secure web-based
interface for communication between the FIU and its reporting entities facilitating submis-
sion of reports via automated XML file upload. The application includes for example fol-
lowing features: data collection, data clean up, statistical reports, various analyses, workflow

system and intelligence report writer. (see more at the website United Nations)



https://ilmoitus.rahanpesu.fi/Home
https://unite.un.org/goaml/
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3. Theoretical framework: applying knowledge management processes to SAR

The purpose of this chapter is to form a general theoretical framework for exploring KM
process beyond the SAR by reviewing literature on KBV, KM processes, and relevant liter-

ature on AML related topics.

3.1 Knowledge-based theory of the firm and process perspective of knowledge

The exploration of the research questions is based on the KBV. The perspective keeps
knowledge as the most important resource of the firm. When keeping knowledge as the most
important resource of the firm there are certain requirements for knowledge of how it will
get that status. Grant (1996) says that the main characteristics of knowledge are transferabil-
ity, capacity for aggregation, and appropriability. Knowledge transferability is important be-
tween firms, but even more critical it is within the firm. When considering the distinction
between knowing how and knowing about, Grant (1996) defines knowing how as tacit
knowledge and knowing about as explicit knowledge. Aggregation means the recipient’s
ability to add new knowledge to existing knowledge, whilst appropriability of knowledge is

generally not possible by means of market transactions.

A SAR is basically a document created by an individual using explicit knowledge generated
by a company’s IT resources and his/her own expertise. A SAR contains knowledge, which
has resulted from a series of KM processes, such as acquisition, creation, sharing, storage,
and utilization of knowledge. The role of information technology is crucial to provide a link

between sources of knowledge and knowledge flow handling (Alavi & Leidner, 2001).

When defining knowledge it can be viewed from different perspectives: state of mind, an
object, a process, a condition of having access to information, or a capability. The most rel-
evant perspective for the current study is the process perspective, since its primary focus is
application of expertise, knowledge flow, and processes of creation, sharing, and distribution
of knowledge. The role of information technology (IT) system is to contribute knowledge

flows. In addition to the process perspective, access to information as knowledge perspective
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is important, since it is focusing on effective search and retrieval for locating relevant infor-

mation. (Alavi & Leidner 2001, 111)

Since the initial source of SAR-related knowledge is data, it is important to understand the
relationship between data and knowledge. Rowley (2007) has analyzed definitions given by
authors on DIKW (data, information, knowledge, wisdom) hierarchy, where data is located
at the lowest level of hierarchy. As a result of literature view, she explored that data is kept
as an element without meaning or value due to lack of context and interpretation. Data are
also described as objective, unorganized and unprocessed facts or observations. Information
is defined usually in terms of data by saying that information is organized data having con-
text, meaning, value and purpose for the recipient. Knowledge can be understood as a mix
of information, understanding, capability, experience, skills and values, whereas KM texts
highlight the difference between explicit and tacit knowledge. Alavi and Leidner (2001) say
that knowledge is personalized information processed by individuals and related to facts,
procedures, concepts, ideas, observations, and judgments. Therefore, it is justified to use

concept of SAR-related knowledge in the study differentiating it from data and information.

There are also opposite views on DIKW hierarchy. Tuomi (1999) suggests that hierarchy
data-information-knowledge needs to be turned around, since data emerge last, i.e. only after
knowledge and information are available. Tuomi’s understanding of hierarchy is highly ap-
plicable to definition of data serving as an initial source of the SAR. It may be stated that all
transactions proceeded through banking systems represent “raw data”, but data referring to
suspicious transactions is based on knowledge and information derived from AML legisla-
tion. Therefore, KM processes leading to SAR filing start from knowledge based on AML

legislation and regulation, which need to be converted into data.

KM processes are discussed extensively in KM literature, and there is a wide range of vari-
ous concepts used by the researchers to describe a particular stage of the KM processes. For
example, Zaim, Shahnawaz and Merve (2019) distinguish two major streamlines of KM
process studies: 1) knowledge creation including division of knowledge to tacit and explicit
and their continuous interaction when new knowledge is created, and 2) investigation of
creating and managing knowledge in organizations to gain competitive advantage, i.e.
knowledge creation continues by giving it meaningfulness and purpose. Conceptualization
of SECI model is probably the most famous approach to knowledge creation of the first

stream (Nonaka et al., 2000). The latter stream includes knowledge generation, capture,
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sharing and utilization, and it highlights the relationship between KM processes and perfor-

mance (Zaim et al., 2019).

As said earlier, KM processes have been studied widely and the studies have led to various
conceptualizations, as well as overlapping classifications. Probably, the most applicable con-
ceptualization for the purposes of this study is designed by Alavi and Leidner (2001), who
defined knowledge creation, knowledge storage/retrieval, knowledge transfer and
knowledge application as KM processes. Nevertheless, it is worth noting that this classifica-
tion is primarily describing KM processes within the organizations, and therefore it lacks
KM processes based on external sources. Gold, Malhotra & Segars (2001) indicate that ex-
ternally related KM processes are acquisition, conversion, application, and protection. Fur-
thermore, Zaim et al. (2019) define four main KM processes: knowledge generation,

knowledge capture, knowledge sharing and knowledge utilization.

When analyzing applicability of above-described theoretical models to our research design,
following KM processes are considered as main processes when constructing the theoretical
framework of the study: knowledge acquisition, creation, storage, sharing and utilization. As
mentioned earlier, the theoretical and empirical exploration of utilization is outside the scope
of this study, as it is a KM process that typically occurs after the preceding SAR-related KM

Processes.

3.2 Knowledge acquisition

This chapter will evaluate knowledge acquisition process for SAR-related knowledge based
on research literature on KM studies and detection of suspicious activities in the financial
sector. Knowledge acquisition is a KM process through which an organization obtains
knowledge by collecting data or information. Knowledge acquisition precedes knowledge
creation. Nowadays, there is a wide range of ICT tools for knowledge acquisition depending

on industry and the purpose of knowledge acquisition. (Kaba & Chennupati, 2020).

Acquisition of SAR-related knowledge is based on obliged entities’ legal obligation to obtain
information regarding their customer and to monitor customer relationships on an ongoing

basis. Based on the AML legislation, in this study CDD measures and TM are defined as
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core SAR knowledge acquisition processes preceding SAR-related knowledge creation.
CDD refers to following measures: customer identification and identity verification, collec-
tion of information on the customer, and ongoing monitoring of the customer relationship

and obligation to obtain information (Regulations and Guidelines 2/2023, 9).

In this study, by “transaction monitoring”, i.e TM, is meant IT systems-based monitoring of
a customer and transactions, where pre-determined scenarios in the IT systems raise custom-
ers and transactions for manual monitoring (Regulations and Guidelines 2/2023, 64). Fur-
thermore, in this study ‘manual monitoring’ covers knowledge creation by the alert or SAR

investigator (see Chapter 3.3. of this study).

It should be noted that in this chapter CDD measures and procedures will not be discussed
in detail, since its detailed assessment would require individual legal study. The purpose of
the chapter is to give an overview of the CDD processes and demonstrate their significance

for knowledge acquisition and SAR filing.

3.2.1 Customer due diligence as knowledge acquisition

In accordance with the FATF recommendation 10 (FATF Recommendations 2012) financial
institutions should be prohibited from keeping anonymous accounts or accounts in fictitious
names. CDD measures need to be taken when onboarding customers and if there is a suspi-

cion of money laundering or terrorist financing.

Information which banks and other obliged entities need to collect from the customer is sys-
tematized and compiled in the Table 4 on the basis of Chapter 3, Section 3 of the Finnish
AML Act.
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Table 4. Items of due diligence information to be collected from the customer

Subject of information collection and re-
tention

Items of information

Natural person

name, date of birth, personal identity code and address

Representative of natural person

name, date of birth and personal identity code (there are special rules
for the guardian)

Legal person

full name, registration number, date of registration, register authority,
address of domicile, address of principal place of business (if differs
from the address of domicile), articles of association or organization
rules (if necessary)

Members of the board of directors or equiva-
lent governing body

full names, dates of birth and nation

Legal person

line of business

Beneficial owners of legal person

names, dates of birth and Finnish personal identity codes, citizenship
(in absences of Finnish personal code), more detailed descriptions of
ownership and control structures (if necessary), if the beneficial owner
cannot be identified, the aforementioned information

on members of board of directors or active partners, managing director
or another person holding an equivalent position

Identity verification

name, number or other identifier of document used to verify identity or
a copy of the document or, in the case of non-face-to-face identification,
data on the procedure or sources used in verification

Customer’s activities

activities, nature and extent of business, financial standing, grounds for
use of transaction or service, information on source of funds, infor-
mation from various sources regarding the customer to assess customer
risk

Continuous obligation to obtain information
on the customer

special attention by the obliged entity required regarding:

— unusual transactions in respect of the customer’s structure or size
or with regard to the size or office of the obliged entity;

—  transactions lacking an obvious economic purpose or being incon-
sistent with obliged entities’ experience or knowledge of the cus-
tomer

—  the source of the funds involved in the transaction — if necessary,
source of funds need to be established

Enhanced customer due diligence of PEPs
(politically exposed persons)

Special measures to be taken if the customer or the customer’s benefi-
cial owner is or has been a PEP

Banking products

the number of the bank account or payment account, the name of the
holder of the account or the person authorized to use the account, the
date of opening and closing of the account as well as other identifica-
tion data relating to the account (if not included basic data described
above in this table) and retention of the data is appropriate

Banking products

the name of the person renting the safe-deposit box and other identifi-
cation data relating to the renting of the safe-deposit box (if not in-
cluded basic data described above in this table) as

well as the duration of the rental period and retention of the data is ap-
propriate

Banking products

data obtained by the electronic identification means and related trust
services
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As seen in Table 4, the continuous obligation to obtain information on the customer is in-
cluded in CDD measures. This means that special attention needs to be paid to unusual trans-
actions, transactions lacking obvious economic purpose or unclear source of funds. The
scope of CDD measures depends on the individual risk level of each customer, and the
obliged entity needs to have processes in place to review customer’s risk level. When deter-
mining the individual risk level of each customer, the obliged entity needs to consider money
laundering and terrorist financing risks related to new and pre-existing customers, countries
or geographic areas, as well as new, currently developed and already existing products, ser-
vices, transactions, delivery channels and technologies (Chapter 3, section 3, paragraph 1 of

the Finnish AML Act).

If the obliged entity assesses that higher money laundering or TF risk is related to the cus-
tomer, it needs to carry out enhanced due diligence (EDD). From the point of view of
knowledge acquisition process this means taking the following measures by the obliged en-

tity (Regulations and Guidelines 2/2023, 55-56):

“obtaining information from the customer’s place of birth

— obtaining more detailed information from sources other than the customer

— obtaining additional information on the customer, such as the purpose and intended
nature of the customer relationship

— obtaining information on the customer’s wealth and the source of funds

— verifying identity on the basis of reliable and independent sources

— carrying out the customer due diligence more frequently than normal throughout the
customer relationship

— conducting a regular review of the customer’s transactions

— obtaining more detailed information on the customer’s business

— obtaining additional information on the customer’s beneficial owners and beneficiar-
ies

— examining the customer’s previous business activities

— researching the customer and its beneficial owners for example through an online
search

— obtaining senior management’s approval for the establishment or continuation of the
customer relationship.”

3.2.2 Transaction monitoring as knowledge acquisition

An essential component of AML efforts is TM, which entails the continuous analysis of fi-

nancial transactions to detect potentially suspicious behavior and report it to the appropriate
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authorities. There is a wide range of various software for AML TM. For example, the site
“The 6 Best Transaction Monitoring Software & Tools in 2025” ranks following softwares:
SEON, Unit21, SAS Anti-Money Laundering, Actico, iComply, Dow Jones

(https://seon.io/resources/transaction-monitoring-software-how-it-works-and-tips/). There

are such software as FOCAL, ComplyAdvantage, Oracle, Vespia, Sumsub (https://www.get-

focal.ai/blog/transaction-monitoring-software), Tookitaki, Alessa, Lightico, NICE Actimize,

FICO TONBELLER, ACI Worldswide (https://www.tookitaki.com/compliance-hub/top-10-

aml-solutions-for-banks-best-aml-software-for-banks-in-2025).

TM software is a tool used by financial institutions for automated detection of suspicious
transactions and identification of red flags of fraud and other illegal activities. Key features
of effective TM software are risk scoring, custom rules, and real-time alerts. Risk scoring
helps to determine whether the transaction can be accepted, declined or sent for manual in-
vestigation. Custom rules allow the financial institution to update flexibly the constantly
changing rules manually without external developers. Real-time alerts flag suspicious activ-
ities as soon as possible, and sandbox testing allows the organization to test risk rules using
live data together with historical data to ensure the lowest number of false positives and

negatives. (The 6 Best Transaction Monitoring Software & Tools in 2025)

When introducing TM software in the financial institution, one of the most important actions
is to convert the rules and money laundering indicators set by FATF, EU directives, FIU’s
money laundering indicators into the rules within TM system. Regulators have given more
discretion to the financial institutions when implementing legislative and regulatory require-
ments in TM systems, i.e. the financial institutions are able to define scenarios and models
detecting suspicious activity by assessing money laundering and terrorism financing risks.
Many AML software systems include predesigned scenarios and rules, but they need to be
adjusted for the requirements of every individual financial institution. Designing the scenar-
10s 1s balancing between specific and general rules. If a new scenario rule is based on a real
criminal case, and it tries to imitate the pattern of that criminal act, it may lead to too gener-
alized rule which results too many false positives. On the other hand, if the rule is too spe-

cific, it may not generate any alerts. (Chau & Nemcsik, 2021)

TM is traditionally based on rule-based scenarios “IF-THEN” statements. The rules built in
scenarios are driven by red flags, AML typologies and events which are related to money

laundering and schemes. In the system alert is generated when the predefined conditions of


https://seon.io/resources/transaction-monitoring-software-how-it-works-and-tips/
https://www.getfocal.ai/blog/transaction-monitoring-software
https://www.getfocal.ai/blog/transaction-monitoring-software
https://www.tookitaki.com/compliance-hub/top-10-aml-solutions-for-banks-best-aml-software-for-banks-in-2025
https://www.tookitaki.com/compliance-hub/top-10-aml-solutions-for-banks-best-aml-software-for-banks-in-2025
https://seon.io/resources/transaction-monitoring-software-how-it-works-and-tips/
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certain scenario are met or exceeded (Hayble-Gomes, 2023, 807-808). Despite the ineffi-
ciencies of rule-based scenarios, the banking industry still relies heavily on rule-based de-
tection of money laundering. The rule-based detection system triggers alerts when an event
fulfilling scenario rules occurs. The biggest problem of rule-based detection is a high volume
of false positives, which causes a lot of extra and costly work. It is stated both by practical
experts and in the literature that around 90-95% of all triggered alerts are false positives.
Such a big volume of false positives increases operational costs and creates a need to hire a
lot of human resources to investigate alerts. In addition, it may also impact negatively on
customer experience, since additional information may be requested from customers to dis-
prove suspicions. More alerts mean more work for compliance officers who finally conclude

whether a transaction is suspicious (Oztas et al., 2024; Kute et al., 2021).

It is very likely that the translation of red flags, AML typologies and other potential money
laundering indicators into data language, i.e. rule-based scenarios, is a very difficult task,
and may have impact on KPI of this study already at a very early stage of knowledge acqui-

sition.

Financial institutions encounter numerous challenges and complexities in TM, such as man-
aging excessive false positive alerts, constructing relevant money laundering detection sce-
narios, and ensuring both effective and efficient monitoring processes. Among the key issues
requiring resolution are: (1) regulatory pressures, (2) poor data quality, (3) elevated false
positive rates, and (4) significant operational and implementation expenses. Regulatory chal-
lenges arise as institutions strive to adapt to an ever-changing regulatory environment, com-
pounded by the absence of consistent global standards for TM practices. The reliability of
TM systems is also hindered by inaccurate or incomplete data, which can severely limit their
effectiveness. Poor data quality contributes directly to the generation of large volumes of
false positives, which in turn lead to a high number of unnecessary investigations. This not
only strains resources but also escalates operational costs, intensifying the need for financial

institutions to enhance the accuracy and efficiency of their TM systems. (Oztas et al., 2024)

It is estimated that the false positive rate of the alerts generated by rule-based TM systems
can be over 98%, which creates huge operational costs to the financial institutions (Kute et
al., 2021). One alternative to rule-based model is a scorecard model for TM. The model
includes a specific set of rules or scenarios, but they have different weights. Each rule has

an individual score, and these scores are aggregated to define if the transaction should be
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alerted. This model may reduce the number of false positives, but it may be difficult to set

accurate weights for the rules leading to low accuracy. (Oztas et al., 2024)

The future of TM is expected to be shaped by the integration of artificial intelligence (AI)
and machine learning technologies. Recent studies have shown growing interest in applying
these advanced techniques to enhance TM processes. By introducing innovative solutions,
institutions can significantly improve the precision and efficiency of identifying suspicious
transactions. Numerous researchers contend that such technologies will play a pivotal role

in the evolution of AML practices. (Oztas et al., 2024)

Despite the wide academic research and practical solutions in the field of deep learning (DL)
and artificial intelligence (AI) for detecting money laundering, there are still challenges
when introducing DL and Al for detecting money laundering and TF in financial institutions.
Key challenges for detection of money laundering in financial institutions are highly devel-
oped technologies for customers including high volume and frequency of transactions, many
customer channels, real-time transactions, digital banking, and continuously changing regu-
latory requirements. Decision of suspiciousness of transactions is made by software and in-
vestigation of human beings at many levels: transaction level, alert level, case level, SAR

level and finally by the law and enforcement level.

Many Al technologies have given promising results, but they lack on the transparency and
interpretability of models which create obstacles for Al adoption. There are also constraints
from data perspective, since customer SAR data is sensitive and confidential, and thus they
cannot be used easily to train the supervised machine learning model to detect suspicious
transactions. Additionally, lack of explainability and trust, as well as privacy restrictions
serve as barriers for adoption of artificial intelligence and machine learning in AML domain.
In the future academic researchers should be able to get complete set of data generated from
internal banking systems, as well as authorized third parties. One of the future points of
improvement is data sharing between reporting entities. It means that each bank has gained

knowledge about suspicious customers, transactions. (Kute et al., 2021).
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3.3 Knowledge creation

This chapter explores the knowledge creation process in SAR through the lens of established
theoretical concepts in KM studies. Knowledge creation is understood in this study from two
perspectives: 1) interaction between tacit and explicit knowledge (Nonaka et al., 2000), and
2) relationship between KM processes and performance (Zaim, Shahnawaz and Merve,
2019). The foundation of SAR-related knowledge creation lies in the interaction between
tacit and explicit knowledge. When investigators examine TM alerts or conduct SAR inves-
tigations, they generate new insights by combining their tacit knowledge (personal expertise
and experience) and available explicit knowledge (documented information and data). Fur-
thermore, the relationship between KM processes and performance needs to be taken into
account when effectiveness of SAR filing is investigated by using results given by the FIU

as KPIs.

3.3.1 Application of SECI model in SAR-related knowledge creation

SAR-related knowledge creation is taking place particularly in the investigation phase,
which in this study consists of creation 1 and creation 2 phase (See Figure 1). By creation 1
phase is meant investigation of alerts, and by creation 2 phase investigation of unusual ac-
tivity reports based on alerts or other sources of unusual activity. In this study a reference is
made to the figure of transaction flow and reporting presented by Hayble-Gommes (2023,
808). Based on the figure presented in the article we mean by investigation of alerts the very
first phase when human being is investigating alerts generated by automated TM system. By
investigation of unusual activities, we refer to the reports which the alert investigator has

sent to SAR investigator for making a decision whether a SAR should be filed to the FIU.

Definition of knowledge presented by Nonaka et al. (2000) is highly applicable to SAR-
related knowledge creation, i.e. knowledge is dynamic, context-specific and humanistic. By
dynamic knowledge is meant knowledge creation amongst individuals and organizations,
without context it is not knowledge but information. By humanistic is meant interpretation
of information by individuals. If traditional definition of knowledge is ‘justified true belief”,

the focus here is in the attribute of ‘justified’.
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The model of knowledge creation consisting of three elements (Nonaka et al. 2000) is appli-
cable for SAR related knowledge creation by SAR investigator. Three elements of
knowledge creation process are 1) the SECI process consisting of the conversion of tacit and
explicit knowledge; 2) ‘ba’, i.e. shared contexts for knowledge creation, and 3) knowledge

assets. The knowledge creation process is a spiral using these three elements.

According to Nonaka et al. (2000), the SECI model outlines four modes of knowledge con-
version: socialization (tacit to tacit), externalization (tacit to explicit), combination (explicit
to explicit), and internalization (explicit to tacit). In the context of SAR-related knowledge
creation during the investigation phase, the combination mode appears to play a particularly
important role. This mode involves transforming existing explicit knowledge into more
structured, integrated, and complex forms of explicit knowledge. At the beginning, explicit
knowledge originates from internal or external sources, and then it is processed and com-

bined to create new knowledge.

Both alert and unusual activity investigations are based on explicit knowledge. Alert inves-
tigations cover alerts, which IT systems have been generated through automated TM system,
and which an investigator should investigate to assess suspiciousness of the alerts. As men-
tioned earlier, rule-based scenarios produce over 90% false positives, which means that only
a small part of the alerts are sent by alert investigators to SAR investigators. This minor part
is investigated by an SAR investigator to decide whether a SAR should be filed to the FIU.
During this combination process, explicit knowledge included in alerts is enriched to a more
complex set of knowledge for decision-making whether a SAR should be filed. The results

of the combination process are seen in SAR and non-SAR decisions.

Based on conversion mode description by Nonaka et al. (2000) it is much likely that inves-
tigators are involved in internalization and externalization when investigating alerts or unu-
sual activities. First, internalization takes place when explicit knowledge is converted into
tacit knowledge, and in most cases, this happens through learning by doing. Thus, it is likely
that experienced investigators have been involved more in internalization, since they have
repeatedly made combination, i.e. converted explicit knowledge into more complex explicit
knowledge. Second, externalization takes place when investigators’ tacit knowledge is con-
verted into explicit knowledge. This tacit knowledge combined with explicit knowledge may

be reflected as high quality of SARs.
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Knowledge creation based on SECI model needs a physical place, i.e. a shared context for
knowledge sharing, creating and utilizing. A shared context and place are crucial for inter-
pretation of information to become knowledge. Nonaka et al., 2000 use the term ba (in Jap-
anese for shared space) when referring to a shared place. There are various shared contexts,
and to our purposes most appropriate seems to be systemizing ba, since it offers a context
for the combination of existing explicit knowledge. When incorporating SECI model and a
need for a place for implementing it into our study, it should be noted, that there are many
service providers which offer AML Case management IT systems, which include the whole
chain from alert to SAR filing (see for example Alessa). It is assumed that the features and
effectiveness of AML case management systems impacts effectiveness and results of SAR

filing.

It is argued that in SAR-related knowledge creation one essential factor in addition to inter-
action of tacit and explicit knowledge in the head of investigator is time which can be used
to knowledge creation. Sullivan (2023) says that there is a clear difference between police
criminal investigators and financial investigators in the financial institution. In the police
there is not a statistically driven number of completed cases that must be handled each day,
but many financial institutions do set those goals. There are financial institutions which set
a numerical goal for closed TM alerts and other AML related actions. It is evident that time
limit set obstacles for SAR-related knowledge creation. Sullivan (2023, 145) gives a tip for

financial institutions: “Never put a time limit on any AML investigation”.

3.3.2 Role of knowledge assets/intellectual capital in knowledge creation

Alert and unusual activity investigators do not work in a vacuum, but they are a part of
organization, i.e. bank in the context of this study. Knowledge creation related to the detec-
tion of suspicious activities is one aspect of the banking business and can, at least partially,
be situated within the compliance function. It is evident that the objectives of the banking
business differ from those of the compliance function, particularly in relation to the investi-
gation of suspicious activities. Compliance is securing that the bank is doing its business
according to legal requirements, whilst the bank’s main goal is to gain profit for its share-
holders. In practice, this may mean a conflict between compliance and business. (Schneider,

2023). Nevertheless, compliance is based on rules and legal requirements, and which
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ultimately creates a context for SAR-related knowledge creation. Next, aspects of knowledge
assets, or alternatively intellectual capital of compliance and their impact on knowledge cre-

ation are discussed.

Nonaka et al. (2000) divide knowledge assets into four categories: experiential, conceptual,
routine, and systemic knowledge assets. Experiential assets contain tacit knowledge shared
through common experiences, and they contain basically skills and know-how of individu-
als. Conceptual assets contain explicit knowledge communicated through images, symbols,
and language. Routine knowledge assets are reflected in routinised actions and practices, as
well as in daily work and organizational culture. Systemic knowledge assets consist of ex-
plicit knowledge in the form of database, manual, and documentation. It is concluded that
comparable with the concept of knowledge assets is intellectual capital, which includes non-
tangible resources of organization and contribute to organization’s value creation. Intellec-
tual capital is usually divided into human, relational, and structural capital. Human capital
contains employees’ skills and know-how, as well as their attitudes. Relational capital in-
cludes all the relationships within an organization and outside of organization. Structural
capital includes organization’s operating processes, policies, information flows, databases,

as well as organizational culture and intellectual property. (Marr, 2008)

It is evident that the quality of human capital implementing SECI process is crucial for SAR-
related knowledge creation. Human capital consists, among other things, of investigator’s
knowledge and skills, work-related experience, education, competencies, employee satisfac-
tion and loyalty (Marr, 2008). When taking account of the nature of KM processes beyond a
SAR, structural capital as a part of intellectual capital plays a significant role. Significance
of structural capital can be derived directly from the legislation and Regulations and guide-
lines given by the Financial Supervisory Authority (FIN-FSA) of Finland (2023). FIN-FSA
states that the obligation of development of internal policies, procedures and control is ap-
plied also to SAR (Regulations and Guidelines 2/2023, 74). It is evident that structural cap-
ital — comprising policies, procedures, instructions, and controls — impacts SAR-related
knowledge creation, as AML legislation and other regulations are embedded within these

documents.
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3.4 Knowledge storage

Knowledge storage, as a KM process, refers to the methods and IT systems used to capture,
store, and organize knowledge within an organization. The purpose of storage is to facilitate
the retrieval, utilization, and accessibility of knowledge for employees. As a knowledge-
based organization, a bank relies on effective knowledge storage systems to capture and
preserve valuable information, market trends, and regulatory requirements. These systems
ensure that critical knowledge remains available for decision-making and compliance pur-

poses. (Almuayad, Chen, Alammari & Al-Dubai, 2024).

Knowledge storage is a storage mechanism for the knowledge collected in the past and con-
tributes to understanding of knowledge which has been obtained from internal and external
sources and prepared for later retrieval. Knowledge is stored in a repository, for example in
a database or portal. Knowledge storage creates in fact organizational assets when it unlocks

and leverages different types of knowledge. (Iftikhar & Mawra, 2023)

Effective knowledge storage, capture, utilization and retrieval is an essential process beyond
SAR, since retention times for CDD and SAR information are regulated by the AML Act.
CDD data must be securely retained for five years following the termination of a permanent
customer relationship. In the case of occasional transactions, the five-year retention period

begins from the date the transaction is completed (the AML Act, Chapter 3, Section 3).

Additionally, under Chapter 4, Section 3 of the AML Act, obliged entities are required to
store all relevant information and documentation collected for the purpose of filing SARs
for a minimum of five years. These records must be kept separate from the customer database
and may only be used for purposes outlined in the AML legislation. After the five-year pe-
riod, the information must be deleted unless its continued retention is necessary due to a
criminal investigation, legal proceedings, or for safeguarding the rights of the obliged entity
or its personnel. In cases where data is retained beyond this period, the need for continued
storage must be reassessed at least once every three years, with each assessment being doc-

umented, including the date it was carried out.

As described above, knowledge storage IT system should also allow effective retrieval of
stored knowledge for further utilization. This should be also the case regarding data, infor-

mation and knowledge related to SAR in the banks.
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3.5 Knowledge sharing

Despite legal restrictions on sharing SAR-related knowledge, this chapter examines the op-
portunities and potential advantages of sharing knowledge related to SAR, drawing on es-
tablished research in knowledge sharing practices. It's important to note that this chapter will
not discuss knowledge sharing with the FIU, as Chapter 2 has already explored the content
and reporting methods of SARs in detail. Additionally, as previously discussed, the legal
obligations for banks to share information are comprehensively regulated by the AML act
and other relevant laws. Our focus here will be on analyzing how knowledge sharing within
the SAR context can be optimized within the bank and between the banks to enhance overall

effectiveness and efficiency in combating financial crimes.

3.5.1 Theoretical and practical views on SAR-related knowledge sharing within the

Bank

Nowadays, IT systems provide necessary platforms for knowledge sharing within the organ-
ization, and outside of the organization. Nevertheless, it is acknowledged in organizations
that advanced technology is only one of the factors for successful knowledge exchange. In
addition to technological solutions, it is important that employees share voluntarily
knowledge within the organizations and teams. (see for example Cabrera & Cabrera, 2002).
Research has proved that knowledge sharing has a positive impact on the reduction of costs,
product and service development, team performance, innovative activities, and ultimately,
on the competitive advantage of the organization (Wang & Noe, 2010). Yeboah (2023) has
collected definitions of knowledge sharing from the literature and refers to following defi-
nitions: social interaction between employees to exchange their experiences, skills, and
knowledge; employee-to-employee learning process; exchange of implicit and explicit

knowledge for creation of new knowledge.

What are the circumstances which encourage employees to share knowledge within the
teams, outside of the teams and within the organizations? Collins and Smith (2006) suggest
that social climate of the organization including trust, cooperation, shared codes and lan-

guage positively affect knowledge exchange and combination and furthermore make firm
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performance better. By social climate they mean norms, values, and beliefs that reflect em-
ployees’ way of interacting with one another while carrying out their tasks. If the social
climate of the firm lacks trust, cooperation and shared language, it affects negatively
knowledge sharing and performance of the firm. Cummings (2004) emphasizes that
knowledge sharing beyond a group's boundaries positively impacts a firm's performance,
particularly when the groups involved are more structurally diverse. The value of knowledge
sharing increases when it occurs between individuals in different geographical locations,
with distinct assignments, reporting to different managers, and operating across various busi-
ness units. It is the managers' responsibility to form work groups with members who are
willing to collaborate beyond their immediate team, organize cross-functional workshops
that bring together individuals from diverse backgrounds, and promote knowledge sharing

through performance evaluations or public recognition.

In their literature review, Wang and Noe (2010) identified the key focal areas in knowledge
sharing research. They categorized these areas into five main groups: organizational context,
interpersonal and team dynamics, cultural factors, individual attributes, and motivational

drivers.

Within the organizational context, research has primarily focused on elements such as or-
ganizational culture and climate, management support, reward systems, and structural de-
sign. Studies have shown that a culture promoting trust and innovation enhances knowledge
sharing, whereas cultures that stress individual competition tend to hinder it. Management
support plays a significant role, especially when employees view their managers as experts
in their field — demonstrating what is known as expert power. Incentives like promotions,
bonuses, and salary increases have also been found to stimulate more active knowledge shar-
ing. From a structural standpoint, reducing the emphasis on hierarchical rank and seniority
can create a more open environment that supports the flow of knowledge. (Wang and Noe,

2010).

Research has shown that interpersonal and team characteristics influence knowledge shar-
ing. When a team has been established for a long time and has achieved cohesion, it posi-
tively impacts knowledge sharing. However, team members who perceive themselves as a
minority based on factors such as gender, marital status, or education are less likely to share
information. Conversely, having diverse expertise among team members promotes

knowledge sharing. Regarding cultural characteristics, multinational organizations with
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diverse cultures may face challenges in knowledge sharing. Individual characteristics relate
to an employee’s attitudes and behavior, with research showing that individuals with open
personalities, higher levels of education, and extensive work experience tend to have a pos-

itive attitude toward knowledge sharing. (Wang and Noe, 2010).

It is likely that the research findings on knowledge sharing described above would improve
the cost-effectiveness of SAR filing if legislation did not impose restrictions on SAR
knowledge sharing. On the other hand, according to Chapter 4, Section 4 (1) of the AML
Act, obliged entities are prohibited from disclosing the submission or investigation of a re-
port to the suspect or any other party. This confidentiality obligation also extends to the
employees of the obliged entities and to any parties who have obtained information covered
by this secrecy requirement under this section. The Finnish Supervisory authority has given
recommendation to this particular legal provision by stating that the supervised entities (in
our study banks) should ensure that information concerning suspicious transaction is acces-
sible within the organization only to parties whose duties require so. In the empirical part of
this study AML specialists are asked about the possibilities and potential advantages of wider
SAR-related knowledge sharing within the organization, as well as its potential impact on

the KPI of our study.

3.5.2 Interorganizational knowledge sharing

KM literature has mainly contributed to KM within organizations, as previous chapters of
this study also elaborate. Nevertheless, there is a clear need for interorganizational
knowledge sharing to increase cost-effectiveness of AML measures in the banks. In the con-
text of interorganizational collaboration, knowledge sharing is the process by which organi-
zations access their own or their partners' knowledge, ensure its availability to others, and
actively participate in exchanging knowledge with collaborators. On the other hand, there is
also an element of competition and the risk of losing confidential information present in

interorganizational knowledge sharing (Song & Kaidong, 2024).

As described in the previous chapter, SAR-related knowledge is highly confidential, and its
sharing is very limited within the organization. In Finland there are attempts to develop in-

formation sharing between the banks in the framework of legislation by sharing information



41

on financial crime typologies and other general issues. In 2020 FAMLIT (Finnish Anti-
Money Laundering Intelligence Task Force) was established to develop concrete operational
collaboration with authorities and between the banks. Due to limitations set by the legislation
detailed information sharing is not allowed. (Rahanpesun selvittelykeskuksen vuosikerto-

mus 2024)

Nevertheless, experiences from other countries strongly support effectiveness of information
sharing between authorities and banks. For example, in London, meetings were held between
major banks and authorities, where they physically gathered to discuss information from the
police. Authorities provided names of suspicious individuals, and the banks then screened
them, feeding the results into their TM and SAR systems. It was estimated that this approach
was sixty times more effective than a standard process. The leader of that forum confirmed
the success of this method. When the police provide names for banks to investigate, it proves
to be highly efficient. Following the development of the AML regime, only 1% of criminal
money is seized, indicating that a significant amount still flows through the financial system.
However, regulations can be adjusted to improve the situation, including better cross-border
information sharing, fostering public-private partnerships, and facilitating spontaneous ex-

changes of information. (SNS, 2019)

The new EU legislation, which is expected to come into force in 2027, contains provisions
on exchange of information in the framework of partnerships for information sharing (Arti-
cle 75 of Regulation (EU) 2024/1624). The new legislation will allow the establishment of
partnerships for information sharing and exchange of information on the customer, beneficial
owner of legal entity, its business relationships, the source of wealth and funds of the cus-
tomer, transactions, risk factors and assessment, and suspicions. In addition to this basic
arrangement, there are a lot of various conditions, which should be followed when exchang-

ing information in the framework of partnerships for information sharing.

Finally, the main elements of the theoretical framework of the study are summarized in Fig-
ure 2. It serves as the foundation for the systematic implementation of empirical study and
guides the formulation of questions used in the thematic interviews. Importantly, the explo-
ration of KM processes in this study does not reflect the internal solutions of any specific

bank but rather presents a generalized model.
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Figure 1. Theoretical framework of the study

4. Research design and methodology

This chapter will discuss research design and methodology of the study, which consists of
research strategy and methods, data collection process, analysis of data and assessment of
reliability and validity. The research design choices made by the author are discussed in the
“research onion” framework, developed by Saunders (Saunders, Lewis & Thornhill, 2023,
177). Starting from the 'surface of onion' philosophy, this chapter discusses the approach to
theory development, methodological choices, research strategy, time horizon, as well as the

data collection procedures and analysis techniques employed in the study.

4.1 Research philosophy, epistemology and axiology

Saunders et al. (2023) have compared five research philosophies in business and manage-
ment research: positivism, critical realism, interpretivism, postmodernism, and pragmatism.
In the comparison ontology (nature of reality or being), epistemology (what constitutes ac-

ceptable knowledge), axiology (role of values), and typical methods are discussed. From a
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research philosophy point of view this study represents mostly pragmatism, but it contains
also to some extent treats of interpretivism. The nature of reality or being (ontology) in the
study is complex, rich, full of practical consequences of ideas. It is also a flux of processes,
experiences and practices. The phenomenon (SAR KM processes) which is explored in the
study is complex and in constant change. The phenomenon engages a wide range of organi-
zations and people at international and national level. The detailed legislation gives a frame-
work to the phenomenon, and a wide range of organizations and people try to implement and

follow the legislation.

Thus, epistemology of the study, i.e. what constitutes acceptable knowledge, strongly relies
on practical knowledge in specific context, focuses on problems, practices and relevance, as
well as problem solving. The goal of the study is to contribute future practice around the
phenomenon. Role of values, i.e. axiology, included in pragmatism, correlates strongly with
the values of the study. Value driver for the author of this study has been a doubt and sense
that something is wrong or out of place. The author has experienced that the current system
of SAR filing process is out of place, since it costs huge sums for the banks, but the results

of the spent money seem to be very limited.

When assessing the study from the point of view of interpretivism, the study contains also
ontological, epistemological and axiological treats being typical for interpretivism. The on-
tology of interpretivism is quite similar to pragmatism. Epistemologically, a focus on narra-
tives, stories, perceptions and interpretations in the study reflects interpretivism. From axio-
logical point of view, it can be said that the author of the study is at least to some extent a
part of what is researched, and the author’s interpretations are key to contribution of the
study. The author of the study has professional working experience in organizations which

are heavily involved in the researched phenomenon.

Currently, the phenomenon is mostly discussed and studied from the point of view of legis-
lation and legal science, whilst the empirical side has been ignored. Due to the complexity
of the phenomenon, at this level of knowledge of the phenomenon, it would be difficult to
justify research design within philosophies of positivism, critical realism, or postmodernism.
There is no one true reality in this phenomenon, as positivism states. Critical realism might
be a research philosophy in future studies, when the phenomenon is first studied within prag-
matism and interpretivism. The phenomenon could be placed in its historical context better

as you can do it now. Postmodernism could be also in the future philosophy of research, if a
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researcher would like to explore phenomenon through power relations. The researcher could,
for example, question, has the public sector unlimited power over private sector when mak-

ing legislation around the phenomenon.

4.2 Approach to theory development

Saunders et al. (2023) present three approaches to theory development in business and man-
agement research: deduction, induction and abduction. In a deductive approach, research
begins with an existing theory or hypothesis, which is then examined through quantitative
analysis. An inductive approach involves gathering data first, from which patterns are iden-
tified, and theories are subsequently developed. Abductive reasoning takes a different path
— it starts with observations or surprising facts, uses data to uncover underlying themes and
relationships, and ultimately aims to build or refine theoretical understanding. Consequently,
in this study an abductive theoretical approach is applied based on the following justifica-

tions.

First, abduction is compatible with selected philosophies of the study, i.e. pragmatism and
partly interpretivism (Saunders et al., 2023). Second, use of data in the study reflects abduc-
tion. Abductive research is located between inductive and deductive research methods. De-
ductive research aims at testing phenomena, whilst inductive research explores preliminary
assumptions through interpretative methods. Abductive research is not data-driven or hy-
pothesis-driven — it is parallelly and equally engaged with empirical data and theoretical
understanding. This means that researchers using abductive methodology have an initial the-
oretical understanding of what they are initially looking for. This prior knowledge should
prevent discovery of such findings, which are irrelevant to research questions. Abductive
researchers do not aim to find an objective and singular truth, but the most useful and logical

explanation for that phenomenon. (Thompson 2022, 1411)

Furthermore, abductive researchers need to learn a range of theories which may be relevant
to their topic before doing fieldwork. Prior knowledge acquired by abductive researchers
before fieldwork is usually more than academic literature. It can contain experience, educa-
tion, training, and contacts with practice or practitioners. If inductive researchers focus on

making sense of data gained in the field, abductive researchers start sense-making from
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surprising fieldwork findings in relation to researchers’ prior knowledge. This means simul-
taneous handling of empirical materials and theoretical literature. (van Hulst & Visser 2024,

3)

In summary, abduction involves using empirical data to investigate a phenomenon, uncover
recurring themes and patterns, and situate these within a broader conceptual framework. This
framework is then refined or evaluated through further data collection. In essence, abductive
reasoning begins with known observations and seeks to develop plausible, testable explana-

tions that bridge the gap between theory and empirical evidence. (Saunders et al., 2023).

Above mentioned premises of abduction are applied in the study as follows. The author of
the study has an initial theoretical understanding of the phenomenon (SAR KM processes).
This initial theoretical understanding is acquired by the author through working experience
in organizations centrally involved in the explored phenomenon, as well as acquiring and
applying legal knowledge on the explored phenomenon. This experience has contributed to
the design of the study and exclusion of irrelevant topics to research questions. The author
has located initial knowledge on the topics in the theoretical framework of KM processes to
test the prior theoretical assumptions in this theoretical framework. This conceptual and the-

oretical framework has been a basis for methodological choices of the study.

4.3 Research strategy

By research strategy is meant the methodological link between philosophy and choice of
methods to collect and analyze data. As mentioned earlier, the study is based on pragmatism
and partly interpretivism, and theoretical approach is abductive. The essential factor in se-
lecting a research strategy is ensuring consistency across the research design, so that the
research questions are effectively addressed and the overall objectives are successfully
achieved. (Saunders et al. 2023, 191). Research strategic choices, such as data collection and
analysis of data are discussed in this chapter to justify the coherence between research ques-

tions and methodological approaches.
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4.3.1 Data collection process

The data collection process was started by designing thematic interview questions which
would answer the research questions. The interview questions were designed on the basis of
the theoretical framework discussed in Chapter 3 and summarized in Figure 1 of the study,
1.e. based on international and national legislation on the topic, official publications by au-
thorities and other organizations, academic literature on KM processes and academic articles
published on the research topic. In literature review (Chapter 3 of the study) academic liter-
ature on SAR filing and AML processes were incorporated into theoretical literature on the

KM processes.

The empirical component of the study consisted of ten thematic interviews conducted in
April 2025. The AML regime consists basically of three entities: financial institutions, reg-
ulators, and law enforcement (Sullivan, 2023). Ten experienced AML experts (AML 1-10)
from these entities were invited by e-mail to participate, each known to have professional
experience in various KM processes related to SAR. The professional expertise of the inter-
viewees in AML functions proved to be both diverse and in-depth. The participants were
employed or had been employed in major financial institutions, financial supervisory author-
ities, financial industry interest organization, the FIU, and consulting firms. Their practical
professional experience covered a broad range of AML-related areas, including TM, AML
regulation, TM models, investigation of money laundering offences, development of TM
and investigative systems, AML analysis, investigation of TM alerts, development of CDD
processes, and investigation and reporting of suspicious transactions. Collectively, the ten
interviewees had a total of 156 years of professional experience in AML functions. (See

Table 5)

Table 5. Interviewees’ experience in years and duration of the interviews

AML | AML | AML | AML | AML | AML | AML | AML | AML | AML TO-
1 2 3 4 5 6 7 8 9 10 TAL

24 25 10 26 15 11 19 8 10 8 156

Experience in
years
Duration of inter-
view

1:01 1:09 0:56 0:58 0:58 1:19 1:01 0:53 0:59 0:47 10:06
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After giving informal consent to the research interview, a set of thematic questions were sent
to interviewees, as well as data protection notification and consent to participate in the inter-
view. It was also informed that the focus of the interview would be on the prior expertise
area of the interviewee, not on all questions. Anonymity of interviewees was guaranteed both

in the invitation e-mails and data protection notification.

The interviews were conducted via Microsoft Teams, recorded, and transcribed using both
Teams' built-in transcription feature and the Al-based transcription software TurboScribe.
During the analysis phase, transcription errors made by the software were manually cor-
rected in the final transcripts. The total duration of the interview data amounted to 10 hours
and 6 minutes. To keep anonymity of interviewees they are labeled in the interview from

AML 1 to AML 10.

Interview themes covered the following areas (see Appendix 1):

- Professional background of the interviewee

- Reasons for the poor cost-benefit ratio of SAR filing
- Process description of KM processes beyond the SAR
- AML legislation and regulatory requirements

- Implementation of AML regulation and money laudnering indicators in TM and
KYC functions

— The problem of false positive alerts in TM

- Selection of a TM system by the bank

— Future perspectives of artificial intelligence and machine learning
— Investigation process of unusual transactions and SAR reporting

— Information sharing within the bank and between the banks

This study is qualitative in nature and is grounded in the theory of KBV and KM processes.
A qualitative research strategy was chosen due to the nature of the research questions, which
stem from the author's practical experience and a desire to obtain systematic empirical in-
sights into these issues. The use of an empirical approach is further justified by the fact that
public and academic discussions on this topic have largely been dominated by authorities,
lawyers, and legal scholars. As a result, the discourse has been shaped by the rules and per-

spectives of public officials and regulatory bodies. The voices of the banks - the subjects of
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the discussion - have often been ignored or overlooked. Therefore, it was necessary to gain
empirical knowledge from the perspective of the banks themselves. Nevertheless, to mini-
mize potential bias, representatives from the authorities were also invited to participate in

the study.

4.3.2 Analysis of data

The data analysis in this study utilizes the thematic analysis method, chosen for its focus on
identifying themes or patterns within the dataset, which consists of ten unstructured thematic
interviews. The process of thematic analysis follows six key stages: (1) familiarization with
the data, (2) coding the data, (3) generating initial themes, (4) developing and reviewing
themes, (5) refining, defining, and naming themes, and (6) producing the final write-up.

(Saunders et al., 2023)

In this study familiarization started with correcting transcripts made by Teams’ built-in tran-
scription feature. Since the quality of transcript was very bad, the recordings were repeatedly
transcribed by the Al-based transcription software TurboScribe. The quality was much bet-
ter, but not perfect. The transcripts were corrected in the first coding phase by listening to

recordings.

The first coding phase and initial theme generation included classification of interviewees’
answers in the same excel sheet to make comparison and further analysis possible. In the
first coding phase the answers of interviewees were copied in following initial thematic
codes or wide categories: background, cost-benefit ratio, process map, regulation, imple-
mentation of regulation, TM vendors, false positives, Al, KYC, Investigation, Information

sharing.

After collecting answers in the same excel sheet by themes, from the texts were relevant to
research questions and themes phrases extracted to the thematic memos. In these memos
theme development was carried out by classifying contents of extracts to phrases. These

phrases were categorized into concepts to define main messages of the interviewees.

Chapter 5, i.e. results of thematic interviews, was initially written by the author in Finnish,

and translated into English. Nine out of the ten interviews were conducted in Finnish;
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therefore, the citations from AML experts have been translated into English. Figure 2 was
created by using Al tool Napkin Al. Information included in figure was given to Al tool by

the author and it reflects interviewees’ views.

4.4 Assessment of reliability and validity

Saunders et al. (2023) say that reliability and validity are central quality indicators in natural
sciences and quantitative research in the social sciences, but they are not directly applicable
to qualitative research. Qualitative research is not necessarily intended to be replicable, but
reliability of qualitative research depends on the description of the research design, context
and methods, and helps other researchers to conduct similar studies. A solid foundation for
this study was established through the author’s professional experience and subject-matter
knowledge. It contributed to formulation of research design, context, and methods. It con-
tributed to the creation of theoretical assumptions to be verified by empirical research. This
prior knowledge made it possible to concentrate on relevant questions and avoid irrelevant
questions. In that sense, reliability of the study is high, but as said, it might be difficult to

replicate the study, but it may contribute to other similar studies.

Validity in this context could be assessed by asking, do the findings and results reflect the
phenomenon as the research was intended to explore. The results supported the author’s
original assumptions in many ways. The research problem was recognized by interviewees
well and similarly to the author of the study, most interviewees expressed that something is
wrong or out of place in the explored phenomenon. The number of interviewed experts was
limited to ten persons, but the experience they had on the research topic, was very extensive

—1in total 156 years, i.e. they know what they do.

5. Results of empirical study

This chapter will present the analyzed results of the thematic interviews conducted with ten

experienced AML experts. The presentation of the results is divided into four main
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categories: 1) external and contextual factors related to the KM processes of SAR filing, 2)
internal bank processes for acquisition of SAR-related data and information, 3) the
knowledge creation process by a SAR investigator, and 4) three different ways of SAR-
related knowledge sharing.

5.1 External and contextual factors affecting the KM processes of SAR filing

The development of KM processes related to SAR-related knowledge are largely defined by
external and contextual factors. Traditionally, the goal of developing KM processes in the
organizations has been to enhance the organization's competitiveness through competitive
advantage. Due to the significant costs associated with AML functions and the SAR embed-
ded within them, the development of KM processes is indeed a central factor for a bank’s
competitiveness. However, it is likely that the primary objective of developing a bank's KM
processes in the AML area is to comply with regulations in order to avoid fines and sanctions

imposed by authorities.

When the KM processes are improved to enhance the organization’s competitiveness and
advantage, the results of KM development are usually measurable within the organization
using internal indicators. In contrast, the results of development of KM processes related to
SAR are more difficult to measure, as the objectives are set externally to the organization.
The supervisory authority, the FSA (Finanssivalvonta), controls that the operations and pro-
cesses of banks are in compliance with AML legislation. The FIU publishes annual statistics

showing the number of reports submitted and how they have been utilized.

A central factor is both international and national legislation, which imposes obligations on
banks and whose compliance is monitored by authorities. Traditionally, crime prevention
has been a public sector responsibility, but in the context of SAR-related knowledge creation,
it can be argued that crime prevention has been outsourced to the private sector. However,
the private sector does not have the same legal authority to investigate the actions of its
customers as public authorities do. SAR-related knowledge creation is also influenced by
demanding and open-to-interpretation legislation, the most important of which is the AML

Act. The following sections will address the views of interviewed AML experts regarding
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the private sector’s opportunities for crime prevention and the legislation concerning SAR

knowledge production.

5.1.1 The Context of KM processes: crime prevention outsourced to the private sector

This chapter examines the question of whether AML efforts are primarily the responsibility
of the private sector, given that money laundering does not appear to be treated as a broad
criminal policy issue by legislative bodies and law enforcement. This is reflected in the fact
that private sector actors are required to invest significant sums in AML measures to comply
with legal requirements, while government investments seem modest in comparison. Legal
obligations and official recommendations have led to a very low threshold for filing a SAR
in Finland. The effectiveness of AML efforts is measured by the number of reports submit-
ted, which banks argue is not an appropriate metric. Regulation and obligations for banks
are continually increasing, but according to the interviewees, there is a clear need for sys-

temic reform. The current AML system is seen as ineffective and frustrating.

The interviews strongly highlighted the question of whether AML, as it is currently struc-
tured, should even be the responsibility of banks, or whether it should fall more under the
responsibility of the authorities.
I'm going to be arguing against my own interests here, but I'm going to say [
don't think banks should be in this business. Number one. That's my first argu-
ment, is if you and I conspire to commit financial crime using a telephone, the
telephone company has no obligation to monitor our call or to file a suspicious

activity report. Yet if you and I conspire to do financial crime using a bank
account, the bank has an obligation to monitor and to report that. (AML 1)

The imbalance in financial investments between banks and authorities was also seen as a
major problem, particularly considering the perceived ineffectiveness of SAR reporting. Ac-
cording to the interviewees, Finnish banks invest over 500 million euros annually in AML
efforts, while the FIU, which handles SARs submitted by banks, employs only about 50
people.

"It 5 easily somewhere between half a billion and a billion euros annually that
banks are putting into this." (AML 7)
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"If the financial sector is spending at least 400-500 million euros per year on
this effort, and our Financial Intelligence Unit has about 50 employees—many
of whom are on fixed-term contracts or temporary agreements—plus a few
people in the Ministry of Finance and the Financial Supervisory Authority,
that'’s about it. Is it really realistic to believe that this is going to get the job
done?" (AML 2)

"With more personnel, it would be possible to produce more information dis-

seminations and start more criminal investigations directly from the SARs."
(AML 4)

"We re content to spend a huge amount of money on this and feel like we re
doing something big here. But in reality, the end result is pretty much a wash—
plus-minus zero. Or let’s put it this way: it probably doesn 't bother a Colom-

bian drug cartel or some oligarch who wants to hide their money around the
world." (AML 7)

"Even though the supervisory authority in Finland, and perhaps even the FIU,
have received some additional resources, they are still minimal compared to
the resources and money the banking sector is investing in this fight. There is
a certain level of frustration, especially from the banks’side—and particularly
from the business units that fund this entire AML effort—about the real value
and tangible benefits that are actually being achieved." (AML 8)

Despite the significant investments made by banks in various areas of AML, the results have
been weak. Effectiveness is measured in terms of the number of reports filed, not their qual-
ity. Moreover, money laundering is not considered a priority in national crime prevention
strategies—it is often framed in public discourse as a problem specific to the banking sector.
The weak results are reflected in international evaluations, which estimate that globally only
about 1% of criminal funds are confiscated through the monitoring systems operated by
banks. Interviews revealed that this figure has remained unchanged for the past thirty years,
despite ongoing development of AML systems. There have been no major successful money
laundering convictions in Finland, and the amounts of money seized by authorities have been
relatively small compared to the number of SARs filed.

“I can't think of a single successful million-euro-level money laundering case
from over the decades.” (AML 2)

“If you actually look at the annual reports, you might see a few million euros
seized by authorities—or even less. And never mind the data on what kinds of
money laundering convictions we 've seen over the years—it s just a few cases.
It'’s a strange equation. A huge amount of responsibility for preventing money
laundering has been shifted onto the private sector, especially the banks.”
(AML 7)
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“If you think about last year s seizure statistics related to anti-money launder-
ing, it amounts to about a month's salary for my team—if even that. The imbal-
ance is enormous. If we could somehow measure how much this actually com-
plicates money laundering or raises its cost, that would be very interesting
data.” (AML 7)

From an international perspective, the number of SARs submitted by Finnish banks is ex-

tremely high. According to the interviewees, this is due in part to the low threshold for filing

a report and the use of wrong metrics in assessing effectiveness. They explained that the

authorities have emphasized that SARs should be filed at a very low threshold. As a result,

a large number of reports are submitted, and the KPI becomes the quantity of reports filed

and compliance with regulatory requirements—rather than the extent to which these reports

lead to concrete actions by authorities. Compliance-driven reporting often leads to what are

referred to as “defensive SARs”—reports filed for the sake of fulfilling reporting obligations

rather than out of genuine suspicion.

“The main reason is that our banks are trying to catch everything, everywhere,
immediately, and just push it forward as-is—just to cover their own backs and
meet regulatory requirements.” (AML 6)

“On the authorities' side, including FATF, the number of SARs is seen as some
kind of indicator of the system s functionality and efficiency, which is of course
a completely absurd view. The more reports that are filed, the more ‘effective’
the system is supposedly considered to be. All that really means is that there
are a lot of reports being filed.” (AML 2)

“Currently, banks or other reporting entities are more likely to be penalized
for underreporting than for overreporting or for submitting low-quality re-
ports. No one gets punished for poor-quality reports, but if a supervisor finds
something that wasn t reported during an inspection, that could lead to actual
fines. That's probably one of the reasons that encourages overreporting. Many
probably set their internal thresholds very low—better to report too much than
too little.” (AML 8)

Many interviewees felt that the current system is not working and needs reform. The need

for change is apparent.

“The system needs to change. But I don't have the solution. Even the FATF
repeatedly criticizes the fact that banks are doing their part, but the authorities
aren t taking action.” (AML 4)
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“Something has to be done. This issue is widely discussed, and yet many banks
still operate the same way—doing just what is legally required. The more I talk
with people across different areas of financial crime prevention, the more often
I hear the same concern. They ask: so what? What benefit have we brought to
the bank, to society, or to anyone, by filing SARs on thousands and thousands
of customers?” (AML 8)

“But this can't continue like this. And I know from other banks as well that
we 've had pretty much free rein to operate how we want. In recent years, we 've
been able to get whatever we ask for. Leadership gives us as much funding as
we dare to request, because the sanctions are so severe, and they personally
target senior executives. But now the people footing the bill are becoming more
interested in this, and even the top leadership is increasingly aware of what's
being done.” (AML 7)

5.1.2 Legal requirements in relation to KM processes of SAR

The continuous increase and growing complexity of regulation have made it difficult for
banks to be compliant. Despite the steady stream of increasingly detailed rules, banks often
do not actually know what they are supposed to report. Furthermore, the legislation is written
from a crime prevention perspective, rather than with a focus on customer protection. Alt-
hough banks are required to investigate suspicious transactions, the legislation does not pro-
vide them with adequate tools to do so. In money laundering operations, funds typically flow
from one bank to another, but currently, banks only have access to and visibility over trans-

actions occurring within their own institution.

Interviewees viewed the volume and detail of current AML legislation as highly problematic
from an implementation perspective. For example, the forthcoming EU AML Regulation
comprises over a hundred pages of text and around forty technical standards. One key issue
is the constant increase in regulation, which often means that existing regulations have not

yet been fully implemented in practice.

“It’s enough just to push through new requirements, and if the existing ones
aren t yielding results or there s pressure to introduce more regulation for some
reason, then more gets issued—without ever considering whether the problem
lies in the fact that the current regulations haven 't yet been implemented or if
insufficient resources have been allocated for their enforcement at the national
level.” (AML 2)
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Despite the detailed nature of the legislation, there is a significant controversy in practice:
banks often don’t know exactly what they are expected to identify or report to authorities.
As mentioned earlier, the threshold for reporting a suspicious transaction is very low under
the law. Importantly, this is not a criminal report, but a report of a transaction that the bank
has not been able to clarify. In reality, the assessment is left entirely to the bank’s discretion

and the capabilities of its internal systems.

“The biggest reason [for the poor cost-benefit ratio] is the legislation. It
doesn t provide clear enough operational instructions on what types of unusual
or suspicious events should be detected. The law is written in very general
terms. The responsibility falls on the reporting entity to determine what s unu-
sual or suspicious. It would be helpful if FSA could issue more detailed instruc-
tions or guidelines on how the law should be interpreted. For instance, Chapter
4, Section 5 of the law says that if a customer§ transaction is suspicious, it
should be refused pending clarification. But what constitutes ‘suspicious’is not
defined at all.” (AML 3)

“No one really has a clear understanding, and theres no single ‘rule book’
that says: you always report these cases, or you never report those. Theres no
universal standard.” (AML 5)

According to the interviewees, current regulation places excessive emphasis on crime pre-
vention, while paying insufficient attention to the legal protection of the bank’s customers.
The threshold for filing a SAR is very low, meaning that even individuals or companies
engaged in entirely lawful activities may become subjects of such reports. Despite this, a
SAR involves a significant exemption of banking secrecy, as it constitutes a formal disclo-
sure of customer information to the authorities.
There is a significant risk that individuals may become subjects of SARs even
when they have done nothing illegal. However, the criteria used to trigger such
reports are inherently sensitive, falling under strict confidentiality regulations.
Explicit legal provisions such as "tipping-off” prohibitions ensure that individ-
uals are never informed about whether a report has been filed on them. Even
if that information were to be inadvertently disclosed, there is no mechanism

for the individual to contest or correct the situation. Everything happens within
a completely opaque system. (AML 2)

At the same time, some interviewees highlighted the importance of ensuring data protection

is adequately considered in the development of relevant legislation.
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"Data protection—and to some extent data security, although it's not strictly a
legislative matter—is something the administration invests significantly in.
Data protection is absolutely central, and in legislative projects it is continu-
ously assessed from multiple angles. Oversight bodies like the Chancellor of
Justice also review legislative proposals from a legal perspective.” (AML 4)

Banks also expressed concerns that current legislation assigns them responsibilities that do
not logically align with the traditional division of tasks between the public and private sec-
tors. Although money laundering crime prevention has in practice been outsourced from law
enforcement agencies to banks, banks have very limited tools to carry out this crime preven-
tion role. Laws such as competition law, banking secrecy, and data protection legislation
prevent banks from exchanging information about suspicious transactions with one another.
Unlike law enforcement authorities, which have investigative powers, banks only have vis-
ibility into transactions and customer activity within their own institution. Since criminal
money flows move across multiple banks, it becomes practically impossible for banks to

trace these flows effectively.

[ think it's worth bringing out now, there's a fundamental difference between
law enforcement and us in what we're able to see. Law enforcement can see
broad, but they can't see deep. We can see deep, but we can't see broad. (AML

1)

"What we see is limited to what's happening within our own bank walls. We
can't connect the dots. Money laundering chains are often professionally con-
structed and extremely complex. We only see the small part that runs through
our bank." (AML 7)

When evaluating the impact of external and contextual factors on the development of internal
SAR-related KM processes within banks, it can be stated that legislation is supposed to pro-
vide the framework for these processes—or at least it should. However, it appears that the
volume and ambiguity of the legislation lead to uncertainty within banks about what actually
needs to be reported. If there is no clear understanding of what should be reported, it is also

impossible to optimally develop KM processes.
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5.2 Internal bank processes for acquisition of SAR-related knowledge

This section explores AML experts' perspectives on the internal KM processes within banks
that lead to the filing of SARs. Knowledge acquisition requires collaboration between human
analysts and automated systems. The first step in acquiring SAR-related data is the imple-
mentation of legal requirements into the bank’s internal monitoring systems. Banks are ob-
ligated to use information system-based solutions for TM. These systems, in addition to hu-
man resources, require continuous development and represent a significant investment even

at the procurement stage.

Experience shows that current rule-based monitoring systems produce up to 95% false pos-
itives. Nevertheless, every alert must be verified, which results in substantial personnel costs.
A fundamental component of SAR data acquisition is KYC processes including CDD. Look-

ing ahead, banks aim to incorporate artificial intelligence into TM.

5.2.1 Implementing regulation into bank monitoring systems

The interviews revealed that while the technical implementation of regulatory requirements
and money laundering indicators or typologies is quite often feasible, the resulting systems
do not always function effectively. Indicators provided by the FIU were described as highly
detailed and numerous, which makes it difficult for all institutions to integrate them fully

into monitoring or KYC functions.

Banks also expressed uncertainty about whether they are correctly identifying the right types
of activities in the initial stage of data acquisition. This uncertainty can compromise the en-
tire SAR process from the outset. Additionally, there may be overly optimistic assumptions

within banks regarding the effectiveness of rule-based TM systems.

“I believe the real issue is in identifying the right things and reporting the right
things—and this all starts at the very beginning. Have we built our transaction
monitoring or CDD alert systems on the right data? Are we able to react fast
enough? Do we have access to new information quickly enough so that we
could integrate it into our transaction monitoring systems? Are we able to act
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on it in time? I suspect we re missing a great deal with the systems we currently
use—these rule-based methods, which are still standard in nearly all banks. [
don t know if we 're catching what we should be. The systems react too slowly.
And it’s also a bit of self-satisfaction. We’ve built a scenario library, and we
assume it's the latest version. It's based on something from FATF, or perhaps a
methodology recommendation from some international authority.” (AML 7)

TM should also be able to utilize other internal bank data in addition to indicators and typol-
ogies. Alerts without contextualization are of little value. Integrating data from other internal
banking systems into TM systems would significantly enhance their effectiveness.
I mean, theres some stuff where we have the data in the bank, but we don t tend
to use it for TM. So there are some typologies where the age of the participant
is actually a determining factor. We do have age, but we tend not to bring it
into a TM scenario. So there are some things where we have the data in the

bank where we could bring it in. That would help. But most often, the more I
think about it, it’s the typology that’s not very helpful to us. (AML 1)

The investigation of TM alerts is carried out manually, which further complicates the process
and requires a comprehensive understanding of financial transactions. Rule-based monitor-
ing systems generate a high number of false positives, placing considerable demands on the

analysts reviewing the alerts.

This is a complex and experience-driven assessment — something that be-
comes apparent quite quickly. We are dealing with a chaotic domain involving
millions of individuals and companies, their account activity, purchases, and
various money transfers. These always leave room for interpretation. For the
alerts to be truly useful at the reporting entitys end, a high level of expertise,
judgment, and contextual understanding is required. Nevertheless, the alerts
are still valuable — without them, the task would be even more difficult. (AML

6)

In summary, while the implementation of money laundering indicators into rule-based TM
systems is technically feasible, they often fail to function effectively in practice, as evidenced
by the fact that the vast majority of alerts are false positives. The effectiveness of an indicator

is also influenced by human judgments and assumptions made during its implementation. In
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order for TM scenarios to produce as comprehensive information as possible, the system

should be able to integrate customer-related data from other databases within the bank.

5.2.2 Procurement of transaction monitoring systems

The acquisition of SAR-related data requires close collaboration between human expertise
and technological systems. Procuring a TM system is a significant investment for a bank,
and vendor promises made during the procurement phase may not always hold true — as the
primary objective of vendors is to sell the system. Typically, system providers demonstrate
the effectiveness of their solutions using test environments built on complete and error-free
data. However, such high-quality data is not available within banks, which means that the
system may not perform as promised once implemented.
But one thing I have learned in this area, first of all, don't trust a vendor to tell
vou anything. They will tell you whatever they need in order to seal the deal.
Usually, whatever results they claim they got, they got not because of their
system but because the data was really good. And we see that time and again.
They tell reduce false positives by 70%. Well, that's on the test data that they

had, which was perfect and perfectly able to be fed into the data requirements
of their system. Nobody has that data. (AML 1)

Poor data quality also affects the effectiveness of TM. Banks often operate with multiple
databases, from which they attempt to feed information into the TM system. However, the
TM system is not always capable of interpreting the code imported from these different da-
tabases.
"Transactions may come from several different systems and be merged into one
database. This process can cause code errors that prevent certain data from
flowing correctly into the monitoring system. The same applies to customer
due diligence information — it may already be incomplete during onboarding,

or something inexplicable may happen to the data during transfer to the mon-
itoring system. In such cases, the monitoring simply fails." (AML 3)

TM systems are typically delivered as basic packages that must be localized to meet the
specific needs of each bank. This bank-specific development is time-consuming, often taking

years to get the core system functioning effectively. In addition to the effort required during
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initial deployment, modifying these systems is also slow. Implementing new typologies and
indicators requires significant development work.
"If you just pick a system off the shelf with three basic scenarios — cash trans-

actions, rapid transfers, and high-risk countries — and assume that covers
your risk, you won't achieve anything meaningful." (AML 6)

"Current models are painfully slow to adapt. Fraud detection systems are
slightly faster, and sanction lists react quickly, but transaction monitoring is
sluggish. A new scenario is introduced based on a few indicators, it starts run-
ning, and then it stays in place for years with only minor optimizations. If a
new trend or typology emerges, a large team has to spend months developing
it before it yields any meaningful output.” (AML 7)

Development is also demanding because the selected monitoring models must be explaina-
ble and justifiable to regulators. The purpose of the validation process is to ensure that the
selected TM scenarios align with legal requirements.
"From the regulator s perspective, explainability is crucial. The bank must be
able to justify to the financial supervisory authority why a particular rule is in
use or why a certain threshold has been set. These aspects are relatively easy
to document and explain. That's the upside of rule-based systems — they en-

sure good transparency, and the regulator can review all rules and verify that
the associated risks have been properly identified.” (AML 3)

To conclude, commercially available TM systems are often not as effective as vendors claim
during the sales process. One key reason is that banks' data is often of poor quality and does
not perform as well as the idealized data used by the vendor. TM systems also require cus-
tomization for each bank, so they align with the institution’s specific money laundering and
terrorist financing risk assessment. These customizations must be validated, meaning they
must comply with legal requirements, and the logic behind the monitoring models must be

explainable to the regulator.

5.2.3 False positives generated by transaction monitoring systems

The rule-based TM systems widely used by banks produce 90-95% false positives, which

directly show no suspicious activity. These systems focus on analyzing individual customers
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and their transactions, which inevitably leads to a high rate of false alerts. Instead of moni-
toring individual customers in isolation, banks should be able to take a more comprehensive
view of customer behavior and identify interdependencies between customers. The use of

machine learning models could help detect such dependencies in the monitoring process.

In many cases, entities tend to focus only on the "tip of the iceberg” - that is,
they look at individual customers. However, if machine learning-based meth-
ods were used, it would be possible to detect anomalies or interdependencies
in the data — for example, if one thing happens in one customer account and
something else in another, there may be a connection suggesting involvement
in the same money laundering operation. (AML 3)

Rule-based TM systems should be integrated with risk-based monitoring, though this is not
an easy task. Integrating risk-based monitoring with rule-based systems requires better uti-
lization of contextual information about the operational environment. Combining rule-based

and risk-based monitoring could also help reduce the number of false positives.

One of the most effective ways to reduce false positives, as ['ve discussed, is
knowledge- and impact-based operations. This involves relying on researched
knowledge about our operating environment: what the threats are, which of
those threats apply to us and how, how they manifest in our systems, what kinds
of outputs our systems generate, and what we report. If feedback could be in-
tegrated into every part of the system, the process would begin to improve it-
self.- Furthermore, if rule-based and risk-based systems could operate in par-
allel, the situation would already improve significantly. (AML 6)

Investigating false positives is expensive because the alerts are reviewed manually. Never-
theless, it seems that banks may not be making strong efforts to reduce false positives. One
reason for this is the view of regulatory authorities: reducing false positives might lead to

real cases being missed.

I belong to the school of thought that believes the number of false positives
should be significantly reduced. Why do I call it a school of thought? Because
there are also other schools of thought out there. The counterargument they
often present is that if the percentage [of false positives] drops too low, then a
lot of actual suspicious activity will likely be missed. I can already imagine the
next supervisory meeting with the Financial Supervisory Authority, where |
say, “We’ve successfully reduced our false positive rate to 50%,” and they im-
mediately start an investigation to see where we’ve cut corners. But yes, it
absolutely true that the manual workload is massive, and it definitely needs to
be reduced. (AML 7)
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The alerts produced by the TM system are primarily reviewed manually, and the people do-
ing this work are given instructions on what to consider during the review. A large number
of false alerts means that a significant portion of working hours is spent handling irrelevant
cases. However, alert investigations can’t be done based solely on instructions; they also
require broad understanding and expertise from the analysts.
What we could and should do is reduce the number of false positives, so we
can focus only on the real issues. Right now, the majority of work time goes
into closing irrelevant alerts. Sure, its a decent way to start a career in this

field — doing that kind of work for two months — but after that, there should
be opportunities to grow and move forward. (AML 7)

I would say that if we're in a situation like that, then either the alerts them-
selves are ineffective — meaning they don t help us find what we 're supposed
to find — or the problem is with the people investigating them: either they re
closing alerts that should be investigated, or they 're escalating alerts that don't
need any further attention. So the problem lies in one of those two areas. (AML

9)

To sum up, rule-based TM targeting individual customers’ TM data without contextual cus-
tomer data from banks’ other databases produces 90-95% false positives, which typically
require manual investigation. This process is frustrating for investigators and generates sig-
nificant costs for banks. While banks aim to reduce the number of false positives to lower
costs, regulators are concerned that doing so could impair the system’s ability to detect actual

suspicious cases.

5.2.4 Utilization of artificial intelligence and machine learning

The high cost of AML operations and the immense expectations placed on Al's omnipotence
have also raised hopes for developing TM systems based on Al. However, according to in-
terviewees, there are several factors related to the use of Al that may slow down its adoption
in TM systems. First of all, training Al requires data. The data must be high-quality, and
there must be an enormous amount of it. Currently, the data available in banks is perceived
as poor even for the traditional purposes of TM development. Developing a TM system that

more closely aligns with risk-based analysis of customer behavior is largely hindered by
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poor data quality. Banks have a lot of data spread across different databases. Data is collected
and stored for various purposes. This dispersed data is difficult to integrate into TM systems,
which is why poor data quality poses a major obstacle to developing an effective monitoring

system, and Al based TM.

Because the nature of the data that you need to ensure that bookkeeping hap-
pens correctly is not the nature of the data that you need to make sure that
money laundering detection happens correctly. Because remember, these sys-
tems, we're all operating on architecture that's really old. Really old. I was
surprised at how old. (AML 1)

Everything starts with data. Part of the problem is that the data is of such poor
quality that it triggers alerts for simple and entirely normal transactions, such
as basic real estate deals. (AML 5)

If each bank starts training Al-based solutions using only its own data, the amount of data
may, first, be insufficient, and, second, using only bank’s own internal data for training can

also be misleading — meaning it might not lead to the right solutions.

We just don't have enough transactions to do this on. We don't have a database
that's big enough. When you're talking about these big companies like Amazon
or Walmart or whatever, these guys are doing millions of iterations or millions
of things every day. Even Netflix, when they have an algorithm that serves you
up what they think you would like to watch next, there are millions of those
every day where they can actually measure it. We don't have that scale. We just
don't have that scale to do that. That's a problem. We've got lots of problems
here. (AML 1)

The amount and quality of data ultimately determine how good a model can
be. I've been wondering whether there'’s any modeling method that wouldn t
require so much data — but honestly, none come to mind. That's the core issue.
These models require a lot of data, and the best results would come from the
ability to share data between obliged entities. (AML 3)

I'm afraid it’s going to go the way where banks each try to do this on their own.
But of course, if we had some bold first movers — for example, a major system
provider who could leverage data collected over the years from different banks
and use that experience to train models — that could be a real help. It’s true:
the available amount of data is small. (AML 7)

The more complex Al models become, the harder it is for banks or supervisors to understand
what is happening behind the scenes in an Al-based TM model. For example, deep learning
models can be effective, but the bank may not understand what the process actually does. A

mere outcome doesn’t indicate how effective the model truly is. Using a bank’s own data
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can also be misleading, as Al training data based on a bank’s historical transactions is inher-

ently backward-looking.

If there’s only a small amount of data — say, transaction data from the past
five years — that may sound like a lot, but there can be time-dependent factors
and sensitivities to the order in which data is fed into the model. For instance,
during the COVID-19 pandemic, cash withdrawals increased significantly. If
that is overrepresented in the training data, the model might learn that such
behavior is completely normal. (AML 3)

Lets imagine we give an Al the following: “Here are 2 billion transactions
from last year, and here are the results — 7,000 SARs were filed. Now we want
more SARs from this data set, try to figure out how to find them.” That could
actually lead us astray, because how can we be sure we found the right ones to
begin with? (AML 7)

One of the biggest issues is that Al models are constructions based on the past.
They are trained on data that was available at the time of training. Malicious
actors are problematic precisely because they tend to come up with new tactics

and change their behavior — often in unexpected and unpredictable ways.
(AML 6)

In addition to the challenge of model explainability, another barrier to Al adoption is the
belief that human expertise is still needed to analyze complex issues. Interviewees did not
consider it realistic for Al to handle the entire TM process independently.
1 think we still need humans. Even in our case, we see very complex customer
cases involving multiple intermediaries and many variables — it's hard to im-
agine a machine being able to draw the right conclusions from those. Al cer-

tainly helps a lot, but there's still a significant part of the work that falls to us.
(AML 5)

Another challenge related to Al is the fear — or perhaps a somewhat misguided
belief — that a human ultimately makes better judgments. In such cases, prov-
ing that the Al system actually works can be very difficult. (AML 7)

In summary, the main obstacle to adopting Al in TM is the poor quality and insufficient
volume of data required for training Al models. If Al is trained solely on a bank’s own data,
it may also lead to bias, especially if the original data is of low quality. One of the key

challenges in implementing Al is the requirement to be able to explain the models used to
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the regulator. The adoption of Al in TM can also be slowed down by a certain degree of

distrust towards Al, which may be reasonable from a risk management perspective.

5.2.5 The quality of the know your customer (KYC) function

According to interviewees, the KYC function is the most important information acquisition
phase in the SAR-related KM process. However, it can also be the weakest link if poorly
executed. It appears that the importance of the KYC function in AML activities and the SAR-
related KM process is not sufficiently recognized within banks. The KYC function remains
a large manual process in banks, and it often seems to be reduced to a formal checklist exer-
cise.

"Even if some of the KYC work is done manually and there’s a person asking

the questions, it still feels like its treated as a tick-the-box exercise. There

seems to be a lack of understanding that those answers should be critically

assessed — are they even truthful? Most of the time, banks are satisfied that
the customer provided the legally required responses, and that’s it." (AML 9)

The manual nature of the KYC process is both a strength and a weakness. The weakness lies
in the fact that banks operate at high volumes, and collecting high-quality KYC information

requires significant human resources, time, and expertise.

"If you want to genuinely understand the customer, collecting that information
takes time. How can you be sure that the information is even correct? Are there
reliable external sources you can verify it against? Can you see whether they
support what the customer is saying? Everyone knows that even getting in
touch with customers can be difficult. These days, many are not even willing
to respond.”" (AML 8)

If data is collected poorly during the KYC phase, the SAR-related knowledge acquisition
can be misdirected from the start, especially if the customer’s risk classification is based on
incomplete information. Customers must be assessed based on risk, meaning the bank must
evaluate the risks of money laundering and terrorist financing associated with its customers.

These risks may relate to the customer, countries or geographic areas, products, services,
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transactions, distribution channels, and technologies (AML Act, Chapter 3, Section 1, Sub-

section 2).

"You might have the best monitoring scenarios in place, but if you don 't have
the customer s basic information correctly understood — if you dont under-
stand their business or what’s normal behavior for them — then monitoring
won t produce meaningful results. I believe many still struggle most with KYC

information, and also with customer risk classification. Those are the weakest
links." (AML 8)

"On the KYC, ODD, and EDD side, the weak link seems to be that the quality
and depth of reporting have significantly declined over the years. So the ques-
tion is whether the data is sufficiently detailed and in-depth to support the next
stages of the process. 1'd say thats definitely a key weakness that needs im-
provement." (AML 10)

If the data collection related to the KYC function has been carried out thoroughly and

properly, it has a significant impact on SAR investigation decision-making. It can influence

the outcome by either helping to rule out suspicion or by providing further grounds for sus-

picion.

“It can have highly significant consequences when the material collected is of
high quality and well-documented... when the source of the customer's funds is
clearly explained, the rationale behind the current account activity is provided,
why the customer is acting the way they are, and the origin of the funds is
thoroughly justified. In some cases, even supporting documentation for unu-
sual transactions at the time has been collected — and that has proven to be
an extremely valuable information source. It has greatly supported the investi-
gative process and has even been decisive in concluding that a suspicion was

unfounded.” (AML 10)

To sum up, KYC function is the key element in SAR-related knowledge acquisition. The

bank must obtain the necessary information about its customer in order to explain, for ex-

ample, alerts raised in transaction TM, if needed. KYC processes have been automated by

the banks to some extent, but they are also carried out manually. Well-executed KYC also

reduces costs in SAR investigations, as it includes the relevant information both supporting

and declining the suspicion.
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5.3 The SAR-related knowledge creation process

The key actor in the creation of SAR-related knowledge is the SAR investigator, who exam-
ines the case and decides whether to submit a SAR to the FIU based on TM alerts or unusual
activity reports originating from KYC processes. Banks may also have other sources for
initiating SAR investigations, as AML obligations apply to all bank staff. According to in-
terviewees, AML processes are well understood in the departments directly involved with
them, but there is a need to enhance AML awareness among frontline customer service per-
sonnel. However, other potential sources for SAR investigations are excluded from the scope
of this study, as banks may have various procedures within the boundaries set by legislation.
System-based TM and CDD requirements are clearly prescribed by law and related regula-

tions.

The creation of knowledge resulting from a SAR investigation demands extensive contextu-
alization and reasoned judgments derived from human interpretation. This, in turn, requires
the investigator to draw from experiential, conceptual, and systematic knowledge assets (No-
naka et al., 2000). The nature of these required knowledge assets becomes evident in the
characteristics that interviewees attributed to effective SAR investigators. These qualities
reflect the human capital involved, which—alongside structural and relational capital—

plays a critical role in the organization's intellectual capital (Marr, 2008).

Interviews with SAR investigators reveal how they utilize both their professional expertise
and external information in their investigative work. They also highlight the spiral-like na-

ture of the investigative process.

5.3.1 Knowledge assets and human capital of a SAR Investigator

Figure 2 presents a list of attributes required from a competent SAR investigator, compiled

using the Napkin Al tool based on expert interviews with AML professionals.

Based on the interviews, SAR investigators are expected to possess a wide range of skills

and qualities, which are illustrated in the figure 2. One of the most essential characteristics
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is the ability to perceive situations holistically. Intellectual integrity and analytical thinking

are also considered crucial.

“You must absolutely have intellectual honesty. Without that, and without striv-
ing for it, doing this work well becomes extremely difficult. Then you need basic
experience or at least the prerequisites for analytical work of some kind. You
don't have to be a top-tier analyst from the start, but you should have a grasp
of basic analytical methods. You need to be able to think through data, infor-
mation sources, and questions, and identify how to seek answers and find ad-
ditional information. You need to have judgment and not be afraid to use it.
You also have to understand your own limitations and, related to that, it's es-
sential to be able to demand collaboration and ask for help when needed.”
(AML 6)

Interviewees emphasized that no formal education program directly prepares one for this
role. Instead, the necessary skills are primarily learned on the job, provided the individual

has the right foundational competencies and aptitude.

“There is no real training program that produces ready-made specialists for
this. Most of our people come in with relatively little banking experience. The
initial experience level is quite low, and we train them ourselves over the years.
A good money laundering investigator is someone who understands the field
broadly and can make well-reasoned decisions based on more than just
flowcharts that are perhaps needed in the early investigation phase.” (AML 7)

Competence in SAR investigations is strongly supported by an understanding of legislation,

business operations, and account behavior.

“An understanding of the legislation relevant to one's work is essential, espe-
cially the Anti-Money Laundering Act, which defines what must be reported as
suspicious activity, as well as the required format of the report. In addition to
that, I've personally found knowledge of criminal law to be very useful. Know-
ing what is criminalized in our legislation helps form a basis for assessing
what might be suspicious or not. Even though we’re not required to directly
identify a specific crime, understanding the legal framework gives a clearer
foundation for assessment.” (AML 9)
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SAR Investigator's knowledge assets and human capital
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Figure 2. SAR Investigator’s knowledge assets and human capital

5.3.2 SAR-related knowledge creation as interaction between tacit and explicit

knowledge

According to the process described by SAR investigators during interviews, upon receiving
a report of unusual customer behavior, the first step for the investigator is to gather compre-
hensive information about the customer and their activities, which is then reflected against
the reported case. This holistic assessment of the customer is primarily based on KYC doc-

umentation, the importance of which in SAR information acquisition was evaluated in
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Chapter 3.2.1. KYC documentation plays a significant role in SAR investigations as it forms
the foundation for assessing the suspiciousness of transactions in relation to the customer
and their behavior. While KYC establishes the customer profile, the investigator may also
use data from other internal systems or external sources to support their overall evaluation.
For example, information about previous SARs is considered highly relevant.
“I always start by collecting the basic information, meaning the basic KYC-
related data—whether it s an individual or corporate client—familiarizing my-
self with the overall picture of the customer. In the case of a company, for in-

stance, I try to understand what the customer does, what their business model
is, and how they use the bank's services in relation to that activity.” (AML 10)

Information gathering also includes an analysis of the customer’s transaction history. These
procedures may be repeated several times throughout the investigation of a single case.
These sources represent explicit knowledge, which the SAR investigator obtains from the

TM report, KYC data, and customer transactions.

In evaluating this explicit information, the SAR investigator draws on their tacit knowledge,
personal knowledge base, and human capital. Based on their experience, the investigator

may consider questions such as:

— Is there a reasonable explanation for the transactions?

— Has the customer provided any explanation?

— Is the explanation or transaction pattern credible or plausible?

— How does the legal definition of a suspicious transaction align with the
customer’s behavior?

— Are there clear indicators of criminal or other illegal activity in the cus-
tomer’s actions?

— Does the investigator have sufficient understanding to interpret the cus-

tomer’s account behavior?

“You need to understand the financial behavior of individual customers, and if
we re talking about banking, also corporate clients. You need at least a work-
ing knowledge of taxation—both personal and corporate. I also think it’s im-
portant to understand business structures: the differences between a limited
liability company and a limited partnership, and how those structures impact,
for instance, beneficial ownership and taxation. And you really need a basic
understanding of the legislative environment in your core market area from a
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business standpoint. You need a fairly holistic understanding—not just of leg-
islation and financial flows, but also of accounting and taxation—so you can
consider all the relevant elements in an investigation.” (AML 10)

At this stage of the investigation, explicit knowledge is converted into tacit knowledge (in-
ternalisation). For inexperienced investigators, this phase involves “learning by doing,” as
they have not yet built the knowledge base that more experienced colleagues possess. How-
ever, even experienced investigators may encounter situations where they want to consult a
colleague. In the best-case scenario, the colleague has handled a similar case and can share
their tacit knowledge. This is an example of socialization, where SAR investigators share a
common experience. Sharing knowledge and experiences among SAR investigators is con-
sidered important, and according to the interviewees, this should be done more frequently.
“Theres certainly an enormous amount of tacit knowledge, and it definitely
varies. There's subject-matter expertise and practical know-how. It definitely
gets shared—and it comes out especially when a colleague is facing a problem
in an investigation and doesnt feel confident about how to handle it. That’s
when they reach out to someone, and usually, that s when more tacit knowledge
is revealed. Often, the colleague has faced a similar situation and can explain

how they handled it or how they interpreted it—and that can help solve the
issue.” (AML 10)

“Maybe there should be more open discussion specifically about investigation-
related matters. Right now, everyone mostly works independently.” (AML 9)

These different stages of SAR-related knowledge creation can occur multiple times before
the SAR investigator makes the final decision on whether to submit a SAR to the FIU. This
represents a spiral-shaped knowledge creation process, as described by the SECI model.
However, decision-making is also guided by deadlines and performance targets. Usually, the
investigator has a fixed time frame in which to conduct the SAR investigation. According to
the interviewees, deadlines are necessary, but under time pressure, the quality of SARs may
suffer.

“If the deadlines are too strict, people start pushing things mechanically

through the process just to stay on schedule and avoid reprimands—and that

can lead to things being overlooked. On the other hand, what really matters is

the number of days that pass between when the transaction actually happened
and when the authorities are made aware of it.” (AML 6)
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“Weve talked a lot about deadlines—what’s a reasonable timeframe? Even the
regulator has issued very vague statements about it. I think it should be more
case-based. If its a complex investigation that requires time and effort to
gather and compile all the necessary data into a coherent whole, then we
should also be allowed the time to do so. Thats the only way to ensure a solid
investigation and outcome.” (AML 10)

At the end of the investigation process, the SAR investigator makes a decision to either
submit a SAR to the FIU or close the case without filing a report. In both cases, the investi-
gation data is stored in the bank’s information system and made available for future investi-
gations. The investigator also fills out the SAR form in accordance with FIU’s requirements

(see Chapter 2.3).

5.4 Knowledge sharing

The interviewees were largely unanimous in stating that SAR-related knowledge should be
shared more freely within banks and between banks. This was seen as an essential way to
improve the effectiveness of SARs. Although in practice the crime prevention function is
outsourced to banks, the visibility of suspicious transactions is limited to within the individ-
ual bank. Interviewees also emphasized that the FIU should share more information with
banks so they can assess the effectiveness of their operations and develop their internal KM

Processes.

5.4.1 Internal knowledge sharing within the bank

Within a bank, access to SAR-related knowledge is restricted. By law, the filing of a SAR
cannot be disclosed to the subject of the report or to third parties, and such information must
be kept separate from customer records. However, if the customer is retained after an inves-
tigation and the filing of a SAR, it would be crucial for those responsible for customer rela-

tions to be aware of this decision.
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“If a customer is retained after the investigation and SAR filing, then those
responsible for continued monitoring, ongoing due diligence (EDD), or similar
tasks should have some level of awareness of what has occurred. That way,
they could better target follow-up questions. If the staff has received reasona-
ble training, I don 't see tipping-off as a major threat. These topics are widely
discussed and staff are trained, so I don t think we need to be afraid that a bank
employee won t understand their role or what they can or cannot say to the
customer.” (AML 8)

“SAR information should be shared more freely within the bank—that’s my
view. Of course, we need to define the framework better, but currently, it feels
like we’re in a kind of no man's land, always assessing things case by case.
When a case is identified, we still need to carefully consider who to share it
with.” (AML 9)

5.4.2 Knowledge sharing with other banks

Banks are legally prohibited from sharing information about suspicious customers or trans-
actions with other banks.
“It’s actually a bit strange—one bank detects the issue and files a report, and

the other bank has no idea and never will, even if they share the same customer
who may be laundering money.” (AML 7)

A proposed EU regulation aims to harmonize AML regulation across member states and
would enable “information-sharing partnerships” through which banks could exchange in-
formation. However, this raises privacy concerns and issues related to banking secrecy.
There is also a risk of creating so-called blacklists.

“So I think you'd have to be very careful that we don't end up creating black-

lists. Because what can happen is, and we've seen this with debanking, right?”
(AML 1)

The question of when suspicious transaction information can be exchanged is essential. AML
experts interviewed discussed whether information should be shared only after an SAR has
been filed, or whether it could be shared even earlier when a customer triggers an alert in the
bank's monitoring systems - although suspicion at that stage may be weak or unfounded.

Key considerations include the following questions. How long should the receiving bank
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retain the information? Where should such data be stored? Should it be required, for exam-
ple, that the receiving bank deletes the information within 48 hours? Could this lead to the
creation of a shared money laundering register, similar to the one currently managed by the

FIU?

Interviewees emphasized that interbank information sharing should occur only in serious

cases and under strict criteria.

“This is partly about resource allocation—sharing makes sense when there’s a
larger phenomenon requiring cooperation. Especially at the beginning, the
number of such cases will likely be small. The bar is high, and practices are
still being developed. The greatest benefit would be in scenarios like: an inter-
national criminal group comes to Finland, starts with one bank, and then
moves to another. If we could block their access from the beginning, that would
be ideal.” (AML 4)

Interviewees suggested several options for maintaining such a data-sharing platform: an in-
dependent administrator (not a reporting entity), a public body such as the FIU, integration
into existing reporting tools like GoOAML, Financial Supervisory Authority (Fiva), Finance
Finland (Finanssiala ry), a joint administration by banks, or a third party not affiliated with

banks or authorities. Blockchain technology was also proposed as a solution:

“It should be implemented independently—not run by a single reporting entity
but completely neutral. Blockchain technology could be suitable for this. It
would allow for encryption methods, where only the reporting entity with the
right key could access a customers data. It doesnt necessarily need to be
blockchain-based, but the encryption method is so effective that I can't really
think of a better solution.” (AML 3)

In addition to platform and criteria considerations, which SAR data points would be ex-
changed to maximize effectiveness must be determined. The most important data elements
were identified as the account number involved in suspicious activity, and the transaction(s)
in question.
“Take the example of suspected mule accounts. Even just sharing an account
number would be helpful. The context already implies that this account is sus-

pected of mule activity. That would allow banks to start investigating related
transactions—either incoming or outgoing.” (AML 2)



75

Other data points suggested for sharing include business ID or personal identification num-
ber of the subject, entities connected to the subject (e.g. in case of corporate structures),
“The most relevant information to share would be the subject under investiga-

tion and whether a SAR has been filed elsewhere. Also, entities related to that
subject—if it's a company, what does the ownership structure look like? ” (AML

3)

It should also be allowed to share the reason for suspicion, and a description of the activity
reported with other banks.

“And maybe the reason—why we filed the report. What was the transaction or
phenomenon? That would definitely be useful to share.” (AML 5)

In conclusion, there is a clear need for information sharing with other bank to enhance the

effectiveness of SARs, but specific implementation details are still lacking.

5.4.3 From the FIU to banks

Nearly all interviewees spontaneously expressed that it is not possible to develop SAR-re-
lated KM processes or enhance the effectiveness of SARs unless the FIU shares information
more openly with banks. Concrete feedback from the FIU would be critically important not
only for AML efforts but also, for instance, in the development of machine learning models

by banks.

“We need a much better feedback loop from the authorities’ black box back to
us. It is critically important that the authorities could somehow feed us infor-
mation so that we could focus on more relevant issues.” (AML 6)

“For example, if the FIU could provide case-specific feedback, indicating
whether a case was investigated or led to information dissemination or action.
That kind of material would be excellent training data if we wanted to develop
machine learning models.” (AML 3)
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“What would also be desirable is that—considering how heavily were obli-
gated to report everything—it would be nice if the authorities occasionally in-
formed us: for example, ‘All of the individuals listed below have been identified
as involved in criminal activity—please review them.’ But we don t get any such
indications at the moment.” (AML 9)

Unlike in Finland, Swedish legislation allows for the formation of investigation teams led
by authorities, which include AML professionals from banks (Chapter 4a of the Swedish
AML Act, Lag (2017:630) om atgédrder mot penningtvitt och finansiering av terrorism). A
similar function could be established in Finland.
“If we could, for instance, get some kind of compiled input from authorities,
like: ‘Hey, we’ve noticed these kinds of patterns. Let’s form working groups
with interested banks, and through that, provide obligated entities with infor-
mation on what to look for to identify such cases.’ Then they could develop
things in a project-like way—say, trying to detect all types of fraudsters (alt-
hough that’s too broad), but maybe tackle one smaller phenomenon at a time.

This would be highly impactful and useful, and I’ve personally hoped for this
kind of setup many times before.” (AML 6)

If legislation and FIU resources allowed for this, the information shared by the FIU could
significantly support banks” SAR investigations and reporting, as well as the development
of their internal KM processes. This would effectively add a new, essential phase to SAR-
related KM processes: feedback from the FIU and its utilization in improving the bank’s

Processes.
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6. Discussion

In this chapter, the results of the empirical study are analyzed within the theoretical frame-
work of the study. The main research question of the study aimed to explain the low cost-
effectiveness of SARs through the lens of KM processes. It also sought to identify which
steps within the SAR-related KM processes require improvement in order to enhance the

crime prevention effectiveness of SAR filing.
The main research question was examined in this study by focusing on three key areas:

— The KM processes embedded in SAR, analyzed through the lens of the KBV and
KM processes.

— The factors within SAR-related KM processes that help explain banks' low perfor-
mance in key performance indicators, such as the volume of seized criminal assets
and the number of criminal investigations initiated based on SARs.

— The specific stages of SAR-related KM processes that require improvement to en-

hance the effectiveness of SARs in preventing financial crime.

To address these issues in this Discussion chapter, the analysis proceeds in three parts. First,
the process of acquiring and creating SAR-related knowledge is examined. Second, the un-
derlying reasons for banks’ limited effectiveness — measured by key performance indicators
such as the volume of seized criminal assets and the number of new criminal investigations
initiated — are explored. Third, the chapter discusses which steps in the SAR-related KM
processes require improvement to enhance the crime prevention effectiveness of SAR filing.

Finally, theoretical and practical implications of the study are summarized.

6.1 The process of acquisition and creation of SAR-related knowledge

The study approached KM processes from two perspectives: 1) the perspective of knowledge
creation, particularly the continuous interaction between tacit and explicit knowledge, and

2) the perspective of the purpose and significance of KM processes (Zaim et al., 2019).
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While the primary goal of KBV and developing KM processes is typically to gain a compet-
itive advantage, in this study, the main objective of KM processes is to meet the regulatory
requirements set by legislation. The SAR process is a legally mandated obligation for banks,
both internationally and nationally, and compliance is supervised by financial supervisory
authorities, who may impose administrative sanctions if necessary (as outlined by the FATF
Recommendations, EU Directives, Finland's Act on Preventing Money Laundering and Ter-

rorist Financing 444/2017, and EBA Guidelines 2/2023)

For the purpose of the empirical study, the SAR-related KM processes identified in legisla-
tion and academic literature were incorporated into the theoretical discussion on KM pro-
cesses. The central meta-theory in this research is the KBV, which states that knowledge is
the most critical resource of an organization (Grant, 1996). Based on literature, SAR-related
KM processes in this study include acquisition, creation, storage, and utilization (Kaba &

Chennupati, 2020; Almuayad et al., 2024; Yeaboah, 2023).

Epistemology of the study strongly relies on practical knowledge in specific context, focuses
on problems, practices and relevance, as well as problem solving (Saunders et al., 2023).
The goal of the study is to contribute future practice around the phenomenon. Value driver
for the author of this study has been a doubt and sense that something is wrong or out of
place. This doubt, i.e. the low cost-effectiveness of the SAR, was verified through thematic
interviews. Research strategy is based on the use of an abductive approach in qualitative
research, which aims at gaining insights to create new conceptual possibilities for later ex-

aminations. (Thompson, 2022)

Since the purpose of SAR-related KM processes is not only to improve competitive ad-
vantage of banks, but to contribute to implementation of legislation, the contextualization of
SAR-related KM processes was highly important in the study. By the contextualization is
meant the examination of regulatory requirements of SAR filing, which directly impact on
banks’ KM processes. Interviewees expressed quite strong views on the current system and
banks’ responsibilities. When considering that interviewees had extensive experience in dif-
ferent AML functions, it was to some extent unexpected how they questioned banks’ AML
obligations. Some of the interviewees said that banks should not be at all doing AML

measures, and some said that this cannot continue similarly anymore.
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When assessing the SAR-related KM processes within the theoretical KBV and KM process
framework (Grant, 1996; Alavi & Leidner, 2001; Nonaka et al., 2000; Zaim et al., 2019;
Gold et al., 2001), the first acquisition phase is to implement regulatory requirements, i.e.
money laundering and terrorist financing indicators in TM systems and KYC related func-
tions. The author assumed before the empirical study, that this might be the weakest link in
the process. Nevertheless, interviewees said that the technical implementation of these indi-
cators is quite often feasible, but as whole the monitoring system is difficult to get functional
due to lack of integration possibilities of other relevant internal data in the TM systems. Most

banks are using rule-based TM systems, which do not function as desired.

The second acquisition phase is automated TM by using rule-based scenarios which are
tuned in TM systems (Chau & Nemcsik, 2021; Gupta et al., 2022). These scenarios should
be able to detect suspicious transactions among millions of daily transactions in the banks.
This task has proven to be challenging, since about 95 % of the alerts generated are false
positives, but still their investigation requires human intervention (Oztas et al., 2024). There
is a firm desire to decrease the number of false positives in banks, and lower costs of their
investigation, but based on interviewees’ views the FSA does not necessarily accept it. There
is a fear that significant money laundering cases will remain undetected, if the scenarios are

tuned to give less false positives.

The third acquisition phase is KYC function, including CDD, ODD and EDD. The legisla-
tion defines a lot of information items (Table 4) which banks need to inquire about their
customers. In some cases, money laundering or TF risk related to the customer may be
higher, and banks need to carry out EDD. The Finnish FSA has given guidelines which fac-
tors need to be taken into account in EDD (Regulations and Guidelines 2/2023, 55-56). De-
spite detailed legal requirements it seems that there is room for improvement of KYC func-
tions in the banks. KYC information requires significant human resources, time and exper-
tise, which may lead to poor quality KYC information if not properly resourced. Further-
more, the low quality of KYC information impacts SAR-related knowledge creation nega-

tively.

SAR-related knowledge creation process can be divided into two investigation phases: alert
investigation and SAR investigation. Alert investigators investigate alerts generated by TM
systems and SAR investigators investigate reports from alert investigations, KYC functions

or other functions of banks. Interviewees gave very high demands to the SAR investigator.
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The SAR investigator must have theoretical and legal knowledge on money laundering and
TF typologies, tolerance for uncertainty, intellectual honesty, analytical skills, decision mak-
ing abilities, collaboration skills, knowledge sharing skills, understanding of individuals’ and

corporates’ transactional behavior, and a set of other relevant skills. (Figure 2).

The way the SAR investigators described their investigation process, i.e. SAR related
knowledge creation, fully aligns with the theoretical framework of the SECI model (Nonaka
et al., 2000). Knowledge creation in the investigation phase is continuous interaction be-
tween explicit and tacit knowledge and takes place in a spiral way, as described in the SECI
model. Explicit knowledge is acquired by the SAR investigation from the TM report, KYC
data and customer transactions. Tacit knowledge is used by the investigation when he or she
defines the degree of suspiciousness of the case. Based on tacit knowledge investigators
assess, for example, is there a reasonable explanation for the transaction, is customer’s ex-
planation credible, and are there clear indicators of illegal activity in the case. These actions
are usually repeated by the SAR investigator many times. Based on the results of interaction
between explicit and tacit knowledge SAR investigator decides to file a SAR or close the

case without submitting a SAR.

The final SAR-related KM process discussed in the construction of the theoretical frame-
work 1s knowledge storage, which involves the retention of investigative materials within I'T
systems. Knowledge storage refers to the methods and IT systems used to capture, store, and
organize knowledge within an organization. The purpose of storage is to facilitate the re-
trieval, utilization, and accessibility of knowledge for employees (Iftikhar & Mawra, 2023).
As a knowledge-based organization, a bank relies on effective knowledge storage systems
to capture and preserve valuable information, market trends, and regulatory requirements.
These systems ensure that critical knowledge remains available for decision-making and
compliance purposes. (Almuayad et al., 2024) SAR-related knowledge storage is necessary
for utilization of that knowledge in forthcoming investigations, and bank’s customer risk
mitigation. With regard to knowledge storage, the interviewed AML specialists emphasized
the challenges of integrating relevant data from multiple databases into SAR-related

knowledge.



81

6.2 Reasons for the low effectiveness of SAR filing by banks

The interviews clearly identified the core background issue of this study: despite the vast
financial investments made by banks, the effectiveness of SAR filings in capturing illicit
funds and combating money laundering remains very modest. According to the interviewees,
there has not been a single major money laundering conviction in Finland that can be directly
attributed to SARs submitted by banks. The interviewees’ views fully aligned with previous

studies on SAR eftfectiveness (see for example Maxwell & Artingstall, 2017).

One of the central reasons identified is the severe imbalance in AML resources between the
private and public sectors. Rough estimates suggest that Finnish banks collectively spend
around half a billion euros annually on AML efforts, whereas the FIU has only about 50
investigators. This imbalance implies that combating money laundering is not a governmen-
tal crime prevention priority and that the responsibility for crime prevention has, in effect,

been outsourced to the private sector.

According to the interviewees, the most significant barrier to effectiveness is the complex,
extensive, and constantly growing body of AML legislation. The legislation is designed from
the perspective of crime prevention, without sufficient impact assessment regarding its cost
implications for private sector actors. Despite the large quantity of regulation, banks remain
unsure about what exactly they are required to report as suspicious transactions. The legal
threshold for reporting is very low, resulting in even minor suspicions being filed as SARs.
Authorities have actively encouraged a low threshold for reporting, and SAR effectiveness
is often measured by the number of reports submitted rather than how many of them have
been utilized by the FIU. Internationally, Finland ranks high in terms of SAR volume. How-
ever, the low threshold raises concerns about the legal protection of customers. Is it fair to
report a customer to the authorities based on very limited suspicion, especially if the cus-

tomer is then entered into a money laundering register without just cause?

This legal ambiguity impacts KM processes within banks. Since the law does not clearly
define what must be reported, banks operate to some extent under uncertainty. Even though
AML responsibilities have largely been outsourced to banks and other reporting entities,
legislation does not provide effective tools for investigating suspicious transactions. Banks

can only monitor activity within their own institution, as they do not have access to
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transactions flagged as suspicious in other banks. Interviewees expressed strong motivation
to improve their investigative systems, but their limited visibility into the full scope of a
customer’s transactions severely hinders development. To address this, SAR-related infor-
mation should be shared more effectively within banks and, crucially, between banks. More-
over, the FIU should be able to provide more detailed criminal intelligence to banks and

other reporting entities.

A key internal challenge for banks is the poor quality of data. Customer information may be
stored across various databases within the bank, and integration with TM systems is often
ineffective. This data quality issue significantly restricts the development of TM systems.
When a bank procures a TM system, the vendor typically provides a base solution, which
must then be customized according to the bank's risk assessments. Poor data quality may
cause the system to underperform compared to the vendor’s promises. Poor data quality is-

sues of TM have been addressed also in earlier studies on TM (Oztas et al., 2024).

Currently, there are high expectations surrounding Al and machine learning as transforma-
tive, all-encompassing solutions. Banks, too, are interested in Al-driven tools to reduce op-
erational costs. However, such solutions have not yet been widely implemented in Finnish
banks. Poor data quality and insufficient data volumes remain key obstacles to training Al
models. If each bank develops its Al-driven TM system using only its own data, the dataset
may be inadequate and potentially biased, especially if the underlying data quality is poor.
In addition, banks must be able to explain to regulators how Al systems function within TM
processes, which adds another layer of complexity to implementation. Similar observations

regarding applicability of Al in TM have been made also in earlier studies (Kute et al., 2021).

6.3 Ways to improve effectiveness of SAR filing in crime prevention

It appears that there are few causes of inefficiency in SAR filing that banks can address
independently. Enhancement of data quality in banks is most likely the only method of im-
provement that banks can carry out autonomously without any external interdependence.
Most other challenges within SAR-related KM processes are more or less dependent on ex-
ternal factors, such as political decisions, international and national legislation, and regula-

tory requirements.
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Resource allocation and defining crime prevention priorities in the authorities are ultimately
political decisions. When there is such a big imbalance of resources invested in AML efforts
between the FIU and banks, effectiveness of SAR filing may be improved by increasing
resources of the authorities involved in AML. SAR-related knowledge cannot be better uti-

lized if there are no human or technical resources to carry out it in the authorities.

In terms of legislation, there are no indications that simplification is forthcoming. On the
contrary, forthcoming EU regulation, which aims at harmonizing AML legislation in EU
countries, is large in quantity and complex to implement by banks. One potential improve-
ment would be the development of more detailed guidance on the substantive content of
SARs. While the technical format of SARs has been recently defined in legislation, practical
and interpretative guidance regarding suspicious activity remains insufficient. A clearer def-
inition of what constitutes a reportable event - mere suspicious indicators or concrete cases
- would aid banks in aligning their internal KM processes and improving reporting con-

sistency.

Due to the absence of precise reporting criteria, banks currently face a dilemma: whether to
report based on a low threshold of suspicion or to conduct a thorough and holistic investiga-
tion of the customer's activities despite limited access to transaction data and insufficient
investigative tools. This raises a fundamental question: Which approach is correct? If a low-
threshold approach is expected, no further action is required. However, if in-depth investi-
gation is preferred, then banks must be equipped with appropriate tools and capabilities. A
viable solution would be enhanced information sharing, both between banks and from the

FIU to banks, including relevant criminal intelligence.

Figure 3 presents a refined model of SAR-related KM processes, expanding on the theoret-
ical framework established in Figure 1. This updated model incorporates the study’s empir-
ical findings discussed in the previous chapter and emphasizes that banks need access to
more relevant data and intelligence to improve their KM practices and file SARs that provide
knowledge to be utilized by the FIU. The key takeaway is that knowledge sharing must be
strengthened in two critical ways through legislative reform: 1) the FIU should be legally
mandated to share criminal intelligence with banks involved in relevant investigations and
give precise feedback on the reports to banks; and 2) banks should be allowed to share SAR-

related knowledge with one another.
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Information sharing from FIU to banks
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Figure 3. Refined description of SAR-related KM processes

A proposal to share information from the FIU to banks is supported by the experiences in
London where the authorities and major banks physically gathered to discuss information
from the police. The police provided names of suspicious individuals, and the banks after-
wards screened them and utilized them in SAR reporting. It was estimated that this approach

was sixty times more effective than a standard SAR process (see Chapter 3.5.2 of the study)

A need for precise feedback on SARs was expressed by AML specialists interviewed in the
study. The feedback would significantly help banks to develop their KM processes: TM,
KYC and investigation. The forthcoming EU legislation will allow banks to share more
freely in the future, but the practical details of information sharing between the banks are

still under discussion.

6.4. Theoretical implications of study

In summarizing the theoretical underpinnings and research design of this study, key consid-

erations include both the application of the KBV and the study's contribution to it. The KBV
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is particularly relevant in the study when knowledge is conceptualized as a dynamic process
involving the interaction between tacit and explicit knowledge, the interaction between IT
and human actors, and the understanding of knowledge as an asset of intellectual capital
within the firm (Grant, 1996; Alavi & Leidner, 2001; Nonaka et al., 2000; Zaim et al., 2019;
Gold et al., 2001).

Research on KM processes within the KBV tradition typically follows two primary streams:
one focused on knowledge creation — especially the interaction between tacit and explicit
knowledge — and another on managing knowledge to gain competitive advantage (Zaim et
al., 2019). This study contributes in a broad sense to the former by incorporating SAR-related
processes, such as the translation of money laundering and terrorist financing indicators into
TM systems, characteristics of TM systems, and the KYC function (Chau & Nemcsik, 2021;
Hayble-Gomes, 2023; Oztas et al., 2024; Kute et al., 2021), into a framework of KM pro-
cesses including knowledge acquisition, creation, storage, and sharing. Moreover, the SECI
model (Nonaka et al., 2000) provided a solid theoretical basis for exploring and empirically

validating SAR-related knowledge creation by SAR investigators.

The main contribution to the second stream, i.e. development of KM processes to gain com-
petitive advantage, is the observation that, unlike in typical business contexts, the manage-
ment of SAR-related KM processes in banks is not primarily aimed at securing a competitive
advantage. Instead, these processes are driven by the need to avoid regulatory fines and other
sanctions. Nevertheless, the study suggests that competitive advantage could be achieved if
banks succeed in developing KM processes that both reduce AML compliance costs and
meet regulatory requirements. Despite this potential, the findings indicate that substantial
obstacles remain, and regulatory compliance continues to be the predominant objective of

SAR-related KM activities.

Epistemologically, the study is grounded in pragmatism, emphasizing the value of practical
knowledge within specific contexts. This orientation prioritizes real-world relevance, prob-
lem-solving, and actionable outcomes. The study also incorporates elements of interpre-
tivism, drawing on narratives, perceptions, and interpretations shared by interviewees. These
qualitative insights provide a nuanced understanding of the SAR process from the perspec-

tive of AML practitioners (Saunders et al., 2023).
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From an axiological perspective, the study is motivated by the author’s initial concern about
inefficiencies in the SAR filing process. This concern stems from both professional experi-
ence and documented evidence pointing to the high costs of AML efforts for banks and the
relatively limited actionable outcomes produced by authorities. These values shaped the re-

search aim and helped maintain a critical and reflective stance throughout the study.

An abductive research approach was employed, and it suited well to the study’s objective of
developing theoretical insight through iterative movement between theory and empirical
data. Rather than testing a pre-defined hypothesis or generating theory solely from data, this
approach allowed for a nuanced exploration and refinement of existing theoretical constructs

in light of empirical findings. (Saunders et al., 2023)

By integrating KBV, KM processes, pragmatic epistemology, and abductive reasoning, the
study’s main theoretical contribution lies in validating and refining KM processes within the
context of SAR in banks. The key stages of the SAR process — based on both legislative
requirements and the author’s professional expertise — were mapped onto KM process frame-
work derived from existing literature. Although initially conceptualized independently, these
stages had not previously been examined from a KM perspective. Empirical findings sup-
ported and enriched these conceptualizations through the lived experiences and insights of

AML professionals, leading to deeper theoretical understanding (see Figure 3).

The study culminated in the development of a refined theoretical framework for SAR-related
KM processes. Rather than merely validating a pre-existing model, the study produced a
comprehensive and empirically grounded framework that captures the complexity of
knowledge acquisition, creation, sharing, storage, and utilization in the SAR-related KM

process.

The application of KBV and KM processes, particularly through the refined theoretical
framework, opens up several promising topics for future research. One important area for
further study is the implementation of money laundering indicators in banks’ control sys-
tems. Additionally, future research should explore how Al and machine learning can be in-
tegrated into TM systems in ways that ensure transparency for regulators. The interaction
between human analysts and IT systems in SAR-related knowledge creation also warrants
deeper investigation. Moreover, knowledge-sharing mechanisms — within banks, across

banks, and between banks and the FIU — should be examined more thoroughly through a
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KM lens. While knowledge utilization was outside the scope of this study, future research
could explore how SAR-related knowledge informs customer risk mitigation strategies, such
as customer offboarding or product restrictions. Each of these topics offers meaningful op-
portunities to extend the current findings and contribute to the ongoing improvement of

SAR-related KM processes in banking.

6.5 Practical implications of study

The study identifies several actionable insights for practitioners involved in the SAR pro-
cess. These findings highlight contextual and banks’ internal issues that influence the effec-

tiveness of SAR filing.

A key contextual factor affecting the SAR process is the complex and constantly increasing
legislative environment. Current AML legislation is often abstract, fragmented, and subject
to frequent changes, which complicates AML efforts. To improve the efficiency of the SAR
process, there is a clear need to simplify legislation and to provide more concrete guidance
from authorities regarding what types of activities should be reported. Clearer guidelines
would help financial institutions align their KM processes more effectively, thereby reducing

unnecessary AML work and the generation of low-quality SARs.

The low threshold for SAR filing has led to a high volume of reports, many of which are not
actionable. This not only imposes significant costs on banks but also strains the capacity of
authorities to analyze and act on these reports. Paradoxically, the quantity of SARs filed is
often viewed as an indicator for reporting effectiveness, when in reality, it can indicate inef-
ficiency. Reframing the efficiency indicator to focus on how often and which way SARs are
utilized by authorities — rather than on the volume filed — could improve both cost-effective-
ness and impact. Raising the filing threshold would allow investigators to focus on genuinely

suspicious or high-risk cases.

A major structural imbalance exists in terms of economic resources between banks and the
authorities, particularly the FIU. This disparity negatively affects the overall effectiveness
of the SAR regime. Shifting efficiency metrics from a regulatory compliance focus to a crime
prevention orientation would necessitate greater investment in FIU resources. Such a shift

would also require a fundamental change in legislative thinking, as it would challenge the
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prevailing model of outsourcing AML responsibilities—and their associated costs—to the

private sector.

If SAR thresholds are raised and KPIs are reoriented toward crime prevention outcomes,
banks will need to enhance internal processes — particularly in TM and CDD. Reducing the
rate of false positives is critical to avoiding the waste of investigative resources. In parallel,
banks must improve the quality and timeliness of CDD data, as effective monitoring depends
on reliable customer information. However, these improvements alone are insufficient due
to a key structural limitation: banks currently have visibility only into transactions within

their own institution.

Banks' limited visibility into customer behavior results in a significant number of groundless
SARs, as they lack the full context of financial activity. Allowing controlled information
sharing between banks — under strict legal and privacy safeguards — could enhance the ac-
curacy of SARs and reduce the number of unjustified reports. This would better protect cus-
tomers’ rights while also enabling more effective detection of genuine criminal activity,

thereby increasing the cost-effectiveness of the SAR process.

Finally, the study highlights the need for more open collaboration between banks and the
FIU. The FIU should by legislation be mandated to share relevant criminal intelligence with
financial institutions, particularly when it can support ongoing investigations. Additionally,
providing more detailed and structured feedback on submitted SARs would enable banks to
refine their internal KM processes and improve the quality of future reports. This exchange
of knowledge would strengthen the entire SAR filing regime and support a more intelli-

gence-led approach to financial crime prevention.

7. Conclusions

The aim of this study was to examine the KM processes underlying SARs, the challenges
related to these processes, and potential solutions. Public discourse on AML efforts has
largely focused on regulation itself, rather than how regulation is implemented in banks and

other obligated entities, or the costs that regulation imposes on them.

This study investigates the KM processes related to the filing of SARs within Finnish banks,
grounded in the KBV and KM theory. Despite banks in Finland filing over 20,000 SARs
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annually and spending an estimated €500-600 million on AML operations, only a fraction
of the reports is utilized by the FIU. The study critiques this imbalance, noting that AML
enforcement appears to have shifted to the private sector, while banks lack sufficient inves-
tigative tools and visibility beyond their own institutions. Since money laundering typically
spans multiple financial institutions, this creates structural inefficiencies in detection and

reporting.

Using a qualitative, abductive approach, the study draws on ten interviews with experienced
AML professionals in areas such as TM, regulation, and SAR investigation. The theoretical
framework, constructed by KBV, KM, AML literature and legislative documents, guided the
construction of interview questions and analysis. A key finding is that regulation — perceived
as complex and ambiguous — is the most significant external challenge. The low threshold
for SAR filing leads to high report volumes, yet volume does not correlate with impact.
Internally, CDD and TM systems are central to knowledge acquisition, though challenges
such as false positives remain costly and unresolved. Questions arise regarding the role of
Al and machine learning in improving detection efficiency while ensuring regulatory com-

pliance.

The findings affirm the utility of the theoretical framework in examining SAR-related KM
processes and answering the research questions. Although the number of interviews was
relatively small, the depth of expertise among participants enabled rich insights. Future re-
search could explore ways to enhance TM systems, apply Al and machine learning respon-
sibly, and improve knowledge sharing between banks and the FIU. This is particularly timely
given upcoming EU legislation aimed at facilitating inter-organizational knowledge ex-

change in the AML context.
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Appendix 1. Interview themes and questions
Background Information

e The interviewee's role within the organization
o Experience in anti-money laundering (AML)

General Questions

o What do you think are the main reasons why obligated entities file such a large
number of suspicious activity reports annually, yet only a few of them lead to, for
example, the initiation of a new criminal investigation?

e A process description with different stages:

Noreport

Information
sharing between
banks

o Does this process description align with your understanding of how the
information included in suspicious activity reports is gathered? Is there
something essential missing, or are there stages that don't belong in the
process?

o Which of these steps do you think is most critical to ensure that accurate
and relevant information about suspicious business activities is included
in the suspicious activity report?

o Which of these steps do you think is the weakest link?

Regulation

o How would you assess the current AML regulatory framework?
e Why do increasing regulatory requirements not necessarily improve the effective-
ness or cost-efficiency of SAR filings?
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e How could the development of regulation improve the effectiveness or cost-effi-
ciency of SAR filings?

Implementation of Money Laundering Indicators into Bank Monitoring Systems

o FATF, EU regulations, national legislation, and the indicators provided by the Fi-
nancial Intelligence Unit (FIU) describe typologies of money laundering and other
criminal activity. Banks are expected to implement these into their transaction mon-
itoring systems, for which various IT solutions are available on the market.

o How would you assess banks' ability to integrate these indicators into their transac-
tion monitoring systems or apply them in due diligence processes?

Transaction Monitoring and Know Your Customer (KYC)

o What is your perception of banks' transaction monitoring systems in terms of cost,
efficiency, quality, and issues?

o What factors influence banks' procurement of transaction monitoring systems?

Are there specific requirements or criteria for these systems?

o Is there existing research or evidence regarding these systems? What kind?

o Is there an assessment of how banks use these systems? If so, how?

o Is there an evaluation of how money laundering indicators are implemented
in the monitoring system?

o From a supervisory or enforcement perspective, does the type of transaction moni-
toring method used (rule-based scenarios, scorecards, etc.) matter?

e According to literature, 90-95% of alerts from banks' monitoring systems are false
positives, which are costly to investigate. How could the number of false positives
be reduced?

e How are banks responding to or adopting Al and machine learning-based transac-
tion monitoring solutions?

o What problems are associated with the implementation of Al or machine learning-
based solutions, if any?

e In your opinion, do Al or machine learning solutions improve the cost-effectiveness
of SAR filings (i.e. increase the utility of reports for authorities)?

o KYC is subject to highly complex regulation. Could banks change their practices to
improve effectiveness?

o What is the biggest problem with K'Y C-related regulation?

@)

Investigation of Unusual Transactions Suspicious transactions or other suspicious cus-
tomer activity are typically investigated during the monitoring phase and when deciding
whether to file a SAR.

o What is the significance of the customer due diligence information collected by the
bank for the investigation?

o What is your personal experience with utilizing customer due diligence infor-
mation?

o What elements in customer information or behavior may indicate suspicious activ-
ity or transactions?

e In your opinion, what skills and competencies are essential for an investigator of
unusual transactions?
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e What steps do you take when beginning to investigate a report you've received?

e How has your experience (e.g., number of years) influenced your investigative style
or methods?

e Do you discuss your investigations with colleagues during the process?

e Does the software you use for investigations support your work, or does it cause
more challenges?

o How do investigation guidelines and indicators from the FIU affect your work—do
they support or limit your investigations?

e Are your investigations guided by deadlines or targets, and how do they impact the
quality of your investigations?

e What factors would improve the quality of investigations?

e How would you describe the decision-making process by which you determine
whether a transaction you are investigating is suspicious (i.e. should be reported to
the FIU) or not?

Sharing of SAR-Related Information

e SARs are confidential and may not be disclosed to the subject of the report or any
third party. Internally within banks, SARs must also remain confidential and sepa-
rate from customer records. Should SAR-related information be shared more freely
within the bank or between banks?

e What concerns do you see with sharing SAR-related information?

o Ifbanks were allowed to share AML-related information with one another, how
could it be arranged in practice?

o What specific data should be shared (e.g., SAR data points), and on what type of
platform and location?

Additional Points

o Are there any other aspects related to SAR-related knowledge creation or infor-
mation sharing that you would like to highlight?



