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Abstract—The Internet of Things (IoT) is a fast-moving
technology that is gradually being integrated into our daily
lives. As communication protocols and network technologies
evolve, the vulnerability of IoT devices to cyberattacks also
increases, fueling the need to address this pressing problem.
In this work, we propose an intrusion detection system
based on a residual neural network with inductive transfer
learning. This learning approach is designed to detect cyber-
attacks on IoT devices by visually encoding the CIC-IoT-2023
dataset from multivariate numerical data to visual formats
(images). Extensive numerical experiments are carried out
using the well-known dataset CIC-IoT-2023, which consists
of 34 classes. Furthermore, the ensuing results demonstrate
the effectiveness of our proposed solution, which achieves an
accuracy of 99.35% with a latency of 70.9 ms, a detection
time of 99.6 s for the entire dataset, and executes 316.82
predictions per second, outperforming existing solutions in
terms of the ability to distinguish between the 34 classes of
IoT cyberattacks while reducing overfitting.

Keywords—Intrusion detection system, Residual Neural Net-
works, Elastic Net, Inductive transfer learning, Learning
curves, Pixel encoding

Recent advances in communication technologies have
promoted the development of an interconnected smart
network of physical objects with the Internet known as
the IoT [1], [2]. To enable seamless connectivity among
the growing number of these smart devices, a myriad of
communication protocols have been adopted. For instance,
in the application layer (End User layer) of the OSI model,
the MQTT is a lightweight M2M communication protocol
commonly used to connect remote devices where streaming
data or event-based data is needed. Despite its lightweight
design and small code footprint, MQTT can handle high-
volume devices that communicate simultaneously through
a broker system [1], [3].

CoAP is one of the most popular protocols used in IoT
applications due to its lightweight communication protocol,
which is similar to MQTT. However, they differ in that
CoAP uses UDP, which has a low overhead compared
to MQTT. Moreover, MQTT relies on TCP, which has
a higher overhead and requires a broker to ensure message
delivery, which may not be necessary for straightforward
data collection of low-consumption devices. Theref ore,
CoAP is designed to work in constrained environments,
e.g., forests with devices that have limited processing
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power, memory, and battery life. HTTP is the most used
protocol for navigating the Internet. However, it is only
used for IoT devices that need to interact with a web server
or cloud platforms [3], [4].

While MQTT, CoAP, and HTTP operate at the appli-
cation layer to handle communication between devices
in IoT systems, these protocols rely on the underlying
Transport Layer (Level four) to actually move data across
networks. TCP and UDP are two different protocols of
the transfer layer. TCP is a connection-oriented protocol
used to exchange data between different devices with
different operating systems. Before the data is sent, TCP
synchronizes the connection between both the sender and
the receiver, sends the data in a particular sequence, and
then detects lost segments to ensure complete data trans-
mission. This process requires a lot of time to guarantee a
reliable and accurate transmission. In contrast, unlike TCP,
USP is a connectionless datagram delivery service and
an unreliable protocol, meaning the connection between
the sender and the receiver is not required.Therefore, due
to the lack of error checking and connectionless setup,
UDP is suitable for use in applications where speed is
more important than reliability, such as in multimedia
streaming, network monitoring, and online gaming. On the
other hand, TCP, with its focus on data sequence and
reliability, is more suitable for applications like emails
and FTP, where the reliability of data transmission is
crucial. ICMP at the network protocol (layer three) is
used to report errors and diagnose network communication
issues. These issues relate to determining whether the
data is reaching its destination or the time exceeded for
sending the data, which directly affects the TCP and UDP
connections for data transmission [3]. Consequently, the
above-mentioned protocols are the backbone of device
communication; each protocol plays a critical role whether
for simple messaging (MQTT, CoAP), web interactions
(HTTP), error reporting (ICMP), or data transport (TCP,
UDP). However, they are vulnerable to various types of
cyberattacks as their primary function is to secure the
communication connection between the devices without
securing the data being transmitted [5].

A DoS attack involves compromising and flooding the
server with internet traffic, making a website or resource
unavailable. The attack is carried out by overloading the
server with one device. A DDoS attack is a DoS attack



that uses multiple devices to flood servers, and attackers
even disguise botnet devices with spoofed IP addresses,
making it difficult to trace the origin of the attack. Both
types of attacks can easily affect layer three (ICMP) of the
OSI model by sending a high volume of requests known as
Mirai botnet that will overwhelm its bandwidth with ICMP
echo requests, layer four (TCP) by exploiting the sequence
of the data segments; the attacker can send amplified
requests (packets), which will overwhelm the resources
of the network until it becomes unavailable, and in layer
seven (HTTP), in which the attacker sends a periodic
request, making the connection opened, causing service
exhaustion and significant disruption [5]. A reconnaissance
attack is the attacker’s preliminary phase, which involves
gathering data about the target using multiple techniques.
For instance, a ping sweep helps the attacker know which
device on the network is active. An OS scan determines
which operating system is running on the target system,
increasing the attacker’s likelihood of a successful attack.
A vulnerability scan is used to identify the target system’s
vulnerabilities, such as outdated software or misconfigura-
tions, to gain unauthorized access [6]. Brute force and web
attacks share similarities in gaining unauthorized access
but in different ways due to their different fundamental
characteristics. A brute force attack involves attempting
all possible passwords by using tools like Hydra until the
correct password is found. Web attacks target web services
by injecting malicious SQL code into the login form,
making the login system always valid with any username
or password [6]. A spoofing attack is a type of cyberattack
that targets various communication and network protocols,
as well as application layers. The goal of this attack is to
disguise the attacker as a legitimate entity.

I. RELATED WORKS

The adoption of machine learning or deep learning
models to address IDS in the context of IoT applications
has garnered considerable interest due to their ability
to adapt and improve detection accuracy [7]. However,
many research studies in the literature have focused their
attention on achieving good accuracy regardless of whether
the dataset is imbalanced or the model is overfitting. In
[8], the authors investigated some deep learning models
such as DNN, LSTM and CNN in an effort to identify
DDoS attacks only. In addition, the performance of these
learning models was provided with accuracy scores of
89.88%, 90.64%, and 91.27% for DNN, LSTM, and CNN,
respectively. This was done by eliminating features con-
taining null values or minor variations known as feature
elimination in the data preprocessing stage. However, the
use of SMOTE to balance the dataset is likely to lead to
an overfitting phenomenon. In [9], Nkoro et al. proposed a
hybrid model that combines the CNN and BiLSTM using
a subset of the CIC-IoT-2023 dataset, which included only
five types of cyberattacks: DDoS attack, DoS, Malware,
and Enumeration, while excluding all other types of cy-
berattacks. The model achieved a performance accuracy of
99% within 1841 seconds. In [10], Modi et al. considered

a DT-based IDS model that includes both the RF and
XGBoost models to detect DDoS attacks. Despite achiev-
ing good accuracy, i.e., 97.63%, 96.52%, and 97.64%
accuracy for RF, DT, and XGBoost, respectively, the class
imbalance in the CIC-IoT-2023 dataset due to the domi-
nance of the majority attack classes. This means that the
disparity between the majority and minority attack classes
is very high. Consequently, the model might achieve high
accuracy in predicting the majority attack classes and
ignore the minority attack classes. Additionally, this is
likely to mislead the accuracy metric for not reflecting the
model’s performance on the minority attack classes.

In [11], the authors proposed an ensemble approach us-
ing the 1D-CNN and LSTM in the detection of all the IoT
cyberattacks using the CIC-IoT-2023 dataset. Unlike other
related studies, the proposed model in [11] considered the
entire CIC-IoT-2023 dataset and addressed the imbalance
issue. Despite an accuracy of 92% and 99.87% for LSTM
and 1D-CNN, respectively, the results obtained through the
learning curves revealed an overfitting model.

In general, the focus of the prior studies on the intrusion
detection problem are limited in many ways: (a) Most
contributions have employed machine learning and deep
learning algorithms to detect DDoS attacks while ignoring
other types of cyberattacks. These studies have leveraged
a subset of the CIC-IoT-2023 dataset that includes a high
number of samples, to achieve high accuracy without
detecting all kinds of cyberattacks; (b) The imbalance
issue in the CIC-IoT-2023 dataset has not been addressed
despite the high accuracy performance, and this may have
a detrimental impact in predicting the majority of classes;
(c) The learning curves used to monitor the performance
of various models and generalize their behavior over time
have not been considered; (d) Few studies have considered
detection and execution times, although they are essential
in cybersecurity, where time-sensitive activities must be
carried out while detecting IoT cyberattacks.

In order to overcome some of the aforementioned issues,
the authors in [12] showed that using SMOTE on highly
imbalanced datasets may lead to overfitting. This occurs
when the generated synthetic samples cluster very closely
with the existing minority class samples without introduc-
ing enough variation. As a result, the model keeps training
on the generated synthetic samples, which hold the same
information as the original minority class samples. This
limits the model’s ability to learn new diverse features,
highlighting the importance of utilizing data augmentation
or a resampling technique suitable for the CIC-IoT-2023
dataset.

Motivated by the preceding discussion, we propose an
intrusion detection system based on pixel encoding and
Elastic Net regularization that addresses the overfitting
issue of residual neural network models on the well-known
CIC-IoT-2023 dataset1. To the best of our knowledge, no
reported studies have previously addressed this issue, and

1https://www.unb.ca/cic/datasets/iotdataset-2023.html



our present work aims to partially fill this gap. The main
contributions of this paper are:

• We introduce an IDS based on the CIC-IoT 2023
dataset that employs residual neural network models
with inductive transfer learning to detect various IoT
cyberattacks.

• We perform a feature selection based on a combina-
tion of the BO-TPE algorithm in the Hyperopt library
and the Elastic Net regularization to balance between
Ridge’s and Lasso’s feature selection schemes for a
more stable model performance.

• To illustrate the effectiveness of learning methods
on the CIC-IoT-2023 dataset, we analyze the perfor-
mance of the proposed models in terms of the learning
and loss curves. Moreover, we assess the accuracy of
the inductive transfer learning technique.

• We analyze the computational time of the proposed
model, based on the following metrics: the detection
time defined as the time taken to classify the entire
dataset after preproceing it; the atomic prediction de-
fined as the time required for a IDS model to classify
a single prediction; and the prediction throughput
defined as the number of predictions that the models
can process per unit of time.

The remainder of the paper is organized as follows.
Section II provides the proposed methodology. In Section
III, we present the results obtained for the proposed model
and provide further important insights. Finally, some con-
cluding remarks are highlighted in Section IV.

II. METHODOLOGY

A. Data preprocessing

Developing a high-performance IDS model for detecting
IoT attacks is related to how the datasets are preprocessed.
To this end, several preprocessing steps are necessary,
including normalizing the dataset, balancing classes, and
revealing the feature’s importance in determining the vari-
ables that contribute the most to the predictions. Deep
learning models are sensitive to raw datasets with different
scales, making them struggle to converge. This is because
the model’s learning depends on updating of the weight,
and features with larger values can directly overemphasize
the influence of these weight updates [13]. In this work,
we normalized the dataset by the Quantile Transformer
Normalization method, which was introduced by Bolstad
et al. [14] to ensure that all numerical features are scaled
from 0 to 1 and to make the dataset more symmetrical [15].
On the other hand, the labels of the datasets are converted
into numerical values between 0 and n − 1 by using a
LabelEncoder from the Sklearn library.

B. Feature selection

Feature selection strategies are used to identify the most
relevant features of the dataset. These strategies minimize
the model’s complexity, and improve the model’s perfor-
mance by reducing overfitting. In our work, we leverage

Elastic Net Regularization for feature selection since it
is helpful for high-dimensional datasets such as CIC-IoT-
2023. This method combines the Least Absolute Shrinkage
and Selection Operator, known as Lasso (L1), and Ridge
Regression, known as Ridge regularization (L2), to identify
the most relevant features in the CIC-IoT-2023 dataset.
Lasso processes by balancing the value of L1 regularization
to ensure an accurate model fit that is not too complex
(does not overfit the data) and is not too simple for the
model to capture enough information about the features
(does not underfit the data). In this regard, it shrinks
some coefficients to zero for the irrelevant features while
keeping the most relevant features. Unlikely Lasso, the
Ridge regularization reduces the impact of the irrelevant
features by simply making the coefficient smaller instead
of reducing it to zero. Consequently, Elastic Net is pro-
cessed by Lasso to perform feature selection and remove
irrelevant features. On the other hand, Ridge regularization
subsequently ensures that the feature coefficients selected
by Lasso are manageable (especially when dealing with
correlated features such as in the CIC-IoT¸ -2023 dataset)
and reduce overfitting issues [16].

C. Adaptive Synthetic Sampling algorithm for dataset bal-
ancing

In most real-world environments, IoT devices operate
under normal conditions , i.e., without being exposed to
cyberattacks, leading normal network traffic. However, the
CIC-IoT-2023 dataset presents a different scenario due
to the nature of the cyberattacks in the dataset, where
DDoS generates a large amount of traffic that exceeds
the benign (normal) conditions. This is significantly higher
compared to other cyberattacks, such as reconnaissance
attacks, which cause the network data of the CIC-IoT-
2023 dataset to be imbalanced, with some attack types
exceeding benign traffic and causing the model to focus
only on the majority classes. To overcome this issue, we
used the ADASYN to oversample imbalanced datasets
by generating more data points (synthetic samples) in
the problematic regions where the class distributions are
sparse, dense, and more complex to learn [15].

D. K-means Clustering for data sampling

In some cases, training hierarchical models on large-
scale datasets maximizes the computational costs, espe-
cially during the hyperparameter tuning process for com-
plex models with many layers and parameters such as deep
neural networks. In our proposed model, we reduce the
CIC-IoT-2023 dataset by applying the k-means clustering
random sampling method to ensure that the representative
subset includes a wide range of relevant information,
making it a highly representative subset. In this context,
the k-means algorithm is a heuristic method that groups
data points into different clusters based on their similarity.
Data points that are close to each other are grouped in one
cluster, and the similarity of the data points is based on
the Euclidean distance between two points. Subsequently,



cluster-based random sampling is performed on each clus-
ter of the majority of classes by selecting a fraction of
the majority classes to be reduced, enabling the model
to focus on both the majority and minority classes. The
key step in the k-means algorithm is as follows. Given a
dataset with a set of data points X = (x1, x2, . . . , xN ),
where N represents the total number of data points, each
data point is indicated by xi (vector representing features
of X) within the set of data points X . The k-means
algorithm creates a number of clusters (k clusters), where
Si (i = 1, 2, . . . , k) represents a specific cluster and
each specific cluster contains data points xi. Each cluster
Si corresponds to a set of points that are closest to a
centroid xi, followed by random sampling methods, where
a fraction of data points are randomly sampled from each
cluster [7].

E. Pixel encoding and data augmentation

Following data preprocessing, we convert the CIC-IoT-
2023 dataset into a visual format using pixel encoding,
leveraging the capabilities of the CNN architecture models
to derive knowledge from the processed images. These
models operate at a depth of 8 bits per channel (0 to 255)
to process images efficiently for classification tasks. This
conversion process integrates multiple numerical features
into a single coherent image, making it easier for CNN
architecture models to capture complex interactions. The
process involves dividing the data samples into chunks
based on the feature sizes. After mapping the features
to pixels, the training dataset has about 507 features per
image. Each image is reshaped to be 13 × 13 × 3 color
channels RGB, with each chunk having 13 consecutive data
samples [15]

Furthermore, to develop a high-performance IDS model
that could be generalized to an unseen dataset: (i) we
split the CIC-IoT-2023 dataset using the train-validation-
test split method, where 80% of the data samples are for
the training set, a validation set with 2/3 of the original
20% of the data samples, and a test set with 1/3 of the
original 20% of the data samples; (ii) we employ the data
augmentation method to generate more training samples
to address the overfitting issue. After creating more data
samples to avoid the overfitting issue, we use the data
pipeline optimization, namely, the prefetching method, to
reduce the computational time of loading input data into
the model for training [17].

F. Transfer learning with Residual Neural Networks mod-
els

CNN architectures are deep learning models primarily
used for image processing and classification tasks. They are
highly effective at learning from features in image datasets.
Residual neural networks are a well-known architecture
derived from CNN models designed with bottleneck struc-
tures that reduce the dimensionality of the feature maps, the
computational cost, and the risk of overfitting. Moreover,
Resnet-50, ResNet-101, and ResNet-152 have achieved a

high accuracy of 76%, 77.4%, and 78.3%, respectively, on
the ImageNet dataset, which has more than one million
labeled images belonging to 1000 different classes [15].
Alternatively, inductive transfer learning is an essential
strategy for CNN architectures. It enables the models to
be fine-tuned for a wide range of new tasks with less
data and computational time from a large-scale dataset
(the ImageNet dataset) and then fine-tuned to improve their
performance for another specific task (a new task). In our
work, the task of detecting IoT cyberattacks based on the
CIC-IoT-2023 dataset is considered a new task for the pre-
trained ResNet models, which have already been trained
on the ImageNet dataset and gained basic knowledge
(general features) that are common across many different
datasets. Hence, we adopt an inductive transfer learning
approach to keep the initial layers of ResNet models
frozen (freeze the weights of these initial layers), which
have already leveraged knowledge from general features in
the ImageNet dataset, while fine-tuning the higher layers
of ResNet models to adopt the image representation of
CIC-IoT-2023 to convert by pixel encoding as mentioned
in Section II-E. Moreover, we use the ResNet models,
ResNet-50, ResNet-101, and ResNet-152 in particular, with
inductive transfer learning to develop our proposed IDS
system based on the CIC-IoT-2023 dataset.

III. RESULTS AND DISCUSSION

To develop a high performance model to identify IoT
cyberattacks and to address the overfitting problem, we
adopt a quantile transformation normalization to transform
features into a uniform distribution and handle the outliers
found in network traffic datasets as in the CIC-IoT-2023
dataset. This helps the ResNet-152 model to suitably
generalize to new datasets.

Due to the high dimensionality of the CIC-IoT-2023
dataset, we first perform k-means clustering to downsize
the dataset size. Next, we use Elastic Net for feature
selection that combines Lasso and Ridge to remove ir-
relevant features and prevent large coefficients, respec-
tively. This combination reduces the number of features,
which is critical for reducing overfitting. Therefore, a
robust feature selection depends on finding the optimal
regularization parameters for Lasso and Ridge. Therefore,
we use the Bayesian optimization technique with the BO-
TPE algorithm in the Hyperopt library –based on its abil-
ity–to handle high-dimensional search spaces that find the
optimal regularization parameters [7]. The regularization
parameters for Lasso and Ridge are searched within a
range of 0.0001 to 20.0 and 0.1 to 0.9, respectively. A
uniform distribution is used to test more values in the
middle range, with a maximum of 100 evaluations to
increase the exploration of the hyperparameter space. The
optimal regularization parameters for Lasso and Ridge are
0.01679545026323659 and 0.7915100222374992, respec-
tively. The optimization process takes approximately 328
minutes to complete. Furthermore, we balance the dataset
with the help of ADASYN. Then, the pixel encoding



method is utilized to convert the numerical features into
different coherent images, thereby enabling the use of data
augmentation techniques to create more training samples.
These three methods allow the proposed models to cap-
ture complex features, balance the dataset, achieve high
detection accuracy, and reduce overfitting. Finally, we use
inductive transfer learning to freeze the lower layers of the
ResNet models, allowing them to use the knowledge gained
from the ImageNet dataset. We then proceed to fine-tune
the higher layers of ResNet models on the CIC-IoT-2023
dataset to detect IoT cyberattacks. After implementing the
inductive transfer learning method, the proposed models
is shown to have improved by approximately 6.31%. The
layer configuration of the ResNet models are presented in
Table I.

TABLE I
INDUCTIVE TRANSFER LEARNING LAYER CONFIGURATION.

Models Total layers Frozen layers Unfrozen layers
ResNet-50 175 1 to 115 116 to 175
ResNet-101 345 1 to 228 229 to 345
ResNet-152 515 1 to 341 342 to 515

To evaluate the performance of the proposed models, the
following performance metrics are used2: accuracy, detec-
tion rate (Recall), precision, and the harmonic precision-
recall mean (F1-score). Moreover, we consider the learning
and loss curves to determine (a) whether the model is
overfitting and (b) the computational performance, which
includes the detection time, the atomic prediction, and the
prediction throughput. The proposed models are trained
using the computational resources provided by CSC-IT
Center for Science Ltd. The computer configuration uti-
lized for these experiments consists of a Xeon Gold 6230
(31 cores @ 2.1 GHz) with two NVIDIA V100 GPUs
(Tesla V100-SXM2 GPU) and 311 GB of memory.

The results of testing the proposed models for detect-
ing IoT cyberattacks based on the CIC-IoT-2023 dataset
demonstrate that all models have achieved high classifica-
tion performance, as shown in Table II. However, relying
only on the accuracy metric is not sufficient to ensure that
the model does not overfit, especially when dealing with
an imbalanced dataset. Hence, we provide the learning and
loss curves for our two best-performing models based on
the CIC-IoT-2023 dataset, where ResNet-50 is trained on
an imbalanced dataset while ResNet-152 is trained on a
balanced dataset.

Despite ResNet-50 achieving an accuracy of 99.95%,
the learning and loss curve demonstrates that the model
is overfitting, as shown in Fig. 1. On the other hand,
ResNet-152 trained on a balanced dataset has achieved an
accuracy of 99.35% without significant overfitting based
on the gap between the validation and test loss curves,
as shown in Fig. 2. Based on the results summarized in
Table II and Fig. 2, it is evident that ResNet-152 is our
best-performing model for detecting IoT cyberattacks with

2Since they measure how well the proposed models are able to classify
the IoT cyberattacks

high accuracy while minimizing overfitting. Alternatively,
it can be observed that, for specific classes, the ResNet-152
model shows poor performance, as shown in Table III.

TABLE II
OVERALL CLASSIFICATION METRICS REPORT FOR AND

COMPUTATIONAL PERFORMANCE FOR RESNET MODELS.

Metrics Models
ResNet-50 ResNet-101 ResNet-152

Accuracy (%) 97.804 99.118 99.351
Precision (%) 97.950 99.150 99.380

Recall (%) 97.804 99.118 99.351
F1-score (%) 97.797 99.118 99.356

Computational Performance
Detection time (s) 37.171 68.907 99.675
Atomic prediction

latency (ms) 58.9154 66.0270 70.9936

Prediction
Throughput (p/s) 475.01 411.19 316.82

TABLE III
LOW-PRECISION CLASSES.

Classes Accuracy Precision Recall F1-score
Man-in-the-Middle

ARP Spoofing 88.03 90.57 88.02 89.28

Reconnaissance
Host Discovery 84 87.5 84 85.71

Reconnaissance
Port Scanning 69.57 57.14 69.56 62.72

DDoS-HTTP Flood 88 100 88 93.61
DDoS- Service

SlowLoris 45 64.28 45 52.94

Dictionary
Brute Force 61.11 84.61 61.11 70.96

SQL Injection 81.82 42.84 81.81 56.25
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Fig. 1. Learning and loss curves for the ResNet-50 model, trained on
the unbalanced dataset, with an accuracy of 99.95%, exhibit overfitting.

Furthermore, to ensure a fair comparison, we compare
the performance of our proposed models with different
models from several reported studies that handle multi-
class classification using the same dataset (CIC-IoT-2023)
and the same evaluation metrics, as shown in Table IV.
The comparative analysis in Table IV reveals that our
proposed approach, which adopts a 2D-CNN architecture
for processing images instead of 1D-CNN architecture for
numerical feature values to deal with high-dimensional
imbalanced and correlated features dataset, outperforms
the existing techniques. While high accuracy alone can



indicate overfitting, if all metrics (accuracy, precision,
recall, and F1-score) are consistently high and proportional
performance across all metrics, as shown in Table II, with
a learning curve that demonstrates a good fit as shown in
Fig. 2, it suggests that the model is generalizing well to
the unseen dataset. The Python scripts for image encoding
and the classification results of the proposed models are
publicly accessible via GitHub repository 3.
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Fig. 2. Learning and loss curves for the ResNet-152 model with an
accuracy of 99.35% at 70.9 predictions per second (p/s).

TABLE IV
COMPARISON OF THE STUDY WITH THE RECENT RESEARCH.

Author Top-performing
models

Number of
Classes Accuracy Learning

Curves
[9] CNN-BiLSTM 5 classes 99 Missing
[8] Two-stage LSTM 12 classes 91.273 Missing
[10] XGBoost DDoS classes 97.64 Missing
[13] Transformer 7 classes 99.4 Overfitting
[6] Random Forest 34 classes 99.164 Missing
[18] CNN-LSTM 10 classes 96.4 Good fit
[11] 1D-CNN 34 classes 99.87 Overfitting

Proposed
Model

ResNet-50
34 classes
Unbalanced

99.95 Overfitting

Proposed
Model

ResNet-152 34 classes 99.35 Good fit

IV. CONCLUSION

The development of interconnected physical devices and
communication protocols is rapidly attracting significant
interest in many different sectors. Alternatively, cyber-
attacks are becoming more advanced and can easily be
executed on IoT devices. In this work, we have developed
an intrusion detection system based on ResNet models to
detect IoT cyberattacks such as DoS, man-in-the-middle,
spoofing, reconnaissance, Brute Force, file upload vulnera-
bilities, malware, and injection in well-known imbalanced
dataset. Higher model accuracy reduces atomic latency
and overall detection time by minimizing misclassifica-
tions, enabling faster and more accurate predictions. In
our experiments, the numerical results and the learning
curves demonstrate that our best-proposed model is the
ReNet-152 model fine-tuned with the inductive transfer
learning, which achieves a high accuracy of 99.35% in

3https://github.com/Mohamed-Korium/
Intrusion-Detection-System-for-Internet-of-Things-using-Image-Classification

70.9 milliseconds latency, a detection time of 99.6 seconds
for the entire dataset, and executes 316.82 predictions per
second. Furthermore, ResNet-50 has achieved an accuracy
of 99.95%, which outperforms ResNet-152 in terms of
accuracy, but is limited by overfitting. In future work, we
plan to extend this study to address the limitations of low
accuracy for seven classes to reduce the atomic latency and
detection time.
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