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The transition to low-carbon energy systems has increased interest in Small Modular Reac-

tors (SMRs) as a viable solution for district heating. This thesis focuses on the design process 

of a low-temperature district heating reactor, LDR-50, developed in Finland. The study em-

phasizes the integration of the 3S concept (Safety, Security, and Safeguards) into the early 

phases of reactor design, known as 3S-by-Design. This approach aims to ensure that all three 

elements are considered simultaneously to enhance overall safety, reduce costs, and avoid 

retrofitting during later project phases. 

Thesis focuses on Security-by-Design methodology. The research outlines a methodology 

for conducting a facility-specific Risk and Threat Assessment (RATA), which complements 

the state-defined Design Basis Threat (DBT). The thesis also explores the design of physical 

protection systems, the identification of vital areas, and the evaluation of external and insider 

threats. By integrating security considerations early in the design process, the LDR-50 pro-

ject aims to meet regulatory requirements efficiently and support public and institutional 

trust in new nuclear technologies. 
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Siirtyminen vähähiilisiin energiajärjestelmiin on lisännyt kiinnostusta pieniin modulaarisiin 

reaktoreihin (SMR) kaukolämmön tuotannon ratkaisuna. Tämä diplomityö keskittyy 

Suomessa kehitetyn matalalämpötilaisen kaukolämpöreaktorin, LDR-50:n, 

suunnitteluprosessiin. Tutkimuksessa korostetaan 3S-konseptin (ydinturvallisuus, 

turvajärjestelyt ja ydinmateriaalivalvonta) integrointia reaktorin suunnittelun alkuvaiheisiin, 

mikä tunnetaan nimellä 3S-by-Design. Tavoitteena on varmistaa, että kaikki kolme osa-

aluetta otetaan huomioon samanaikaisesti, jotta saavutetaan kokonaisvaltainen turvallisuus, 

vähennetään kustannuksia ja vältetään kalliit jälkikäteen tehtävät muutokset. 

Työ keskittyy erityisesti Security-by-Design-menetelmään eli turvallisuuslähtöiseen 

suunnitteluun. Työssä esitetään menetelmä laitoksen riskien ja uhkien arvioimiseksi 

(RATA), joka täydentää valtion määrittelemää suunnitteluperusteista uhkaa (DBT). Lisäksi 

työssä käsitellään fyysisten turvajärjestelmien suunnittelua, vitaalisten alueiden 

tunnistamista ja ulkoisten ja sisäisten uhkien arviointia. Ottamalla turvallisuusnäkökohdat 

mukaan jo suunnittelun alkuvaiheessa LDR-50-projekti pyrkii täyttämään 

sääntelyvaatimukset tehokkaasti ja vahvistamaan yleistä luottamusta uusiin 

ydinenergiateknologioihin. 
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1  Introduction 

Almost two thirds of the heating sector still rely on fossil fuels (IEA 2023). To reduce global 

carbon dioxide emissions the heating sector needs to work towards decarbonization. It is 

known that decarbonizing the heating sector is more limited than decarbonizing electricity 

production. One solution is to use nuclear energy to produce district heating. LDR-50 is a 

low temperature district heating reactor. It is a pressurized light water reactor which is de-

signed to produce district heat. 

1.1  Objectives and scope of the thesis 

The objective of this thesis is to provide methodology for implementing threat assessment 

part of the security design for the light water district heating reactor. This thesis is made for 

Steady Energy Oy to fulfil their needs for integrating security to be a part of the design 

process already in conceptual design phase. 

The scope of this thesis handles also the idea of overall safety (3S) and its meaning in the 

design process. Implementing all Security, Safety and Safeguards to be part of the design 

process is called 3S-by-design. Security cannot be studied without considering also the other 

2S (Safety and Safeguards). Implementing the overall safety (3S) to be part of the design 

process saves time and reduces costs in later phases. In the past nuclear projects’ security 

structures and systems have been implemented in construction phase. This approach has of-

ten resulted in costly retrofits. Security structures and systems affect the whole design of the 

facility. Security requirements affect the design of the layout and physical structures such as 

walls, doors and access routes. Especially the interfaces of security zones need to be designed 

in an early phase to achieve efficient, robust and layered security structures. Like safety 

systems, security systems also use redundancy, diversity and physical separation in defence-

in-depth to protect the facility. 3S-by-design utilizes synergies of all three “S” to achieve an 

efficient, safe and secure facility. In this thesis 3S is studied in the conceptual design phase. 

Research methodology is based on open sources including peer-reviewed academic articles, 

reports, laws and regulations by authorities, and international guides. Some non-public 
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internal documents are used to provide technical information about the design features of the 

LDR-50.  

1.2  Structure of the thesis 

Chapter two focuses on introducing Steady Energy Oy and the LDR-50 project. General 

characteristics of the reactor and the facility are presented also in chapter two. Chapter three 

focuses on the licensing process of the LDR-50. There is discussion about what the licensing 

process is going to be like, what challenges there are regarding licensing SMR and what 

roles regulators have. Finnish Nuclear Energy Act and STUK regulations are changing, and 

chapter three also presents the key factors of those projects, because they are important 

changes when it comes to licensing new technology. The ongoing licencing process of the 

LDR-50 is presented in chapter 3.2. Design phases are presented, and current conceptual 

evaluation phase and concept evaluation are discussed also. 

Overall safety 3S is the topic of chapter four. First the main objectives of safety, security 

and safeguards are presented. Defence-in-depth method can be implemented to all 3S when 

designing their features. Defence-in-depth is the main principle of safety design, but it can 

also be used to design security systems and safeguards systems. Because the LDR-50 project 

is in the conceptual phase, chapter 4.5 focuses on 3S in conceptual design. There is presented 

which steps are meant to be done in the conceptual design phase. For efficient 3S-by-design 

there needs to be an understanding of the interfaces and challenges between 3S. End of chap-

ter four focuses on discussing what interfaces 3S have together and if there are any chal-

lenges which need to be taken into account during the design process. 

Chapter five first discusses threat and vital area identification. Different types of threats are 

discussed and then ways for threat modelling are presented. A few real-life insider cases 

from different nuclear facilities are pointed out and examples of how threats can be catego-

rized are given. Chapter 5.5 focuses on physical protection systems. There is discussion 

about delay, detection and response methods and functions. Several methods and functions 

are presented, but not all of them will be implemented to be part of the LDR-50 physical 

protection system. There are different solutions and later in the design phase it will be eval-

uated which are the most suitable for the LDR-50 facility. This thesis presents problems, 

threats and solutions that have come up internationally according to nuclear security. This 
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thesis does not evaluate which solutions are the best for the LDR-50. Chapter 5.6 presents 

different modelling tools for security modelling and evaluation. Chapter 5.7 focuses on cyber 

security and information security. 

Methodology for risk and threat assessment is presented in chapter six. There is discussed 

how the threat assessment will be made and how it will affect the security-by-design imple-

mentation in the LDR-50 project. Chapter 7 focuses on discussion about what is learned in 

this thesis and how the security-by-design process will continue. 
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2  LDR-50 project 

Low-temperature District heating Reactor (LDR) is a small modular reactor designed to op-

erate at a low temperature and pressure without a turbine cycle. It was developed by Tech-

nical Research Centre of Finland (VTT) for the purpose of district heating. The project 

started in 2020 by VTT and then in 2023 VTT spin-off company Steady Energy started to 

commercialize the LDR technology. The main goal is to produce zero-carbon district heat 

by nuclear energy. 

The LDR-50 is a pressurized light water reactor. Nominal thermal power is 50 MW and 

designed operating lifetime is 60 years. The LDR-50 facility includes at least one reactor 

unit but can be scaled up to multiple reactor units in one facility. Table 1 presents general 

characteristics of the LDR-50 reactor unit (Steady Energy 2025a). 

Table 1. General characteristics. 

Technology PWR 

Coolant/Moderator Light water 

Nominal thermal power (MW) 50 

Design life (a) 60 

Primary circulation Natural convection 

Coolant inlet temperature (°C) 80 - 105 

Coolant outlet temperature (°C) 130 - 155 

Operating pressure (MPa) 0.5 – 1.0 

Fuel material Uranium dioxide 

Assembly type 17 x 17 

 

2.1  Reactor unit 

Each reactor unit has one reactor module, which consists of two nested pressure vessels: the 

inner Reactor Pressure Vessel (RPV) and the outer Containment Vessel (CV). The RPV 

includes the reactor core and internals, Main Heating Exchangers (MHE), the control rod 

systems and in-core instrumentation. MHE is located inside the pressure vessel. Gas volume 

is acting as a pressurizer, and cooling of the reactor is based on natural circulation. The cold 
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leg enters the RPV, then coolant passes through the core and heats up. Due to the increase 

in coolant temperature, coolant rises towards upper plenum and then enters the inlet of MHE. 

Heat is then transferred to the secondary circuit where there are second heat exchangers for 

the District Heating Network (DHN). Figure 1 is for illustration purposes. (Steady Energy 

2025a.) 

 

 

Figure 1. Schematic presentation of the LDR-50 reactor (Steady Energy 2025a). 

Between RPV and CV there is a space filled partially with water, and it is called the Inter-

Vessel Pool (IVP). It is a passive cooling system for RPV and is based also on natural cir-

culation. The whole reactor module is submerged into Reactor Pool (RP) which works as a 

heat sink. Passive heat removal from the RPV to the RP is one of the main safety functions 

in case of an accident. CV consists of gaseous space and water. In case the heat transfer to 

the MHEs is lost, the heat can be transferred to IVP from RVP via conduction. Later, the 

IVP will begin to boil, increasing the heat and condensation of the steam builds up to the CV 

wall. Heat transfer is increasing from CV to RP and the RP is the ultimate heat sink. The 

reactor pool is in a reactor hall, which is a leak-tight structure in underground premises. 

(Steady Energy 2025a.) 
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2.2  Facility Layout 

The facility is designed to locate partly aboveground and partly underground. Major above-

ground buildings are technical building, plant security control, administration control and 

control building. Reactor units and main safety functions for postulated accidents and severe 

accidents are located underground. The underground premises are designed to locate in 30 

meters below ground, which will protect reactor units and main safety functions for postu-

lated accidents and severe accidents against various external hazards. Underground premises 

are accessible from aboveground facilities by an access tunnel or personnel shafts. Figure 2 

presents the aboveground and underground premises. The light blue represents the under-

ground areas, and the grey colour presents above ground areas. (Steady Energy 2025a.) 

 

 

Figure 2. General layout of the LDR facility (Steady Energy 2025a).  

The facility is designed to include multiple units of the 50 MW reactors. All of them will be 

located in the reactor halls underground. Reactors are separated into individual reactor pools, 

safety systems and district heating connections. All reactors can be operated from one shared 

control room from above ground. 

Facility layout has a major role in security function which is discussed more in chapter 5. 

From a safety perspective the physical separation to the underground premises is an im-

portant design principle to protect the plant and people. More safety features and defence-

in-depth principles are presented in chapter 4. 
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3  Licencing of nuclear facilities 

It is identified worldwide that regulating SMR is demanding. Countries that already use nu-

clear power have legislation for applicable large NPP, and countries that do not yet use any 

nuclear energy need to build totally new legislation and regulatory frameworks for nuclear 

facilities. It is widely recognized that there are generally two main approaches for regulating 

the safety and security of nuclear facilities. First one is a prescriptive approach, in which 

laws and regulations specify detailed rules and the exact means of compliance. The other is 

a non-prescriptive (also known as performance-based or descriptive) approach, in which the 

law outlines general safety goals that must be achieved by the licensee. It gives flexibility 

for the licensee to choose how to achieve the goals, but it also gives responsibility to demon-

strate how the goals have been achieved. (IAEA 2022a.) 

In Finland the current nuclear legislations and regulation framework are more prescriptive 

in nature. The Radiation and Nuclear Safety Authority (STUK) have started a structural and 

substantive reform of the safety regulations and there is project to change the regulations to 

be more performance-based (descriptive) which enables different solutions in the license 

process. This reform is particularly relevant for new technology solutions, such as SMR. 

Although the LDR-50 utilizes conventional light water technology and is a pressurized water 

reactor, it also has unique features like passive core cooling systems which need to be ap-

proved by the regulators. The LDR-50 remains a nuclear facility subject to the highest safety 

standards.  

IAEA provided a survey for Member States about regulating and licensing SMR (IAEA 

2022a). Some Member States analysed their regulatory framework and identified challenges 

and positive experiences in regulating and licensing processes of SMR. Potential challenges 

according to the survey include: 

- Lack of established regulatory frameworks and licensing process 

- Novel design and technologies 

- Limited human and technical resources in regulatory bodies but also in applicants 

- Lack of harmonized international standards for SMR regulation 
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- Difficulty in applying a graded approach for licensing 

On the other hand, positive experiences and opportunities identified in the survey include: 

- Improved safety approach 

- Early and continuous engagement between regulators, designers and operators 

- Transparent communication 

- Some countries have successfully applied flexible, risk-informed and performance-

based regulations for SMR. 

3.1  Nuclear regulations.  

In Finland the basis of legislation is the constitutional law and then the Nuclear Energy Act. 

STUK have set their regulations which are based on above mentioned legislation and inter-

national regulations, agreements and treaties. Finnish Nuclear Energy Act and regulations 

need to fulfil the international requirements that come from the European Union (EU) and 

the International Atomic Energy Agency (IAEA). 

International legislation is at the top of the regulatory hierarchy of use of nuclear energy in 

the Figure 3. It sets the basis for safe and peaceful use of nuclear energy. Finland has been 

part of the European Atomic Energy Community (Euratom) since 1957 when the Euratom 

Treaty was ratified (European Parliament 2024). The European Union regulates nuclear en-

ergy fields. EU regulations and directives are part of international legislative acts. Finnish 

Nuclear Energy Act and STUK regulations consider international legislation, treaties and 

agreements. 
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Figure 3. Regulatory hierarchy. (Modified from Töyrylä 2025.) 

Another significant treaty besides the Euratom Treaty is the Non-proliferation Treaty (NPT) 

which Finland signed in 1971. The IAEA has their own agreements and Agency’s auspices. 

IAEA provides technical guidance, legal advice and scientific support for nuclear fields. 

Main goal for the IAEA is to work towards safe, secure and peaceful use of nuclear energy. 

IAEA provides international safeguards against misuse of nuclear technology and nuclear 

material. Due to the NPT safeguards agreement, the IAEA has authority to monitor nuclear 

programs and inspect nuclear facilities. (IAEA 2022c.) 

The Western European Nuclear Regulators Association (WENRA) was established in 1999. 

Head of regulators for nuclear safety in EU and Switzerland decided to start the co-operation. 

WENRA’s main objectives is to develop a common approach to nuclear safety. WENRA’s 

objective is to provide an independent capability to examine and continuously improve nu-

clear safety. Nowadays there is a large network of knowledge and experience of nuclear 

safety and reactor design. WENRA produces studies for better and safer nuclear energy use. 

Even though WENRA does not set regulations, it still has a big role in nuclear field because 

of its capability for neutral and independent safety studies and regulatory cooperation. One 

of WENRA’s strategies is to establish good practices to regulate regulatory cooperation for 

the assessment of new technology and determine safety objectives for new and innovative 

reactor technologies. (WENRA 2023.) 
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The current Nuclear Energy Act has been in effect since 1988. Numerous modifications have 

been made since then, but the global race for SMR development has created a need for the 

comprehensive reform of the Nuclear Energy Act. The current legislation and regulations 

are written for the traditional nuclear power plants, and they are not fully favourable for new 

innovations such as SMR technology. 

The Ministry of Economic Affairs and Employment of Finland (MEAE) started in 2019 the 

comprehensive reform project of the Nuclear Energy Act (990/1987). MEAE set up a 

workgroup to study the whole life cycle of nuclear power plants. The workgroup focuses on 

studying the licensing systems of different types and different phases of nuclear facility pro-

jects. The main objective of this reform is to develop the licensing system for nuclear facil-

ities to meet future needs, such as new technologies, nuclear waste management and decom-

missioning of plants. The reform also considers changes in other legislation and the renewal 

of international and EU agreements. (Liukko et al. 2020.) 

The Government proposed the first public review of the Nuclear Energy Act reform at the 

end of June 2025. Objective for the new Nuclear Energy Act is to ensure that the use of 

nuclear energy remains in the overall interest of society. Two major changes according to 

the licensing process are that Decision-in-Principle will be more general in nature than be-

fore and the Parliament will not grant Decision-in-Principles anymore. (MEAE, 2025) 

At the same time, STUK decided to start a structural and substantive reform of the safety 

regulations. Preparations for the renewal started in 2021. This reform of the safety regula-

tions began in 2022 and is expected to be completed by 2027, at the same time as the Nuclear 

Energy Act reform. This regulations reform project is called the SYTYKE project. The rea-

son for this regulatory change is the reform of the Nuclear Energy Act and the changing 

technology. The introduction of new technologies in the market forces STUK to modify 

regulations to accommodate these technologies. The goal of the regulations is to be technol-

ogy neutral. The main objectives of the regulatory reform are: 

- Emphasizing the responsibility of the operator 

- Correctly measuring the requirements in relation to safety significance 

- Enabling effective targeting of supervision based on risk characterization. 
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The first internal review (L1) of the regulations took place in 2024. The draft included first 

versions of the new regulations. The draft has been reviewed by stakeholders, and updates 

will be made based on internal comments. The second draft L2 will be open for public con-

sultation after the public consultation of Nuclear Energy Act in the second half of 2025. 

(STUK 2025a.) 

Biggest changes will concern the YVL guides. In the bottom line of Figure 3 is the regulatory 

guide, and it presents the YVL guides. The SYTYKE project will reduce the number of 

requirements in YVL guides to about one-fifth. Most of the current YVL guides will be 

transformed to the regulatory level, making requirements mandatory for licensees. There 

will be more performance-based requirements that enable various technical solutions and 

organizational approaches in the future. (STUK 2025d.) 

SMR projects would be quite challenging to conduct without the reform of the Nuclear En-

ergy Act and the SYTYKE project. To achieve the best result, MEAE and STUK must en-

gage in open dialogue with their stakeholders and hold a public hearing. MEAE has set up 

three consultations with different stakeholders including for example Finnish Energy ry, 

FinNuclear ry, HELEN Oy, Finnish Greenpeace ry, City of Lappeenranta and the Technol-

ogy industries of Finland ry (Liukko et al. 2020). Same with the SYTYKE project. STUK 

regulations are prepared in four stages. The first draft “L1” has already got internal com-

ments. The second draft L2 will be public, and every stakeholder or citizen can comment on 

it (STUK 2025a). For the safe use of nuclear energy and smooth licensing process of new 

technology there needs to be open discussion with regulators such as STUK, MEAE and 

IAEA.  

3.2  Licencing process of LDR-50 

Licensing a new technology and a new nuclear power plant in the Finnish regulatory frame-

work is a complicated process. In Finland there are three major steps in nuclear licensing. 

Here are presented the licensing steps according to the current legislation. The first main 

step in nuclear licensing is to get a Decision-in-Principle (DiP) from the Government. It is a 

political process where first the future licensee applies for it from the MEAE, then it is 

granted by the Government and lastly the Parliament ratifies it. The Government grants the 

decision-in-principle based on the overall interest of society. The Parliament has a chance to 
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approve or decline a project in the DiP phase in the current licencing system. The Govern-

ment pays attention particularly to the need for the nuclear facility project with respect to the 

country’s energy supply; the sustainability of the intended site of the nuclear facility and its 

effects to the environment; arrangements for nuclear fuel and waste management (Nuclear 

Energy Act 990/1987 14 §). The Government has proposed the reformed Nuclear Energy 

Act for public consultation. According to the MEAE (2025) Nuclear Energy Act bill the 

Decision-in-Principle for small nuclear power plants would be granted by the Ministry of 

Economic Affairs and Employment. In case of large nuclear project, the Government would 

grant the Decision-in-Principle. A positive DiP would be presented to the Parliament as an 

information report. 

STUK conducts a safety assessment for each licencing phase. The DiP can be acquired at 

the end of the conceptual design phase. The documentation that must be provided for DiP 

applications is stated in the Nuclear Energy Decree 161/1988 24 §. Example of documents 

are description of design, report of the applicable safety principles and plan for nuclear fuel 

management. The Municipality may use its right of veto before the DiP is granted. Environ-

mental impact assessment is a precondition for DiP according to current legislation. 

The second main step is a Construction License (CL). Requirements for the content Con-

struction License Application (CLA) are described in the Nuclear Energy Decree 31 § and 

32 §. For the CLA a basic design of the facility should be completed, and a Preliminary 

Safety Analysis Report (PSAR) with a number of other specified documents shall be deliv-

ered to STUK (Nuclear Energy Decree 161/1988 35 §). Similarly to the DiP process, the 

future licensee has to apply for the Construction License from MEAE and then it is granted 

by the Government. STUK gives its statement with associated safety assessment report for 

MEAE. The Parliament will not participate in the CLA process. 

After many steps in the construction phase e.g. civil works and installations, tests and in-

spections, an Operation License Application (OLA) can be delivered to the MEAE. Require-

ments for content of OLA are listed in the Nuclear Energy Decree 33 § and 34 §. Parallel to 

the MEAE delivery an extensive as-built documentation regarding facility technology and 

safety provisions will be submitted to STUK. Content of the required documentation to be 

submitted to STUK is listed in the Nuclear Energy Decree 161/1988 36 § and in the STUK 

YVL A.1. STUK provides oversight based on the obligations and responsibilities set out in 

the Nuclear Energy Act (STUK 2025b). After completion of documentation review and all 
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required inspection STUK will prepare and submit its statement with safety assessment re-

port to the MEAE. Based on the review of the OLA and all statements from authorities, etc. 

The MEAE will make decision on the OLA and the third main step of the licensing process 

can be achieved: the operation license. 

Figure 4 presents the LDR-50 license and the design process together, in accordance with 

the ongoing regulatory reform. The time schedule in this figure is not one to one between 

the LDR-50 project and the SYTYKE or the Nuclear Energy Act reform, but it illustrates 

that these projects go hand in hand. 

Figure 4. LDR-50 licensing process together with regulations and Nuclear Energy Act re-

form. 

In the LDR-50 project the design is divided into different phases which follow the DiP, CLA 

and OLA phases. First design phase is called the conceptual design phase. In it the first high-

level design decisions are made, and conceptual descriptions for different topics are pre-

sented. In the conceptual design phase, the objective is to prove that the concepts are capable 

of fulfilling the requirements. The goal is to be ready for the Decision of Principle applica-

tion after the conceptual design phase. 

Second design phase is the basic design phase. In the basic design phase, the design is com-

pleted from a scope perspective. System requirement specifications, equipment datasheets 

and a layout with allocation of systems, structures and components are provided. Maturity 

of details is developed further. In basic design there will be demonstrations that the safety 

systems work as they should, and major analyses and assessments will be made (such as 

Probabilistic Risk Assessment (PRA) and deterministic analyses). At the end of the basic 

design phase conclusions of the safety demonstration will be provided in the Preliminary 

Safety Analysis Report (PSAR), which will be needed for the CLA. In the detailed design 
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phase, it is possible to make modifications for the design. After acquiring the construction 

license the construction phase can be started. There can be overlapping with detail design 

and construction phase. In this thesis the focus is on the conceptual design and basic design 

phases. 

At the moment, the LDR-50 project is in the conceptual design phase. In this phase Steady 

Energy has intensive dialogue with regulators (STUK).  Based on the provided concept-level 

documentation STUK has carried out a concept evaluation based on the request of Steady 

Energy (STUK 2025c). The concept evaluation is a new procedure where STUK evaluates 

both the plant design and the supplier’s ability to meet the safety requirements. This proce-

dure has been included in the Nuclear Energy Act reform. At this stage it has been a good 

opportunity to both STUK and Steady Energy to practise how the conduct the concept eval-

uation. It is assumed that in future similar concept evaluation procedure will be included in 

all new nuclear projects. 

In concept evaluation Steady Energy sent out plans, demonstrations and descriptions of dif-

ferent features (e.g. design basis, safety objectives, safety principles, management system, 

security and safeguards concepts, waste management plan etc.) and then STUK assessed 

them. STUK did the concept evaluation safety assessment from a construction license point 

of view. Concept evaluation consisted of two phases, and they were finished at the end of 

2024. In the second quartal of 2025 STUK published the results of the concept evaluation 

for the public. The result of the assessment was a statement regarding whether it is possible 

to proceed towards the construction license phase, considering both the design maturity and 

the acceptability of the design solutions. As a conclusion of the concept evaluation STUK 

(2025c) stated that the LDR-50 and its main design solutions can be developed to meet the 

safety requirements in the future. However, the design was not yet mature enough for the 

comprehensive concept evaluation which will be needed in order to proceed to the construc-

tion license phase. There were comment by regulators about the nuclear security and physi-

cal protection systems maturity. The Security-by-design concept needs improvement and 

better implementation to be part of the overall safety design. The evaluation pointed out the 

need for a demonstration of LDR-50 physical protection systems and security response. 

Other security topics to be considered are information and cyber security management sys-

tems. The concept evaluation gave a good perspective on what still needs to be done to 

achieve the next steps in the licensing process. 
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4  Overall safety 3s 

The fundamental safety objective is to protect people and the environment from the harmful 

effects of ionizing radiation. Nuclear safety reaches for the highest standards of safety that 

can reasonably be achieved. To ensure the highest safety standards it is essential to minimize 

the risk of events that could lead to loss of control over nuclear reactors, nuclear chain reac-

tions or other radiation sources. For nuclear safety it is also important to control the radiation 

exposure of people and the release of radioactive material. If some of these events occur 

there must be ways of mitigating the consequences. Every nuclear plant shall fulfil the re-

quirements concerning fundamental safety functions which are reactivity control, heat re-

moval and confinement of radioactivity. (IAEA 2006.) 

Traditionally overall safety was covered only in terms of nuclear and radiation safety, but 

later security and safeguards were integrated to be part of overall safety concept, 3S. In new 

NPP projects the concept “3S in design” has come up. It covers the idea of implementing 

not only safety features but also security and safeguards into the design process. When im-

plementing 3S in the design process of NPP it is possible to make cost-effective design de-

cisions and avoid expensive changes made afterwards. This is even more important in the 

designing of SMR because SMRs have more compact design and advanced technology so-

lutions. The SMR field is a good opportunity to explore 3S interfaces, and 3S by design 

considerations. 

In this chapter 3S principles are presented and interfaces between 3S are discussed. Chapter 

4.4 covers 3S in the conceptual design phase of SMR project. 

4.1  Safety 

Defence-in-depth (DiD) is a safety design principle that ensures several levels of protection 

and barriers to prevent the release of radioactive material to the environment and mitigates 

consequences if releases occur. The key objectives of DiD approach are to compensate for 

potential human and component failures, to maintain the effectiveness of the barriers by 

preventing damage to both the plant and the barriers themselves, and to protect the public 
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and the environment from harm if these barriers are not fully effective. There is structural 

and functional DiD. The structural DiD consists of different physical barriers, for example 

fuel matrix, fuel cladding and containment system. The functional DiD is divided into five 

levels (Table 2). (IAEA 1996, STUK Guide YVL B.1) 

Table 2. Functional safety defence-in-depth levels with levels used in Finland. (Modified 

from IAEA 1996, table 1., STUK Guide YVL B.1) 

Level Objective Essential means 

Level 1 Prevention of abnormal operation and 

failures 

Conservative design and high quality in construction 

and operation 

Level 2 Control of abnormal operations and 

detection of failures 

Control, limiting and protection systems and other sur-

veillance features 

Level 3a Control of accidents within the design 

basis 

Engineered safety features and accident procedures 

Level 3b Control of severe plant conditions, in-

cluding prevention of accident pro-

gression. 

Complementary measures and accident management 

 

 

 

Level 4 Mitigation of radiological conse-

quences of significant releases of radi-

oactive materials. 

Equipping the nuclear power plant with systems which 

ensure the sufficient leak tightness of the containment 

in severe reactor accidents so that the limits for re-

leases in severe reactor accidents are not exceeded. 

Level 5 Mitigation of the consequences by 

means of emergency arrangements, 

limit the public’s exposure to radia-

tion. 

Off-site emergency response 

 

In Finland, functional defence-in-depth levels are divided such a way to five different DiD 

levels including DiD level 3 which is further split into 3a and 3b levels (STUK Guide YVL 

B.1). Internationally IAEA defines them as levels 1-5 without 3a and 3b deviation (IAEA 

1996). Besides the numbering, objectives are similar. Defence-in-depth is used as a basic 

nuclear safety design principle, and it remains applicable also to SMRs. Even though many 

SMRs have smaller radionuclide inventory and passive safety features (e.g. residual heat 

removal and natural circulation), the fulfilment of DiD levels still needs to be proven. 

The Defence-in-depth concept in nuclear world is often perceived to be part of only nuclear 

safety. But DiD concept is utilized also in security arrangements. Defence-in-depth 
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principles in security are applied to both layout and the structures of the facility and the 

functions of the security organization. The structural security DiD concept includes nested 

security zones (plant area, protected area and vital area), where the boundaries are most strict 

in the most inner zone. The functional security DiD include the functions: prevention, de-

tection, response and mitigation of consequences. Both safety and security DiD implemen-

tations rely on the functional redundancy, separation and diversity principles. 

Redundancy principle refers to the use of parallel subsystems or components so that the 

system can perform the required function even if individual subsystem is out of operation or 

a component fails. Redundancy principle protects against single failures. 

Physical separation refers to the separation of systems or components performing the same 

safety functions. Physical separation protects safety functions from external or internal haz-

ards with barriers, distance and placement. 

Diversity principle refers to the systems and components that have different operating prin-

ciples or differ from each other in some other way. Diversity principle protects against com-

mon cause failures. 

An example of the implementation of these three safety principles could be a pipeline that 

has a valve important for safety. To prevent random single failure, there are parallel N+1 

valves with the same function. To prevent common cause failure the valves are different 

types and to protect against hazards and threats valves are separated with walls. 

The Nuclear Energy Act (990/1987) section 7 sets safety requirements for the adoption of 

high-level safety design principles such as the SAHARA principle, graded approach and 

DiD approach to ensure safety of nuclear energy. Nuclear safety is based on the SAHARA 

principle, which means maintaining Safety As High As Reasonably Achievable level. 

Graded approach is used to determine nuclear safety features of the nuclear facility in right 

proportion to the risk of the use of nuclear safety. Figure 5 presents event and accident cat-

egories.  
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Figure 5. Event and accident categories. 

The IAEA (2016) recommends categorising the events on nuclear safety based on their ex-

pected frequency of occurrence or deterministic rules. Frequency limits are set to determine 

the severity of an accident, and these are presented for each event and accident. Initiating 

events are events that lead to Anticipated Operational Occurrences (AOO) or accidents. Nor-

mal operation (NO) includes all plant operating states (full power, shutdown, outage etc.). 

Normal Operation is corresponding for Design Basis Condition 1 (DBC1). An initiating 

event is a single event that leads to a consequence causing abnormal conditions. AOO is 

corresponding for Design Basis Condition 2 (DBC 2). Examples of AOO can be circulation 

pump trip, loss of district heating network or valve failure. AOO includes occurrences that 

are expected to happen once or several times in a period of hundred years (f ≥ 10 -2/a). De-

fence level one and two from Table 2 are meant to prevent AOO from escalating to accident 

conditions. Second level of defence functions include designed systems and safety features 

which are meant to return the plant back to a NO state. Effectiveness of these functions and 

operating procedures are ensured through safety analysis. (Steady Energy 2025b; IAEA 

2016a.) 

Based on the risk and frequency of events, Postulated Accidents (PA) are first accident cat-

egories. Postulated accidents are categorised into class one and class two. PA class 1 fre-

quency f of occurrence is less than once in a hundred operating years but at least once over 

thousand operating years (10-2/a < f ≤ 10-3/a). Some sources like the IAEA use abstract De-

sign Basis Accident (DBA) which refers to postulated accident. Example of postulated acci-

dent class 1 (DBC3) is main heat exchanger tube rupture. PA class 2 is corresponding to the 

design basis condition 4, and it is expected to occur less than once in a thousand operating 

years and lower limit is set to once over million operating years (10-3/a < f ≤ 10-6/a) (Steady 

Energy, 2024). In the LDR-50 initial event analysis there might be initiating events in DBC4 

category without consideration of frequency of the event (Steady Energy 2025b). DBC4 
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category accidents are already very serious, but the primary objective is to manage these 

design basis conditions so that they have no, or only minor, radiological consequences 

(IAEA 2016a). Defence level 3a protects the plant and the environment from postulated ac-

cidents and to return the plant back to a safe state (STUK Guide YVL B.1). Safety systems 

are designed to mitigate the consequences. STUK regulation (Y/1/2018 9 §) states that de-

fence levels shall be designed to function as independently as reasonably achievable from 

the others. 

Design Extension Conditions A (DEC A) are accidents where DBC2 (AOO) and DBC3 is 

extended due to the common cause failure. Functional defence level 3b is designed to control 

design extension conditions so that severe fuel damage can be prevented (STUK Guide YVL 

B.1). There is overlap between DEC A and DBC 4 accidents in severity. There might be 

DBC 4 accidents that have even more severe consequences than some DEC accidents. No 

frequency limits have been defined for DEC accidents. Design Extension Condition B is an 

accident which is caused by a combination of multiple failures. Significant common cause 

failures and combination of them are identified and analysed in Probabilistic Risk Assess-

ment (PRA). An example of this DEC B event could be loss of offsite power (DBC 2) and 

simultaneously a loss of on-site power system (such a diesel generators) due to the common 

cause failure. Design Extension Condition C can be caused by rare external event. A facility 

is required to withstand DEC C without severe fuel failure. 

Severe Accident (SA) is a situation where a considerable part of the fuel in the reactor has 

melted. Severe accident can also be an event where the containment function fails, and radi-

oactive release happens. Nuclear Energy Decree (161/1988 22b §) has set a frequency limit 

that an accident with cesium-137 release into the atmosphere in excess of 100 TBq shall 

occur in less than 5∙10-7/year. Defence-in-Depth level 4 objective is to control severe reactor 

accidents and mitigate consequences.  

Defence-in-depth level 5 objective is to mitigate consequences by means of emergency ar-

rangements to limit the public’s exposure to radiation. That case is beyond severe accident. 

There is not anymore release limits nor frequency limits. In that case radioactive substances 

are released from the nuclear facility into the environment. Defence level 5 main features 

include radiation monitoring inside and around the nuclear facility, protective measures to 

the population and emergency arrangements. 
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Table 3 presents the levels of defence-in-depth, event/accident categories, and the maximum 

annual dose limits for radiological exposure to the general public for each event/accident 

categories. It combines the information from Table 2 and Figure 5 into a single illustrative 

table.  

Table 3. Structure of event categories (Nuclear Energy Decree 161/1988 22b §). 
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PA class 2 

PA class 1 

3a  
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1 

Anticipated Operational Occurrences (AOO) 2 0.1 

Normal Operations (NO) 1 0.1 

Accident types  Level mSv 

 

One of the key safety principles in the LDR-50 design is passive safety features. Passive 

safety features do not require external power or energy to perform safety functions because 

they take advantages of natural forces and phenomena such as gravity, pressure differences 

or natural heat convection. These passive safety functions include e.g. 

- Functions ensuring subcriticality (reactor trip utilizing gravity) 

- Containment Vessel isolation (utilizing check valves) 

- Reactor Pressure Vessel (RPV) overpressure protection (utilizing spring-operated 

safety valves) 

One main passive safety system in the LDR-50 is the passive heat removal from reactor to 

the ultimate heat sink (reactor pool) by natural heat convection and conduction. Other main 

passive safety feature is the location of the plant. The LDR-50 reactor, main safety Systems, 

Structures and Components (SSC) and some physical barriers are located underground. Un-

derground premises provide protection against the release of fission products, external haz-

ards and threats. (Steady Energy 2025b.) 
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4.2  Security 

Security has the same objective as safety: to protect people, property and the environment 

from harmful consequences. Nuclear security can be defined as:  

“The prevention and detection of, and response to, criminal or intentional unauthorized acts 

involving or directed at nuclear material, other radioactive material, associated facilities or 

associated activities.” IAEA (2022b) 

The nuclear security regime uses risk informed approaches, which take into account the 

State’s current assessment of nuclear security threats, relative attractiveness and vulnerabil-

ity of identified targets, characteristics of Nuclear Material (NM) and potential harmful con-

sequences of malicious acts. The security regime allocates resources for nuclear security 

systems and nuclear security measures. These activities are based on graded approach and 

defence-in-depth. (IAEA 2013.) 

Security DiD apply layout and structures of the facility and the functions of security organ-

ization. Structural security DiD include nested security zones where the most important 

safety functions and NM are in the innermost zone. Functional security DiD include the 

prevention, detection, delay, response, and mitigation functions. More about functional op-

erations is presented in chapter 5.5. While nuclear security protects the facility from threats, 

nuclear safety functions protect the environment from radioactive release. Figure 6 presents 

parallels between security zones and structural safety features. Nested security zones with 

functional operations constitute multi-layered protection against threats. Vital systems such 

as reactor systems are placed in the innermost zone which is called the vital area. 
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Figure 6. Defence-in-depth in safety and security. Protective layers against threat and radio-

active release. (Hyvärinen et al. 2016). 

Small modular reactors can be game changers in security designs. SMRs presents unique 

chances to consider different security solutions and improve international nuclear security 

culture. Nuclear security in SMR can benefit from the small size of facility, passive safety 

features and standardized security arrangements but these might also make it harder to im-

plement layered protection. Security technologies advance at a fast pace and SMR designs 

have a chance to benefit from the lates technologies. (NEA 2025) 

4.3  Safeguards 

Countries that use nuclear energy have a responsibility for nuclear safety and the handling 

of nuclear materials in accordance with international agreements. Most of the countries with 

nuclear materials have made agreements of safeguards measures. The IAEA offers assis-

tance for independent verification of countries’ safeguards measures. Treaty on the Non-

Proliferation of nuclear weapons (NPT) is the cornerstone of the international nuclear re-

gime. The purpose of NPT is to advance peaceful use of nuclear energy and prevent prolif-

eration of nuclear weapons and nuclear explosive devices. By signing the NPT, a member 

state commits to not acquiring nuclear weapons. Safeguards are technical means and 



34 

 

procedures which the IAEA verifies that the member State of the NPT fulfil their obligations. 

(IAEA 2022c). 

NPT sets the basis for commitment of non-proliferation that is verified by safeguards activ-

ities set in the safeguard agreements. The most common agreement is the Comprehensive 

Safeguards Agreement (CSA). Objectives of the safeguard agreements are to detect any un-

declared nuclear material or activities in the entire country, detect undeclared production or 

processing of nuclear material in declared facilities and detect any diversion of declared nu-

clear material in declared facilities. These objectives basically ensure that nuclear facilities 

do not use nuclear material for any other purposes than what is agreed upon and actions 

prevent the unauthorized use or movement of nuclear material. The whole regulatory process 

for non-proliferation of nuclear materials includes safeguards, transport control, export con-

trol, border control, international cooperation and conventions. (IAEA 2014.) Clarification 

of terms: Nuclear material (in Finnish ‘ydinaine’) is defined as  

“Special fissile material means plutonium-239, uranium-233, uranium enriched in isotopes 

235 or 233, and materials which contain one or more of the above-mentioned materials; and 

source material means uranium which contains the mixture of isotopes occurring in nature 

or uranium, in which the relative quantity of isotope 235 has been reduced, and thorium and 

any of the above materials in the form of metal, alloy, chemical compound or concentrate.” 

(Government Decree on Nuclear Energy 161/1988 3 §). 

The IAEA uses various safeguards measures which include e.g. on-site inspections, technical 

surveillance, auditing nuclear material balance accountancy, annual physical inventory ver-

ifications, reactor power monitoring and verifications of transfer of NM. Key measures in 

the nuclear facility are camera surveillance, seals, measurements systems and nuclear mate-

rial accountancy. The operator is responsible for the nuclear materials safeguard measures 

of the facility, and the IAEA verifies independently them. Figure 7 presents how information 

flows between operator, State or Regional Authority responsible for safeguards (SRA) and 

the IAEA. Nuclear Material Accounting (NMA) is one of the most important things in a 

system that meets the requirements. The operator keeps record of nuclear material. Location, 

amount, transfer and any other movement of NM is documented. The operator reports to 

SRA, which after checking the documents, reports and databases forwards and then submits 

them to the IAEA. IAEA provides independent verification of the reports. (IAEA 2016b) 
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Figure 7. Information flow between the State and IAEA. (IAEA 2016b) 

Besides safeguard measures in the facility, one part of the NPT is also export and import 

control of nuclear materials. The objective of export control of nuclear items is to ensure that 

nuclear trade for peaceful purposes does not contribute to the proliferation of nuclear weap-

ons or other nuclear explosive devices. Export control includes nuclear material, but it also 

includes nuclear use items, systems, equipment, components, materials and technologies. 

Nuclear Use Item (in Finnish ‘ydinmateriaali’) means nuclear substances as well as nuclear 

materials, devices, equipment, information, and agreements referred to in the Nuclear En-

ergy Act (990/1987) 2 §. As Steady Energy and the future licensee do not yet have any NM 

(fuel elements, reactor, fissile material etc.), export control focuses on nuclear use items. 

Some computer codes and programs are also under export/import control. In the conceptual 

design and basic design phases a lot of modelling and analysis is ongoing, so these aspects 

need to be handled properly. 
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4.4  3S in conceptual design 

In the conceptual design stage, designers can consider safety, security and safeguards at an 

early stage. 3S concept evaluates synergies, and avoids possible conflicts between safety, 

security and safeguards. Safety, security and safeguards 

“shall be designed and implemented in an integrated manner so that they do not compromise 

on another”. (IAEA 2016a.) 

It is important to regard 3S already in the conceptual design phase because then it is possible 

to make efficient choices in design. It reduces costs and the need for expensive retrofits after 

construction. Integrated design team plays an important role in the 3S-by-design. Combined 

effort with cross-functional teams reduces design time and improves the quality of integrated 

3S systems. Teams can include expertise in safety, security, safeguards, operation/processes 

and systems engineering. Continuous collaboration with these disciplines’ through different 

design phases and lifecycle of the nuclear facility design will give the maximum benefit for 

the overall safety. The use of system engineering process for the inclusion of 3S into the 

design will help to ensure that potential conflicts will be identified, solved and every “S” 

stays in the design process. (Snell et al. 2013.) The primary focus in system engineering 

process is requirement management. System engineering process transforms requirements 

into design within the constraints.  

In LDR-50 3S-by-design is important because the spatial footprint is going to be as minimal 

as possible. 3S-by-design is meant to find solutions for design related questions in an early 

phase. For example, location of central alarm station needs to be implemented into design in 

early phase because of the minimum amount of space. From a security and safeguards per-

spective identification of vital areas and locations of nuclear material is important. Locations 

of security structures such as fences and access control points need to be part of the structural 

design so that costly retrofits can be avoided. Another critical perspective for the importance 

of 3S-by-design is that the licensing and commissioning process will be more efficient when 

security and safeguards are implanted into early design. Fulfilling necessary regulatory re-

quirements for decision-in-principle, construction license and operating license applications 

reduces the back-and-forth dialogue between designer, licence applicant and STUK. When 

all 3S are part of the design already the in conceptual design phase the LDR-50 concept may 

achieve early confidence from regulators and acceptance from the public. 
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In conceptual design phase the first conceptual descriptions for every field, such as 3s, lay-

out, reactor design, process design etc., will be developed. For example, the Security Con-

cept provides high-level rules and early solutions for the security systems of the LDR-50. 

Also, the objectives for security and general level means to achieve these objectives are 

included in the security concept. On the other hand, Safety Concept provides a high-level 

summary of safety design rules and principles applied in the design of Systems, Structures 

and Components. In the conceptual design phase, the first design solutions, rules and de-

scriptions of the systems are made. As it was mentioned in chapter 3.2, part of the conceptual 

design phase is the concept evaluation which STUK provides.  

4.4.1  Safety in conceptual design 

The conceptual design phase from a safety perspective includes determining the fundamental 

principles of safety. Key principles in the design of nuclear facilities are to prevent accident 

with harmful consequences, to mitigate the consequences of any accident that do occur and 

to ensure that all accident scenarios are considered in the design of safety systems, radiolog-

ical consequences are kept below the relevant limits and as low as reasonably achievable 

and that the probability of an accident with serious consequences occurring is extremely low. 

(IAEA 2016a.) 

Verification and validation (V&V) process goes through conceptual design, basic design and 

detail design phases all the way to the decommissioning. V&V ensures that the final product 

complies with the system requirements and demonstrates that the product is able to meet the 

needs of the stakeholder. Verification ensures that the design meets the specified require-

ments and internal consistency. Validation process ensures that design will achieve its in-

tended function. Safety demonstration process is part of the V&V process. In conceptual 

design, V&V activities are meant to demonstrate that the conceptual design phase is ready 

to fulfil requirements. STUK regulations, YVL-guidelines and IAEA safety standards set the 

expectations for safety demonstration. Defence-in-depth, physical separation, functional iso-

lation, redundancy, performance and quality requirements, and acceptance criteria will be 

demonstrated. 

Passive safety features are included in many SMR concepts as also in the LDR-50. This is a 

topic that needs to be proven to work in practice as in theory. Part of the V&V process are 
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planned experiments to demonstrate LDR-50 safety features. Experiments, tests and analysis 

are most importantly part of the V&V process in the basic and detail design phases, but their 

consideration planning is important already in the conceptual design phase. A full-scale pilot 

plant, called LDRe, will be built to act as an experimental facility for safety demonstration. 

In the conceptual design phase, major decisions are made for the pilot plant and preliminary 

plans for the experiments. The two main experiments test the natural circulation of the cool-

ant and the passive heat transfer through RPV-CV-RP heat transfer chain. Those are the two 

main design (and safety) features in the LDR-50, and experiments are meant for demonstrat-

ing that safety features fulfil requirements and the LDR-50 design works as it was designed. 

(Steady Energy 2024c.) 

Readiness for the Decision-in-Principle application requires that some technical documen-

tation is submitted with the application. From nuclear safety perspective main technical doc-

umentations are: 

- Technical principles of the nuclear facility 

- Description of safety principles 

- Plans of nuclear fuel and waste management.  

- Description of the suitability of the planned location for its purpose (Nuclear Energy 

Decree 161/1988 24 §) 

Part of the DiD application is that the information and explanations necessary for drawing 

up a preliminary safety assessment shall be submitted to the Radiation and Nuclear Safety 

Authority (Nuclear Energy Act 990/1987 12 §). Target is that at the end of the conceptual 

design phase the design is mature enough for DiP, and all necessary documents are provided 

to demonstrate that maturity. For example, part of the safety description is to identify and 

evaluate internal and external hazards. Renko (2025) has identified external hazards in his 

master’s thesis for the LDR-50 facility. He provided a range of design basis values of exter-

nal hazards for the LDR-50 in four different target regions. 
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4.4.2  Security in conceptual design 

IAEA has listed important actions that an applicant or an operator needs to undertake during 

planning stage (in this thesis it is called the conceptual design phase) to ensure a solid basis 

for nuclear security. First, it is essential to assess the expected type and amount of nuclear 

material that will be at the facility, determine its security category and evaluate potential 

radiological consequences from sabotage. A clear nuclear security policy and strategy must 

be developed by identifying the resources and organizational structures to implement and 

support the security measures effectively. It is important to raise awareness of nuclear secu-

rity among all individuals and organizations which are involved in the facility’s conceptual 

design phase. It helps to ensure that everyone understands the security policies and their 

specific responsibilities already in early stage. Furthermore, all stakeholders with nuclear 

security duties (on-site and off-site organizations) should be actively involved in the design 

process. It is also important to coordinate the security-by-design activities that are associated 

with the other 2S (safety and safeguards) and operational activities to find the synergies and 

challenges in the early phase. In the conceptual design phase information security is the main 

way to protect sensitive information. It should be integrated to be a crucial part of organiza-

tions’ nuclear security culture. Last but not least, applicants need to keep in mind the regu-

latory requirements related to nuclear security. (IAEA 2024a.) 

In the conceptual design phase, the main features of security systems of the LDR-50 are 

identified. These principles are valid in the current design and structure and if major design 

changes are made it is necessary to examine their impact for planned physical protection 

systems. These high-level rules are identified in the Security Concept. From the perspective 

of physical protection systems, the most important design related principles are the follow-

ing: 

- LDR-50 will be located very close to other industrial and human activities, which 

will be taken into account in the design of above-ground buildings and the land 

needed for necessary operations. 

- The Restricted area zone shall be combined with the double-fenced Plant Area. 
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- For certain threat scenarios, it shall be possible to stop all traffic to the power plant 

at a sufficient distance from the double fence boundary by means of a movable struc-

ture. 

- Reactors and all nuclear fuel shall be placed underground at a depth that takes into 

account identified threats. 

- The number of access routes underground shall be kept to a minimum.  

- In the design of security arrangements, the safety features of the facility shall be 

taken into account, and emphasis shall be placed on structural protection and tech-

nical supervision in order to limit the size of the security organization. 

- Synergy shall be sought by appropriately combining facilities related to plant control, 

management of physical protection and maintenance of emergency arrangements. 

However, the security organization shall not be assigned tasks related to the opera-

tion of the reactors and associated processes.  

- Synergy is also sought in electronic surveillance for security and safeguards.  

- In addition, the direction of information to the safety I&C should be limited and 

managed by using single-direction communication in a way that it cannot be tam-

pered outside.  

- The performance targets defined in the threat process shall be utilized in demonstrat-

ing the adequacy of nuclear security. This process will include the DBTs defined by 

the authorities. (Steady Energy 2024a.) 

These are the key principles for the design of a physical protection system. These objectives 

will be fulfilled in the design of Physical Protection System (PPS). From a nuclear security 

perspective, to achieve DiP there needs to be a preliminary plan for security and emergency 

arrangements. End of the conceptual design phase these documents will be provided and 

used for DiP: 

- Security concept 

- Security operations concept 

- Risk and threat assessment concept 
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- Cyber security concept 

- Security-by-design – conceptual requirements 

- Security-by-design – conceptual design. (Steady Energy 2024a.) 

Security concept provides high-level rules which are presented above. Risk and threat as-

sessment concept will provide early assessments which will be discussed more in chapter 6. 

Conceptual design presents a preliminary plan for physical protection systems. Part of the 

conceptual design phase in security is also the first round of identifying vital areas. More of 

the physical protection system and vital area identification is discussed in chapter five.   

4.4.3  Safeguards in conceptual design 

Safeguards by design (SBD) considers international safeguards requirements and objectives 

in the design process of a nuclear facility. SBD integrates safeguard requirements into the 

NPP life cycle from initial planning through design, construction, operation, waste manage-

ment and decommissioning (IAEA 2022c). In the conceptual design phase SBD is a volun-

tary process, but it builds confidence towards the IAEA and regulators. SBD in the concep-

tual design can include for example giving information to the IAEA about the design so they 

can start engagement. The designer, the operator, national regulator and the IAEA can iden-

tify and mitigate potential safeguards risks already in the conceptual design. Engagement 

with the IAEA in an early stage gives opportunities to evaluate the operational features rel-

evant to safeguards. The IAEA can suggest preliminary considerations for safeguards ap-

proach. SBD has two main objectives: (1) to avoid costly and time-consuming retrofits or 

redesigns of new facilities to accommodate safeguards and (2) to make the implementation 

of international safeguards more effective and efficient at such facilities for the operator, the 

State (regulator) and the IAEA. (IAEA 2014.) In LDR-50 safeguards-by-design the dialogue 

with the IAEA is open and continuous. 

Figure 8 illustrates the SBD along with the facility lifecycle presenting the expected action 

of stakeholders in each phase. The current LDR-50 concept design corresponds to pre-con-

ceptual design phase in the illustration (marked with red outline). 
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Figure 8. SBD along the facility lifecycle (Modified from Bari et.al. 2011). 

Facility Safeguardability Analysis (FSA) aims to help facility designers and operators to 

identify potential safeguards issues when creating new or modifying existing facilities. The 
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FSA process is designed to identify differences between a proposed facility design and the 

design of a similar facility with safeguards approach. Preliminary FSA is a part of the con-

ceptual design phase. FSA follows through the design process. First FSA identifies differ-

ences in the LDR-50 compared to a commercial large scale PWR: 

- Lower nuclear material inventory per assembly  

- Shorter fuel assembly  

- Multiple reactors within a common Reactor Hall  

- Core cycle length of 18 – 24 months is preventing the yearly core PIV on every 12 

months.  

- The facility is situated underground.  

- Low power density affects decay heat and radiation source term of spent fuel; may 

affect the intensity of Cherenkov glow.  

- Placement of spent fuel storage rack and reactor module in the same reactor pool.  

- Low discharge burnup may enable transferring spent fuel assemblies directly to the 

final disposal facility without interim storage.  

- Low burnup: higher Pu-239 content in the plutonium vector of spent fuel. This is 

especially the case for the central fuel assembly, which is irradiated for a single cycle 

only. (this is noted in the text that follows)  

- No electricity production. 

- No surveillance inside containment (integrated vessel): This is more related to termi-

nology. Any surveillance equipment that would normally be placed inside the con-

tainment, would in LDR be placed in the reactor hall.  

- Fuel assembly may have Control Rod support structure integrated on top of assembly 

that may limit visibility to the assembly from top. (Steady Energy 2024b.)  

LDR-50 safeguard solutions will be based on the same principles applied to large light water 

reactors. Such a solutions might include independent camera surveillance, Cerenkov view 

device, seals and nuclear material accountancy. From safeguards point of view one of the 

key challenges to be solved in the design of nuclear facility will be fuel handling. How fresh 
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fuel will be transported, where it will be stored and inspected, how spent fuel will be stored 

and what disposal solutions will be used. Safeguards-by-design is intended to introduce so-

lutions as early as possible, already as part of the design phases. 

4.5  Interaction between 3S 

Applying 3S in the conceptual design phase is very important because there is an opportunity 

to consider all three elements in an effective and optimized manner. For this, it is important 

to understand interfaces between safety, security and safeguards to avoid conflicts and to try 

to achieve synergies between them. Figure 9 illustrates the interfaces between safety, secu-

rity and safeguards. There are synergies but also challenges to be considered between any 

2S: safety-security; security-safeguards; safeguards-safety. There are also considerations be-

tween all 3S. For example, managing regulatory requirements and implementing those parts 

of the design is a challenge to solve in every 3S. 

 

 

Figure 9. Interfaces of 3S. (IAEA 2023.) 

When designers and management understand the synergies and challenges between 3S, it is 

possible to avoid conflicts and expensive retrofits in the construction phase. During the 
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design process there might be challenges of meeting the national and international require-

ments in different phases. As can be seen in Figure 9, synergies between safety-security are 

facility related, between safety-safeguards they are technology related, and between secu-

rity-safeguards synergies are materials related. 

While safety prevents accidents and radiological release to the environment, security focuses 

on spread of radioactive material and sabotage of facilities. One of the most obvious syner-

gies between safety-security is the DiD. Both safety and security systems use the DiD im-

plementation by applying several layers of barriers and levels to protect people and facilities. 

Safety and security both use graded approach, redundancy, diversity and separation princi-

ples in the design of the systems. Even though they have different factors in graded approach, 

one common thing is the consideration of radiological consequences. Considering effective 

legislative and regulatory framework, both safety and security need a well-functioning man-

agement system. Also, both security and safety can benefit from each other’s analyses. 

Safety analyses can support security designs, and the outcomes of safety analyses can be 

important for security considerations such as vital area identification, target definition or 

security event consequence analysis. There are also challenges in safety-security relations 

and most of them show up when considering conflict or emergency situations. Similar chal-

lenges are also identified between safeguards-safety. In conflict or emergency situations 

there might be situations where decisions need to be prioritized between safety and security. 

In those situations, access control may become a challenge. From a safety perspective it 

might be necessary to allow access to the maintenance personnel or an inspector of outside 

parties, and this may conflict the security procedures. Another example is an emergency 

where from a safety perspective every non-essential on-site personnel must be evacuated and 

emergency personnel accessed on the site. Evacuation situations must be controlled some-

how also by security personnel to avoid spreading nuclear material outside facilities or caus-

ing a damage to the facility (by accident or purpose). (IAEA 2023.) 

Safety and security also have a common interest when it comes to evaluation of hazards and 

threats. External hazards such as aircraft impact, explosion and the consequence of the blast, 

collision of heavy transportation and electromagnetic interference are evaluated in the design 

basis as a safety perspective. From a security perspective those are also valid threat scenar-

ios. Important interface between security and safety is that sabotage or intrusion can be an 

initiating event and lead to the plant’s state to change into an abnormal condition. In that 
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situation the safety measures and functions protect the plant and security functions detect, 

delay and response to the intrusion. STUK requirement (YVL A.11 B09) determines that a 

large commercial aircraft crash is assumed to be intentional, and it is categories as DEC C 

event. Safety and security can benefit from each other’s analyses, but safety analyses cannot 

exclude security threat scenarios. In safety design one important part is the concept of prac-

tical elimination, which means that certain accident scenarios are eliminated by designing 

safety features and operations in a way that the event is practically impossible to occur. The 

events are practically eliminated in the design by safety perspective due to the proven ex-

tremely small probability. Even though some events are eliminated by safety perspective, 

same events need to be included in the threat scenarios. The following initiating events (Ta-

ble 4) are practically eliminated in the safety design but need evaluation from security per-

spective (Steady Energy, 2024a). The same justification can eliminate multiple initiating 

events. Practically elimination is the results of multiple different justifications related to ap-

plication of safety design principles, conservative assumptions, passive safety features, high 

reliability of safety systems, design standards, safety demonstrations and reliably operation 

(Steady Energy, 2024a). 

Table 4. Practically eliminated initiating events 

Initiating event Examples for elimination justification from safety 

point of view 

Criticality accidents leading to rapid, uncontrolled 

increase of reactivity leading to a critical accident or 

severe reactor accident. 

Consideration of high safety margins by having con-

servative assumptions, design requirements and 

rules to ensure that safety of the plant is ensured even 

in conditions exceeding the design basis. 

Events resulting in the brittle fracture of the Reactor 

Pressure Vessel (RPV). 

Design of RPV based on proven, high-quality design 

and according to applicable standards; Application 

of functional DiD by having successive and reason-

ably independent defence-lines to protect the plant 

reliably against any deviations; Confirming the de-

sign by safety demonstration and testing 

Loss of coolant during shutdown leading to the un-

covering of the core when Containment Vessel 

and/or the Reactor Vessel are open, or the Reactor 

Hall is not leak tight. 

Operating the plant reliably during normal operation 

and accident conditions by having trained and qual-

ified operators and defining technical specifications, 

operating instructions, and accident management 

strategies to comply with the design bases of the 

plant. 
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A load jeopardizing the integrity of the Containment 

Vessel or Reactor Hall during a severe reactor acci-

dent. 

Design of systems, structures, and components 

based on proven, high-quality design and according 

to applicable standards; Containment Vessel and Re-

actor hall are located underground, which gives 

structural protection. 

A loss of cooling the spent fuel resulting in severe 

damage to spent fuel. 

Design of systems, structures, and components 

based on proven, high-quality design and according 

to applicable standards. 

A severe reactor accident caused by a small or large 

airplane crash. 

Safety functions required to reaching controlled state 

after such an event are located underground; Ensur-

ing high reliability of safety systems, e.g., by redun-

dancy, physical separation, functional isolation, and 

diversity 

A severe reactor accident caused by external hazards 

only affecting aboveground premises, e.g., tornados. 

Safety functions required to reaching controlled state 

after such an event are located underground; Ensur-

ing high reliability of safety systems, e.g., by redun-

dancy, physical separation, functional isolation, and 

diversity 

 

Security and safeguards synergies focus on preventing the spread of nuclear material. In the 

joint tasks assessments, only advantages can be seen, as the ultimate goal of both functions 

is to prevent the misuse of NM. In both security and safeguards access control systems have 

an essential preventive role. In principle the same access controls system can be used to 

monitor the access of individuals and control removal of nuclear material from the nuclear 

facility. State System of Accounting for and Control of nuclear material (SSAC) is a unifying 

factor of security and safeguards. While from a security aspect SSAC is used to account for 

and protect NM from unauthorized removal and sabotage, from a safeguards aspect it is used 

to verify that the State has not diverted or misused NM. Timely detection of misuse or re-

moval of nuclear material is part of SSAC, and both security and safeguards have adopted 

it. One obvious synergy between security and safeguard is inspections. Even though objec-

tives for inspections differ between security and safeguards, the findings and lessons learned 

from these inspections might be the common. The IAEA did not identify any challenges 

between security-safeguards. (IAEA 2023). However, one challenge could be related to the 

IAEA inspections. It has been agreed that IAEA inspectors can access the locations of 
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nuclear materials without obstruction. In the case of SMR facilities, the fuel storages might 

locate in places with limited or no access during operating period. 

Implementing system engineering to be part of the complicated design process of nuclear 

facility can help to deal with interfaces and requirements to build working systems. As it is 

known in the nuclear field, there are numerous requirements, which is why requirement 

management is essential. The first step in system engineering processes, in the conceptual 

design phase, is requirement definition where the main idea is to define plant level, macro 

level and system level requirements. This is the LDR-50 specific approach. All these are 

analysed in a requirement database, and in it the main interactions between different systems 

and operators can be identified. The goal is that every engineering discipline defines its own 

requirements and then justifies that those requirements fulfil regulatory requirements. Sys-

tem engineering processes will be part of every phase of the LDR-50 project.  
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5  Security by Design 

Security-by-design (SeBD) is defined in slightly different ways depending on the source. 

Sandia National Laboratories and Japanese Atomic Energy Agency define that the intent of 

SeBD is that  

“…a nuclear facility be designed so that an adequate level of security can be provided 

throughout the lifetime of that facility in a way that is cost-effective and does not have neg-

ative impacts on operations, safety, and safeguards”. (Snell et al. 2013) 

The aim is to design the security systems before the construction of the nuclear facility has 

been started. Snell et al. 2013 emphasise the effectiveness of early evaluation which may 

lead to reduced costs. On the other hand, World Institute of Nuclear Security (WINS 2020) 

highlights that SeBD is made with coordinated collaboration with all parties, including op-

erators, design engineers, systems engineers, security managers, safety assessors, project 

managers and regulators. In their reports (WINS 2020; WINS 2024a) they pointed out the 

importance of management systems in security culture. Also, Nuclear Energy Agency (NEA 

2025) pointed out the same observation in the latest edition of SMR dashboard. In the chapter 

regarding security NEA emphasises the importance of stakeholders’ collaboration. The im-

portance of equal treatment of security measures has also been emphasized in relation to 

safety. Even though SeBD consist of designing physical protection and evaluating threats, 

one of the most important aspects is how staff and managers deal with security culture. If 

individuals do not communicate effectively to one another about security improvements and 

concerns, it might lead to both increased costs and decreased security. 

SeBD should be used to integrate security design and analyses into design process of the 

nuclear facility in early phase. Use of SeBD can help to avoid costly redesigned and over-

designed security elements.  Hastily designed security systems designed only after the basic 

design of the facility can increase long-term operating and maintenance costs and, in the 

worst case, make the project impossible. SeBD allows the development of new physical 

protection systems (PPS) and new security methodologies. 

When starting to develop the SeBD it is necessary to recognise what are the essential ele-

ments that need protection (reactor, safety systems, onsite spent fuel etc.) and by that to 

identify specific sabotage targets. Second step of the is to define threats, that has to be taken 
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into account in the design of the security system and in the operations of the security organ-

isation (Evans et al. 2022.) In Finland the Authorities have defined a formal design-based-

threat (DBT) that the facility must withstand without significant consequences. Designers or 

licensees may also develop own threats specific for the facility or site in question. Target 

identification and threat definition together with regulatory requirements set the require-

ments for the design process of PPS. 

Security-by-design is not only for designing PPS. SeBD shall also cover cyber and infor-

mation security. Cyber security plays a major role in security systems nowadays. Design 

Evaluation Process Outline (DEPO) methodology is commonly used in the design process 

of PPS (Garcia 2012). The design process of PPS consists of three phases: 1. defining re-

quirements, 2. designing PPS and 3. evaluating compliance. Figure 10 presents the flowchart 

of the DEPO process. 

 

Figure 10. DEPO methodology (Modified from Garcia 2012). 

DEPO methodology can still be the basis for designing PPS in SeBD of new nuclear projects. 

Chapters 5.1-5.4 will focus on defining PPS requirements. Chapter 5.5. is about the design 

of PPS and then 5.6 focuses on the evaluation process. 

5.1  Security requirements 

Nuclear security is managed by preventing threats, detecting intruders, delaying the actions 

of intruders and limiting consequences. Frames for the security operations comes from the 

requirements. Definition of the requirements forms the basis for the system engineering. In 

the design processes of complicated systems like nuclear power plants there needs to be good 

skills to manage requirements. 
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Requirements for security of nuclear facilities are determined in STUK regulation Y/3/2020 

and Y/1/2018. Also, the YVL guides A.11 and A.12 specify those requirements. These reg-

ulative requirements are currently mostly prescriptive in nature and cover both physical and 

information security. 

The main alternatives for requirement approaches are prescriptive approach and perfor-

mance based (so called descriptive) approach. Prescriptive approach means specific require-

ments with clear specifications or acceptance criteria. Prescriptive regulations prescribe the 

specific means and methods to complete requirements. Prescriptive approach limits the flex-

ibility of the design process. Even though prescriptive requirements have a lack of flexibility, 

they are clear and predictable. Prescriptive requirements are meaningful in high-conse-

quence context or standardized environment. The focus of the descriptive approach is the 

outcome. Descriptive regulation defines what must be achieved, but not how to achieve it. 

This gives a lot of flexibility and room for innovations or new solutions. Descriptive ap-

proach allows designers to apply advanced and cost-efficient solutions. The licensee needs 

to prove and demonstrate that their solution is effective and fulfils the regulator’s require-

ments. (IAEA 2018.) Example of a prescriptive requirement in current valid STUK require-

ments is  

“For the implementation of nuclear security at nuclear facilities shall form four security 

zones within one another, which are defined in subsections 3.4.1–3.4.4: restricted area (stay 

and movement restriction area), plant area, protected area, vital area.” (YVL A.11) 

This prescriptive requirement states and defines security zones which the licensee must es-

tablish. On the other hand, example of a descriptive requirement from STUK regulation is  

“The planning of security arrangements shall be based on the design basis threat, the risk 

analyses of the activity to be secured, and the protection requirements assessed on the basis 

thereof”. (STUK Y/3/2020) 

Licensee is expected to base the security arrangements on the design basis threat but also on 

their own risk analyses. This allows flexibility in security system design. Another great ex-

ample of a prescriptive requirement regarding physical protection system design is that  

“The planning of security arrangements shall take account of the various areas of physical 

protection: deterrence, detection, delay and response. Planning shall consider the depend-

encies of the various areas”. (STUK Y/3/2020) 

It hasn’t been prescribed exactly how the physical protection system shall be designed; there 

are only determined outcomes that need to be fulfilled. The licensee only needs to prove that 
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they fulfil given requirements with their solutions. The Finnish nuclear legislation and STUK 

regulations are mainly prescriptive but contain elements that support performance-based im-

plementation. In the LDR-50 security system design process the goal is to determine its own 

requirements that will also fulfil all regulatory and legislative requirements.  

5.2  Design Basis Threat 

Design Basis Threat (DBT) refers to a predetermined threat scenario and associated ac-

ceptance criteria defined by the authorities, based on which the security measures of the 

nuclear facility are designed and implemented as well as practically possible. 

Design Basis Threat is a concept to be used in the design basis of a nuclear security system, 

based on an evaluation of threats and the potential consequences of unlawful acts or other 

acts that endanger nuclear or radiation safety. Risk-informed and graded approach nuclear 

security measures are defined by potential consequences and probabilities of malicious acts. 

Radiological consequences are determined based on the enrichment level and properties of 

material, radioactive characteristics, quantity, chemical and physical form and the state of 

radioactive material. (STUK 2020). Figure 11 presents the structure of DBT related to nu-

clear facilities. The threats included in DBT are classified into five categories based on their 

severity and radiological consequences. The DBT document is reviewed and updated regu-

larly in response to changes in the threat environment and operational context. Threats can 

be divided into two categories by their origin: external adversaries and insider threats. When 

defining threats for Security-by-design process, insider threat cannot be forgotten. 
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Figure 11. Structure of the Design Basis Threat. (STUK 2020.) 

DBT sets an upper limit for the licensee’s responsibility based on the severity of the threats. 

The State is responsible of any threats more serious than the limit. (IAEA 2021a). In STUK’s 

memorandum of design basis threat, the States’s responsibility of DBT is determined as fol-

lows:  

“With regard to threats beyond the DBT, the responsibility for prevention, protection, pre-

paredness and response rests with the state, and the task of the operator is to assist the 

authorities, as feasible”. (STUK 2020) 

In Figure 12, a principle-level boundary is presented, at which the operator's responsibility 

for preparing against threats defined in the DBT ends, and the state takes responsibility for 

more serious threats. Licensee cannot be expected to protect against most serious threats and 

above a certain level the State has responsibilities. 
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Figure 12. Roles and responsibilities for protecting against design basis threat (IAEA 

2021b). 

YVL A.11 appendix A presents confidential detailed requirements for security arrange-

ments. Together with the State’s confidential DBT analyses, these provide information to 

designers on how to protect against different DBT scenarios. These documents provide in-

formation about potential adversaries, their tools, knowledge, capabilities and number of 

adversaries in different scenarios. DBT scenarios are updated regularly, for example in the 

last 20 years cyber threats have increased and changed a lot. 

Adversaries come from different backgrounds and have different motivations. Generally, 

adversaries can be divided into different types such as common thieves, activists, organized 

crime, terrorist and cyber threats (WINS 2025). The nuclear power plant must address seri-

ous nuclear threats, but milder threat scenarios should not be ignored either. Security systems 

must be designed not only for the worst-case scenario, but also to withstand non-violent 

intrusions and disruption attempts. Even seemingly harmless or minor threats can escalate 

into serious consequences if not properly addressed. Attempts to steal a vehicle, scrap metal 

or components from facility might be just an idea of common thieves but can lead to bigger 

consequences if for example the scrap metal is contaminated or highly radioactive. As an 

example, in 1994 three teenagers stole 9,5 kg of natural uranium from a nuclear research 

centre (WINS 2021). Another concern is the activists. LDR-50 facility will be sited near 
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urban areas and will then be more easily accessible than large power plants. Activists might 

be willing to take illegal actions to achieve their goal, but they are not usually armed (WINS 

2025). In the years following the Fukushima Daiichi nuclear power plant accident in 2011 

an increase of intrusions or harassment by activists or protestors was observed. WINS (2021) 

listed nine different nuclear events during 04/2011 – 04/2014 which were caused by activists 

or protestors. In those cases, activist groups had entered nuclear sites, climbed onto buildings 

and caused disruption. Most of the time activists do not seek harm, but they want visibility 

for their opinions by actions. 

5.2.1  Insider threat 

An insider is defined as an individual with authorized access to nuclear materials, facilities, 

sensitive information, or associated systems, who could intentionally or unintentionally fa-

cilitate, or commit malicious acts. If an insider has the intention to carry out such an act, then 

it is defined as an insider threat. Insider threat differs from an external threat in that the 

adversary has advantages due to access permissions and technical knowledge. From a secu-

rity perspective, the insider presents one of the most complex and potentially damaging risks 

and anyone can be an insider regardless of position. An insider has an understanding of site 

routes, access permissions and the ability to bypass physical barriers and protections without 

raising immediate suspicion. For this reason, addressing insider threats requires a compre-

hensive blend of physical, administrative, and behavioural security measures. (IAEA 2020.) 

STUK guide YVL A.11 sets the requirements for the licensee to evaluate the insider threat 

together with DBT. The licensee is required to identify insider threats and to specify insider 

categories, potential motivations and targets. Finally, the licensee shall generate preventive 

and protective measures against insider threat. These measures are an essential part of the 

whole nuclear security system. 

IAEA (2020) categorizes insiders into four categories based on their intent and methods: 

Unwitting insider, passive insider, active non-violent insider and active violent insider. The 

unwitting insider is an insider without the intent and motivation to commit a malicious act 

but inadvertently causes it – for instance, by clicking on a malicious link in an email and that 

way providing authenticated access to an adversary. An insider adversary is a more direct 

and intentional threat. Insider adversary has the motivation and intention to commit a 
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malicious act. The insider adversary might be passive or active, and an active insider may 

be either non-violent or violent. Passive insider provides information or assistance without 

participating directly in malicious acts. An active non-violent insider is an insider who car-

ries out or enables malicious acts through deception or stealth, such as bypassing alarms or 

allowing unauthorized access. Active non-violent insider may assist external adversaries. 

Active violent insider is like an active non-violent insider but is also willing to use physical 

force or intimidation to achieve the malicious act. To demonstrate the real risk of insider 

threats, Table 5 presents real cases that have occurred over the years. There are only cases 

from nuclear facilities, but a lot can be learned from insiders in aviation or military. 

Table 5. Real cases of insider threats in nuclear facilities. 

Type of insider Motivation Where, 

when 

Description Source 

Active non-violent Money United 

States, 

1979 

Theft of LEU: Temporary contractor em-

ployee stole two 5-gallon (total 38 Liters) 

cans of UO2 powder. Tried to blackmail the 

general manager of the facility to pay 

$100 000. 

U.S. 

NRC 

1979 

First passive insider 

then active non-vio-

lent 

Ideology South 

Africa, 

1982 

Sabotage attack: Employee stole site plans, 

smuggled mines into reactor room and 

caused explosion. No loss of life but huge 

damage to the plant. Affected by African 

National Congress (ANC), which took the 

credit of bombing. 

Bunn 

2023 

Active non-violent Money Russia, 

1992 

Theft of HEU: Loyal employee stoles totally 

1,5 kg of 90% enriched HEU, because of 

money issues during hyperinflation. 

Bunn 

2023 

Unwitting insider - Japan, 

2005 

Employee used personal computer for com-

pany business. The computer was infected 

with malware and an unknown cyber actor 

stole data of nuclear power plant (photo-

graphs inside of multiple NPP and identify-

ing information about company workers.)  

WINS, 

2021 

Active non-violent Unknown United 

States, 

2009 

Attempt of theft: Employee of the Los Ala-

mos National Laboratory tried to steal a two-

ounce (56 g) piece of gold worth $2000 from 

LANL processing facility. Gold was 

Gonza-

les 

2010 
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contaminated with americium and plutonium 

which posed a serious health risk. Radioac-

tive plutonium could have been deadly if in-

haled or ingested. He got caught in the con-

tamination monitor. 

Active violent Mental 

health issues 

and prob-

lems with 

supervisor. 

India, 

2014 

Head constable, of the force that guards In-

dia’s nuclear facilities, carried out a mass 

shooting at the Kalpakkam nuclear power 

plant. Killed his supervisor and two other 

colleagues and wounded two more. 

Bunn 

2023 

Active non-violent Unknown Belgium, 

2014 

Sabotage attack on reactor turbine. Insider 

opened lubricating oil valve in turbine caus-

ing turbine overheating and destroyed. In-

sider and motivation are unknown. 

Bunn 

2023 

 

To identify and prevent insider threats, it is important to understand the motivations of in-

siders. An insider’s motive could be money, ideology, revenge, ego, coercion, mental health 

issues, disgruntlement or a combination of these (IAEA 2020). These are just examples and 

generalizations of motives, and every insider can develop sufficient motivation to perform a 

malicious act. For example, in the India 2014 mass shooting case, motivation of the shooting 

was a mental health crisis. Behind the mental health crisis was also a poor relationship with 

a supervisor which led to disgruntlement. One major source for employees’ disgruntlement 

is bullying by bosses. Good management system and organizational tackling of workplace 

bullying can significantly mitigate insider threats. (Bunn 2023.) 

Security DiD is a way to protect against insider threat. There are preventive and protective 

measures and in insider cases preventive measures are a key aspect (Figure 13). Protective 

measures follow the same pattern as protective measures against external threat, which in-

clude physical barriers, detection devices and inspections. Protective measures against in-

sider threat should be implemented using a graded approach for identifying targets. Preven-

tive measures are meant to reduce the potential insider threats and minimize opportunities 

for malicious acts. Preventive measures are applied through different phases of employment, 

from recruitment to post-employment. Before recruitment the company should evaluate the 

trustworthiness of every new employee by structured interviews, background checks, health 

checks, assessment of work history, identity verification and for some cases also 
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psychological assessment. New employees should sign a confidentiality agreement with the 

contract of employment and be aware of the company’s security culture. (IAEA 2020) In the 

nuclear field in Finland, it is common to do a background check for every new employee. A 

company can apply for a permission to participate in a security clearance program by Finnish 

Security and Intelligence Service (SUPO). The security clearance procedure seeks to prevent 

activities that endanger security. Still, Bunn & Sagan (2014) pointed out in their book A 

Worst Practice Guide to Insider Threats: Lessons from Past Mistakes that background 

checks will not solve the insider problem. Even a loyal long-term employee might become 

an insider due to money issues, health problems or coercion. 

 

Figure 13. Steps for using preventive and protective measures against insider threat (modi-

fied from IAEA 2020). 

During employment one major preventive measure is access control. Implementing role-

based access management ensures that individuals only have access to the information and 

systems that are necessary for the job function. It reduces the number of potential insiders. 

Accesses to vital areas are meant to be kept to a minimum. It is one of the basic security 

measures to protect critical systems. The two person -rule is also one preventive measure 

against an insider threat. In vital areas and working with critical systems or components there 

always needs to be two people to do the work. This minimizes insiders’ chances to success 

in the sabotage, but it also prevents human errors. During employment continuous assess-

ment, continuous training, personnel evaluation and human reliability programs have a ma-

jor role in preventing dissatisfaction against the employer, and these measures help to detect 

unusual or concerning behaviour among the personnel. Employers should offer good organ-

izational culture and support that helps employees to cope with stress or personal challenges. 

(IAEA 2020.) One preventive measure during employment is medical examinations and 
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health care. Nuclear Energy Act (990/1987 7w §) is determined that licensee shall annually 

provide health check to nuclear security officers and control room operators. Annually it will 

be evaluated if they are suitable for their tasks with regard of health. Health care professional 

has right to file a report to the responsible manager of the licence holder, security arrange-

ments manager and the Radiation and Nuclear Safety Authority if the operator’s behaviour 

is risk for the nuclear or radiation safety (Nuclear Energy Act 990/1987 7w §). Health care 

professionals have right to report to the police if security officer would be a risk. 

From a security perspective, it needs to be kept in mind that insiders may know security 

measures well and it cannot be assumed that security rules are followed (Bunn & Sagan 

2014). After employment the former employee’s access rights, including computer access, 

should be cancelled right away. 

SMRs has some novel features that can affect the insider threat risk. Many SMR facilities 

have reduced the number of overall staff compared to large NPPs. A smaller workforce can 

lead to both a decrease and an increase in insider threats. On one hand, fewer individuals 

with access means fewer opportunities for someone to engage in malicious act. It also makes 

it easier to apply human reliability programs to smaller groups. On the other hand, when the 

number of insiders is smaller, each insider can potentially cause more damage. When there 

are fewer staff, one individual has a higher degree of trust and access and might also control 

more functions and systems than in a large NPP. (Homan & Peel 2024). Also, the LDR-50 

is designed to be operated with minimum number of staff in normal operation conditions, 

and these insider aspects need to be considered while designing security culture and systems.  

5.3  Threat modelling and risk assessment 

DBT is a set of threat scenarios. When performing threat modelling, parameters, such as 

threat definition, threat scenario, datum-level threat, threat analytics, target merit, and threat 

merit, should be considered. In cases where designers or licensees do not yet have access to 

the State’s non-public DBT document, it is possible to somehow define and evaluate threats 

by themselves through threat assessment. Table 6 presents one example of how to simply 

evaluate threat scenarios. The example considers all five threat levels presented earlier in 

Figure 11. IAEA (2021, p. 18-19) presents a comprehensive list of attributes that need to be 

considered in the national nuclear security threat assessment and some of them are used in 
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Table 6. The threat assessment analyses capabilities, motivations, intentions and the number 

of adversaries, and also the use of weapons, explosives, power and hand tools, and transpor-

tation. Also, technical skills, infrastructure, level of funding and insider assistance will be 

evaluated in the threat assessment. Together with these, threat scenarios can be created. 

Table 6. Example of simple threat identification with threat levels. 

Threat level Adversary 

type 

Capabilities / 

weapons 

Objective / in-

tentions 

Target Motivation 

1 One person 

(outsider) 

Basic tools, at-

tempt of unau-

thorized entry 

Vandalism Plant area Instigation 

2 Insider (pas-

sive) 

Access to infor-

mation 

Information 

sharing to out-

siders 

Layout, access 

control and se-

curity systems 

Money 

3 Small orga-

nized group 

Firearms Unauthorized 

removal of ma-

terial 

Fuel storage Money 

4 Insider (active 

violent) + 

group of out-

siders 

Coordinated at-

tack, explosives 

Sabotage of 

safety systems 

Whole facility Ideology 

5 Highly capable 

adversary 

Aircraft as a 

weapon 

Destroying / ra-

diological re-

lease 

Whole facility / 

Reactor 

Radicaliza-

tion 

 

Risk And Threat Assessment (RATA) is one of the key elements in the design of PPS. There 

is not a common instruction on how to conduct the threat assessment and most of the studies 

focus on evaluating the effectiveness of PPS. The risk and threat assessment will be tailored 

to the purpose of the LDR-50. Threat assessment should consider all credible capabilities of 

threat which could be directed to the LDR-50 facility. DBT is defined by the State, and it is 

determined in regulations that the facility needs to be capable to protect itself against it. 

Threat assessment is made by the licensee to evaluate all the potential threats defined by the 

licensee and focused on the facility. Later, it needs to be demonstrated that threat scenarios 

are commensurate with the DBT. Risk and threat assessment will be discussed further in 

chapter six. 
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Threat assessment typically analyses every individual threat scenario when on the other hand 

DBT combines information about the threat entities into different adversary scenarios with 

specified capabilities and characteristics. Threat assessment analyses data on real-world 

threats and assess their relevance to the nuclear facility. Information will be gathered using 

historical threat data of actual attacks on nuclear facilities, sophisticated attacks against other 

relevant targets (for example banks and aviation) and socio-political context. DBT evaluates 

adversaries’ capabilities based on relevant policy consideration and screens out threats lack-

ing motivation or capability. DBT evaluates threats over a long-time horizon, uses different 

security sources and classified information, and is updated periodically. Frequently updating 

the DBT is important because threats will change as fast as technology, international and 

national conflicts and politics. (Snell et al. 2013.) 

5.4  Identification of vital areas 

STUK defines the nuclear facility security zones in STUK guide YVL A.11 as restricted 

area, plant area, protected area and vital area. In the LDR-50 the two outer zones will be 

combined into one (Figure 14). So, the outermost zone in the LDR-50 is called restricted 

plant area. It consists of a double-fenced area surrounding the buildings. Intrusion detection 

systems and surveillance systems will be installed in the immediate proximity to detect any 

suspicious actions. The protected area is bounded by the outer walls of the facility buildings 

and entry for the underground premises. STUK guide YVL A.11 sets requirements that the 

outer surfaces of buildings inside the protected area must be heavily protected against un-

lawful acts. Inside the protected area is a vital area or areas. Nuclear material which could 

cause high radiological consequences needs to be located in the vital area (IAEA 2018). 

Vital areas are the most protected areas. When designing PPS, identification of vital areas is 

important because adversaries should not be able to get into the vital area. As protecting the 

vital area with physical protection systems, the access and key rights need to also be kept to 

a minimum. 
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Figure 14. LDR-50 facility security zones. (Steady energy 2024) 

For determining the vital area, potential sabotage targets need to be identified first. Nuclear 

material which could cause high radiological consequences needs to be located in vital areas, 

but critical safety systems are also potential sabotage targets, and they need to be inside vital 

areas to ensure maximum protection. Vital areas should include at least all areas where threat 

could directly or semi-directly lead to the release of nuclear or radioactive material, areas 

where threat could trigger an event where facility’s safety systems are out of use, and areas 

where critical safety structures, systems, components and key operators are located. (IAEA 

2024b) Examples of vital areas could be the control room, the reactor hall and places with 

critical safety systems. Actual locations of vital areas are classified information. In the vital 

area identification process, consequences for every target’s sabotage should be evaluated. 

Providing a target list with categorization of consequences helps to further the PPS analysis.  

Access control for vital areas is one of the main security aspects to protect the area. The door 

to a vital area is the last barrier and last layer of PPS. That’s why the key rights and accesses 

need to be kept to a minimum. Each access right is combined to work order. Placing systems 

and components that require frequent maintenance or action in the vital area should be 

avoided (Guide YVL A.11). 

Vital area identification in the design phase reduces the number of sabotage targets and the 

size of the vital area. This is just one more example of why security-by-design is an important 

approach in the whole design process of a nuclear facility. When vital areas are identified in 

an early stage it enables cost effective physical protection systems. (IAEA 2024b.) 
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5.5  Design of Physical Protection Systems 

Physical Protection Systems (PPS) will be designed to provide defence-in-depth against sab-

otage targets. Designing risk-based PPS with graded approach needs collaboration between 

various parties such an operating personnel, safety and security specialists and emergency 

response agencies. PPS consist of detection, delay and response functions and together they 

form layered protection. (IAEA 2024b). When requirements, targets, vital areas and threats 

are identified, the design of the PPS can be developed (Figure 10). 

Because the LDR-50 is a district heating reactor, it means that the facility needs to be built 

in an urban environment. This can cause different and new risks also from a security per-

spective, compared to facilities in rural areas or large NPP facilities outside urban areas. 

Some of these factors include the potential increase in protests, the rise in petty crimes, and 

the opponents' ability to exploit the urban environment. (Evans & Evans 2024). This is one 

aspect that needs evaluation during the security-by-design process. Urban environment can 

also eliminate some traditional risks, for example high-rise buildings surrounding the site 

would effectively block aircraft crashes and possibly other major physical attacks. Also, in 

the urban environment there are a lot more people around the facility. Dog walkers are out 

at all hours of the day and in all seasons, and therefore they tend to notice suspicious activi-

ties quite early. The location can affect the DBT and RATA analyses and then affect the 

design of physical protection systems. 

PPS for SMR have inspired a variety of different solutions, such as minimal onsite force and 

robust PPS with new technologies or on the other hand some designs focus on minimal delay 

features but use onsite response force. Onsite response force consists of nuclear security 

personnel on the site, and offsite response force consists of offsite security personnel and 

police. Evans & Evans (2024) present one solution for PPS for SMR, where they have min-

imized the delay features, but they suggested use of onsite response force. In their report 

there would be onsite response force in a fixed position all the time. This is quite an expen-

sive solution and with the LDR-50 facility the main idea is to design such a robust physical 

protection system that a minimum number of onsite personnel can be used. For minimized 

onsite personnel the detection and delay features need to be designed carefully, and their 

robustness needs to be evaluated and proven. STUK and Nuclear Energy Act has not deter-

mined the number of security personnel onsite. It is only determined that 
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“the licensee shall have a sufficient number of nuclear security officers”. (Nuclear Energy 

Act 990/1987 7 §) 

There might be differences in these requirements depending on the country. The required 

headcount of security staff might affect the designing of PPS. This should be kept in mind 

when the LDR-50 is licensed to other countries. For example, in the current nuclear regula-

tion in the United States, the U.S. NRC has determined a number for the minimum headcount 

of security personnel (Evans 2024, U.S. NRC. 10 CFR 73.55). A nuclear regulation reform 

hasn’t been made to ensure suitable solutions for SMR or advanced reactor. The number of 

onsite security personnel is one key question in the security-by-design process. Robust se-

curity systems with effective surveillance and detection capabilities would reduce reliance 

on on-site security guards (NEA 2025). Comprehensive analysis needs to be done to define 

the number of onsite security personnel and response time of offsite security personnel to 

ensure the protection of the facility. 

Basic elements of PPS are security structures, surveillance systems, intrusion detection sys-

tems and alarm centre systems. Together with preventive measures such as deterrence and 

access control these should provide effective PPS against threats. Security structures include 

fences, walls, gates, blast-resistant doors, turnstiles and vehicle barriers that form delay fea-

tures. These provide structural security defence-in-depth. System must provide delay – the 

ability to slow down or prevent an adversary’s progress. These structures are strategically 

arranged to increase the adversary task time and provide more time for effective response. 

Figure 15 illustrates the physical protection response time. PPS response time starts from the 

first sensing of an adversary and ends when the adversary is interrupted. Main idea of PPS 

design is to keep the PPS response time as short as possible so that the adversary cannot 

complete their task. (IAEA 2018.) Designing PPS with diversity and separation enables an 

efficient physical protection system and efficient PPS decrease the PPS response time. Nec-

essary diversity can be achieved with observing different detection and delay features. This 

DiD approach takes advantage of every PPS component and ensures effective security sys-

tems. 
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Figure 15. Response timeline of physical protection system (IAEA 2018). 

Detection is the first critical function in PPS. It is meant to discover unauthorized access, 

movement, or other malicious acts. A robust detection system ensures that any attempt to 

damaging security systems is identified early enough to trigger an appropriate alarm and 

initiate a response. Surveillance systems, intrusion detection systems and alarm centre sys-

tems are part of detection functions. Surveillance is used for real-time detection and after-

wards verifying security events. (IAEA 2018.) Continuous monitoring can be achieved 

through Closed-Circuit Television (CCTV), thermal imaging, and video analytics. Cameras 

must be positioned to cover critical access points, vital areas and surroundings of restricted 

plant area without creating blind spots. Surveillance can be arranged also with entry control 

systems, metal and explosive detectors, radiation monitoring and portable surveillance tech-

nology. 

Intrusion Detection Systems (IDS) include e.g. motion detectors, infrared sensors, break-in 

alarms, and access control break indicators. These systems should provide an immediate 

alert of unauthorized activity. Surveillance systems and IDS are connected to alarm centre 

systems. With computer systems, monitoring and control panels and communication systems 

security personnel can observe suspicious movements and detect alarms. Effectiveness of 

IDS depends on reliability, minimal false alarm rates, and the ability to notice difference 

between routine and suspicious behaviour. In nuclear facilities Perimeter Intrusion Detection 

System (PIDS) is used more, and it means that the whole intrusion detection system is built 
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around the facility, not just the entrances. PIDS can also be called PIDAS (Perimeter Intru-

sion Detection and Assessment System) which is more commonly used in some of the 

sources from United States (Evans & Evans 2024). Designing and building PIDS can be 

costly and that is why in large nuclear facilities the PIDS is built around the protected area, 

not the whole plant area. Even though SMR facilities are smaller, it will be necessary to 

build PIDS as an outermost protection layer, which can indeed be costly. Figure 16 presents 

an example of PIDAS, but it is overall a good example of PIDS. The Perimeter intrusion 

detection system will consist of several different intrusion detection system as well as cam-

eras, light poles and fences. 

 

Figure 16. Example of PIDAS (Evans & Evans 2024). 

Central Alarm Station (CAS) is a place that provides continuous monitoring of alarms. All 

signals from surveillance, CCTV and IDS systems are connected directly to the CAS. And 

it is recommended by the IAEA (2021b) that any information from access control alarms, 
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safety alarms or any suspicious activity should also be provided to CAS. Security personnel 

work in CAS and their working conditions must be ensured similarly than in control room 

working conditions, for example closable and soundproof doors, strict access control, venti-

lation and electrical preparedness. Current STUK regulation (Y/3/2020 10 §, 11 §) requires 

that nuclear facility also has to have a command centre, but the location of the command 

centre has not been defined in regulations. It is not known yet if there are going to be changes 

for this topic in the new reform of Nuclear Energy Act and STUK regulations regarding 

SMR facilities. Besides CAS, there needs to be a stand-by alarm station for emergency cases 

where CAS is out of order. Current STUK regulation (Y/3/2020 10 §) requires that both 

alarm stations shall be capable of maintaining redundant and secure communication with the 

police, facility’s command centre and the facility’s control room. IAEA (2021b) recom-

mends that CAS should be designed such a way that there is a dedicated, redundant, secure 

and diverse network for internal and external voice and data communication. When design-

ing CAS, the same aspects must be taken into account as when designing a control room, 

such as human factors and human interfaces. 

Access control is a preventive and detective security function. The importance of access 

control against insider threat was discussed earlier in chapter 5.2.1. Proper access control 

verifies personnels identification at least in every transition between security zones (IAEA 

2018). Authentication in access control can be arranged with badging systems, biometric 

systems and pin code systems. Access to different areas, security zones, rooms and systems 

needs to be evaluated with all personnel. (WINS 2025.) Utilizing two or more identification 

systems with surveillance and intrusion detection systems creates layered protection (e.g. 

Locked door + electronic ID-card + fingerprint + CCTV + access control break indicator). 

Typical biometric identification systems are hand geometry, fingerprint, two finger geome-

try, blood vein patterns, facial recognition, eye patterns and iris-based recognition systems 

(IAEA 2021b). Biometric systems have improved in recent years and facial recognition has 

improved. Development in biometric scanning aims to replace intrusive methods like fin-

gerprint and retina/iris scans with systems that operate in less controlled environments and 

require minimal active cooperation from individuals (WINS 2021). It needs to be studied 

which biometric identification system is the most efficient, affordable and best solution.  

At the same time that security systems have advanced, criminals and terrorists have also 

developed more advanced technology. WINS (2021) introduce advanced technologies for 
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defence (some also for offence), for example drones, remotely operated weapon systems, 

robots and artificial intelligence. These technologies can be implemented to be part of the 

next generation of PPS, but at the same time these are also technologies which can be used 

to attack nuclear facilities. In a few years quite a widespread technology will be Unmanned 

Aerial Systems (UAS), commonly referred to as drones. UAS incidents can be anything from 

nuisance intrusions by careless citizens (which might be quite a probable scenario in urban 

environment) to using UAS as part of a coordinated attack. Robust fences and ground level 

IDS cannot protect a facility from UAS. There might be a need to implement new solutions 

for the detection of UAS such as optical imaging, radio frequency detection, and advanced 

radar. In Finland there are prohibited airspace (no-fly zones) above all nuclear facilities. This 

applies to all kinds of aircrafts, including drones. No-fly zones above the LDR-50 facilities 

will prevent accidental intrusions. In large NPP areas UAS can be a very effective surveil-

lance method to detect suspicious movement around the plant area. 

The functionality of industrial robots has improved in the last few years and WINS (2021) 

pointed out that robots could be used for security purposes. Robots could do security rounds 

around the facility or robots could be programmed to check triggered alarms. Robots could 

be used in future to support the detection function, because they can be programmed to col-

lect much more data compared to human senses. Robots with Artificial Intelligence (AI) are 

very efficient to collect data and they could be trained to detect anomalies or identify suspi-

cious movements. Use of AI in nuclear facilities brings also some serious vulnerabilities, 

which will be discussed more in chapter 5.7. 

5.6  Evaluation methods of physical security systems 

The first step in Design Evaluation Process Outline (DEPO) was to identify requirements, 

threats and targets. When targets have been identified and vital areas have been determined, 

it is known what needs to be protected. Next step was to design the physical protection sys-

tem including security structures, surveillance technology and response functions. PPS pro-

vides detection, delay and response against threats. When the PPS has been designed, the 

effectiveness and compliance of security measures must be assessed. Figure 17 presents 

DEPO process. Evaluation phase could include many different analyses. All of them are not 

necessary, but here are presented some that are used to evaluate security systems. 
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Figure 17. Detailed phases of PPS design process. 

The licensee shall demonstrate the effectiveness of the security arrangements against threat 

by exercises and other appropriate means (STUK Y/3/2020 6 §). Modelling and simulation 

methods have improved a lot during last years, and nowadays it is possible to simulate more 

outcomes faster than before. Simulations can be used to design PPS and evaluate threat sce-

narios, but simulations can be used also to evaluate the efficiency of the existing PPS. 

Effectiveness of PPS can be evaluated with several different methods. The most common 

ones are path analysis, neutralization analysis, scenario analysis and insider analysis. The 

effectiveness of PPS can be expressed by the probability of system effectiveness. Physical 

protection system effectiveness can be evaluated by equation: 

𝑃𝐸 = 𝑃𝐼𝑃𝑁     (1) 

PE is physical protection system effectiveness; PI is probability of interruption and PN is 

probability of neutralization. (IAEA 2021b.) 

Path analysis is a performance-based evaluation method that evaluates the PI, which depends 

on detection capabilities, delay times, and response time. An adversary needs to select and 

follow a path to complete theft or sabotage. Path analysis simulates different paths and cre-

ates timelines. These timelines help evaluate whether the attack is likely to be detected early 

enough and how the adversary chooses to avoid detection and penetrate barriers. From the 

path analysis method, it is possible to analyse when the adversary is detected and if security 

personnel can response before the adversary completes the task. Figure 15 demonstrates the 

adversary task time and response time. One of the sensing opportunities will be the critical 

detection point which activates response force. The task time and response time are 
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measured or estimated quantitatively for each credible path which an adversary could take 

and this produces PI. The lowest PI is the most vulnerable path, and it is called the critical 

path. (IAEA 2018, IAEA 2021b.) 

Neutralization analysis evaluates the PN as a probability of neutralization. It is a measure of 

the effectiveness of the response. PN depends on information about the response, the threat, 

the PPS and the choice of methodology for neutralization. Methods for evaluating PN include 

expert judgement, mathematical models, simulations and analysis of results from real events 

and response force exercises. Evaluation of PN also includes detailed information of adver-

saries’ paths, weapons, physical barriers and other delay features. (IAEA 2021b.) 

Methods for evaluating insider threat include expert reviews, path analyses and tabletop 

analyses (IAEA 2021b). Evaluating PPS from an insider threat perspective is quite challeng-

ing because insiders have detailed information and authorized access. Björkman et al. (2022) 

present a study of a risk-informed approach for analysing an intelligent insider sabotage 

scenario. The study was funded by the STUK and made by VTT.  It uses a logical model of 

safety PRA, sabotage logic from vital area identification and path analyses to identify dam-

age paths of insider. They implanted this method to be part of a protype tool for security 

optimization called RISCO (Risk-Informed SeCurity Optimization). RISCO could be a sim-

ulation tool for designing and evaluating PPS against external and insider threats. In the 

study they modelled insider actions delay and response times, and detection probabilities. It 

is a quantitative, scenario-based method where it is identified how an insider could exploit 

facility vulnerabilities. In it different physical protection strategies are evaluated and com-

pared. RISCO could be a future security optimization tool. 

Other way to evaluate the effectiveness of PPS is determining the PE directly without PI and 

PN. This is called scenario analysis. Scenario analysis involves the development of detailed 

attack scenarios based on identified threats – such as those in the threat assessment and de-

sign basis threat. Each scenario includes potential adversary behaviours and tactics, and also 

response force choices, security procedures, operational conditions and other defeat meth-

ods. Interactions between PPS and adversaries are simulated as realistically as possible. 

(IAEA 2021b.) This method could be applied to the assessment of threats other than intru-

sion-type threats. Examples of such threats could include various collisions and other threats 

aimed at jeopardizing the safety of the facility from the outside. 
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Even though simulations are used very much, and simulation strategies have improved, they 

do not replace exercises. Simulated scenarios can be used as a basis for exercises. Exercises 

help to determine and prove the detection and response time of PPS. Because the effective-

ness of security systems needs to be proven to the regulators, exercise situations can demon-

strate for example communication of response forces. (IAEA 2018.) 

5.7  Cyber and information security 

STUK YVL Guide A.12 sets guidelines for information security management and STUK 

Y/3/2020 sets the requirements for it. Information and cyber security need to be taken into 

account in every design phase. In the conceptual design phase information security is a main 

security concept, because there is not yet the plant but a lot of information. Information 

security concept is implemented in early phase to be part of the workplace security culture. 

Information should be protected against threats but also against damage caused by equip-

ment and software failures. This chapter focuses on cyber security as part of the security-by-

design concept. Future chances of cyber security, artificial intelligence and cyber security 

threats in nuclear facilities are also discussed. 

Digital systems are generally categorized into two types: Information Technology (IT) and 

Operational Technology (OT). IT means the use of computers to create, store, provide, study 

and transmit data and on the other hand OT means the systems dedicated to monitoring or 

control of physical devices such as valves, pumps or cameras (WINS 2024b). IT is part of 

office work and IT security is part of the everyday life of office work. As in the conceptual 

design phase it is also necessary to design early drafts of the OT security for the future fa-

cility. Depending on the source, information security can mean the IT systems and cyber 

security can mean the security of the OT systems. Speaking generally of both IT and OT 

systems the term computer security can be used (IAEA 2021c). Computer security is an 

independent part of the security systems, but it plays a major role also in physical security 

systems, because computer security protects PPS, but also PPS protects computer systems. 

Computer security also affects PPS because access control and surveillance and IDS tech-

nology need computer systems. 

Security and safety requirements should be considered when designing facilities computer 

systems and cyber security systems. Graded approach and defence-in-depth principles will 
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be used for determining computer security systems. Layered protection and systems will 

ensure that potential adversary need to pass several layers of defence-in-depth to. When us-

ing diverse and independent computer security measures it will reduce vulnerability. Design 

of computer security systems needs expertise from safety and security to avoid possible con-

flicts. (IAEA 2021c.) 

Nowadays artificial intelligence (AI) plays an increasingly major role in the technological 

world. Possibilities for AI use in nuclear facilities could be identifying characteristics or 

patterns in data, for example from surveillance and IDS data. But from the cyber security 

perspective, automated AI-powered cyberattacks could be one more cyber threat in the fu-

ture. Another concern in the use of AI is the prospect of AI systems being hacked. If in the 

future AI systems are used to process a lot of data from the facility, they will be very good 

sources of information for hackers. The number of different kinds of cyber threats has in-

creased in the last 20 years and will continue increasing in the future. (WINS 2021)  
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6  Methodology for risk and threat assessment 

Even though design basis threat is defined by the State, the licensee shall evaluate risks and 

threats by themselves. Risk And Threat Assessment (RATA) will be conducted in the LDR-

50 security-by-design process. It will consider identified threats and risks related to them 

which are valid for LDR-50 facility. Main idea in RATA is that the licensee determines 

potential threats by themselves and in later phase ensures that they correspond the States 

DBT evaluations. In the security-by-design process, a requirement-driven approach is pur-

sued. RATA is a process to evaluate threats, targets and security accident scenarios by the 

licensee. Results of RATA ensure the fulfilling of the descriptive requirements and fulfilling 

of the performance targets for each threat category (Figure 11). In RATA risks can be also 

identified, which is relevant to the finance, work safety, operational continuity, profitability 

of operation e.g. 

Figure 18 presents a timeline of the main steps of security-by-design together with LDR-50 

design phases. First version of RATA will be made at the end of the conceptual design. Then 

it is also possible to make a preliminary licencing plan for the physical protection system. 

Risk and threat assessment will be repeated during the basic design phase until the perfor-

mance targets set for the threat and relevant prescriptive requirements have been demon-

strated to meet. When the design of the whole facility gets increasingly more detailed, the 

RATA will also become more accurate. Final version of the RATA sets requirements for the 

PPS. For the construction license application, a preliminary plan of the PPS is needed. After 

the preliminary plan of the PPS, it is time to evaluate the physical protection system as pre-

sented in Figure 17. RATA is a tool to analyse and evaluate the effectiveness of PPS in every 

phase. With RATA it is possible to demonstrate the effectiveness of PPS to regulators. 

RATA will be part of the security design through the whole lifetime of facility. If there is 

made changes to PPS, RATA can be used to analyse them. 
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Figure 18. Timeline of main steps of Security-by-design. 

In threat analysis the object of assessment, such as number of adversaries, type of adver-

saries, weapons, tools, capabilities, objectives, motivations etc., will be selected. With these 

boundaries threat scenarios will be composed. Critical part of the RATA is to determine 

what are the potential targets. Even though vital areas are defined, it still needs to be evalu-

ated which targets could be possible from adversaries’ point of view. Potential targets give 

initial value for determination of the accident. It will be evaluated which kinds of initiating 

events are possible and which accident scenarios follow the events. Figure 11 presented ear-

lier the limits of radioactive release compared to DBT. Same kind of evaluation will be made 

for threats that are determined by RATA. For every threat scenario the dose limits for acci-

dents will be determined with consideration of targets and inventory of nuclear material. 

Open conversation with the nuclear safety team enables collaboration. Their safety analyses 

can be utilized when evaluating inventory and dose limits for the threat scenarios. Also, 

totally new analysis can be made for threat scenarios. Considering accident scenarios, dif-

ferent failure combinations are also evaluated from a threat scenario perspective. When tar-

gets are identified, threat scenarios are determined, and accident scenarios are evaluated, it 

is possible to design the physical protection system and then analyse the efficiency of PPS. 

Critical aspects will be the detection, delay and response times as shown in Figure 15. Suf-

ficiency of PPS will be evaluated with an expert panel and analysis tools (for example the 

RISCO). 
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This RATA is quite a long process, and it will likely take a few rounds until all possible 

threat scenarios have been evaluated, PPS has been proven to be robust enough and all re-

quirements have been fulfilled. The RATA process has many phases. The main goal is to 

get the first round of RATA done in the conceptual design phase, so that threats would have 

been evaluated and vital areas identified when the basic design phase starts in the licensing 

process of the LDR-50. RATA tool will be part of the security through lifetime of the facility. 

Figure 19 presents the steps of RATA in design phases. 

 

Figure 19. Steps of Risk and Threat Assessment 

Considering RATA as part of the security-by-design process helps to evaluate demands 

placed on the PPS under different threat scenarios. In conceptual design phase also the DBT 

criteria is defined and methodology for DBT and RATA is described. When first rounds of 

RATA are done in the conceptual design phase it is possible to confirm the expenses and 

design critical components of physical protection systems in basic design and detailed design 

phases. This reduces cost and possible retrofits in the construction phase. Risk and threat 

assessment is completed in the basic design phase. Threats scenarios are then compared with 

DBT scenarios and all requirements for PPS can be determined. Designing of the physical 

protection system can start after that. RATA by itself does not design the nuclear security 

systems. At the same time with RATA the whole nuclear security for the LDR-50 needs to 

be designed and evaluated. 
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7  Discussion 

3S-by-design is meant to find solutions in early phase for design related questions. New 

nuclear projects have proven that considering Safety, Security and Safeguards equally in the 

design process is cost efficient. In SMR design it is even more important to consider all 3S 

in the design process. Some of the SMRs use new technology or the location differs from 

large NPPs. Even though they are small power plants, they are big engineering projects. And 

also, the inventory of nuclear materials and radioactive material is remarkable and need to 

be protected systematically. That’s why 3S-by-design is a reasonable approach. In LDR-50 

3S-by-design is important because the spatial footprint is going to be as minimal as possible 

and LDR-50 reactors will be located in urban areas. 

To fully benefit from the 3S-by-design approach, it is essential to consider all three S’s and 

understand their synergies, interactions, and potential conflicts. Table 7 highlights the strong 

similarities between safety and security. It compares different accident levels, threat levels, 

and the annual dose constraint for individual of the population on those events. Table 7 gath-

ers information from Table 3 accident categories and Figure 11 structure of threat types in 

one table. There are numerous overlapping features between nuclear safety and nuclear se-

curity, and they are not significantly distant from one another. Both designs rely on the fun-

damental design principles such as defence-in-depth. Safety DiD levels 1-4 is presented side 

by side with security threat levels, which can be assumed to correspond to security defence-

in-depth layers. Nuclear Energy Decree (161/1988 22b §) sets radiation dose constraints for 

events/accidents. Nuclear security protective objectives were derived from the event/acci-

dent dose constraints (STUK 2020). 
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Table 7. Accident and threat levels compared with annual dose rate constrain for individual 

of population. 

Large release of radiological substances Threats beyond the design basis threat 

Severe Accidents 4 X Extreme sabotage, theft 5 X 

Design Extension Conditions 

(DEC) 

3b 20 Airplane crash 4 20 

Postulated Accidents (PA) 

PA class 2 

PA class 1 

3a  

5 

1 

Sabotage, theft 3  

5 

0,1 

Anticipated Operational Occur-

rences (AOO) 

2 0.1 Widescale vandalism, information 

system distribution, theft 

2 0.1 

Normal Operations (NO) 1 0.1 Vandalism, influencing through in-

formation networks, random theft 

1 0.1 

Types of events/accidents Level mSv Types of threats Level mSv 

 

A clear nuclear security policy and strategy must be developed by identifying the resources 

and organizational structures to implement and support the security measures effectively. 

Combined effort with cross-functional teams reduces design time and improves the quality 

of the integrated 3S systems. Collaboration between different design teams during the con-

ceptual, basic and detail design ensures that the benefits of 3S-by-design will be accom-

plished. Security-by-design will not be efficient if there is no consultation or open conver-

sation between different teams. Collaboration with nuclear safety team ensures that facility 

design can benefit from safety and security interfaces. With early collaboration conflicts 

with safety, security and safeguards structures can be avoided. Collaboration with layout, 

structural design, process design, electrical design and Instrumentation & Control (I&C) de-

sign ensures that security requirements are part of the facility structure and there are no needs 

for retrofits afterwards. Implementing security measures retrospectively is costly. Continu-

ous collaboration with different disciplines trough the different design phases and the lifecy-

cle of the nuclear facility design will give the maximum benefit for the overall safety. Figure 

18 presented earlier 3S phases together with engineering designs. In the conceptual design 

phase main goal is to establish the design basis for every technical field. After that, basic 

design phase proceeds in a predetermined sequence. Like figure 18 present, the engineering 

sequence follows a waterfall model. At this stage, the security requirements from RATA 
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must already be defined, as they influence for example the layout development. For instance, 

access routes play a significant role in layout planning. The goal is to get robust and efficient 

physical protection systems for the LDR-50 facility. A carefully designed security concept 

with dedicated security structures should be implementable as far as possible using the fa-

cility’s structures to also minimize necessary security operations. Collaboration with 3S-by-

design and engineering design enables efficient layout solutions and robust physical protec-

tion. A companywide approach is needed. Here are listed some objectives to achieve it:  

1. Awareness of the importance of security-by-design among all technical teams. 

2. Clear roles and responsibilities. 

3. Scheduled meetings with other technical teams.  

4. Requirement management. 

5. Treat security and safeguards equally with nuclear safety. 

Nuclear Energy Agency (2025) pointed out in the latest Small Modular Reactor Dashboard 

that successfully implementing security-by-design requires commitment to prioritize secu-

rity design to the same level with other design fields. Having design engineers or security 

specialists is not enough, when security-by-design demands top-down commitment. Collab-

orative approach with different stakeholders like design engineers, managers and regulators 

is needed. 
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8  Summary 

This thesis studied 3S-by-design concept in the LDR-50 design process. Especially this the-

sis focused on security-by-design, but security systems cannot be designed without consid-

ering the other 2S. Objective of this thesis was to provide a methodology for implementing 

the risk and threat assessment part of the security design. This thesis identified main steps in 

the design process of physical protection system (Figure 17). One step is to conduct the risk 

and threat assessment separately from the design basis threat. DBT is defined by the State, 

and it is determined in regulations that the facility needs to be capable to protect itself against 

DBT. Threat assessment is made by the licensee to evaluate all the potential threats focused 

on the facility. This thesis provided methodology for the RATA, which was presented in 

Figure 19. First rounds of the RATA will be made till the end of the conceptual design phase. 

The theory part focused on licensing processes of nuclear facilities. New nuclear solutions 

require learning experiences also for the regulators and policymakers. The objective of the 

ongoing Nuclear Energy Act reform is to ensure that the use of nuclear energy remains in 

the overall interest of society. Two major changes for the licensing process are that Decision-

in-Principle will be more general in nature than before and Parliament will not grant Deci-

sion-in-Principles anymore. Reforming nuclear regulations from prescriptive regulations to 

more descriptive will enable variation in safety solutions, design features and security de-

sign. Collaboration with regulators from the concept design phase to decommissioning 

makes the whole process time and cost efficient, shows transparency and helps the licensee 

to react early to challenges. 

This thesis also studied 3S-by-design concept from a conceptual design point of view. The 

focus was to identify potential interfaces and challenges between safety, security and safe-

guards. This thesis identified interfaces and challenges from a general point of view. Treating 

the 3S equally during the design phases reduces complications. Designing the physical pro-

tection system will require good collaboration between different design and engineer teams.  

In the theory part the design of the PPS was studied. Thesis was made by public sources and 

focused on security systems from SMR point of view. This general approach presented tra-

ditional steps in the design process such as design basis threat, insider threat, vital areas and 
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security systems. Some advanced technology can be used as part of the PPS, for example 

AI, robotics and drones. When security technology advances, adversaries also invent new 

solutions. The goal is to design robust physical protection systems which fulfil all require-

ments. In the LDR-50 security-by-design process the goal is to determine its own require-

ments that also fulfil all the regulatory and legislative requirements.  No matter how robust 

the security system will be, there will always be a chance for the insider. Table 5 presented 

insider cases to demonstrate the insider risk. 

Specially in nuclear security design it needs to be remembered that there is no such thing as 

absolute security. Also, in nuclear security it is relevant to use nuclear safety principle SA-

HARA: Safety As High As Reasonably Achievable. It seeks to minimize the risk in balance 

with time, trouble and expense. Humans will make mistakes and that’s why systems, com-

ponents and structures need to be designed in ways that handle those mistakes. Good prac-

tise, codes, standards and cost-effectiveness can be optimized together with safety, security 

and safeguards.  
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