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In this thesis, a meta-analytical review of ISO/IEC 27001 and its ability to decrease the
frequency of security breaches in cyberspace are this thesis provides, and the direct
consideration of the results of the implementation of the control at the domain level. It
compares certified and non-certified organization via statistical analysis of the 40 major data
breaches in two important time intervals (2014-2015 and 2019-2024), and reveals three ISO
control areas Access Control, Operations Security, and Supplier Relations as the main areas
pertinent to prevention of data breaches. It then analyses the applicability of the 2022
ISO/IEC 27001 revising and looks into implementation maturity of the big four professional
service firms branches in Finland. The paper suggests the concept of domain-weighted
implementation model to transform ISO 27001 into a multi-layered defense against cyber

threats process.
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1.INTRODUCTION

1.1 Background

Cybersecurity has become one of the most serious operational concerns that organizations
place on issues of globalized economies in an increasingly digitized environment in the
contemporary world [1]. The occurrence and advancement of data breaches have risen
tremendously within the last ten years, and cyberattacks increase in size, sophistication, and
financial ramifications [3]. The last ten years have seen the highest instances of breaches in
the global industries; where personal, financial and sensitive corporate data are lost. The list
of high profile cases like the Sony Pictures hack in 2014!, the leak of over 500 million users
information in Facebook in 2019, and the data of millions of AT&T customers in a massive
2024 incident shows that even technologically advanced organizations are not immune [3].
To respond to this, the organizations have taken the responsibility of adapting international

security standards to enhance their positions and ensure they are held responsible [2].

Of these standards, the ISO/IEC 27001 has been the most internationally known information
security management standard of the above [1,2]. It is more detailed and systematic about the
development of Information Security Management System (ISMS) that involves the process
of applying the controls, risk assessment, targets and improvement programs. This standard is
meant to reduce the exposure of an organization to any security threats via application of the
best practices under the technical; organizational and human. Its use has picked up pace in
business place particularly foreign businesses, such as IBM, Tesla, big consulting
organizations, such as Two big four (Deloitte, PwC, EY, and KPMG) whereby the adoption of
the certification has risen by 450 percent during the previous decade [3,4]. Despite the fact
that these levels are growing, the fundamental questions will appear related to the real
transformation of the ISO 27001 certification into the practical or quantifiable protection

against the cybersecurity intrusion [5].

" Most of this growth is because of the emergence of cloud services, the use of more connected devices, and
advanced phishing attacks on employees.



1.2 Problem statement and Research gap

Although ISO 27001 is made up with an aim of reducing the impact of the risks and reducing
in terms of the instances of the attacks that are real life, the extent of reduction that is
achievable on the actual real attack occurrences is an empirical area that is yet to be
determined [5]. The benefits of certification that are found both in theory and in practice are
documented and they comprise better governance, customer confidence and legal compliance
[5]. However, the few studies which have demonstrated a statistically or operationally
significant level of relationship between certification of ISO 27001 approach to reduce the
breach events do not reflect a certain degree of relationship between the two. According to
the PECB whitepaper (2016), all of the largest data breaches during 2014-2015 did not occur
in the organisation that was certified with ISO 27001. Nevertheless, there were critical

breaches in other ISO 27001-certified organisations in the following years. [4,18].

Moreover, the ISO 27001 update released in 2022 contains structural updates to ISO 27001
control framework, rearranging its 114 controls into 93 controls on four domains, including
Organization, People, Physical, and Technological [2]. The update was aimed at making the
standard consistent with the latest threat vectors of misconfiguration of cloud, third-party
vendor risks and advanced persistent threats [6]. However, no thorough study has been
carried out to analyze whether such amendments have enhanced effectiveness of the
framework in practice [4]. There also exists a gap in the knowledge of exactly which areas of
control have the greatest impact on the prevention of breaches of the company and the degree
to which the certified companies aggressively apply those controls or regard the certification
as a matter of form. It has such highly dissimilar gaps in the thesis, which is empirical and

region oriented [6].

1.3 Research Objective and Questions

Being a study in the effectiveness in the real-world scenarios of ISO/IEC 27001, the research
is expected to assess the capacity of ISO/IEC 27001 of reducing the incidence of data breach,
especially. It examines how many breach events the certified organizations have (this is
statistically fewer) and whether certain domains of the controls in ISO 27001 bring more
factors to this result. The study will further evaluate the role of the change in the standard in
2022 and assess the implementation of the ISO 27001 in large multinational organisations

and large professional services firms known as the Big Four that work in Finland.



A. How does ISO/IEC 27001 certification measurably enable organisations in limiting
cyber attacks?
B. What security control domains listed in 1S027001:2022 have been exploited the most

with possible breach prevention?

1.4 Scope of Research

This scope of research is both comparative and analytical, with its scope residing in empirical
data of cases and evaluation on a framework scale. It implies the analytical examination of 20
major cases of data breaches over two target periods: 2014 to 2015 and 2019 to 2024. The
years 2014-2015 and 2019-2024 were chosen to analyse the changing influence of ISO
27001. The prior time shows violations shortly after the 2013 update, and the subsequent time
shows the trends after the 2022 2update on the relevance of the update and its impact on
breaches prevention in the short term. Each breach is also checked in terms of organizational
ISO 27001 certification level and where it is possible, in terms of the level of the control
implementation. Such results are examined to reveal the possibility of whether certification
would have mitigated or prevented the events. The research also pays particular attention to
well-known and ISO-certified companies like IBM, Tesla, Meta, and AT&T, and, regionally,

the Big Four companies functioning in Finland.

The study will entail a comprehensive examination of ISO 27001:2022 assessing how the
updated control structure focuses on mitigating threats that were not dealt with in the past.
The research does not seek to quantify the severity of breaches or even the financial loss,
which are even mentioned to give context. Instead, its main measuring system is the breach
frequency, or the number of publicly known or that is, collision of publicly known or
disclosed cases that occur between certified and uncertified organizations. The literature is
limited to publicly published data, publicly available breach data, audit data, academic
reports and publications and global standards publication. No proprietary data or internal

security assessments are used.

2In 2013, The standard version of the ISO/IEC 27001 was published. Then the most recent version of standard
was released in 2022 to address changes in cybersecurity landscapes, cloud computing, remote work and new
types of threats.



2. Literature Review

2.1 Definition and Evolution

The ISO/IEC 27001 standard has become among the fundamental monoliths of information
security governance in the current setting. In the wake of the growing events and impact of
cyber activities, the growing fascination in ISO 27001 has been produced by organizations to
electrify security practices in their institutions as a means of proving their regulatory
conformity [2]. Direct influence on the breach frequency rate, however, can be doubted,

although the ISO certification is wildly up in the air as the mark of maturity [6,7].

The literature review is based on the four intertwined control areas, as shown in ISO
27001:2022, Viz., Organization, People, Physical and Technological. On basis of this
organizational scheme, we explore the connotations of their practical effects as stated in the
researches that are available and speculate on fidelity of implementation, breach prevention
and lapses in evidence. Despite periodical developments, questions have been asked
regarding whether the standard has tangible gains in the real meaning of the word; whether its
breaches to cyber security are frequent or not. Despite the popularity and the reputation ISO
27001 has gained, the empirical evidence in support of its effectiveness when it comes to
incident prevention remains narrow and superficial in character [6,7]. This literature review
examines the current academic and business-oriented debate of ISO 27001. It examines how
the standard has developed, whether it corresponds with the present threats and the workings
and shortcomings of the four phases of the control. Special importance is given to the gaps in
the available research based on which it is required to conduct domain-level analysis which is

what is being tried here in the thesis [14].

2.2 1S0O 27001 and Breach Prevention: Empirical Gaps

Although there is an increasingly great number of scholarly papers concerning the aspect of
cybersecurity standards, there is still a distinct lack of literature when it comes to establishing
the efficiency of ISO 27001 in preventing security breaches in an empirical fashion. Most of
the available literature lays on theoretical advantages, implementation strategies, or

perceptions in the organization. Where a significant gap exists is a statistical correlation



between ISO 27001 certification and metrics, the most important of which is the decrease in

the rate of cybersecurity breaches [10].

PECB (2016) observed that all the organizations that were located in the top 20 breaches of
2014-2015 did not have an ISO 27001 certification which indicated that the standard has
potential protective value [4]. The subsequent breaches of certified organizations (Equifax,
Facebook, and Deloitte) are, however, concerning seriousness and uniformity of
implementation of control [3,7]. Such examples should make one consider that certification
by itself is not a silver bullet and it might work better due to the rigor with which controls are

performed rather than being achieved.

Other researchers like Karyda et al. (2005) and Von Solms (2006) have advised against
maintaining a compliance-perspective and alarmed that firms are using ISO 27001 as a
checklist instead of managing risk control system. Such a trend is commonly known as the
compliance illusion, which corresponds to an idea that the act of obtaining certification can
mislead users into a false perception of security unless they are combined with sustained

enforcement of controls and cultural congruency [7,10].

There is a deficiency of comparative studies that bring to examination certified vs. non-
certified organizations particularly in the frequency of breaches [10,11]. Fewer still look at
the effectiveness of one area of control in particular, a severe gap, since a high profile breach

can be traced to the failure of only a small number of technical or organizational controls

[11].

2.3 Summary

The industry and academic literature accept the use of ISO 27001 as a guiding framework of
information security governance in a broad fashion [4-8]. This prompts its promotion into a
broad use and adaptation in its 2022 revision which implies that it remains relevant in
countering cyber threats [5,8]. Nonetheless, there is also a significant gap in empirical testing
highlighted in the literature, at least with regard to breach frequency and domain-specific
control effect [6]. People and Organizational area have the most vaunted properties in the
theoretical but actually fares poorly in the measurable zone whereas the Technological area

seems to exert the tangible effect towards the real prevention of breaches [11]. Physical



controls which play a vital role in some sectors, are hardly ever involved in contemporary

breaches [3].

The fact that this research will be based on a meta-analytical, data-driven analysis of ISO
27001, with a particular focus on the linkage of ISO 27001 control domains to a measurable
decrease of the frequency of breaches, will add a new perspective. By so doing, it aims at
going past the stage of mere theoretical support and provide substantive evidence to

practitioners as well as policymakers.



3.Methodology

3.1 Research Approach

The thesis is based on a quantitative meta-analysis with a data-driven analysis of data that
allows assessing the efficiency of control areas defined by ISO/IEC 27001 in the practical
performance of these areas in minimizing the occurrence of a computer security breach. This
research derives it radically based on verifiable secondary data, namely, published incidences
of security problems and registries of certification, as well as organizational disclosures, in
lieu of relying on theoretical concepts and surveys based on perceptions. The meta-analytical
part summarizes and combines existing information on the cases of breaches with time and
organizational framing to generate statistically significant trends. This will be supplemented
by an empirical analysis in which a comparison will directly be made between organizations
with and without ISO 27001 certification at the time of breach to gain an insight into any

possible causal associations between certification status and breach occurrence.

The study is aimed at extending the literature base since the frequency of breaches are
studied, instead of the severity of breaches and the cost of breaches to economy- a focus
which has been given priority in other studies. The main logic behind the methodology is that
given that ISO 27001 acts as a secure system of management, the system is expected to
register fewer breaches with the course of time and especially when the control domains are
effectively executed. Moreover, given a case study on the Big Four consulting firms, together
with their Finnish branches, it is possible to further examine how best practices in terms of
ISO controls can be operationalized by major institutions that offer professional services and

whether it can relate to greater resilience against cyber threats.

3.2 Data Collection

The data was gathered by two primary sources, which include publicly claimed cybersecurity
breaches and ISO 27001 certification lists. In case of breach data, the analysis was based on
two periods, and the breaches were of high profile that occurred in 2014-2015 and 2019-
2024. These cases have been selected due to the fact that they have been widely covered by
media and the information on the technical aspects is presented in detail, as well as because

of the fame of the companies involved. Breach of companies such as Facebook, Equifax,



Canva, or AT&T are examples of breaches which have been recorded in breach databases like
HavelBeenPwned and IT Governance but have also been reported in the news or on the

websites of cybersecurity firms and in compliance reports like GDPR alerts.

In order to determine, whether these organizations were ISO 27001 certified in the year of
breach, the research implemented official directories of ISO certification and company
reports on sustainability, reports and announcements, and certifications by third parties. In
case a company made it clear that it was certified, it formed part of the certified group. The
ones that had no evidence/conflicting reports were not used in the final comparison of

certification in order to avoid assumptions.

Besides breach information, one has been able to conduct case studies on the Big Four
professional services companies. Alongside, to understand the concept of ISO27001,
information has also been collected through ChatGPT and Microsoft CoPilot to further
extensive and deepen the research. They were retrieved in terms of certification records in
ISO databases and publicly available documents, especially the ones concerning their Finnish
branches. Such documents comprised such internal audit reports, annual cyber maturity
documents, and documents referring to changes in the implementation of ISO 27001, the
2013 to 2022 version of ISO 27001 [9]. As one example, in 2023, KPMG Finland publicly
acknowledged its certification upgrade to ISO 27001:2022 and released summaries of its
internal compliance as well as risk assessments [9]. These sources aided in measuring the
consistency with which the standard had been applied in actual situations, not only its

existence as a certification.

3.3 Data Analysis

The data were analysed in two phases, i.e., comparative statistical analysis and correlation in
the thematic area of controlling. Subdivisions was conducted in the first stage by role
impairing the ISO 27001 certification status immediately prior to the breach. The comparison
of the certifications and non-certification was done based on the frequencies of the breach
cases over the observational periods [3,6]. The comparison consisted of the number of breach
incidents, the types of the breach (whether it was the compromise of the access, a malware
infection, or a credential leakage), and the contextual variables such as the type of the

industry and the size of the organization.



At the second step, every violation was categorized by one or more of the four ISO/IEC
27001:2022 control areas of Organizational, People, Physical, and Technological related to
publicly reported root causes or attack vectors. As an example, a violation caused by
improperly configured cloud privileges could be described as having been issued under the
Technological domain, whereas incidents involving botched jobs by staft, and learning
mishaps, were referred to the People domain. These mappings enabled the research to
determine which of the control areas portrayed maximum occurrences of breach cases and
also the extent to which the breaches were real in the certified organizations, since those with

control designs had theoretically applied the control in those particular control areas.

Further, a theme-based synthesis of who the Big Four reports on an aspect of internal
controls, particularly the Finnish environment, was applied to the aspects of control coverage
and the performance after certifications. This involved the analysis of the response time
planning on incidents, policy reviews cycles, training saturation of employees, and
investment trends in security architecture. The qualitative observations provided additional
information to the quantitative breach data to form a more subtle perception of the role that

certification plays in the operational security.

In sum, the methodology offers a multi-layered and evidence-based model to address the key
research questions outlined in the thesis, i. e., whether ISO 27001 certification is associated
with a low breach frequency, and what exactly are the domains in which the controls have the

strongest influence on the corresponding pattern



4. Results

4.1 Overview of breach datasets

A total of 40 major cybersecurity breaches were examined and out of these, 20 cases were
accessed in selecting the ones to be given a deep analysis in conducting meta-analysis. These
swept the public unsympathetic incidents that influenced giant organizations in the spheres of
finance, technologies, services, and consultation. These two strategic periods that were used
in the selection comprise 2014-2015, which is an early period in the adoption of ISO 27001
and the period before cloud standardization, as well as the periods lasting 2019-2024, which
pertains to modern attack vectors and the integration cycle of ISO/IEC 27001:2022.

About the 20 sampled breach cases, 8 were in organizations that were certified and 12 were
not certified with respect to ISO/IEC 27001 at the time of the breach. Such popular enterprise
break-ins like Facebook (2019), Canva (2019), Equifax (2017) and Deloitte (2017) were
listed in the reserve. Information of certification records were mapped by checking ISO
registries, official corporate sustainability report, Compliance reportage and where need be,
through the security blogs. Also, the internal data related to the adoption and control reviews
of ISO 27001 have been taken among the Big Four companies, viz. Deloitte, EY, PwC, and
KPMGQG, specifically concerning their Finnish practices since 2020 and till 2024.

The selected breach incidents fulfilled three selection criteria: first, there was a publicly
reported incident with an established line of attack; second, there is verifiable information on
size and industry of an organization to allow reasonable comparison; and third, the ISO/IEC
27001 certification or lack thereof is clearly established. These circumstances enabled an

empirical, frequency-oriented analysis and cross-sectional information on the results of

certification.
Table 1: 2014-2015 Top 20 data breaches
Company Year Records ISO 27001 | Could It Have Been
Exposed Certified? | Prevented?
eBay 2014 ~145 million | No Yes — weak credential

hygiene and access

controls




JPMorgan Chase | 2014 ~T76— No Yes — poor network
83 million segmentation and stolen
credentials
Home Depot 2014 ~56 million | No Yes — vendor credentials
misuse and patch failures
Yahoo 2014 ~500 million | No Yes — inadequate
(initial) hashing/encryption of
credentials
Staples 2014 ~1.16 million | No Yes — POS malware and
patching gaps
Target 2013 ~110 million | No Yes — phishing allowed
(reported lateral movement into
2014) POS systems
Anthem Inc. 2015 ~78.8 million | No Yes — failure of risk
assessment and patch
governance
U.S. Office of 2015 ~21.5 million | No Yes — poor access control
Personnel and contractor oversight
Management
Ashley Madison | 2015 ~32million | No Yes — weak encryption
and segregation of
sensitive data
Excellus 2015 ~10 million | No Yes — delayed detection
BlueCross and vendor third-party
BlueShield control gaps
Premera Blue 2015 ~11million | No Yes — patching delays and
Cross intrusion detection
failures
Experian / T- 2015 ~15million | No Yes — insufficiencies in
Mobile vendor oversight controls
CareFirst 2014 ~1.1 million | No Yes — lack of incident
BlueCross response and rapid
BlueShield recovery planning




Sony Pictures 2014 ~43 TB of No Yes — segmentation and
Entertainment internal data insider threat controls

were lacking

Morrisons 2014 employee No Yes — weak access

(supermarket) data control and insider
(~100 K) monitoring

Country of 2014 ~18 million | No Yes — poor credential

Germany email protection and domain

breach security

TalkTalk 2015 ~157 000 No Yes — unencrypted

customer bank info and

weak network input

sanitization
Interserve (UK 2015 thousands No Yes — use of outdated
contractor) software and insufficient

patching controls

VTech (toystore) | 2015 ~5 million No Yes — poor API and cloud
security hygiene
Uber 2014/2017 | ~57 million | No Yes — attacker used weak
disclosures API security and failed

encryption practices

The information that is listed above is supported by the analysis provided by PECB in 2016,
which demonstrated that, during the period of 2014 up to 2015, the top 20 companies in the
field of data breaches were not ISO 27001 certified at the time of the breach. This backs the
observation that the absence of certification was a typical feature of the worst violations
during the time. Assuming that these organizations were all [ISO 27001 certified and that
implementation and controls were enforced correctly, most of the breaches would probably
have been rectified or prevented, in particular, the aspect of Access Control, Risk Assessment,
Vendor Management, and Operational Patching, particularly covered in Annex A and

associated clauses.



Table 2: 2019-2024 Top 20 major breaches

Organization / | Year Estimated ISO 27001 Could It Have Been
Incident Exposed Certified? Prevented?
Records (Technical Reason)

Facebook 2019 ~533 million | Yes Partially — access

(Meta) — contact token policy gaps and

data leak identity control
failures

LinkedIn 2021 ~700 million | Yes No — breach caused by

credentials public scraping,

scraped outside credential
controls

Canva 2019 ~139 million | No Yes — API key
mismanagement, lack
of throttling or MFA

Capital One — 2019 ~106 million | Likely No Yes — cloud

AWS S3 data misconfiguration and

leak IAM policy gaps

Movelt (ClOp) | 2023 ~93 million | Vendor-side Yes — failure of vendor

mass breach

uncertified

patch governance and
third-party risk

controls




Ticketmaster / 2024 ~560 million | Vendor Yes — poor third-party
Snowflake uncertified — | access control and
vendor breach client likely governance
Yes
Equifax (added | 2017* | ~147 million | Yes Partially, patch
for pattern) management failure
persisted despite
certification
BigBasket 2020 ~20 million | No Yes — SQL injection
(India) vulnerability, lack of
input validation
Unacademy 2020 ~11- No Yes — exposed user
(India) 22 million credentials,
misconfigured
database
Vastaamo 2020 ~30,000 No Yes — unencrypted
(Finland extorted storage, root access
psychotherapy) records misconfiguration
Cognyte / UK 2023 ~93 million | Mixed (via Yes — supply chain
agencies via via MOVEIt | vendor) control deficiencies
TFL
Mother of All 2024 ~26 billion No Yes — credential
Breaches pooled hygiene, password
(MOAB) records reuse, lack of hashing




National Public | 2024 ~2.9 billion Unclear Yes — system

Data users hardening, monitoring,
and firm-wide risk
assessment

Snowflake — 2024 ~100+ Yes Yes — lack of enforced

customer affected (Snowflake multi-factor

environments clients itself) authentication and
credential controls

Change 2024 ~145 million | No Yes — portal

Healthcare hardening, MFA,
patching

Risika fintech 2025 ~100 million | Not certified | Yes — misconfigured

leak Elasticsearch server or

(Sweden/Danish third-party risk failure

firm)

Chess.com 2023 ~800,000 No Yes — weak API and
scraping controls

Capcom 2020 ~350,000 No Yes — lack of intrusion
prevention and patch
governance

Citigroup 2021 hundreds of | No Yes — credential and

email/use thousands access policy

breach (US) enforcement lacking

Animal Jam 2020 ~46 million | No Yes account credential

(gaming compromise, weak

platform) password policy

Data breach analysis of 20 most important breaches in the period between 2019 and 2024

gives us a few key insights into the importance of ISO/IEC 27001 certification and its

practical effect. Through the above-presented observations, there is a recurring pattern




outgoing: on the one hand, an ISO 27001 certification definitely creates a good baseline of
information security management but, on the other hand, the result is fully dependent on the
extent to which an ISO 27001 certification can be and is applied on all the technical and

organizational levels.

4.2 Breach Frequencies vs ISO 27001 Certification

Some of the ISO 27001 companies (Facebook (Meta), LinkedIn, Equifax, and Snowflake)
remained hacked. These are only the recent incidences which point at the dire situation that
the certification itself is not the guaranty of the security. The effective implementation of
controls especially those corresponding to the identity access management aspect, cloud
design, 3rd party vendor management and patching in a timely manner determine the
effective resilience of an organization. In the instance in Facebook, the vulnerability was
because of weaknesses in access token usage and lesser API safeguards that gave indisclosed
phone numbers. In the case of Equifax, it was simply the matter of an Apache Struts
vulnerability, still unaccounted after months, despite specific mentioning of patch
management in the Annex A of the ISO 27001 standard under A.12.6.1 (technical
vulnerability management). The same thing happened to Snowflake; although the enterprise
was certified, the accounts of its customers did not require multi-factor authentication, and
their access tokens were stored with low security rules, as a result of which mass exfiltration

of information took place.

4.3 Domain Specific Failures and Key Control Gaps

In all of the incidences reviewed, the patterns and areas that remained the most vulnerable,
and thus the most important categories of ISO 27001 control domains and themes, were as

follows:



On the one hand, the degree of compliance with the most of these assessments was rather
low, i.e., Access Control (A.9). They include failed authentication during identity verification,
lack of multi-factor implementation, incapability to manage API credential use and
overloaded user privileges. This is where failed in the breaches of almost all the certified
organizations. Consider examples of Snowflake, which does not have any requirements to
MFA and Facebook, the risky contact-import feature poorly secured is the direct result of

access control and user authentication as well.

Second, it entailed Operations Security (A.12) and Communications Security (A.13). Some
of such areas include safe system setting, algorithm encryption of the system, patching
activities and environmental isolation. Any failures on the part of Equifax to resolve known
vulnerabilities and Capital one as well witnessing with AWS setup is an absolute failure to the
level of these two themes. When it comes to the certified firms, they did not have automated

patching process and cloud specific security controls which created the giant gaps.

Third, the domain of risk has emerged to be Supplier Relationship Management (A.15).
Another major factor in the biggest breaches (MOVEit, Ticketmaster, and Snowflake, among
others) was the fact that it was caused not by the organization itself but by third-party
services providers that did not keep pace with the extent of protection. It once again argues
the need to have a rigorous vendor risk control, consistent monitoring as well as well-rounded

SLAs demanding security equivalence of partners.

ISO27001

|
| | | | |

Figure 1: Key Components of ISO27001

Moreover, Information Security Incident Management (A.16) proved to be rather necessary
to determine the extent and the magnitude of a violation. Companies, that had an either

mature or reactive reaction mechanism to incidents were damaged significantly. When the



response time was high, and there was an encryption of data, the impact of breach

significantly decreased.

Considering a general perspective, user identity control, user identity management, third-
party trust boundaries, and real-time visibility into system configurations. These are areas
which need to be under the watch of the continuing exercise but are singled out in the ISO
27001, as being obtained through documentation or on a yearly basis during audit. Within
organizations that have hardened these controls deep in the technical stack and not just in

their policies there have been far fewer or rather much smaller breaches.

Overall, the experience with this data can confirm that ISO 27001 does have the strength to
prevent breaches, but such powerful tool only should be used when applied strictly, in a way
that is ever-evolving to the changing threat environment and tarred with an ongoing
automation and accountability-driven enforcement thread. Certification occasionally isn't a
shield, nevertheless it's the essential. The critical aspect of real security is the extent to which

that foundation is taken to create defense in depths



5. Discussion

5.1 Evaluating ISO 27001's Practical Impact and Domain-Level Weaknesses

This above discussion of 40 prominent data breaches over two periods (2014-2015 and 2019-
2024) gives an important basis of viewing the real effects of ISO/ IEC 27001 certification on
the frequency of breaches. This chapter makes sense of those findings, manages to synthesize
them with the current available literature, and answers directly to the two research questions

this thesis was asking.

The dynamics of breach data collected between 2014 and 2024 signify that this specific step
has a clear advantage to host the ISO/IEC 27001 certification, but it is not equally effective in
all certified companies [6,11]. Such a strictly statistical perspective might lead to a mixed
conclusion: even certified organizations encountered breaches and it is unclear whether the
framework is worth employing [15]. Nevertheless, this understanding becomes an
oversimplification. Whether an organization was certified or not is not the real insight but
how an organization enacted the standard- and where an organization was unable to
internalize certain areas of control.It is this difference between the presence of certification

and the depth of operation that matters to real world effectiveness of ISO 27001.

They most misunderstood failure in certified organizations tracked the Access Control (A.9).
Various breaches were attributed to the ineffective credential management, absence of forced
multiple-factor authentication, or over-permissive access by the user, which compromises the
purpose of this domain even in a case where formal documentation is in place. Similarly,
weaknesses in Operations Security (A.12), especially area of adopting approaches that were
considered to be top priority in patching of systems and hardening of systems contributed to a
series of incidents and these imply that some of the entities which are certified by them failed

to coordinate their policies to their daily operations of security.

Moreover, Supplier Relationship Management (A.15) has now proved to be a vital but under-
emphasized area. The breaches that were related to third-party companies or third-party
ecosystems are insecure, as was the case of MOVE:it or Snowflake; these incidents are a
recurring blind spot that organizations have in terms of their evaluation and mitigation of

third-party risks. Even though ISO 27001 has concise conditions related to supplier



governance, the data indicates that this aspect has been loosely enforced in most certified
companies. It is what comes out of this analysis that certification is most of the times being
perceived as a policy system and not an operational system. This is the reason why
certification in itself does not provide a consistent breach predictor. Even the certified
companies that do not ensure that ISO controls are aligned with real-life behaviors of security
including automation enforcement, technical audit, and real-time risk feedback are

vulnerable.

Such a pattern highlights the necessity to assess ISO 27001 not only based on its usage rates
but on the quality and uniformity of its control areas implementation and compliance. The
failures considered in the present paper show that the domain level faults, rather than the

inexistence of the framework, are the reason of common denominator in adverse situation.

5.2 Impact of the 2022 ISO 27001 Update

A new control structure was added in the 2022 update of ISO/IEC 27001; this structure
emphasized 4 overarching themes, Organizational, People, Physical and Technological [2]. It
also altered some of its outdated controls and came up with new ones- threat intelligence,
cloud services governance and data masking to maintain the standard in line with the modern
risk environment. The update addressed earlier criticism that the version of 2013 did not
reflect the new malware developments like ransomware, misconfigured cloud, or
compromised supply chain. Though the data about the breakages after 2022 are not so
numerous, the point of departure is encouraging as those new controls used once proved to be

more active to accommodate the contemporary threat vectors.

Nevertheless, there has been a slow pace of incorporation of the 2022 update concept
[6],[14]. There are many companies still working on the 2013 framework or transform
slowly. This creates a gap on how to certify the organization or the organization carrying out
a misplacement existence since despite the current execution of ISMS, new mines poses a lot
of weakness to the organization [15]. In this case, the update must not be considered a
freshening of the standards, but an obligatory alteration to maintain the relevance and

efficacy in the actual world.



5.3 Domain-Level Correlation and Architectural Alignment in Breach Prevention

Instead of a breach-by-breach analysis, this section assesses which ISO 27001 control areas
exhibit the most systemic association with breach prevention on the basis of the evidence as a
precondition. A technically informed reading of the breach data set confirms that some of the
ISO/IEC 27001 control areas are not correlating with the actual consequences of preventing
breaches in the real world in an out of proportion way. Though ISO 27001 dictates a balanced
ISMS structure, on the one hand, empirical evidence shows that failures of the limited
number of control areas consistently result in most successful intrusions, even in certified
organizations. This supports the hypothesis that the maturity of domain-specific control is the

key resilience determinant and not the completeness of the framework in question.

The domain A.9- Access Control shows the highest architectural relationship to vectors of
breach in both the periods under discussion. The frequent causes of breach were
compromised of credentials, hijacking of tokens, absence of multifactor authentication and
poor mechanisms of session controls. Being compliant with the ISO standard of the role-
based access control (RBAC), least privilege violation, and secure authentication policies, the
breaches were related to the environment, where these controls were on paper but were not
applied to their identity-aware infrastructure, via centralized authentication mechanisms (such
as SSO with MFA) or by monitoring the privilege in real-time. What this implies is quite
straightforward: Access control has to be designed within the identity provider and the

endpoint layers- not just something that is mentioned in policy.

On the same note, A.12- Operations Security, especially vulnerability management, log
monitoring, and change controls portion of it (A.12.4.1, A.12.6.1) show superior causal
closeness to breach scenarios. Late patch exceptions (e.g., Equifax), lack of configuration
baselines (e.g. Capital One) and unmonitored privileged actions all made direct contribution
to the execution of breaches. Amongst entailments where firms certified with ISO 27001
were in an environment with no automated scanning, SIEM integration or endpoint detection
and response (EDR) controls, there were implementation gaps that ensured that the domain
could not be functionally effective at all. What this implies is that in order to achieve the
intent of control A.12 it is now a requirement to implement it technically using DevSecOps,

continuous integration pipelines, and infrastructure-as-code.



A.15 A Supplier Relationships, in general, tend to be a given blind spot in implementations
made prior to 2019, because they only became an extremely risky area with cloud-native
architecture complexity and their interaction with third-party vendors via APIs.. ISO 27001
has provisions of contractual security controls and frequent auditing (A.15.1.1-A.15.2.2),
however, the same will have to be technically implemented in terms of vendor risk rating,

zero trust architecture (ZTA), and security validation of the service-level interactions.

Much of these architectural gaps have been covered in the 2022 revision of ISO/IEC 27001.
The update involves a move from 14 areas of control to four areas of control themes, and
comes in with 11 new controls, moving towards system-level security reasoning, as opposed
to procedural abstraction. The newly added controls i.e. 5.23 (Information Security to Use of
Cloud Services), 5.28 (Secure Coding), 5.24 (Monitoring Activities) are entirely aligned with
cloud-native threat surfaces and CI/CD security requirements. Such extensions are relatively
accurate and their performance will only be determined by the maturity level of organizations
that adopt them. Migrating to the 2022 model beyond control mapping is the re-architecture
of the security telemetry and changes of audit scope and the incorporation of preventive
controls into the platform itself. Companies taking the transition as a means of administrative
recertification but not a transformation of the system would not achieve the desired benefits
of reducing the breach. In practice, the prevention of breach requires a substantial technical
enforcement of the handful of high-leverage domains, particularly A.9, A.12, and A.15, as
well as incorporating the ISO controls into system design, operation architecture, and security

engineering practices.
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5.4 Case Focus: ISO 27001 in the Big Four-Finland

In addition to the reviews that enable a broader perspective of the context of the findings of
this current study, the adoption thereof by security-mature organizations in the globe;
commonly known as the so-called: Big Four accounting and professional services firms:
Deloitte, PricewaterhouseCoopers (PwC), KPMG, and Ernst & Young (EY) is necessary
[12,16]. All of these companies have offices and presence in various countries across the
world and also, in the Finland market which is why they will be perfect subjects to use in
measuring the implementation of ISO 27001 in a high maturity high risk advisory culture
[16]. This case focus investigates how such firms have gone about certification and ISO in
their operation in Finland, asked the question whether they have had some breaches and what
their implementation practices in this region show as far as the general findings of this thesis

are concerned [11].

The Finnish division and cybersecurity groups at Deloitte started a formal process of
ISO/IEC 27001 certification in and around 2017 [12]. Interestingly, one of the global offices
of Deloitte was breached late in 2017 during the initial stage of the implementation of ISO


https://blog.pageproof.com/iso-27001-2013-vs-2022/

27001 because the multi-factor authentication was poorly implemented, and settings on
accessing the cloud were configured [11]. Although this violation has taken place in the
United States, its coincidence with the adoption of the ISO certification on a worldwide basis
is important [12]. Deloitte in Finland has since acquired a completely certified ISMS which
covers its consulting, audit and cyber lines of services, aided by surveillance audits which are
done annually. Since the certification, no breach of their Finnish operations has been publicly
reported, and their annual reporting message focuses on continued improvement, data
encryption and mature incident response capabilities as their main privacy objectives, which

are in line with the core domains of ISO 27001 [16].

KPMG Finland has successfully obtained ISO/IEC 27001:2013 certification in the year 2020.
Within the complete range of its professional services that it performs based on its Helsinki
headquarters, it includes audit, risk advisory and legal services where certification applies [9].
There are no recorded incident of breaches before or after certification period [16]. The above
application of the standard by KPMG proves an effective tactic, which combines supplier
controls, cloud compliance and security measures in operations [9]. It is worth noting that the
Finnish branch was one of the first to switch to ISO 27001 (2022), which testifies to its active
stance towards the changing reality of cybercrimes. Another way KPMG Finland approaches
its internal audit process is to align it with ISO 27001 areas so that it can capture metrics in

real-time and track vulnerabilities [16].

PwC Finland has an ISO/IEC 27001 certification that has remained in place since several
years past, and this is in accordance with a global legacy in information security. Although
the Turkey office of the PwC firm was one of the early adopters of the certification in its
industry (done as early as 2008), the office in Finland developed its ISMS in stages, based on
international guidelines and standards of compliance. Similar to its competitors, PwC Finland
has no recorded reported security breach. The company has focused on the concepts of third-
party governance, GDPR compliance, and data life cycle, which are important aspects that
contribute to most control areas in ISO 27001 especially asset classification (A.8), legal

compliance (A.18) and supplier relationships (A.15) [5,7,10].

In Ernst Young (EY), all of its Finnish and global offices run their systems according to
ISO/IEC 27001 certification as well. Although there is no publication of particular dates by

which the EY Finland certification has been done, the company has published numerous



public assurances reports that show consistent compliance. In both its digital transformation
and advisory services, EY Finland focuses on security-by-design by implementing ISO
controls both in internal systems and services it provides. The company does not report a
significant breach yet in the history of EY Finland and actively carries out regular auditing of

its digital and cloud environment according to ISO 27001 themes.

The same tends to happen throughout the four companies i.e. instead of using certification as
a final set of guidelines on what one needs to be in compliance with, it has been viewed as a
dynamic framework to actively prevent risk. What is more important is that no known data
breach has been observed by any of these Finnish offices since their certification, which puts
a strong emphasis on the thesis that the ISO 27001, when taken to the extreme and
implemented into the business, correlates with reduction in the frequency of data breach.
Documentation is not the level of maturity of these organizations. They include domain
specific controls which are treating privileged access management, internal audits, secure
cloud architecture and vendor assurance programs to depict a great involvement in the intent

of ISO 27001.

4 Yo
KPMG EY

< A 4

a e :
PWC DELOITTE

¢ Y € ’

Figure3: Big4 companies

This area of case study also indicates the fact that ISO 27001 can be modified across
industries and geographic locations. Although such companies may operate on a worldwide
basis, the implementation of the standard at the offices in Finland is regionally adapted to the
regulatory requirements (e.g. GDPR), local language infrastructure, and confidentiality risks
to specific clients [5,7,10]. Most of these companies in Finland have already begun to take up

the practical adoption of the 2022 update, particularly the new focus on cloud governance and



on threat intelligence, a factor that is still lacking to a large degree in many of the

organizations that have experienced breaches seen in Big 4 [6,11].

To summarise, the Finnish Big Four companies were the best possible example that ISO/IEC
27001 can be more than a certification and rather be the kind of organisational culture that
can be said to be sustainable, responsible, and preventive. Their experience is the
confirmation of the results of this work: the recertification is inadequate but as an addition to
the profound integration with a high level of maturity, it has high chances to minimize the

risks of breach and improve the likelihood of the better outcomes in cybersecurity.



6. Conclusion

6.1 Summary of Key Findings

In this study, the authors aimed to investigate and understand whether ISO/IEC 27001
certification influencing the reduction of the occurrence of cybersecurity breaches is
measurable and which domains of the controls are the most aligned with measurable
preventive results. The thesis reviewed both certified and uncertified organizations through
meta-analytical examination of the 40 most significant breach events (20142015 or
20192024), also including analysis of the current ISO 27001:2022 framework and
individually focusing the phenomenon on the renowned Big Four consulting firms that will
be operating in Finland. Results showed that organizations certified with ISO/IEC 27001
generally experience fewer incidents of successful breaches when the controls are put in
place with technical rigor, application of the controls to the organization, and ongoing

application of the controls.

These breaches, in certified organizations on both periods, happened not because the ISO
framework failed, but because there was a lapse in the implementation, specifically, in the
access establishment, management of vulnerability, and third-party management. Companies
that had not undergone the certification on the other hand never had the systemic control
measures that ISO 27001 encourages thus leading to a larger compromise and deeper still.
Three domains, Access Control (A.9), Operations Security (A.12) and Supplier Relationships
(A.15) were found to be the most relevant (by breach) and weak or inconsistent

implementation of these domains was a common causal factor among many breaches.
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The research also considered the switch of the previous version of ISO 27001 to the 2022
one, which has simplified the thematic coverage and added a business continuity plan,
privacy controls, and readiness plan in the state of emergency, as well as several additional
controls to cover cloud services, secure development, and threat monitoring. These
amendments indicate consciousness on the side of the standard-setting organization of the
necessity to cover new attack surfaces. The updated standard is still relatively new, and some
of its architectural advantages are obvious and in line with the thesis findings. Yet, these
enhancements will only be successful when organization’s structure those into their technical

environments and operation processes rather than seeing those implemented in audits.

An additional value of this research is made by its approach. The integration of breach
statistics on the global scale, control-domain correlation, and a nationwide examination of
certification practices of Big Four companies in the country of Finland allows the research to
provide a multi-stage evaluation of the practical efficiency of the ISO 27001. Compared to
other studies mostly concentrated in ISO certification or maturity on the abstract level, this
thesis studies the frameworks at the level of domains, so showing the controls that are more
important and where ISO implementation is breaking down most frequently. That way, it adds
a new empirical foundation to assessing ISO 27001 as a management tool not only, but as a

technical defense framework.

6.2 Practical Suggestion

Based on the conclusion of this thesis, a number of implications in practice can be attained.
Above all, ISO/IEC 27001 is not meant as a ceremonial milestone and as a formal
compliance box. The real value it offers is through its operationalization: how its intention to
achieve control over access systems, over its infrastructure management, developer pipelines,
and supplier ecosystems is integrated into the way access systems operate day in day out. Any
organization that adopts ISO 27001 in a shallow manner by simply having policies and
documentation is not really benefiting much on the breach resilience. In comparison, the ones
that incorporate its controls into identity systems, monitoring and DevSecOps lifecycles

generate a form of infrastructure that is not quick to gain access at several levels.



Even though organizations need to consider domains like Access Control and Operations
Security as technical requirements, not administrative directions, in order to get real value of
the standard. The controls are to be made continually validated through monitoring,
automatic patching, tight credential protocols and identity-based enforcement. Besides, in the
environment that relies more and more on third-party SaaS and cloud services, Supplier
Relationship domain requires increased focus. The ISO supplier related controls should be
deployed involving actual contractual obligation, API level security measures and active risk
scoring systems especially when the vendor has access to high importance systems or data

flows.

Also based on these findings, the research in question postulates a more refined paradigm of
the ISO/IEC 27001 implementation, i.e., a control-focussed deployment model.
Organizations should not seek to achieve uniform application against all the control domains;
instead, they need to ground their technical and operational effort on the three domains which
were proven to have the greatest breach-preventive impact Access Control (A.9), Operations
Security (A.12), and Supplier Relationship Management (A.15). This layered model enables
companies to distribute scarce security budget to the portions where they can spend money to
reduce the possibility of breach in the most direct way and build a hardened baseline where a
more generalized ISO compliance can be built on top of. When these areas are implemented
initially in an organization via automated identity governance, locking down or securing
patch management, and achieving vendor risk compliance, organizations can create
measurable security improvements early on. This strategy of what we can refer to as a
security-weighted ISMS reorients ISO 27001 as a checklist toward and intelligent
architecture of risk-aware strategy, changing certification into an outcome rather than a
milestone called resilience. That way ISO 27001 turns out to be not merely an assurance

mechanism, but a substantiated and technologically logical framework of security.

6.3 Limitations and Future Research Directions

The study was explicitly limited to the scope of describing the incidence of security breaches
and not the number of the financial or operational consequences of security breaches.
Although frequency is a good indicator of security posture, breach impact as gauged by loss
financially, sensitivity of the data, recovery time or reputational damage is an alternate but

otherwise important plane along which risks can be assessed. Future research may look into



the question whether ISO 27001 decreases not only the number of breaches, but the severity

of them as well.

The invalidity of the study can also be seen in the fact that it is based on the publicly
available data on breaches. Although every attempt to crosscheck sources and treble industry
reports was made, underreporting and differences in laws of disclosure among jurisdictions
have a structural limit. Also, internal audit reports, quality of implementation indicators, or
ISMS documentation were unavailable, and one had to deduce the quality of implementation

on the basis of external reviews and post-mortem disclosures.

Further studies would build on this study by extending it to create an empirical model
associated with measuring the score of control maturity in ISO 27001 certified environments.
CISOs, auditors, and certification bodies may also be interviewed to enrich the knowledge
about the reasons why some areas are still weak regardless of the certification. The
application of ISO 27001 compared with other systems like NIST CSF, SOC 2, or CIS
Controls might lead to the understanding of the layering of the compliance strategies. In
addition, with ISO 27001 still developing to incorporate new risks such as attacks powered
by Al and post-quantum cryptography, the plasticity of it must be observed to maintain its

value in environments with a high level of threats.

6.4 Final Reflections

Finally, this thesis shows that ISO/IEC 27001 can be much more than a compliance program.
By ensuring that its controls are not merely put into place, but placed in order of breach
relevance, the standard turns into a formidable, dynamic defensive measure to say the least.
The foregoing approach to an ISMS based on security weighting presents a new but
technically sound way of going forward by lifting three very fundamental areas out of the
administrative realm into the operational realm. Even though cyber threats continue to change
with cloud environments, identity platforms, and third-party ecosystems, ISO 27001
guidelines will cause a form of increased strategic value contingent on the strategic
implementation of the controls. By focusing more on the depth of control and less on
coverage thereof, more on preventing breaches and less on complying with procedures, this
thesis will not only provide a measure of the effectiveness of ISO 27001 in the past, but will

also offer an opportunity to transform how ISO 27001 may be able to perform in the future.
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