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Smart home technologies have changed the way people live, making homes more 
convenient, energy-efficient, and secure. Despite these benefits, many people are still 
hesitant to adopt them because of concerns about complexity, compatibility, and usability. 
This dissertation focuses on closing the gap between what these technologies can do and 
what users actually need, by designing smart home solutions that are practical and user-
friendly. 

To achieve this, the research employs a multiphase methodology including a systematic 
literature review, an international user survey, and the design and implementation of a 
Raspberry Pi–based smart home platform as a research artifact. The literature review 
identifies key trends and recurring barriers, emphasizing the need for a user-centric 
design. The survey captures different user opinions and concerns, revealing a strong 
demand for customizable, secure, and accessible systems designed for various levels of 
technical ability. 

Based on these insights, a modular and affordable smart home system was created using 
open-source platforms. The prototype was evaluated using the technology acceptance 
model (TAM), showing that perceived usefulness (PU) and ease of use are critical drivers 
of adoption, while trust and privacy concerns continue to play a major role. 

This dissertation introduces the user-aligned smart home development framework 
(UASH-DF), which provides actionable guidance for designing smart home technologies 
that are context-aware, secure, compatible with other systems, and inclusive. The 
framework and findings contribute to both academic discourse and practical innovation, 
supporting the creation of smart home environments that are not only technically robust 
but also responsive to the day-to-day life of modern households. 

Keywords: smart home, home automation, IoT, remote monitoring, home security, 
energy efficiency
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1 Introduction 
In the last twenty years, residential living has experienced a deep transformation driven 
by the rapid advancement and spread of smart home technologies. These systems, 
including networks of interconnected devices capable of automating and remotely 
controlling household functions, have evolved from advanced concepts into tangible 
everyday tools. Today, smart home technologies offer more than just convenience and 
comfort. They can also improve security, save energy, and provide personalized living 
experiences. As part of the broader Internet of Things (IoT) ecosystem, smart homes 
represent a critical application domain in which digital intelligence meets domestic life 
(Rego et al., 2022; Schulz & Scilla, 2024). 

The global market reflects this growing interest. According to Fortune Business Insights 
(2025), the smart home industry is projected to grow from USD 90.75 billion in 2023 to 
USD 237.07 billion by 2032. This expansion signals a significant social and technological 
shift toward more automated, responsive, and intelligent living environments. However, 
despite this promising trend and the wide array of products developed by leading 
technology companies, the path to widespread adoption remains full of challenges 
(Fortune Business Insights, 2025). 

When this research began, smart home technologies were already well-established in the 
consumer market, yet their adoption was inconsistent and often limited to isolated 
functionalities such as smart lighting or voice assistants (Li et al., 2021). The increasing 
number of devices within households introduced new layers of complexity, requiring 
users to navigate scattered ecosystems, closed protocols, and inconsistent user interfaces 
(Schulz & Scilla, 2024). While the benefits of automation were clear, users frequently 
encountered barriers related to system setup, integration, and long-term usability (Li et 
al., 2021). Moreover, concerns about data privacy and cybersecurity were growing, as 
smart devices collected vast amounts of behavioral data, making them potential targets 
for surveillance and cyberattacks (Buil-Gil et al., 2023; Vardakis et al., 2024). 

The literature consistently highlighted a gap between the technological capabilities 
offered by the smart home industry and the actual needs, expectations, and trust levels of 
users (Shuhaiber & Mashal, 2019; Yaldaie et al., 2022). High costs, a lack of perceived 
usefulness (PU), limited ease of use, and unclear data practices contributed to slower-
than-expected adoption rates. Furthermore, many systems failed to support diverse user 
demographics, including older adults, renters, and individuals with limited technical 
proficiency. This limitation underscores the need for a more inclusive, user-aligned 
approach to smart home development. 

This doctoral thesis tackles these challenges by presenting research aimed at better 
understanding and improving smart home technologies with the user in mind. The central 
assumption is that for smart homes to fulfill their potential, they must be designed, 
developed, and deployed with a deep understanding of user needs, preferences, and lived 
contexts. The research follows a trajectory “from research to living rooms,” aiming to 
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bridge academic study with practical implementation by translating user insights into 
deployable, real-world solutions. 

The study begins with a systematic literature review that identifies key themes and 
persistent issues in smart home research. Security and privacy emerge as main concerns, 
alongside usability, compatibility, and energy management. A critical finding is that 
many existing systems fail to strike a balance between robust security measures and easy-
to-use design, often ignoring architectural consistency and user experience. These gaps 
informed the following phases of the research. 

To build a more comprehensive understanding, this thesis pursued several linked 
objectives. First, it intended to explain the smart home user by asking the question: Who 
are the users of smart home technologies? What features do they value most? These 
questions were addressed through an international survey that captured diverse user 
perspectives across age groups, regions, and experience levels. The findings revealed a 
strong demand for customizable, secure, and user-friendly systems that could adapt to 
varying levels of technological proficiency. 

Second, the research aimed to design and implement a practical, flexible, and cost-
effective smart home system. Leveraging the Raspberry Pi platform and open-source 
tools, a prototype was developed that emphasized modularity, local control, and ease of 
setup. The system integrated a range of sensors and functionalities for security, energy 
management, and remote monitoring and was tested in diverse residential environments 
to ensure adaptability and real-world applicability. 

Third, to evaluate the adoption dynamics of the system, the technology acceptance model 
(TAM) was employed. This theoretical framework allowed for the assessment of PU, ease 
of use, trust, and privacy concerns—factors known to influence user intentions. A mixed-
methods evaluation combining structured surveys and qualitative interviews provided 
detailed insights into user perceptions and behavioral intentions (BIs). 

The methodological approach adopted in this thesis is multifaceted, reflecting the 
complexity of the research domain. It integrates design science research (DSR) principles 
for iterative development, empirical data collection through surveys and interviews, and 
theoretical modeling using TAM. Each phase builds upon the previous, creating a logical 
narrative that moves from identifying gaps to delivering and evaluating solutions. 

Collectively, the research presented in this dissertation makes several significant 
contributions to the field of smart home technologies. It offers in-depth empirical insights 
into user profiles, preferences, and pain points, providing valuable guidance for market 
segmentation and inclusive design. It introduces a novel, open, and adaptable system 
architecture that holistically addresses security, privacy, energy efficiency, and usability. 
It also provides an empirical evaluation of technology acceptance in the smart home 
context, producing actionable recommendations for developers, designers, and 
policymakers. 
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Building on these contributions, the dissertation introduces the user-aligned smart home 
development framework (UASH-DF). This framework guides practitioners and 
researchers through six interlocking phases: context exploration, open-platform design, 
security by design, affordability assessment, ecosystem compatibility, and continuous 
evaluation. UASH-DF offers a structured pathway for creating smart home systems that 
are not only technically robust but also aligned with the everyday experiences of users. 

Ultimately, this thesis aims to create the way for smarter, safer, more efficient, and more 
straightforward home spaces. By centering the user in every phase of development, from 
design to deployment, it advocates for a future, where smart homes are not just intelligent 
but also empathetic, inclusive, and genuinely supportive of modern life. 
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2 Background 
The arrival of the “smart home” marks a significant evolution in residential living, fueled 
by rapid advancements in the IoT1, wireless communications, and sensor technologies. 
These innovations have enabled an ecosystem of interconnected devices designed to 
automate household tasks, enhance security, optimize energy usage, and provide greater 
comfort. However, the promise of seamless smart living is often held back by a scattered 
market with different closed systems, leading to compatibility issues. Furthermore, 
significant user concerns regarding data security, privacy, system reliability, and overall 
complexity have tempered widespread adoption. This technological landscape 
underscores a critical need for research focused on developing user-centric, secure, and 
integrated smart home solutions that address these persistent challenges. 

2.1 Overview of smart home technologies 

Smart home technologies have advanced rapidly in recent years, evolving from simple 
automation setups to complex, interconnected environments that improve comfort, 
security, and energy management (Schulz & Scilla, 2024; Shamili et al., 2024). In their 
study, Schulz and Scilla (2024) provide a detailed analysis of current smart home systems, 
differentiating between hub-based and hub-free configurations. Hub-based systems use a 
central controller or gateway to manage communication among devices, offering easier 
coordination but potentially higher costs and limited scalability. In contrast, hub-free 
systems allow devices to communicate directly with each other over standardized 
protocols, enhancing flexibility and reducing dependency on a single point of failure, 
although sometimes at the expense of seamless integration. Their study highlights how 
modern smart homes integrate diverse connected devices such as lighting, climate 
control, and surveillance, using either centralized or distributed control models to meet 
user needs effectively (Schulz & Scilla, 2024). 

In addition to core automation functions, Schulz and Scilla (2024) also explored emerging 
trends such as the integration of healthcare monitoring systems, smart energy 
management through grid-aware appliances, and immersive technologies like augmented 
and virtual reality. Artificial intelligence plays a key role within smart environments by 
enabling context-aware and personalized interactions. Rego et al. (2022) and Schulz and 
Scilla (2024) argue that AI-driven systems can dynamically adapt to user behaviors and 
preferences, thereby enhancing the autonomy and responsiveness of the home. This 
comprehensive perspective provides a useful foundation for understanding the current 
and future path of smart home technologies and sets the stage for evaluating their social 
and technical implications (Rego et al., 2022; Schulz & Scilla, 2024). 

A significant challenge in the evolution of smart home technologies has been the lack of 
compatibility between devices from different manufacturers (Belli et al., 2024; Gomez et 

 
1 Internet of Things: A network of interconnected physical devices that collect, exchange, and act on data 
via the internet. 
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al., 2017; Madadi-Barough et al., 2024). As the number of smart devices in homes 
increases, ensuring seamless communication and coordination among them becomes 
more complex. Many devices operate using company-owned protocols or closed 
ecosystems, making it difficult for users to integrate products from multiple vendors into 
a unified system. This fragmentation not only impacts the user experience but also creates 
technical barriers for developers and limits the widespread adoption (Belli et al., 2024) of 
smart home solutions (Madadi-Barough et al., 2024). 

Madadi-Barough et al. (2024) stress that addressing integration has become a central 
focus in the advancement of smart home ecosystems. They explored standardized 
communication protocols, middleware solutions, and open platforms as key approaches 
to reducing fragmentation. According to their analysis, achieving effective integration is 
essential for enabling automation, data sharing, and intelligent coordination among 
devices. Overcoming these challenges would not only improve system functionality and 
user convenience but also support greater innovation by allowing developers to build on 
shared and extensible frameworks. 

Conceptual clarity is also essential to the development of smart home technologies, 
especially as systems grow in complexity and adoption expands. The absence of a 
consistent framework and terminology has led to fragmented understanding across 
stakeholders in the field (FakhrHosseini et al., 2025). To address this, FakhrHosseini et 
al. (2025) conducted interviews with 21 experts from academia and industry to develop a 
comprehensive taxonomy that classifies smart home systems based on factors such as 
levels of automation, intelligence, user interaction, and compatibility. This structured 
approach provides a common language for researchers, developers, and consumers, 
promoting clearer communication and a more clear system design. 

The proposed taxonomy also plays a crucial role in identifying and addressing barriers to 
adoption. FakhrHosseini et al. (2025) highlight the importance of aligning technical 
innovations with user-centric designs by incorporating factors such as usability, 
transparency, and security. By offering a unified lens through which smart home 
technologies can be understood and evaluated, the taxonomy supports comparative 
analysis, informed policy development, and coordinated innovation. This framework 
contributes significantly to the growth of the smart home domain, enabling more 
accessible, functional, and widely accepted automation solutions. 

Home automation refers to systems that autonomously manage lighting, climate, security, 
and appliances through an integrated network of sensors, actuators, and control platforms. 
These setups can optimize energy usage by adjusting devices in response to real-time data 
and environmental conditions. They can also improve safety through automated 
monitoring and alerts and streamline household operations by coordinating multiple 
components at the same time. However, achieving these benefits requires overcoming 
technical challenges such as ensuring seamless communication among diverse devices 
and protecting data and control channels against cyberattacks. System complexity must 
be balanced with stability, as even small misconfigurations can disrupt multiple 



 21 

subsystems. Additionally, the initial investment and design decisions required for a 
unified automation network can have a major impact on both performance and scalability. 

Home Assistant is a widely used open-source home automation platform that allows users 
to control and manage a broad range of smart devices through a centralized, customizable 
interface. Known for its flexibility and support for local control, it enables detailed 
automation across lighting, climate, security, and more. However, several studies and user 
reports indicate that the platform’s steep learning curve presents challenges for many. Its 
configuration depends heavily on YAML2 scripting and manual integration setup, which 
can be time consuming and error prone (Anik et al., 2024; Zargham et al., 2022). Users 
frequently encounter issues with designing effective automation, particularly when 
coordinating complex trigger–action sequences or managing dependencies between 
devices. Debugging is another common difficulty, as the platform offers limited real-time 
feedback, making it hard to trace misconfigurations (Zargham et al., 2022). These 
challenges underscore the need for enhanced user interfaces, validation tools, and clearer 
documentation to make Home Assistant more accessible and reliable for a broader user 
base. 

Anik et al. (2024) examined the tangible benefits of smart home technologies. Their study 
highlights that automation can significantly enhance comfort by allowing residents to 
schedule routines, such as adjusting lighting and climate settings based on time of day or 
occupancy. Additionally, they note that properly configured automation contributes to 
energy efficiency by dynamically controlling resource-intensive devices such as HVAC 
systems only when needed. Beyond comfort and efficiency, Anik et al. (2024) emphasize 
that well-designed automation can improve safety and accessibility, enabling features 
such as automatic door locking, intrusion detection alerts, and voice‐activated controls 
that benefit users with mobility limitations or visual difficulties (Anik et al., 2024). 

Despite these advantages, Anik et al. (2024) identify several challenges that slow down 
widespread adoption and user satisfaction. A primary obstacle is the complexity of 
automation configuration: users often struggle with implementation details, such as 
selecting the correct triggers and actions or defining conditional logic for more advanced 
scenarios. Optimization is another pain point, as poorly configured automations can lead 
to unintended device behavior or excessive energy consumption, undermining the very 
efficiencies they aim to achieve. Debugging misbehaving automations further 
complicates the user experience, since the dependencies among devices and scripts can 
be difficult to trace. Anik et al. (2024) argue that to overcome these challenges, developers 
and platform providers must offer intuitive tooling, clear documentation, and real-time 
feedback mechanisms that guide users through the configuration process and help them 
troubleshoot issues effectively. The paper suggests that by addressing these usability 
gaps, the full potential of home automation, balancing practicality, safety, and 
sustainability, can be more readily realized. 

 
2 YAML is a human-readable format used to define structured data, commonly in configuration files. 
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Kormpakis et al. (2024) provide a detailed examination of home energy management 
systems (HEMSs) as a cornerstone of smart home automation, illustrating significant 
benefits in terms of energy optimization and integration into wider smart city ecosystems. 
They demonstrate that HEMSs can dynamically monitor and control energy-consuming 
devices such as HVAC systems, lighting, and appliances based on real-time consumption 
data and demand-response signals. By leveraging IoT-enabled sensors and actuators, 
these systems adjust device operation to match household needs while minimizing peak 
loads and utility costs. Furthermore, the authors show how HEMSs can aggregate data 
from multiple homes to contribute to grid stability and environmental sustainability, 
highlighting the potential for aggregated energy management to reduce carbon footprints 
and support renewable energy integration. Their analysis underscores that, beyond 
individual household benefits, HEMSs serve as building blocks for city-wide energy 
intelligence, fostering economic and environmental advantages on a broader urban scale 
(Kormpakis et al., 2024). 

Despite these advantages, Kormpakis et al. (2024) also identify several technical 
challenges that limit the widespread deployment of HEMSs within home automation. A 
main challenge is the variety of devices and communication protocols: smart meters, 
sensors, and appliances often operate on different standards (e.g., Zigbee, Z-Wave, Wi-
Fi), complicating seamless integration and data exchange. The paper argues that without 
a unified integration architecture, system reliability suffers, especially when scaling from 
pilot installations to full residential neighborhoods. 

Additionally, edge computing restrictions, such as limited processing power and storage 
capacity on in-home gateways, pose difficulties for running advanced analytics locally, 
forcing reliance on cloud services and raising latency and privacy concerns. Finally, 
Kormpakis et al. (2024) emphasize the need for robust data analytics frameworks to 
handle large volumes of time-series energy data, enabling predictive maintenance and 
user-tailored optimization; designing such frameworks remains a challenging task given 
resource constraints and security considerations. The authors contend that by helping 
address these integration and processing challenges, HEMSs can more fully realize their 
promise within the broader smart home automation landscape. 

Security and privacy are key concerns in the development and adoption of smart home 
technologies (Buil-Gil et al., 2023). In their paper, Vardakis et al. (2024) provide a 
comprehensive review of smart home security within the context of IoT, highlighting the 
vulnerabilities built-in connected home systems. The authors examined various attack 
vectors, such as unauthorized access, data breaches, and device manipulation, 
emphasizing the need for robust security protocols and user awareness. They advocate 
the implementation of standardized security frameworks and continuous monitoring to 
safeguard user data and ensure the integrity of smart home operations. By addressing 
these security challenges, the study underscores the importance of integrating security 
considerations into the design and deployment of smart home technologies, thereby 
enhancing user trust and facilitating broader adoption (Vardakis et al., 2024). 
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To conclude, smart home technologies have evolved from simple automation tools to 
complex, interconnected ecosystems that enhance everyday living. Recent studies 
highlight the architectural differences between hub-based and hub-free systems, the 
importance of integration, and the value of unified taxonomies for reducing fragmentation 
in design and communication. Researchers also emphasize the growing role of user-
centric design and the critical importance of security and privacy in building trust and 
fostering adoption. At the practical level, home automation offers enhanced comfort 
through routine scheduling, improved energy efficiency via dynamic HVAC control, and 
increased safety through automated monitoring, even though challenges remain in 
configuration complexity, optimization, and troubleshooting. Similarly, HEMSs 
demonstrate the potential to optimize household consumption and contribute to smart-
grid integration but face technical hurdles related to device diversity, limited edge-device 
resources, and the need for advanced data analytics frameworks. Together, these insights 
provide a comprehensive view of the current state of smart home development, outlining 
both opportunities and persistent challenges in creating more reliable, accessible, and 
intelligent home environments. 

2.2 Barriers to adoption: When the user perspective is missing 

Reisinger et al. (2023) explored how everyday life in the home, routines, emotional 
attachments, and social interactions often clash with technology‐driven smart home 
solutions, creating barriers to user adoption. Through cultural studies, collaborative 
design, and focus groups, the authors reveal that many smart home designs fail to account 
for the complex “invisible boundaries” of individual households, such as the deeply 
habitual practices tied to specific rooms, the emotional significance of personal items, 
and the management of shared spaces. These mismatches between technology and lived 
experience lead users to perceive smart home systems as disruptive, effortful, or simply 
irrelevant to their actual needs. To overcome these barriers, Reisinger et al. (2023) 
propose a set of design dimensions: time (how routines evolve), space (how rooms are 
used), relations (interactions among household members), individual factors (abilities and 
comfort levels), and values (cultural or emotional priorities) that must support any user‐
centric smart home framework. By aligning system capabilities with these dimensions, 
designers can create features that match with real‐world practices rather than imposing 
artificial workflows (Alsiyat et al., 2025; Bombik et al., 2022; Reisinger et al., 2023). 

Building on these dimensions in their paper, Reisinger et al. (2023) identify seven 
concrete design goals to guide smart home development to reduce adoption barriers: (1) 
control (ensuring users feel in charge of technology rather than overwhelmed by it), (2) 
low effort (minimizing the cognitive and physical work required to set up and maintain 
automation), (3) integration (seamlessly blending new devices with existing household 
objects and routines), (4) evolvability (allowing systems to adapt as user needs and home 
configurations change), (5) identity (preserving the unique character and style of each 
home), (6) sociability (supporting shared experiences and communication among 
household members), and (7) benefits (making the tangible advantages clear and direct, 
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such as energy savings or safety enhancements). By embedding these goals into the 
design process, smart home technologies can address the root causes of user resistance, 
namely, perceived complexity, loss of personal control, and misalignment with daily life, 
thereby promoting greater acceptance and sustained usage. 

Magara and Zhou (2024) build on these insights by empirically examining how security 
and privacy concerns prevent potential users from embracing smart home technologies. 
Through an online survey of over 300 participants, they found that fears of data breaches, 
unauthorized surveillance, and insufficient encryption dramatically reduce trust in IoT 
devices, leading many respondents to hesitate or reject home automation solutions 
outright. Their analysis reveals that confidence in manufacturers’ data-handling practices 
is a crucial factor: when users consider weak or unclear security measures, their perceived 
risk rises and adoption intentions decline. To address these challenges, Magara and Zhou 
(2024) recommend that designers implement transparent data governance policies, end-
to-end encryption, and intuitive privacy dashboards that enable users, regardless of 
technical expertise, to easily configure and monitor their data-sharing settings. By 
prioritizing these user-driven security and privacy requirements, smart home systems can 
better align with consumer expectations, promoting greater trust and ultimately 
facilitating wider adoption (Magara & Zhou, 2024). 

The TAM, originally proposed by Fred Davis in 1989, is a widely recognized theoretical 
framework used to explain and predict user acceptance of information technology. At its 
core, TAM suggests that two primary beliefs influence a user’s intention to adopt a new 
system: perceived usefulness (PU), which is the degree to which an individual believes 
that using a particular system will enhance their job performance, and perceived ease of 
use (PEOU), defined as the degree to which an individual believes that using a particular 
system would be free of effort. These perceptions, in turn, shape a user’s attitude toward 
using the technology and ultimately their BI to use it, providing a foundational 
understanding of adoption processes across various technological contexts. 

Within the expanding field of smart home technologies, understanding user acceptance is 
essential for widespread adoption, with the TAM frequently serving as a foundational 
framework. A systematic literature review by Daruwala and Oberst (2023) highlights that 
TAM is the most commonly applied model in investigating smart home technologies’ 
acceptance, consistently emphasizing PU and PEOU as critical factors. Despite the 
availability of smart home technologies for over two decades, their acceptance has been 
slower than anticipated, often hindered by factors such as technophobia, privacy 
concerns, and the need for greater clarity in value propositions. Research in this area 
frequently extends TAM by integrating additional variables, such as compatibility, trust, 
awareness, enjoyment, and perceived risks, to provide a more comprehensive 
understanding of the complex interplay of psychological, cultural, and technological 
factors that influence BI to adopt smart home solutions (Daruwala & Oberst, 2023). 

Shuhaiber and Mashal (2019) extend the classic TAM to the smart home domain by 
incorporating additional user-centric factors such as trust, awareness, enjoyment, and 
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perceived risk alongside PU and PEOU to explain residents’ intention to adopt smart 
home systems (Shuhaiber & Mashal, 2019). 

In their empirical study in Jordan, Shuhaiber and Mashal (2019) demonstrate that PU (a 
cognitive factor reflecting beliefs about how effectively a smart home system can improve 
daily routines) and PEOU (another cognitive factor indicating the anticipated effort 
required to use the system) remain primary drivers of users’ attitudes. Trust and 
awareness further influence cognitive evaluations by shaping how users perceive the 
reliability and familiarity of the technology. At the same time, enjoyment serves as an 
emotional motivator (e.g., the pleasure derived from interacting with a responsive lighting 
system or voice-controlled thermostat), enhancing users’ willingness toward adoption. In 
contrast, perceived risk, another emotional element tied to fears of privacy breaches, 
causes a strong negative influence. By showing that these extended TAM constructs 
collectively account for a substantial portion of the differences in adoption intentions, the 
authors underscore the necessity of addressing both emotional (e.g., enjoyment, fear) and 
cognitive (e.g., PU, PEOU) dimensions in designing and promoting smart home 
technologies. 

Smart home adoption can vary depending on environmental and contextual factors, 
including cultural norms, economic conditions, and infrastructure (Basarir-Ozel et al., 
2023; Bombik et al., 2022). Differences in energy awareness, sustainability priorities, and 
local living conditions may influence the ways households interact with smart 
technologies (Li et al., 2021). For instance, some households may prioritize energy 
efficiency, while others may focus more on convenience, security, or comfort. Similarly, 
access to information, available benefits, and the affordability of devices can shape 
adoption patterns. These variations indicate that the impact and uptake of smart home 
technologies are likely shaped by the surrounding environment rather than following a 
uniform pattern across regions (Basarir-Ozel et al., 2023; Bombik et al., 2022; Li et al., 
2021). 

2.3 Bridging research, design, and implementation 

The translation from theoretical research to practical smart home implementation 
represents a critical challenge in the field, often characterized by a significant gap 
between academic findings and real-world applications. The “smart home” is a strongly 
technology-driven field, with a considerable ongoing gap for design, based on an 
everyday home context and the social and emotional nature of the home. This disconnect 
comes from the main focus on technological capabilities rather than user-centric 
requirements, resulting in solutions that may be technically sophisticated but fail to 
address genuine user needs and situational realities. Traditional research approaches often 
operate in isolation from practical implementation limitations, leading to prototypes and 
concepts that struggle to transition from laboratory environments to actual domestic 
settings (Reisinger et al., 2023). 
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The emergence of user-centric design methodologies offers a promising pathway to 
bridge this research–implementation gap. The optimal framework for smart home 
research lies in integrating technological innovation, service development, and user-
centric experiences to bridge the gaps between advancements and diverse user needs. This 
integrated approach requires iterative design processes that incorporate user feedback 
throughout the development cycle, from initial conceptualization to final deployment. By 
embedding practical implementation considerations within the research phase and 
maintaining continuous dialogue among researchers, designers, and users, it becomes 
possible to develop smart home solutions that are technically viable and genuinely 
responsive to user requirements, thereby facilitating more successful adoption and 
sustained engagement (Park & Han, 2025). 

The development of user-centric prototyping methodologies has emerged as a crucial 
component in bridging the gap between smart home research and practical 
implementation. An experimental smart home prototype was developed by Cerino et al. 
(2023) to demonstrate a secure, scalable service model that addresses future home service 
needs. The process was informed by user-centric design methods and iteratively refined 
based on feedback from target users (Cerino et al., 2023). This iterative approach 
emphasizes the importance of continuous user involvement throughout the development 
process, moving beyond traditional linear development models where user input is 
gathered only at the beginning or end of the project. Such methodologies enable 
researchers to identify and address implementation barriers early in the design process, 
resulting in more robust and adaptable solutions. 

Collaborative design approaches have gained significant traction as a means to open up 
the smart home development process and ensure that diverse user perspectives guide both 
research and implementation strategies. Based on the analysis of the 55 papers by Yao et 
al. (2023), the research methods used across the 55 papers were primarily quantitative, 
qualitative, and developmental. The quantitative research methods mainly included A/B 
testing3, questionnaires, statistical analysis, and other techniques. The qualitative research 
methods included semi-structured interviews, context awareness, co-design, 
collaborative design, and exploratory design (Yao et al., 2023). The integration of 
collaborative design within smart home research acknowledges that effective 
implementation requires active collaboration with users rather than passive consultation. 
This collaborative approach not only enhances the relevance and usability of the resulting 
implementations but also addresses issues of diversity and accessibility that are often 
overlooked in technology-driven development approaches. 

Smart home research often faces challenges in moving from theory to real-world 
applications, largely due to a focus on technical innovation rather than user needs and 
everyday contexts. This gap leads to sophisticated but impractical solutions. User-centric 

 
3 A/B testing is a statistical method that compares two versions of a product or design by randomly showing 
different versions to different user groups and measuring which performs better based on specific metrics 
like user engagement or satisfaction rates. 



 27 

and collaborative design approaches offer effective ways to bridge this gap by involving 
users throughout the development cycle. Through iterative feedback and collaboration, 
these methods help identify real-world constraints early and support the creation of more 
practical, adaptable, and inclusive smart home systems. 
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3 Research gaps, questions, and design 
This section outlines the rationale, focus, and methodology of the study. It begins by 
identifying critical gaps in the existing research on smart home technologies, particularly 
those affecting user experience, adoption, and trust. Building on these gaps, the study 
formulates specific research questions that guide inquiry into user challenges, 
preferences, and perceptions. Finally, the section presents the multiphase research design 
and methods employed to systematically address these questions, integrating both 
empirical data collection and prototype development to produce actionable insights. 

3.1 Research gaps 

Despite the growing spread of smart home technologies, user adoption and sustained 
engagement remain limited. A significant portion of the existing research has largely 
focused on the technical aspects of smart homes, often overlooking the not easily 
simplified experiences and challenges faced by users. This tech-centric approach has led 
to a disconnect between the capabilities of smart home systems and the actual needs and 
preferences of users. 

One of the primary barriers to widespread adoption is the complexity associated with 
setting up and configuring smart home devices. Users frequently encounter difficulties 
integrating devices from different manufacturers, leading to compatibility issues and 
fragmented user experiences. Moreover, the lack of standardized protocols worsens these 
challenges, making it difficult for users to achieve seamless automation within their 
homes. 

Privacy and security concerns further get in the way of user trust in smart home 
technologies. Many users are worried about data collection practices and the potential for 
unauthorized access to their personal information. These concerns are often heightened 
by the unclear nature of data-handling policies and the limited control users have over 
their data within smart home ecosystems. 

Additionally, there is a noticeable gap in understanding the diverse needs of different user 
demographics. For instance, elderly users may have different usability requirements than 
younger, tech-savvy individuals. Many current smart home solutions take a one-size-fits-
all approach and often fail to account for differences in technical skills, accessibility 
needs, or users’ countries and living environments. 

Furthermore, the evaluation of smart home systems has largely been confined to 
laboratory settings and lacks real-world validation. This limitation restricts the 
understanding of how users interact with smart home technologies in their daily lives and 
the practical factors influencing their experiences. 

In short, while technological advancements have driven the development of smart home 
systems, there remains a critical need for research that centers on the user experience. 
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Addressing the identified gaps, such as system complexity, integration challenges, 
privacy concerns, demographic-specific needs, and real-world usability, will be essential 
in enhancing user satisfaction and promoting the broader adoption of smart home 
technologies. 

3.2 Scientific novelty and contribution 

The scientific novelty of this dissertation lies in the introduction of the UASH-DF, a 
structured, research-driven framework that bridges user-centric design principles with 
technical system implementation in smart home environments. The framework 
systematically integrates user needs, behavioral insights, and usability feedback into each 
stage of technology design and evaluation. 

The framework advances scientific understanding by showing how compatibility, 
usability, privacy, and trust can be jointly optimized through iterative, evidence-based 
development. This approach moves beyond product engineering, offering a generalizable 
methodology applicable to both academic research and practical system design in 
intelligent environments and human-technology interaction. Building on this foundation, 
the dissertation makes the following contributions: 

• Theoretical contribution: Extends the Technology Acceptance Model (TAM) by 
incorporating trust and privacy constructs. 

• Empirical contribution: Provides cross-cultural insights into user adoption 
barriers in smart home technologies. 

• Practical contribution: Delivers a working prototype research artifact 
demonstrating the framework’s real-world applicability. 

3.3 Research questions 

Informed by a comprehensive examination of existing research and grounded in the 
overarching goal of aligning smart home technologies with genuine user needs, this 
doctoral work frames its research questions as a stepwise progression through four 
interrelated phases. Each question builds upon insights derived from identifying user-
reported gaps, collecting empirical data on preferences and pain points, iteratively 
designing a user-centric prototype, and evaluating acceptance through established 
theoretical constructs. By structuring the questions to address both conceptual issues 
(such as usability, compatibility, and privacy) and practical concerns (including design 
requirements and acceptance metrics), this approach ensures a unified, user-focused 
investigation of smart home technologies. 

RQ1. What are the key usability, integration, and privacy challenges experienced 
by smart home users? 
 



 31 

RQ2. How do users perceive and prioritize usability, interoperability, and security 
in smart home technologies? 
 

RQ3. How can a home automation system be designed, implemented, and 
evaluated to enhance the user experience while ensuring usefulness and 
trustworthiness? 

Together, these questions guide a logical flow from understanding “what is” (user 
challenges), to determining “what should be prioritized” (user perceptions), to 
constructing “what could be” (designing and building a prototype), and finally to 
evaluating “what is acceptable and valuable” (user acceptance). This structured trajectory 
not only uncovers theoretical insights about user needs and technological gaps but also 
produces a validated, practical artifact that represents best practices in user-centric smart 
home design.  

3.4 Research design and methods 

This doctoral research uses a multiphase, mixed-methods design to investigate smart 
home technologies from users’ perspectives. The process is illustrated in Figure 1, which 
outlines four sequential phases: a systematic literature review to identify user-reported 
gaps, an international survey to capture user preferences, prototype development of a 
smart home system, and a final evaluation phase to assess user acceptance and 
satisfaction. 

 
Figure 1: Multiphase research process integrating systematic review, empirical user 

study, platform development, and behavioral evaluation 
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In the first phase, a systematic literature review was conducted to uncover gaps reported 
by end users, such as usability obstacles, missing functionality, and integration 
shortcomings. By combining findings from a broad collection of studies, this phase 
established a clear understanding of what users want and what current solutions fail to 
deliver, laying the foundation for future empirical work. 

In the second phase, an international, cross-sectional survey gathered quantitative data 
from smart home users across diverse demographics. The survey instrument was designed 
to capture user preferences, pinpoint common pain points (e.g., device interoperability, 
setup complexity, security concerns), and identify desired features that remain neglected 
in commercial offerings. Statistical analysis of these responses provided an empirical 
baseline for understanding how user needs vary by age, technical background, and 
geographic region, directly informing design priorities for the prototype. 

The third phase applied a DSR methodology to construct a Raspberry Pi–based smart 
home platform, serving as a research artifact to investigate how user-reported needs can 
be translated into a tangible, testable system. This implementation laid the foundation for 
the final evaluation phase, enabling a structured assessment of usability, security, and 
adaptability. Iterative cycles of brainstorming, development, and refinement ensured that 
the platform addressed gaps identified in earlier phases and was suitable for behavioral 
evaluation. 

In the fourth phase, the resulting prototype was evaluated through the lens of the TAM. 
A mixed-methods evaluation combining a structured questionnaire with follow-up 
interviews measured PU, PEOU, trust, and overall satisfaction. By statistically modeling 
these factors and triangulating them with qualitative feedback, this phase identified key 
drivers and barriers to user acceptance, providing actionable insights for both academic 
theory and practical system design. 

Across all phases, the data collection and analysis procedures followed to rigorous ethical 
standards. Quantitative data were analyzed using summary statistics. Qualitative data 
were analyzed using thematic coding, a method for identifying and organizing recurring 
patterns or “themes” within textual feedback, allowing the researcher to capture users’ 
shared experiences and concerns systematically. 

3.5 Research ethics 

Throughout all phases of this dissertation, ethical considerations were carefully integrated 
into the research design, data collection, implementation, and reporting processes. Each 
of the four publications involved different methodological approaches—a systematic 
literature review, international survey, prototype development, and user evaluation—that 
required specific ethical practices tailored to the context of each study. 
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For the systematic literature review (Publication I), only publicly available, peer-
reviewed sources were used. No personal or sensitive data were involved, and all findings 
were reported with academic integrity, ensuring proper citation and unbiased summary. 

In the international survey study (Publication II), ethical measures included voluntary 
participation, informed consent, and full anonymity. Respondents were informed of the 
study’s purpose and their right to withdraw at any point. No identifying information was 
collected, and the data were stored securely. The survey design was approved by 
institutional review procedures and complied with GDPR4 principles for handling 
international participant data. 

The prototype development and testing phase (Publication III) did not involve live end 
users during the initial deployment. However, ethical responsibility was applied in 
selecting secure, privacy-aware design decisions such as avoiding direct internet exposure 
via port forwarding, using key-based SSH authentication, and implementing GSM-based 
alerts to protect user safety in low-connectivity conditions. System logs and performance 
metrics used for evaluation were generated solely from controlled environments and did 
not include personal user information. 

For the TAM study (Publication IV), ethical approval was obtained for user testing. 
Participants provided informed consent and were assured that their responses, both 
structured and open ended, would remain anonymous and confidential. They were 
informed of the voluntary nature of their participation, their right to skip any questions, 
and their freedom to withdraw at any time. The collected data were analyzed, 
summarized, and stored in a secure environment to protect the participants’ privacy. 

Across all studies, transparency, respect for participants, and responsible handling of data 
were fundamental guiding principles. No misleading practices were employed, and all 
analyses and findings were reported truthfully. The research complies with the ethical 
standards set by the academic institution and the broader research community, ensuring 
that the work meets the highest standards of integrity and respect for human participants. 

 

 
4 The general data protection regulation (GDPR) is a European Union law that governs the collection, 
processing, and storage of personal data to ensure privacy and data protection for individuals within the 
EU. 
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4 Overview of the publications 
This chapter brings together four integrated studies that collectively trace the evolution 
of this research. It begins with a comprehensive review of the existing smart home 
literature to identify user-centric gaps, followed by a survey that captures diverse user 
needs and priorities. The chapter then details the design and iterative development of a 
fully integrated home automation prototype and finally presents an empirical evaluation 
of that prototype’s usability, usefulness, and trustworthiness. Together, these studies form 
a unified story from identifying user challenges to gathering real-world input, to 
constructing a practical solution, and ultimately assessing its acceptance, demonstrating 
how each step builds upon the previous to advance both theoretical understanding and 
practical implementation in user-centric home automation. 

4.1 Publication I: The Present State of Home Automation: A 
Systematic Literature Review 

The first publication in this dissertation, titled “The Present State of Home Automation: 
A Systematic Literature Review” (Yaldaie et al., 2022), lays the foundational groundwork 
for the later studies by critically examining the current landscape of smart home 
technologies. This comprehensive review identifies current trends, challenges, and gaps 
in the field, thereby informing the direction of the research presented in the following 
chapters. Table 1 summarizes the paper’s structure, including its objectives, 
methodology, and contributions. 

Table 1: Publication I Summary 
Element Details 

Objective A comprehensive review of existing 
smart home literature 

Methodology A systematic literature review with 
predefined inclusion/exclusion criteria 

Key features  Identification of trends, challenges, and 
research gaps 

Evaluation A thematic analysis of selected studies 

Outcome A series of research gaps guiding 
following empirical work 

Dependency N/A (first study in sequence) 
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4.1.1 Motivation and scope 

The drive for this literature review stems from the rapid growth of IoT devices and their 
integration into residential settings. Despite technological advancements, the widespread 
adoption of smart home systems remains limited due to factors such as usability issues, 
security concerns, and interoperability challenges. This study aims to summarize existing 
research to understand these barriers and identify areas requiring further investigation. 

4.1.2 Methodology 

A systematic literature review (SLR) was chosen as the methodological approach for this 
study due to its structured and rigorous nature, which minimizes bias and ensures 
comprehensive coverage of existing research. Unlike traditional literature reviews, which 
may be narrative and subjective, SLRs follow predefined criteria for inclusion and 
exclusion, allowing for a more objective summary of findings. The process began with a 
comprehensive search across four major digital libraries for English-language case 
studies exceeding three pages in length, focusing on various domains of smart home 
technologies. Thematic analysis was then conducted to extract data relevant to the 
research questions, ensuring a thorough understanding of the field. 

The decision to employ an SLR was driven by several factors: 

• Comprehensive evidence synthesis: An SLR provides a complete and balanced 
overview of existing research on a specific topic, ensuring that conclusions are 
based on the best available evidence. 

• Identification of research gaps: By systematically evaluating existing studies, 
SLRs help identify areas where further research is needed, guiding future studies 
and funding priorities. 

• Reduced bias: Following a structured protocol minimizes the risk of bias, 
ensuring that the findings are as objective and reliable as possible. 

• Informed decision-making: SLRs provide evidence for policymakers, educators, 
and other stakeholders to make informed decisions based on comprehensive and 
up-to-date research. 

By employing an SLR, this study aims to provide a robust foundation for understanding 
the current state of smart home technologies, thereby informing the subsequent research 
presented in this dissertation. 

4.1.3 Key findings 

The following key findings summarize the main insights from the literature review on 
smart home technologies. They highlight trends, challenges, and gaps in current research, 
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providing a foundation for understanding how usability, security, interoperability, and 
user experience are being addressed in both practice and academia. 

1. Technological advancements and usability: The review highlights significant 
progress in smart home technologies, including the development of motion 
sensors, remote-controlled devices, and voice-activated systems. However, it also 
reveals that many products prioritize either usability or security, often one at the 
expense of the other. This trade-off underscores the need for balanced design 
approaches that do not compromise one aspect for another. 

2. Security and privacy concerns: Security and privacy emerge as critical issues, 
with many smart home products lacking robust protective measures. The review 
notes that some devices overlook basic security enhancements, making them 
vulnerable to unauthorized access and data breaches. This finding aligns with 
prior studies, which consistently show that privacy intrusions are among the most 
common threats to smart homes. 

3. Interoperability and standardization: A significant challenge identified is the 
lack of standardization across smart home devices, leading to interoperability 
issues. The absence of common communication protocols prevents seamless 
integration, calling for the development of middleware and frameworks to 
facilitate better energy management and system efficiency. 

4. User interface and experience: The diversity of users, spanning various age 
groups and technological proficiencies, requires intuitive and accessible user 
interfaces. The review emphasizes the importance of designing smart home 
systems that serve to this wide user base, ensuring that interfaces are both simple 
and effective. 

5. Research gaps: The analysis reveals that most case studies are conducted in 
laboratory settings and lack real-world applicability. Additionally, there is a lack 
of research focusing on the comprehensive development of smart home systems 
that integrate usability, security, and performance. 

4.1.4 Contribution to the dissertation 

The systematic literature review conducted in this first publication serves as the 
cornerstone of the dissertation, providing a comprehensive and methodologically rigorous 
summary of existing research on smart home technologies. By employing a structured 
approach to identify, evaluate, and analyze relevant studies, the review offers an objective 
overview of the current state of the field, minimizing bias and enhancing the reliability of 
the findings. 

This foundational work not only combines existing knowledge but also critically 
examines the methodologies and outcomes of prior studies, highlighting inconsistencies 
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and areas where evidence is lacking or inconclusive. Such insights are invaluable for 
guiding future research efforts, as they pinpoint specific aspects of smart home 
technologies that require further exploration and development. 

Furthermore, the review’s emphasis on user-centric design, security, and interoperability 
issues underscores the diverse challenges that must be addressed to enhance the adoption 
and effectiveness of smart home systems. By systematically categorizing and analyzing 
these challenges, the review provides a clear framework for next investigations, ensuring 
that future studies are grounded in a thorough understanding of the existing literature. 

In essence, this systematic literature review not only maps the current landscape of smart 
home technologies but also identifies critical gaps and opportunities for innovation. These 
insights set the stage for the ensuing research endeavors in this dissertation, which aim to 
address the identified challenges through empirical studies and practical implementations, 
thereby contributing to the advancement of user-friendly, secure, and interoperable smart 
home solutions. 

4.2 Publication II: Who Are Smart Home Users and What Do They 
Want?—Insights from an International Survey 

The second publication, titled “Who Are Smart Home Users and What Do They Want?—
Insights from an International Survey” (Yaldaie et al., 2023), presents the findings of a 
comprehensive user study aimed at understanding the current landscape of smart home 
adoption. Building on the gaps identified in the previous literature review, this study 
explores user demographics, behaviors, concerns, and expectations, providing valuable 
empirical insights to guide the user-centric design and development of smart home 
technologies. Table 2 summarizes the study’s methodology and contribution to the 
dissertation, explaining how these insights informed the design of the prototype system 
developed in the next phase. 

Table 2: Publication II Summary 
Element Details 

Objective Capture user experiences, preferences, 
and concerns via a survey 

Methodology Targeted literature review (to inform 
survey questions) + international online 
survey 

Key features  Demographics, preferred features, cost 
considerations, and security concerns 

Evaluation Mixed-methods analysis 
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Outcome Defined user requirements and 
preferences for prototype design 

Dependency Builds on identified research gaps and 
user concerns from Publication I 

4.2.1 Motivation and scope 

Building upon insights from the SLR, which highlights the complex challenges and 
opportunities in smart home technologies, this second study shifts from a theoretical 
exploration to an empirical investigation. In response to the identified gaps, particularly 
the lack of user-centric design approaches and the limited understanding of user 
expectations, this research seeks to explore the lived experiences, preferences, and 
concerns of both current and potential smart home users across diverse demographics. 
The goal is to generate practical insights that can guide the development of more 
accessible, secure, and user-friendly smart home solutions. 

4.2.2 Methodology 

To gain an in-depth understanding of user perspectives on smart home technologies, we 
designed and conducted an international survey that integrated both quantitative and 
qualitative elements. Recognizing that user needs and expectations can vary significantly 
across countries and cultural contexts, the survey instrument was carefully crafted based 
on insights from our prior SLR, ensuring alignment with identified research gaps and 
user-centric considerations. The questionnaire covered a diverse range of topics, 
including demographic information, current usage patterns of smart home devices, 
recognized benefits and challenges, privacy and security concerns, and desired 
functionalities. To ensure the clarity and relevance of the questions, a pilot study was 
conducted with a small, diverse group of participants, leading to refinements in question 
wording and structure. The finalized survey was shared online through various channels, 
including social media platforms, technology forums, and academic mailing lists, to reach 
a broad and diverse audience across different geographic regions, age groups, and levels 
of technological proficiency. 

In analyzing the collected data, we employed a mixed-methods approach to capture both 
the variety and depth of user experiences and expectations. Quantitative data were 
analyzed using statistical techniques to identify patterns and correlations. This included 
using summary statistics to user characteristics and preferences. Qualitative responses 
were subjected to detailed analysis, allowing us to identify recurring themes and insights 
that provided the context for the quantitative findings. This dual approach enabled a 
comprehensive understanding of user needs and concerns, informing the following 
development of a prototype smart home system tailored to address the identified 
requirements. 
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4.2.3 Key findings 

The survey aimed to explore users’ experiences, preferences, and limitations regarding 
smart home technologies. The following key findings highlight patterns in demographics, 
awareness, feature preferences, and financial considerations, providing insight into 
factors that influence adoption and user satisfaction. 

1. Awareness vs. adoption: While many respondents were aware of smart home 
technologies, full adoption remained limited. This gap suggests potential barriers, 
such as unfavorable cost–benefit balance, complexity, or privacy concerns that 
deter users from embracing these technologies fully. These patterns were 
particularly evident among younger adults living in rental accommodations, 
indicating the importance of designing solutions suited to this demographic. 

2. Preferred features: Smart lighting systems emerged as a popular choice among 
users, indicating a preference for manageable and immediately beneficial smart 
home features. Security features also garnered significant interest, reflecting 
users’ desire for safety and peace of mind. 

3. Cost considerations: A notable finding was the budgetary limit among users, 
with most willing to invest a hundred euros or less in smart home technologies. 
This financial threshold highlights the necessity of cost-effective solutions in the 
smart home market. 

These findings collectively emphasize the need for smart home technologies that are 
not only innovative but also affordable, user-friendly, and aligned with the specific 
needs and preferences of diverse user groups. 

4.2.4 Contribution to the dissertation 

This survey-based study plays a key role in advancing the dissertation’s overarching goal 
of aligning smart home technologies with real user needs. Building on the theoretical 
foundation laid by the initial SLR, this paper introduces a critical empirical dimension by 
capturing the lived experiences and expectations of actual and potential smart home users. 
As part of this second publication, a targeted literature review was conducted to inform 
the design of the survey and ensure that the questions addressed the most relevant and 
pressing issues identified in prior research. The findings offer concrete evidence of user 
concerns, such as security, usability, and cost, that must be addressed to improve 
technology adoption. 
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4.3 Publication III: Innovative Home Automation with Raspberry 
Pi: A Comprehensive Approach to Managing Smart Devices 

The third publication, “Innovative Home Automation with Raspberry Pi: A 
Comprehensive Approach to Managing Smart Devices” (Yaldaie et al., 2024), marks a 
transition from theoretical exploration to hands-on implementation. Building on insights 
from the earlier literature review and international user survey, this study aimed to 
develop and evaluate a smart home prototype that responds to the most commonly 
reported user concerns: the need for intuitive usability, reliable security, and affordability. 
These priorities were identified as critical through both academic analysis and direct user 
feedback. The resulting system was designed to be easy to set up and operate, protective 
of user privacy, and financially accessible, ensuring that smart home technology could be 
more inclusive and practical for everyday households. This publication demonstrates how 
user-informed design choices can lead to more acceptable and adoptable smart home 
solutions. Table 3 summarizes the study’s methodology and contribution to the 
dissertation, explaining how these insights informed the design of the prototype system 
evaluated in later sections. 

Table 3: Publication III Summary 
Element Details 

Objective Design, develop, and validate a cost-
effective smart home prototype 

Methodology Design science research (artifact creation 
and iterative evaluation) 

Key features  Self-deployable system, extensible 
architecture; SSH key-based auth, 
Fail2Ban, firewall, GSM alerts 

Evaluation Testing across scenarios: responsive 
control, arm/disarm timing; GSM 
fallback 

Outcome Validated prototype meeting security, 
usability, and adaptability requirements 

Dependency Implements user requirements from 
Publication II and addresses gaps from 
Publication I 
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4.3.1 Motivation and scope 

The motivation for this study stemmed from the need to bridge the gap between user 
expectations and smart home solutions. The prior survey revealed key user requirements, 
including intuitive interfaces, robust security features, and seamless integration of 
devices. In response, this study developed a prototype to meet these requirements and to 
serve as a flexible platform for future enhancements. The scope covered the integration 
of various sensors, the implementation of a user-friendly control interface, and the 
incorporation of security protocols to safeguard user data and system integrity. The 
developed prototype’s source code are hosted in a public GitHub repository5 to promote 
transparency, collaboration, and reproducibility. While the repository is publicly 
accessible, sensitive configuration data and credentials related to connected devices are 
excluded to maintain system security and integrity. 

4.3.2 Methodology 

This study adopts the DSR methodology, guided by the process model proposed by 
Peffers et al. (2007), which is well-suited for developing and evaluating IT artifacts that 
address real-world problems. DSR was chosen because it aligns with the goals of this 
research: to iteratively design, develop, and assess a functional smart home system 
prototype that directly responds to user expectations around usability, affordability, and 
security. Rather than only analyzing existing systems, this approach enabled active 
engagement in the creation of a novel solution and its evaluation in realistic residential 
contexts. 

The research followed six key steps outlined by Peffers et al. (2007): 

• Problem identification and motivation: Recognizing core user concerns—
usability, affordability, and security—through a systematic literature review and 
international survey. 

• Defining objectives for a solution: Establishing design goals based on user 
expectations and practical boundaries. 

• Design and development: Creating a smart home prototype that reflects these 
objectives, using modular and cost-effective architecture. 

• Demonstration: Deploying the system in realistic residential scenarios to 
showcase its functionality and adaptability. 

• Evaluation: Assessing the system using user feedback and the TAM to measure 
PU, ease of use, trust, and privacy. 

• Communication: Sharing results through academic publications and practical 
recommendations to inform future smart home development. 

 
5 https://github.com/Ashkan-Yaldaie/Smart_Home 
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While Hevner et al. (2004) provided foundational guidelines for DSR, this study adopts 
the process model proposed by Peffers et al. (2007), which offers a structured and 
sequential approach better suited for the iterative development and evaluation of a user-
centric smart home system (Hevner et al., 2004; Peffers et al., 2007). This methodological 
choice ensured that the research not only contributed to academic knowledge but also 
delivered a tangible, user-aligned innovation in smart home technology. 

4.3.3 Security features 

Security emerged as a major concern in both the systematic literature review and the 
international survey presented in the first two publications. Users consistently 
emphasized the need for robust measures to protect against unauthorized access and data 
breaches and to ensure the trustworthiness of remotely accessible smart home systems. In 
direct response to these insights, the prototype smart home system developed in the third 
study incorporated a multilayered security approach, integrating several practical and 
well-established tools to safeguard the system and address these user concerns. 

To ensure secure remote access, the system was designed with multiple layers of 
protection. Measures were put in place to control authentication, limit network exposure, 
and prevent direct internet access while still allowing necessary remote interactions. This 
approach provides a strong security posture without relying on overly complex or exposed 
configurations. Further details on the specific implementations are available in the papers 
referenced in this dissertation. 

For secure remote control and monitoring, a chat-based interface was implemented. Users 
can send commands and receive real-time status updates through this application. This 
setup avoids exposing a web interface and ensures encrypted communication using the 
chat application’s secure messaging protocol. When graphical access to the system was 
necessary, virtual network computing (VNC) was employed. VNC sessions were 
password protected and configured to require explicit permission before remote desktop 
sharing could begin, ensuring user control over remote visibility. 

By incorporating these measures, SSH with key-based authentication, Fail2Ban, a strict 
firewall, secure remote access methods without port forwarding, and secure VNC, the 
system addresses key security concerns from earlier findings and demonstrates a strong 
commitment to user privacy and system integrity. 

4.3.4 Testing and evaluation 

Building on the security and usability concerns identified in the first two publications, the 
prototype smart home system underwent a comprehensive testing phase designed to 
ensure that it met real‐world demands across a variety of operational constraints. Rather 
than focusing on specific dwelling types, the evaluation examined the system’s 
adaptability, reliability, and performance under three general scenario categories: 
environments with limited space, setups requiring scalability and customization across 
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multiple rooms, and contexts with unreliable internet connectivity. Each scenario was 
chosen to reflect the challenges and user requirements uncovered by earlier research: 
maintaining responsive control in confined areas, providing dependable, hands-off 
security features in more extensive layouts, and maintaining functionality when network 
access is unreliable. 

To assess responsiveness and resource management in limited-space conditions, sensors 
for lighting and climate control were managed through frequent on/off cycles while 
commands were issued via the web interface. The system consistently provided smooth, 
nearly real-time feedback, and the core hardware remained well under capacity, even 
when multiple devices were running. 

In scenarios demanding scalability and user customization, where multiple sensors and 
actuators operate simultaneously, the prototype’s automatic arm and disarm features were 
rigorously tested. The system seamlessly transitioned into security mode when the 
occupants left and reliably reverted to a disarmed state upon their return, without 
requiring manual intervention. Occasional false triggers led to adjustments in the arm and 
disarm timing, ensuring a more reliable operation. These refinements guided future tuning 
to minimize false alarms while maintaining comfort, confirming earlier survey findings 
that users need both flexibility and dependable security in larger homes. 

To evaluate resilience when internet connectivity was unreliable, the system employed a 
GSM-based security alert feature. Whenever a security breach was detected, such as 
motion detection while the network was offline, the system automatically sent a text 
message notification to a designated phone number. Concurrently, local control functions 
remained available, allowing occupants to manage devices on the home network without 
interruption. This capability directly addresses participants’ concerns regarding data 
privacy and system trust. 

Across all testing scenarios, the implemented security measures, including SSH with key-
based authentication, Fail2Ban for unauthorized login prevention, a strictly configured 
firewall, secure VNC for graphical access, and GSM fallback for emergency alerts, 
demonstrated robust protection. Simulated intrusion attempts were consistently blocked, 
and remote connection responsiveness remained acceptable, even when relying on GSM. 
The control interface provided swift device toggling, dependable automatic arming and 
disarming, and timely SMS alerts during network outages. Performance observations 
confirmed that the prototype maintained reliable operation under varying network 
conditions and hardware demands. 

In summary, this testing and evaluation phase confirmed that a Raspberry Pi–based smart 
home system can satisfy the key concerns identified in earlier studies. By successfully 
adapting to constraints on space, accommodating multiple devices and user behaviors, 
and providing robust fallback mechanisms for connectivity issues, the prototype 
demonstrated robustness, security, and user-centric design. These findings create a path 
for further enhancements, such as refining system calibration to reduce false alarms while 



 45 

underscoring the dissertation’s central aim of creating accessible and reliable smart home 
solutions. 

4.3.5 Contribution to the dissertation 

This practical implementation study serves as a critical bridge between theoretical 
insights and empirical validation. By translating the requirements identified through the 
systematic literature review and international survey into a functioning prototype, the 
third paper demonstrates that a proof-of-concept system can effectively address core user 
concerns, particularly security, responsiveness, and adaptability, within real‐world 
environments. The rigorous testing and evaluation confirmed that design choices (for 
example, SSH key-based authentication, dynamic sensor timing, and GSM fallback 
alerts) not only reduced previously identified barriers but also provided actionable lessons 
for refining sensor calibration and network-independent functionality. 

Moreover, this study’s successful implementation and validation will establish a solid 
foundation for the next phase of the dissertation and evaluate user acceptance via the 
TAM. By showing that a Raspberry Pi–based smart home can perform reliably, maintain 
robust security, and remain user-centric under diverse conditions, the third publication 
lays the groundwork for examining how PU and ease of use influence adoption decisions. 
Therefore, this contribution validates the feasibility of accessible home automation 
solutions and sets the stage for assessing their acceptance and long-term viability. 

4.4 Publication IV: User Perceptions of a Home Automation System: 
A TAM-Based Evaluation 

The fourth publication, titled “User Perceptions of a Home Automation System: A TAM-
Based Evaluation” (Yaldaie et al., 2025), investigates how users view and accept the 
smart home prototype developed earlier in this research. Building on the functional 
implementation and user-driven design of previous studies, this paper applies the TAM 
to assess key factors influencing adoption, specifically PU, PEOU, trust, and privacy 
concerns. The study provides a behavioral perspective on system evaluation, offering 
critical insights into how users respond to its features, security mechanisms, and interface 
design. This publication represents the final step in linking user expectations, technical 
implementation, and actual acceptance, reinforcing the dissertation’s focus on creating 
effective and adaptable smart home solutions. Table 4 summarizes the TAM-based 
evaluation, outlining the methodology, key constructs assessed, and the study’s broader 
contribution to understanding user adoption. 

Table 4: Publication IV Summary 
Element Details 
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Objective To evaluate user acceptance of the 
developed smart home prototype using 
the TAM 

Methodology Mixed-methods: Structured TAM-based 
survey combined with open-ended 
questions to gather both quantitative and 
qualitative insights 

Key features  Assessment of PU, PEOU, trust, and 
privacy concerns using Likert-scale 
questions and qualitative responses 

Evaluation Analysis of survey responses 

Outcome Validated that usefulness and ease of use 
drive acceptance; trust and privacy 
remain key concerns; user feedback 
guided future improvements 

Dependency Builds on technical implementation 
(Publication III) and user needs identified 
in earlier studies (Publications I and II) 

4.4.1 Motivation and scope 

The fourth publication addresses a critical question remaining after prototype 
development: Even if a system performs well technically, will users accept and adopt it? 
Earlier studies identified key user concerns, security, usability, cost, and adaptability, and 
produced a working Raspberry Pi–based prototype. However, without understanding the 
psychological factors driving user acceptance, broad deployment is unlikely. 
Accordingly, this study uses the TAM to investigate how PU, PEOU, trust, and privacy 
concerns influence the intention to adopt the newly developed home automation system. 
The scope includes both quantitative measurement of TAM constructs and qualitative 
exploration of lingering user reservations, ensuring that recommendations for future 
iterations are grounded in real user perceptions. 

4.4.2 Methodology 

A mixed-methods approach was employed in a controlled laboratory environment to 
ensure consistency across participants. Twenty individuals, each with prior experience 
using some form of home automation or security system, were invited to interact with the 
prototype. The protocol proceeded in three stages: 
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1. System demonstration: Facilitators walked participants through the system’s 
core features (energy management, scheduled automation, secure remote access, 
and security alert mechanisms). This ensured that every participant had equivalent 
baseline exposure to functionality before the evaluation. 

2. Structured TAM survey: Immediately following the demonstration, participants 
engaged in a hands-on session to experience the system directly. Once the hands-
on activity concluded, participants completed a questionnaire designed to measure 
the primary TAM constructs (PU and PEOU) as well as supplemental constructs 
of trust and privacy concern. Each question used a five-point Likert scale (strongly 
disagree to strongly agree). Sample items included the following: 

• “Using this system would improve my management of household tasks” 
(perceived usefulness). 

• “The system’s interface was intuitive and easy to navigate” (perceived 
ease of use). 

• “I trust this system to maintain the confidentiality of my data” (trust). 
• “I am concerned about unauthorized access to my home automation data” 

(privacy concern). 
3. Open-ended responses: After completing the structured survey, participants 

were invited to answer a series of open-ended questions aimed at gathering deeper 
insights. These prompts encouraged them to share concerns, suggest potential 
improvements (such as implementing two-factor authentication or increasing 
transparency around data encryption), and propose additional features they would 
find valuable (such as appliance-specific control options). This qualitative input 
complemented the numerical survey data by revealing subtle perspectives and 
edge-case considerations that structured questions alone may not have uncovered. 

4.4.3 Key findings 

The user evaluation aimed to assess the participants’ perceptions of the system in terms 
of usefulness, usability, trust, and privacy. The following key findings summarize both 
quantitative and qualitative insights, highlighting factors that influence acceptance, user 
satisfaction, and intentions to adopt the system. 

• Perceived usefulness (PU): A large majority of participants agreed that the 
system would enhance task efficiency and improve control over household 
devices. Features cited most often as beneficial included the energy consumption 
leaderboard (which encouraged more sustainable habits) and automated 
scheduling of lights and climate control. 

• Perceived ease of use (PEOU): Most participants found the interface 
straightforward. They praised its clear layout and logical menu structure and 
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reported that learning to navigate the system took minimal time. Suggestions for 
improvement focused on adding visual indicators (e.g., color-coded status 
indicators) and a search function for quicker navigation. 

• Trust: While many participants endorsed the system’s reliability—citing 
consistent performance during the demo—a few felt fully confident about data 
privacy. Concerns clustered around how user credentials are stored and whether 
communication channels (e.g., remote commands) are fully encrypted. Several 
interviewees requested two-factor authentication and clearer explanations of 
security protocols. 

• Privacy concerns: Responses were mixed; some users expressed little worry, 
noting that they assumed any connected device carries some risk, while others 
remained skeptical. Common recommendations included visible indicators of 
encryption status and an audit log feature so that users could review access 
attempts. 

• Behavioral intention to use: Despite security reservations, most participants 
indicated that they would like to use the system and would recommend it to others. 
The combination of energy management benefits and intuitive controls 
outweighed privacy concerns for these respondents. 

• Qualitative insights: Through the open-ended responses, participants 
emphasized that transparent communication about data protection would increase 
their trust in the system. Several respondents suggested additional features, such 
as integration with appliances like washing machines or dishwashers. These 
insights provided a valuable context for the quantitative findings, highlighting 
specific user expectations for future system development. 

4.4.4 Contribution to the dissertation 

This fourth publication completes the dissertation’s trajectory by connecting technical 
implementation with a user-centric evaluation. The results confirm that PU and PEOU 
remain prime drivers of adoption, as TAM predicts, but also reveal that trust and privacy 
concerns cannot be overlooked in a home automation context. 

The study involved a sample of 20 participants, each with prior experience using home 
automation or security systems. While this sample size is appropriate for exploratory, 
mixed-methods research and gave valuable qualitative insights, its limited scope restricts 
the generalizability of the findings. The sample, composed entirely of users with prior 
home automation experience, may not represent the broader population, especially those 
with low technical literacy or first-time users. As such, conclusions drawn regarding PU, 
ease of use, and trust may be overly optimistic or not fully representative. Future studies 
should incorporate a larger, demographically diverse participant pool, including 
individuals from varied age groups, different income and education levels, and 
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technology comfort levels. Doing so would enhance the external validity of the TAM 
constructs and provide a deeper understanding of adoption barriers across the full 
spectrum of potential users. 

By measuring key acceptance factors and collecting in-depth qualitative feedback, the 
study provides concrete guidance for enhancing security architecture (e.g., two-factor 
authentication, clearer encryption indicators) and refining user interfaces (e.g., visual 
status cues, extended device compatibility). These findings validate the prototype’s core 
design decisions, demonstrating that its energy-saving and security features are indeed 
valued, and highlight areas requiring further iteration. Ultimately, this publication bridges 
the gap between “Can we build it?” and “Will users adopt it?”, ensuring that the study’s 
recommendations are rooted in both technical feasibility and real human acceptance. 
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5 Discussion 
The findings of this research demonstrate that a user-centric approach to smart home 
development—beginning with a systematic identification of usability, security, and 
interoperability gaps (Publication I), followed by an in-depth survey of users’ priorities 
and challenges (Publication II), resulting in a flexible prototype implementation 
(Publication III) and a rigorous TAM evaluation (Publication IV)—can effectively bridge 
the gap between technical innovation and end-user needs. By iteratively aligning each 
phase with the specific concerns highlighted in the literature and by actual users (e.g., the 
need for intuitive interfaces, robust security protocols, and cost-effective solutions), the 
dissertation not only confirms that PU and ease of use are key drivers of adoption but also 
uncovers that trust and transparent privacy mechanisms are equally critical in building 
long-term engagement. 

By emphasizing the importance of balancing usability with security, the work shows that 
adaptable architectures (e.g., Raspberry Pi–based systems with layered authentication and 
GSM fallback alerts) can satisfy diverse residential contexts, from compact living spaces 
to larger, multiroom installations without sacrificing user confidence or functionality. 
Moreover, the combined quantitative and qualitative insights reveal specific areas for 
enhancement, such as enhanced visual indicators, two-factor authentication, and 
appliance-level integration that directly inform the design of future smart home platforms. 
Taken together, these integrated contributions demonstrate that embedding continuous 
user feedback at every stage is essential for realizing smart home environments that are 
technically robust and genuinely responsive to the evolving expectations of modern 
households. 

Overall, the main findings and design decisions from the research, show how the work 
addresses gaps in usability, interoperability, and privacy. The introduction of the UASH-
DF provides a structured, practical approach for building smart home systems that are 
secure, adaptable, and easy to use. 

The framework’s elements, including context-aware design, open-source architecture, 
security by design, and ecosystem compatibility, were shaped by real user feedback and 
validated through testing and evaluation. The section also reflects on the original research 
questions, showing how they were answered through literature review, user studies, 
prototype development, and behavioral analysis. When combined, the findings confirm 
that smart home technologies can be designed to meet everyday needs and that a user-
centered approach is essential for creating systems that people trust, enjoy, and are willing 
to adopt. 

5.1 User-aligned smart home development framework 

Drawing on the four interrelated studies presented in this dissertation, (1) a systematic 
literature review of smart home technologies, (2) an international survey of user 
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preferences and concerns, (3) the design and implementation of a Raspberry Pi–based 
prototype, and (4) a TAM evaluation, we introduce the user‑aligned smart home 
development framework. As illustrated in Figure 2, UASH‑DF outlines six fundamental 
steps for designing, building, and sustaining smart home technologies that are secure, 
compatible, cost‑effective, and, above all, closely aligned with the real-world experiences 
and expectations of real users. 

 
Figure 2: User-Aligned Smart Home Development Framework (UASH-DF) 

5.1.1 Context-aware design based on household living environments 

To ensure that system features and workflows are truly effective and appropriate for the 
context, they must be grounded in a deep understanding of everyday household practices. 
This includes not only practical routines, physical layouts, and usage patterns, but also 
the cultural norms, social dynamics, and environmental conditions that shape how homes 
are inhabited and used. 

• Living context exploration: Begin by systematically analyzing common housing 
types, such as apartments, studios, shared homes, and detached houses, to identify 
recurring environmental configurations, typical room usage, and infrastructure 
limitations. This analysis supports design decisions related to device placement, 
automation triggers, and connectivity strategies. 

• Practical use scenario development: Design system behavior around concrete, 
everyday use cases such as entering or exiting the home, adjusting lighting in 
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commonly used rooms, managing heating based on occupancy, or securing the 
premises at night. These straightforward, purpose-driven scenarios help define 
automation templates that are directly applicable to how people live, ensuring that 
the system remains simple, functional, and adaptable to a variety of home types. 

• Cultural and contextual considerations: Drawing from the international survey 
and literature review, this step underscores the importance of accounting for 
differences across countries in housing types, lifestyles, cultural norms, and user 
expectations. Rather than relying on data from a single country or context, design 
decisions should be informed by a broad understanding of how smart home 
technologies are viewed and used around the world. Qualitative methods such as 
diary studies, home walkthroughs, and location-based photo documentation can 
further enrich this perspective by capturing how everyday activities unfold in 
diverse home environments and cultural settings. 

5.1.2 Open-source platform architecture 

To ensure system reliability, transparency, and long-term viability, the system should be 
built on platforms that avoid subscription dependencies, exclusive restrictions, and 
sudden version changes that may cause service disruptions. Furthermore, the platform 
should enable active contributions from both developers and end users to enable the 
system evolve in ways that reflect real-world needs and user-centric design principles. 

• Foundation on transparent and modifiable platforms: Develop the system 
using widely adopted, community-supported platforms and libraries that allow 
full visibility into the codebase, strong peer collaboration, and the flexibility to 
audit, customize, or extend core features independently of commercial vendors. 
Encourage contributions from developers and users alike so that enhancements, 
bug fixes, and feature ideas reflect practical, user-driven priorities. 

• Subscription-free operation: By avoiding cloud-dependent services and paid 
APIs, the system guarantees continuous access to essential functions, such as 
automation, control, and data logging, even without internet connectivity or when 
vendor services evolve or discontinue. This ensures sustainability and usability 
over the long term, particularly where ongoing costs are a concern. 

5.1.3 Security and trust by design 

To safeguard the system, embed robust protection at every layer while maintaining user 
transparency and control. 

• Secure defaults: Enforce private-key SSH for administrator access, and disable 
password authentication. Apply firewall rules that whitelist only essential ports, 
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and reject unauthorized inbound connections. Avoid direct port forwarding in 
favor of reverse‑SSH tunnels or VPN connections for remote access. 

• Automated intrusion defense: Integrate tools such as Fail2Ban to monitor 
authentication logs and dynamically block IP addresses exhibiting suspicious 
behavior. Augment with local anomaly detection (e.g., unusual sensor activation 
patterns) to trigger user alerts. 

• Transparent privacy dashboard: Provide a dedicated user interface that 
visualizes device status, active data streams, storage locations, and recent remote 
connections. 

5.1.4 Affordability and accessible deployment 

To increase accessibility, lower cost barriers, and empower end users to adopt, configure, 
and evolve their systems with minimal technical overhead, the following measures should 
be adopted: 

• Cost‑optimized components: Source commodity sensors and actuators that are 
low cost and easily available. Provide detailed component lists in published 
reference designs to ensure that a basic home automation setup remains affordable 
and scalable. 

• Pre‑configured system images: Distribute ready-to-flash operating system 
images with all necessary services preinstalled and pre-wired for common 
scenarios (e.g., basic lighting control, security monitoring, energy tracking). The 
initial setup should require no command-line interaction. 

• Comprehensive documentation and tutorials: Offer multi-format guidance, 
step-by-step written manuals, screencast videos, and an online FAQ knowledge 
base, all tailored to varying skill levels. Provide community support channels to 
help users troubleshoot issues and share practical examples. 

5.1.5 Ecosystem compatibility and standards compliance 

Address device variation by adopting widely supported compatibility standards and 
implementing middleware bridges. 

• Integration with major ecosystems: Build native support for popular platforms 
such as Alexa, enabling seamless interaction with a broad range of devices across 
different vendors. This ensures that users can control and automate devices from 
multiple brands without complex setups or additional programming. 

• Middleware adapters: Develop or incorporate middleware connectors that 
translate vendor-specific cloud APIs into a consistent internal data model. This 
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abstraction simplifies device onboarding and management, allowing the easy 
addition of new devices, regardless of vendor-specific protocols. 

This approach is recommended based on insights and practical experience gained from 
our research, highlighting the importance of seamless integration with major ecosystems 
to build a robust and user-friendly smart home system. 

5.1.6 Continuous behavioral evaluation 

• Embedded telemetry (with consent): Collect anonymous usage metrics, feature 
invocation counts, automation success/failure rates, and session durations, to 
quantify real‑world PU and detect issues. 

• Periodic TAM surveys: At defined milestones (e.g., 3, 6, and 12 months 
post‑deployment), prompt users with brief questionnaires to reassess PU, PEOU, 
trust, and privacy concern. Use aggregate scores to guide ranking of feature 
enhancements and security updates. 

• Qualitative feedback channels: Maintain open feedback mechanisms and survey 
comment fields, community discussion boards, and periodic user focus groups, to 
capture edge‑case suggestions (e.g., appliance‑specific routines, advanced 
scheduling scenarios) and update the product roadmap. 

5.1.7 Concluding remarks 

The UASH-DF, developed through four integrated studies—a systematic literature 
review, an international user survey, a prototype implementation, and a TAM 
evaluation—offers a novel, domain-specific approach to smart home system design. 
While the overall research process was guided by the DSR methodology, outlined by 
Peffers et al. (2007), UASH-DF extends these principles into a practical framework 
tailored to the unique challenges of smart home adoption. It outlines six actionable 
phases: designing systems grounded in real household contexts and cultural diversity; 
building on transparent, subscription-free platforms; embedding security by design with 
user control; enabling affordable and easy-to-maintain solutions; ensuring compatibility 
with major ecosystems (e.g., Amazon Alexa) through middleware bridges; and 
continuously evaluating user behavior and trust to guide iterative improvements. This 
framework translates general DSR principles into a user-centric roadmap for creating 
secure, compatible, and inclusive smart home environments. 

5.2 Revisiting the research questions and contributions 

This section will provide a brief overview of how each of the original research questions 
has been addressed throughout the dissertation and will highlight the key contributions 
that have emerged from Publications I–IV, both individually and in combination. By 
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systematically mapping empirical findings and design outcomes back to RQ1–RQ3, we 
will demonstrate how the theoretical insights, user-centric requirements, prototype 
implementations, and TAM evaluations collectively resolve the gaps identified at the 
beginning. The discussion will also emphasize the unique contributions of this work, such 
as the integration of systematic review findings with user feedback and the development 
of a proof-of-concept system for an scalable smart home architecture. These contributions 
clarify how the work advances both academic understanding and practical applications in 
the field of smart home technologies. 

5.2.1 RQ1: Key usability, integration, and privacy challenges 

To answer Research Question 1, “What are the key usability, integration, and privacy 
challenges experienced by smart home users?” the first stage of this research involved a 
systematic analysis of 56 empirical studies published between 2013 and 2022. This phase 
provided a comprehensive understanding of the recurring obstacles that users face when 
adopting and living with smart home technologies. However, beyond identifying these 
challenges, it is essential to reflect on their impact for future design and development. 

While the systematic review captured studies up to 2022, more recent research confirms 
that these challenges remain highly relevant. A 2025 survey of 401 U.S. smart home users 
found that security-focused devices such as smart locks and cameras were trusted far more 
than voice assistants, reinforcing that privacy and protection remain the entry points to 
adoption rather than optional add-ons (Haney & Haney, 2025). Similarly, a 2024 review 
of older adults’ experiences with smart home surveillance highlighted the same tension: 
safety was valued, but it was consistently balanced against deep concerns about autonomy 
and data handling (Campbell et al., 2024). Broader analyses echo this pattern. A 2023 
systematic review of “digital harms” in smart homes identified persistent risks around 
surveillance, data misuse, and lack of transparency in vendor practices (Buil-Gil et al., 
2023). Even as new compatibility standards gain traction, industry commentary notes that 
reliability and ease-of-integration remain works in progress rather than solved issues 
(Pattison Tuohy, 2025). Taken together, these newer sources demonstrate that usability, 
integration, and privacy challenges identified up to 2022 are not diminishing but are 
continuing to shape adoption trajectories today. 

Usability emerged as one of the most widespread and persistent barriers. Despite the 
promise of seamless control, many systems demand a level of technical competence that 
excludes a large portion of potential users. The reliance on scripting, visual rule builders, 
and fragmented interfaces not only frustrates users but also undermines the comfort smart 
homes are meant to deliver. This highlights a clear gap between what the technology aims 
to do and what users are actually able to use. If smart homes are to become mainstream, 
they must be designed for the average household, not just for the tech-savvy minority. 
The fact that users spend more time troubleshooting than benefiting from automation is 
not a minor inconvenience; it is a design failure that must be addressed with urgency. 
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Integration challenges further worsen this issue. The fragmentation of communication 
protocols and ecosystems forces users into complex setups involving multiple hubs and 
apps. This is not just a technical inconvenience; it is a barrier to trust and long-term 
engagement. When users cannot rely on their systems to work together, the apparent 
intelligence of the home collapses. Overreliance on cloud-based processing introduces 
latency and vulnerability, making even basic functions dependent on external 
infrastructure. This raises a critical question: Can a home truly be “smart” if it cannot 
operate independently and reliably within its own environment? 

Privacy concerns add another layer of complexity. The literature reveals a troubling 
disconnect between data collection practices and user awareness. Users are often left in 
the dark about what data is being gathered, how it is stored, and who has access to it. This 
lack of transparency undermines trust and leads to the disabling of features that could 
otherwise enhance safety and convenience. The fact that users must choose between 
functionality and privacy is unacceptable. Privacy should not be a hidden setting; it should 
be a visible, controllable, and integral part of the user experience. 

What becomes evident is that usability, integration, and privacy are not isolated issues; 
they are deeply interconnected. Attempts to simplify setup often hide privacy controls. 
Enhancing interoperability through cloud services introduces new risks. These trade-offs 
reveal a fragile balance in current smart home design, where improving one dimension 
often compromises another. This interdependence demands a comprehensive approach 
that does not treat these challenges as separate checkboxes but as co-dependent pillars of 
user trust and satisfaction. 

Reflecting on these findings, it is clear that the smart home industry must shift from a 
technology-first mindset to a user-first approach. Future systems must offer adaptive 
interfaces that scale with user skill levels, enabling both simplicity and customization. 
Integration must be seamless and vendor-neutral, supported by middleware that abstracts 
complexity without sacrificing transparency. Most importantly, privacy must be 
rethought, not as a compliance checkbox but as a core design principle. Users should be 
able to understand and control their data easily, without needing technical expertise. 

In summary, the literature not only highlights challenges but also exposes a fundamental 
misalignment between smart home technologies and the lived realities of users. This 
reflection underscores the urgency of rethinking how we design, communicate, and 
deploy these systems. Only by addressing usability, integration, and privacy together, 
along with boldly prioritizing user empowerment, can smart homes evolve from 
fragmented gadgets into truly intelligent, trustworthy environments. 

5.2.2 RQ2: User perceptions and prioritization of usability, interoperability, and 
security 

To address RQ2, “How do users perceive and prioritize usability, interoperability, and 
security in smart home technologies?” the second phase of this research investigated real-
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world user attitudes through an online survey distributed to 73 participants. The sample 
included current smart home users and individuals who were not yet using such 
technologies but were familiar with the concept. Participants were asked to identify the 
most important features of a smart home system, the key benefits they had experienced 
or expected, and the most notable challenges. This analysis provides a detailed view of 
how these three dimensions—usability, interoperability, and security—are perceived in 
practical contexts and how they shape adoption, engagement, and trust. 

The survey revealed a clear prioritization pattern: Security was consistently ranked as the 
most important and expected feature. Among non-users, 73.7% identified security 
functionality as critical, while 74.3% of current users reported actively using features such 
as remote surveillance, intrusion detection, or smart locks. This near-identical response 
rate across groups suggests that security is not just a desirable feature but also a 
prerequisite for trust and engagement. Users are unlikely to adopt or retain smart home 
systems that do not offer robust protection. This finding reinforces the idea that smart 
homes are perceived not only as convenience tools but also as guardians of personal space 
and safety. It also implies that any breach of security, whether technical or perceptual, 
can quickly weaken user confidence and lead to disengagement. 

Yet, security alone is insufficient. The survey responses revealed that usability is both 
a promise and a pitfall. Non-users expected smart home systems to be “easy to use,” 
anticipating benefits such as remote accessibility and energy savings. Among users, some 
confirmed these expectations, especially when systems offered user-friendly interfaces or 
voice control. However, significant usability frustrations, such as “hard configuration,” 
and “installation complexity,” point to a deeper issue: Smart home systems often fail to 
deliver on their promise of simplicity. This disconnect between expectation and 
experience is not minor; it undermines the perceived value of the technology and 
introduces difficulty into everyday use. 

What this means is that usability must be redefined. It cannot be limited to visual design 
or feature lists. True usability involves guiding users through setup, minimizing 
cognitive load, and offering consistent, predictable interactions. The fact that users 
resort to trial-and-error experimentation to configure their systems is a clear signal that 
current design practices are falling short. Moreover, usability is not just about 
convenience; it is about empowerment. When users feel in control, they are more likely 
to explore, personalize, and trust the system. When they feel confused or overwhelmed, 
they disengage. 

Interoperability, while less frequently cited as a top feature, emerged strongly as a 
source of dissatisfaction. Users described challenges integrating devices from different 
brands, dealing with protocol mismatches, and managing fragmented ecosystems. These 
issues are not just technical; they are experience-based. When users must juggle multiple 
apps or abandon automation goals due to incompatibility, the system stops to feel “smart.” 
For non-users, the perception of complexity and incompatibility was a major deterrent, 
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suggesting that interoperability is a silent gatekeeper to adoption. It may not be the 
first thing users think about, but it becomes critical as systems grow and diversify. 

The open-ended responses revealed an implicit hierarchy: security is the foundation, 
usability is the enabler, and interoperability is the integrator. Without security, users 
will not engage. Without usability, they will not stay. Without interoperability, they will 
not scale. This hierarchy offers a practical lens for smart home development, one that 
prioritizes trust, simplicity, and consistency. 

From a design perspective, these insights demand bold action. First, security must be 
embedded by default and not installed as an advanced option. This includes encrypted 
communication, local data storage, transparent privacy policies, and user-friendly access 
controls. Second, usability must be treated as a continuous experience, not as a one-
time feature. It should span onboarding, configuration, and daily interaction, supported 
by guided setup, clear feedback, and accessible help. Third, interoperability must be a 
core technical requirement, not an afterthought. Systems should support open standards 
or provide middleware that enables seamless integration with minimal user effort. 

In reflecting on these findings, it becomes clear that user perception is not just a 
reaction; it is a design outcome. The way users prioritize and experience security, 
usability, and interoperability reflects the choices made by developers and designers. If 
smart homes are to become truly mainstream, these choices must shift toward a user-
aligned, inclusive, and transparent design. The results of this phase confirm that 
addressing user perception is not merely a matter of interface design; it is an essential 
necessity for sustainable smart home development. 

5.2.3 RQ3: Design, implementation, and evaluation of a usable and trustworthy 
home automation system 

To answer RQ3, “How can a home automation system be designed, implemented, and 
evaluated to enhance the user experience while ensuring usefulness and 
trustworthiness?” this research combined system development with empirical user 
evaluation. 

5.2.3.1 System design and implementation 

The third phase of this research involved the development and evaluation of a fully 
functional smart home prototype. This system was implemented using a Raspberry Pi as 
its central unit and was explicitly designed to minimize the technical complexity 
commonly associated with installation, configuration, and daily use. The solution aims to 
address some of the issues identified in earlier phases, such as steep learning curves, 
fragmented control interfaces, and a lack of easy-to-understand feedback in certain 
commercial platforms. 
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The system’s hardware architecture is centered on a Raspberry Pi 3 Model B, chosen for 
its low cost, availability, and suitability for embedded control. This device functions as 
the master node and is integrated with a variety of sensors and actuators. These include 
passive infrared (PIR) motion sensors, smoke sensors, magnetic door contacts, 
temperature and humidity sensors, and smart plugs for switching loads such as lighting 
and appliances. The system supports both wired and wireless communication through 
protocols such as Wi-Fi and RF, ensuring flexibility in sensor placement and scalability 
across various home layouts. 

To reduce configuration complexity for users, the system is delivered as a fully 
preinstalled and preconfigured software package. This approach removes the need for 
manual setup or command-line interaction, allowing users to begin using the system 
immediately after powering it on. By eliminating typical installation and configuration 
barriers associated with open-source platforms, this plug-and-play model directly 
addresses one of the most common usability challenges identified earlier: the need for 
technical expertise during system setup. 

A key element of the system is its multi-interface interaction model, which is designed to 
support different user preferences and technical backgrounds. The primary interface is a 
browser-based control panel hosted on the Raspberry Pi, which provides a clear 
dashboard view of system status and sensor readings. Users can view real-time data from 
temperature, humidity, and smoke sensors, and receive alerts when motion is detected or 
when a door or window is opened. This dashboard avoids complex navigation structures 
and instead presents device information using clean, card-based visualizations and color-
coded alerts. 

To further support accessibility and remote monitoring, the system also includes 
integration with an instant messaging application. Users receive real-time updates about 
events such as motion detection, smoke detection, or door openings. They can also issue 
simple text commands to control devices (e.g., switching loads or requesting current 
sensor values) via a private chat interface. This messaging-based control channel allows 
for remote interaction without requiring the user to expose network ports or manage VPN6 
access, addressing security and ease of use at the same time. 

In addition to passive monitoring, the system supports basic automation scenarios. For 
example, it can be configured to switch off connected loads automatically at a certain 
time for a predefined period or to trigger alerts when the smoke concentration exceeds 
the safe thresholds. These automations are implemented through rule definitions 
embedded within the system’s Python-based backend and do not require user scripting. 
This is a critical usability improvement over many existing platforms that rely on users 
to define automation rules through code or complex logic editors. 

 
6 Virtual private network (VPN) is a secure connection method often used for remote access but can be 
complex for non-technical users to configure and maintain. 
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In addition to usability, the system incorporates key security and privacy safeguards to 
ensure safe deployment in real-world home environments. All data transmission occurs 
over the local network. This local-first architecture minimizes data exposure and reduces 
the risk of unauthorized access through external endpoints. Alerts and commands sent via 
the integrated messaging interface are limited to pre-authorized user accounts, and the 
system generates no open ports by default, avoiding common vulnerabilities associated 
with remote access. Furthermore, access to the control panel is password protected, and 
sensitive data such as event logs and sensor readings are stored securely in a local 
database on the device. By reducing reliance on cloud infrastructure and implementing 
lightweight local protections, the system addresses many of the privacy and security 
concerns identified in earlier phases while maintaining ease of use. 

By focusing on usability as a core design goal, complemented by careful attention to 
security and privacy, the implemented system provides a viable solution to the most 
common barriers to smart home adoption. Through preinstalled software, guided setup, 
intuitive interfaces, automation without scripting, and secure local operations, the system 
enables users to confidently install and manage smart home functions. Its modular 
architecture also ensures affordability, flexibility, and future extensibility.  

5.2.3.2 User evaluation 

The final phase of this research applied the TAM to empirically assess the prototype 
system. The evaluation focused on key constructs from TAM, including PU, PEOU, trust, 
privacy concerns, and BI to adopt the system. A mixed-methods approach was employed, 
incorporating structured Likert-scale surveys and qualitative feedback sessions with 20 
participants. All participants had prior experience with home automation or security 
systems, ensuring informed perspectives on the prototype. 

The evaluation was conducted in a controlled lab environment, where participants 
observed a live demonstration of the system’s features, including energy monitoring, 
smart load control, security alerting, and remote access. Following the demonstration and 
interaction with the system, the participants completed a survey and participated in a 
Q&A discussion, providing both quantitative and qualitative feedback. 

Perceived usefulness (PU) received strong ratings. Seventy percent of participants 
strongly agreed that the system would help them complete household tasks efficiently and 
that it improved device control and convenience. Another 25% selected “agree,” 
indicating a clear consensus on the prototype’s functional benefits. Participants especially 
valued features such as automated scheduling, energy-saving scenarios, and centralized 
control, affirming that the system could add tangible value to their daily routines. These 
findings support the conclusion that the usefulness of one of the central TAM constructs 
was effectively achieved through the system’s feature set and design. 

Perceived ease of use (PEOU) also received positive feedback. Most participants (65%) 
strongly agreed that the system was straightforward to understand and navigate. The 



 62 

interfaces, visual indicators, and structured layouts were cited as supporting ease of use. 
The majority also reported that instructions and controls were intuitive, minimizing the 
learning curve. However, some respondents suggested improvements, such as a more 
modern interface and additional functions such as a search bar or customizable widgets. 
Despite these suggestions, the system was largely viewed as accessible users, reinforcing 
its usability across a broad audience. 

In terms of trust and reliability, participant feedback was more mixed. While 60% 
agreed or strongly agreed that they trusted the system’s security and performance, about 
30% remained neutral, and 10% expressed concerns. Feedback highlighted the desire for 
additional protections such as two-factor authentication, better transparency about data 
handling, and visible indicators of security status. One participant noted that “the system 
is promising, but I’d feel more confident with clearer explanations about how data is 
stored and protected.” Despite these reservations, many participants still believed the 
system would work reliably in practice and appreciated the focus on offline-capable 
security alerts and encrypted login mechanisms. 

Privacy concerns emerged as an important factor influencing overall trustworthiness. 
Over half (55%) of the participants indicated confidence that their personal information 
would not be misused. However, 40% reported feeling neutral or somewhat concerned 
about unauthorized access to their data. Interestingly, the open-ended responses revealed 
that many of these concerns extended beyond the specific system and reflected a broader 
skepticism about smart technologies in general. Comments such as “every computerized 
system is hackable” and “even big corporations get breached” illustrate that user trust is 
not based solely on technical features but also on perceived transparency and familiarity 
with best practices. This highlights the need for not just secure system design but also 
clear, user-friendly communication about security and privacy mechanisms. 

Despite these concerns, the participants expressed a strong BI to use the system. Seventy 
percent stated that they would recommend it to others, and 75% indicated that they would 
likely use it as their primary home automation platform. These responses were reinforced 
by positive perceptions of the system’s ability to simplify tasks, increase comfort, and 
promote energy efficiency. Some participants, however, noted the need for broader device 
support (e.g., washing machines or dishwashers) and cautioned that the system cannot 
operate during power outages, which may affect its usefulness in certain contexts. 

The qualitative feedback collected during the discussion sessions provided additional 
depth. Users appreciated the unified interface, customizable automation features, and 
responsiveness of the system during the demonstration. Several participants noted that 
the system could be particularly useful for elderly users or individuals with limited 
mobility, provided that accessibility features are enhanced. Others recommended minor 
UI enhancements, integration with voice assistants, or expanded control logic to further 
increase usability and value. 
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In summary, the evaluation results indicate that the home automation prototype 
demonstrates strong performance in PU and ease of use, aligning closely with the 
expectations outlined in the earlier phases of the research. The system was viewed as 
effective, approachable, and feature-rich. Trust and privacy, while reasonably established, 
revealed areas for improvement, particularly regarding transparency and user control over 
data. Nonetheless, the overall BI to adopt and recommend the system was high, 
suggesting that the system has strong potential for real-world adoption, especially if 
minor improvements are implemented based on the feedback received. 

This evaluation validates the core usability principles embedded in the design and 
provides a concrete direction for future refinement. Addressing user concerns through 
transparent security communication, broader compatibility, and ongoing interface 
enhancements can significantly improve trust and promote wider acceptance. The 
findings ultimately affirm that the system meets core TAM criteria and is well positioned 
for successful deployment in diverse smart home environments. 

5.3 Assessment of the research 

This dissertation presents a comprehensive, multiphase investigation into smart home 
technologies, integrating theoretical analysis, empirical user research, practical system 
development, and behavioral evaluation. The research is assessed here in terms of its 
methodological robustness, coherence across phases, and contributions to both 
academic knowledge and practical innovation. 

5.3.1 Methodological robustness 

The research design is methodologically rigorous, employing a mixed-methods approach 
that combines qualitative and quantitative techniques across four distinct but interlinked 
phases: 

• Systematic literature review (Publication I): This phase established a strong 
theoretical foundation by identifying key usability, interoperability, and privacy 
challenges in existing smart home research. The use of a structured review 
protocol ensured objectivity and repeatability. 

• International user survey (Publication II): The survey captured diverse user 
perspectives across demographics, providing empirical evidence of user priorities, 
concerns, and expectations. The mixed-methods analysis enriched the findings 
with both statistical trends and qualitative insights. 

• Prototype development (Publication III): Using a DSR methodology, the study 
translated user needs into a functional, cost-effective smart home system. The 
iterative development process and scenario-based testing ensured real-world 
applicability. 
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• Technology acceptance evaluation (Publication IV): The final phase applied 
the TAM framework to assess user acceptance of the prototype. The combination 
of structured surveys and open-ended feedback provided a nuanced understanding 
of PU, ease of use, trust, and privacy concerns. 

Each phase was executed with attention to ethical standards, transparency, and user 
involvement, enhancing the credibility and relevance of the findings. 

5.3.2 Coherence and integration 

A key strength of the research lies in its seamless integration across phases. Each stage 
builds logically on the previous one: 

• The literature review identified gaps that informed the survey design. 
• The survey results shaped the design requirements for the prototype. 
• The prototype was evaluated using constructs derived from both the literature and 

user feedback. 

This iterative, user-centric approach ensured that the research remained grounded in real-
world needs while advancing theoretical understanding. The dissertation demonstrates a 
rare balance between academic depth and practical relevance. 

5.3.3 Contributions and impact 

The research makes several notable contributions: 

• Theoretical: It extends the application of TAM in the smart home context by 
incorporating trust and privacy as critical factors. It also combines fragmented 
literature into a clear framework of user-centric challenges. 

• Empirical: It provides fresh, cross-cultural insights into user expectations, 
adoption barriers, and feature preferences, which are often underrepresented in 
existing studies. 

• Practical: It delivers a validated, open-source smart home prototype that 
addresses key concerns such as usability, affordability, and security. The system’s 
modular design and local-first architecture offer a replicable model for future 
development. 

All in all, this research presents a smart home solution that is grounded in empirical 
evidence, shaped by real user needs, and validated through iterative design and behavioral 
evaluation. Rather than offering a generic automation platform, it delivers a context-
aware, privacy-conscious, and user-empowering system that responds to the lived 
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realities of diverse households. Its architecture, local-first control, and inclusive design 
principles make it a replicable model for ethical and sustainable smart home development. 

5.4 Threats to validity 

This section outlines potential threats to the validity of the research findings and 
conclusions presented in this dissertation. Following the framework proposed by (Guide 
to Advanced Empirical Software Engineering, 2019), threats are categorized into four 
types: construct validity, internal validity, external validity, and reliability (conclusion 
validity). Each is discussed in relation to the multiphase methodology employed in this 
study. 

5.4.1 Construct validity 

Construct validity concerns whether the concepts under investigation, such as usability, 
interoperability, security, and user acceptance, were accurately represented by the 
instruments and methods used. In this research, constructs were implemented through a 
combination of survey items, prototype features, and evaluation metrics based on the 
TAM. Although TAM is widely accepted in technology adoption studies, its application 
to smart home contexts may not capture all the nuances of domestic interaction. To 
mitigate this, the survey design was informed by a targeted literature review and pilot 
tested for clarity and relevance. Nonetheless, some constructs, particularly trust and 
privacy, may have been interpreted differently by the participants, depending on cultural 
or personal factors. 

5.4.2 Internal validity 

Internal validity refers to the extent to which observed outcomes can be attributed to 
research interventions rather than external or confounding factors. In this study, the 
iterative design and evaluation of the smart home prototype were guided by user-reported 
needs and tested in controlled scenarios. However, the interpretation of survey responses 
and qualitative feedback may be influenced by researcher bias or selective emphasis. To 
reduce this risk, a mixed-methods analysis was employed, and thematic coding was 
conducted systematically. Still, the possibility of confirmation bias, especially in aligning 
the findings with the proposed framework, cannot be entirely ruled out. 

5.4.3 External validity 

External validity concerns how well the findings can be generalized beyond the specific 
contexts studied. The international survey included participants from different 
backgrounds, and the prototype was designed to be modular and adaptable. However, the 
TAM evaluation involved only 20 participants, all with prior experience in smart home 
technologies. This relatively small and specialized sample limits how broadly the results 
can be applied, especially to first-time users or those with less technical experience. 
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These choices were mainly methodological. A smaller and more experienced group made 
it easier to manage the testing process and to collect richer feedback during the early 
validation stage. Likewise, running the prototype in simulated residential settings instead 
of long-term field studies helped maintain consistency while focusing on the main 
interaction patterns. Although these decisions limit external validity, they provided a solid 
foundation for refining both the system and evaluation method before moving to larger, 
real-world studies. 

5.4.4 Reliability (conclusion validity) 

Reliability concerns the consistency and repeatability of the research findings. The survey 
data were analyzed using established statistical techniques, and qualitative responses 
were coded using a structured thematic approach. The prototype testing followed 
predefined scenarios to ensure comparability across conditions. While these measures 
support reliability, the subjective nature of qualitative interpretation and the absence of 
inter-coder validation may affect reproducibility. Furthermore, the evaluation was 
conducted in a single lab setting, which may not reflect variability in real-world 
environments. 
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6 Conclusion 
The evolution of smart home technologies reflects a broader societal shift toward 
intelligent, responsive, and personalized living environments. While the promise of 
automation, enhanced convenience, energy efficiency, and security is well recognized, 
the path to widespread adoption remains uneven. This dissertation has shown that the 
barriers to adoption are not merely technical but are deeply rooted in human factors: trust, 
usability, affordability, and contextual relevance. The main point of this work is that smart 
home technologies should be designed not only to work but also to fit the everyday lives 
of a wide range of users. 

Through a multiphase investigation including a systematic literature review, an 
international user survey, a prototype implementation, and a behavioral evaluation, this 
research has provided a comprehensive understanding of the challenges and opportunities 
in smart home development. The literature review revealed persistent gaps in usability, 
compatibility, and privacy, while the survey highlighted users’ detailed expectations 
across demographics. These insights informed the design of a Raspberry Pi–based smart 
home prototype. The final evaluation, grounded in the TAM, confirmed that PU and ease 
of use are critical drivers of adoption, but it also emphasized the importance of trust and 
transparency. 

However, the importance of this research extends beyond its technical contributions. At 
a higher level, it encourages reflection on the purpose and potential of smart home 
automation. Why do we want to automate our homes? The answer lies in the evolving 
demands of modern life. Automation can support aging in place, reduce energy 
consumption, enhance safety, and enable inclusive living for people with disabilities or 
limited technical skills. It can also support sustainability by integrating homes into smart 
grids and enabling demand-response energy management. In short, smart homes are not 
just about controlling devices. They are about empowering people. 

To realize this vision, several enabling conditions must be met. First, systems must be 
designed with human-centered design principles. This means understanding the 
emotional, social, and cultural dimensions of home life and embedding those insights into 
design decisions. Second, transparency must be a core principle. Users need to understand 
how their data is handled, what their systems are doing, and how to control them. Third, 
adaptability is essential. Homes are dynamic spaces, and technologies must evolve with 
changing routines, preferences, and household compositions. 

The user-aligned smart home development framework (UASH-DF), introduced in this 
dissertation, offers a structured approach to achieving these goals. It emphasizes context-
aware design, open-source architecture, security by design, affordability, ecosystem 
compatibility, and continuous behavioral evaluation. By following this framework, 
developers and researchers can create systems that are not only technically robust but also 
socially meaningful and ethically sound. 



 68 

Looking forward, the future of smart home technologies will depend on our ability to 
balance innovation with inclusion. This includes integrating AI-driven personalization, 
supporting mainstream ecosystems such as Alexa and Google Home, and ensuring that 
systems remain open, compatible, and user-controlled. Long-term field studies are also 
required to understand how smart homes evolve with their users and how trust and 
engagement are sustained over time. 

In conclusion, this dissertation affirms that the success of smart home technologies lies 
not in their complexity but in their capacity to serve human needs. By embedding context 
awareness, transparency, and adaptability into the design process, we can move toward 
smart homes that are not only intelligent and efficient but also trusted, inclusive, and 
genuinely supportive of modern life. The research presented here offers both a roadmap 
and a call to action for building the next generation of smart living environments that are 
aligned not just with technological possibilities but with the values and aspirations of the 
people who inhabit them. 

6.1 Future research 

This dissertation has demonstrated the value of a user-centric, technically grounded 
approach to smart home development. However, it also opens several promising avenues 
for future research. To guide future work effectively, these directions are categorized by 
their time horizon (short-term vs. long-term) and focus area (technical vs. social). 

Table 5: Prioritized future research directions 
Category Focus Area Priority Description 

6.1.1 Technical Short-term Ecosystem integration and open 
standards 

6.1.2 Social Short-term Usable security and safety literacy 

6.1.3 Technical Long-term Longitudinal deployment and 
energy integration 

6.1.4 Social Long-term Adaptive, inclusive, and ethical 
smart homes 

6.1.1 Seamless integration with ecosystems and standards 

To improve accessibility and interoperability, future smart home systems should support 
integration with mainstream platforms such as Amazon Alexa, Google Home, and 
Apple HomeKit. These ecosystems offer voice control, centralized management, and 
compatibility with a wide range of devices. Research should focus on developing secure, 
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privacy-conscious APIs and middleware that allow user-friendly smart home systems to 
interact with these platforms without compromising user autonomy. 

The current system, developed as a research artifact for this study, already supports 
various brands and technologies including Tuya, Orvibo, TP-Link, Sonoff, VStarcam, 
Blink, and multiple radio frequency sensors (Yaldaie et al., 2025). Building on this 
foundation and in parallel, the adoption of open standards like Matter7 should be 
explored to reduce fragmentation and simplify device integration. Middleware solutions 
that handle protocol differences and enable plug-and-play functionality can significantly 
lower the barrier to entry for nonexpert users. 

6.1.2 Usable security, privacy, and physical safety literacy 

Security and privacy must evolve beyond technical safeguards to include user 
education and empowerment. Future work should explore how to design intuitive 
privacy dashboards, real-time alerts, and interactive tutorials that help users understand 
and manage their data. This is especially important as systems become more complex and 
interconnected. 

Additionally, the physical aspects of security, such as the architectural placement of 
critical components like fuse boxes or network routers, must not be overlooked. 
Designing homes and buildings with these considerations in mind can help prevent 
unauthorized physical access and support a comprehensive approach to security literacy. 

6.1.3 Real-world deployment and long-term evaluation 

While this dissertation includes scenario-based testing, future research should conduct 
longitudinal field studies in real households. Observing how users interact with smart 
systems over time will produce deeper insights into trust development, system fatigue, 
and evolving needs. These studies can also uncover edge cases and contextual factors that 
are difficult to replicate in lab environments. 

Such deployments should also explore integration with smart grids and renewable 
energy systems, enabling homes to participate in demand-response programs and 
contribute to broader sustainability goals. This would position smart homes as active 
nodes in future energy ecosystems. 

6.1.4 Adaptive, inclusive, and ethical smart homes 

Future systems should evolve beyond static rule-based automation toward adaptive, 
context-aware environments. By incorporating machine learning, smart homes can 

 
7 Matter is an open-source, royalty-free smart home standard developed by the Connectivity Standards 
Alliance (CSA) to ensure secure, reliable, and interoperable communication between devices across 
ecosystems like Apple HomeKit, Google Home, and Amazon Alexa. 
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learn from user behavior and environmental signals to personalize routines, reduce 
manual configuration, and anticipate needs, especially for users with limited technical 
skills or changing routines. 

Inclusive design must also be prioritized. Future research should explore how smart 
homes can better serve older adults, people with disabilities, and culturally diverse 
households. Collaborative design methods involving these groups directly can ensure that 
systems are not only functional but also fair and empowering. 

As autonomy increases, so do ethical concerns. Researchers must investigate how to 
embed transparency, explainability, and user control into AI-driven systems. This 
includes designing interfaces that make system operations and underlying rationales 
transparent, while granting users the ability to audit or override automated decisions. 
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Abstract 

Since ancient times, people have been trying to make life easier, for example, by bringing 
water to homes and taking care of wastewater through channelization. With the 
advancements in technology over the past few decades, people have gained access to smart 
devices and computerized systems, enabling us to automate tasks. For example, motion 
sensors help to automatically turn on the lights when entering a building. Also, remote-
controlled, voice-controlled, and gesture-controlled devices are becoming smarter and 
enabling various types of activities. The objective of this literature review is to be a valuable 
source for software engineers to gain a better understanding of the current achievements in 
smart home development. This paper explores technological advancements, including the 
usability and security aspects of home automation. The authors choose four digital libraries 
to research published case studies related to the selected number of smart home domains. 
Papers with distinct titles that are written in English and are more than three pages are 
selected as research material. Furthermore, thematic analysis was performed to extract data 
linked to the research questions. Most of the chosen case studies are performed in labs. This 
literature review found that a portion of the current products overlooked the basic security 
and privacy enhancements in favor of usability or vice versa. The present research concluded 
that adequate knowledge management has the potential to improve smart home technology. 
Additionally, developers should not skip any of the three layers of the development 
architecture (UI layer, communication layer, and software system layer) because each stage 
is dedicated to addressing existing w
provide potential solutions for developing better smart home devices in the future. 

 
Keywords: Smart home, Home automation, IoT, Remote monitoring, Home security, 

Healthcare, Energy efficiency 
 

1. Introduction 

Internet of Things (IoT) devices such as sensors, smartphones, and controlling and 
monitoring devices surrounding us. Weiser and Brown predicted the arrival of ubiquitous 
computing, and with IoT, one can see this vision come to life [9]. Modern home automation is 
dependent on IoT devices [47]. Smart home systems need to deal with saving energy and 
other resources. It is estimated that by the year 2025, there will be 75 billion IoT devices 
installed, and these devices should provide solutions rather than becoming part of the energy 
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mismanagement problem [34]. There are smart plugs and smart meters that enable users to 
manage and monitor energy consumption [28], yet most smart devices have specific standards 
and cannot be easily integrated [2]. One solution is to develop a standardized approach by 
using middleware and frameworks to generate communication between IoT devices and 
software to provide better energy management and energy-saving systems [8]. However, 
Home automation systems have some drawbacks. The development of home automation 
systems with a proper balance between usability, user experience, performance, and security 
can be challenging [12][27]. Smart homes have a wide variety of users in different age groups 
[14], and because of the age group diversity, developers have to level down the differences in 

 
Usability and User Interface (UI) design are playing an important role in smart home 

development because the user interacts with the system through the UI. Smart home products 
should have a simple yet effective interface for the remote administration of the house [47]. In 
addition to controlling smart devices through the UI, providing valuable information, such as 
house temperature and humidity, may have a use case and be valuable for many users. 
Furthermore, in connection to elderly and patient monitoring, smart home systems are capable 
of analyzing and sending a patient's health status to interested parties [11]. Workflow 
management is a rather new subject linked to home automation, and the system needs to 
execute tasks based on a trigger, for example, turning on a coffee machine when someone 
enters the home [41]. Many smart devices are shared and used by different residents at home 
or in a building, and a home automation system can manage these shared devices through a 
usage timetable to provide comfort and ease for all users. [26] 

Security issues are another concern that smart home users have. Software systems are 
capable of collecting critical metadata about the users through smart devices, and the gathered 
data are subjected to security risks [10]. These security concerns can compromise the total 

[2]. Still, 
proper security is not the only factor users are after, Zhen Ling et al., [50] and the current 
paper goes through the other concerns smart home users have. 

Smart home and home automation devices come in all types and shapes. Such systems are 
becoming more advanced every year and are getting more attention from consumers. 
Inspecting the current state of the art of home automation systems in the literature and the 
provided guidelines to improve them can help developers and designers make better choices 
and improve products. The objective of the current paper is to study the current state of the art 
and the identified benefits and drawbacks of smart home systems, as described in the 
literature. This will be achieved by conducting a systematic literature review to answer the 
following research questions (RQ): 

RQ1: What topics concerning smart home systems can be found in the literature? 

RQ2: What are the identifiable concerns, that is, the benefits and drawbacks of smart home 
systems? 

RQ3: How can the systems be optimized based on the identified benefits and drawbacks? 

Answering the first question (RQ1) determines the topics addressed in the literature 
concerning home automation systems (including devices). Smart home devices can collect 

can present a notable security risk to homeowners. The second question (RQ2) covers 
concerns like the one mentioned. Recognizing such potential drawbacks can help all 
stakeholders expect and produce more sufficient systems. The question also addresses the 



benefits of utilizing a smart home system. The answer to the last question (RQ3) provides a 
set of guidelines for the developers for optimizing smart home systems based on the findings 
of the systematic literature review. The current paper stays away from basic and purely 
historical information; the objective is to examine the current state-of-the-art situation, so 
material published before 2013 would be excluded from the research scope. The cutoff period 
was selected based on the evolution of home automation systems and increased activity in the 

[Figure 1], which shows 
the term gained noticeable popularity in 2013. 

 

 

Figure 1.  

This document covers several topics linked to the development of smart home systems. 
The identified interrelated topics including usability, design, performance, and security are set 
to uncover the benefits and drawbacks of existing systems. In addition to the mentioned 
objectives, this paper aims to uncover real-world issues to help improve future smart home 
products e.g., compromising security in favor of usability and vice versa is not recommended. 
 
2. Related work 

The related work about the main contributions of this paper is discussed below. This study 
considered advancements and concerns linked to smart home systems; this can help gain an 
understanding of the completed work and how best to continue the research on the related 
study topic. Smart home researc
environmental, social, and ethical benefits. Having a clear view of smart technologies would 
assist stakeholders who are interested in the topic. 

Smart home systems are becoming more advanced with the growth of technology. Mehedi 
Hasan et al [20] explain new ways to control a digital home through voice recognition, 
gesture control, and Wi-Fi. According to Hasan et al., [20] a variety of weaknesses have yet 
to be fixed when considering the mentioned technologies. For example, a voice-controlled 
system may give false and unpredictable results because of the surrounding noise; a smart 
light switch may turn on/off based on the similarity between the command word and some 
other words. Wi-Fi and Bluetooth systems also have some pros and cons. As stated by [20], a 
Bluetooth-based system is easy to use. However, the operating range of such systems is 
around 10 20 meters, and Wi-Fi-based systems are more flexible because of their wide range. 
Such systems have a high initial cost that can be less applicable to people with a lower 
budget. 

In the literature, one can see important challenges linked to smart home development [39]. 
Availability and remote accessibility are some of the challenges developers are facing. This 
can be solved by utilizing cloud servers as a communication gateway between the potential 



controlling devices, for example, smartphones and smart home systems. However, Stojkoska 
and Trivodaliev [39] conclude that connecting to cloud servers has some drawbacks, 
including more bandwidth usage. Risteska, Stojkoska, and Trivodaliev [39] present several 
communication techniques, such as fog computing, to address the mentioned issue. Based on 
the study by Hisham Albataineh et al., [1] a combination of edge and cloud computing is 
more energy-efficient and has positive performance effects because most of the data analysis 

response. 
Smart elderly care with the help of smart homes is reviewed [30][31]. Monitoring the 

health status of users is possible with the use of sensors and monitoring devices. The authors 
start the discussion by going through the health-related needs of older adults. The elderly 
population is struggling with common diseases such as diabetes and blood pressure, and 
according to Petra Maresova et al., [30] the challenge is to encourage older adults to accept 
health-related smart solutions. Developing easy-to-use products in combination with artificial 
intelligence (AI) for automation and decision-making is a way to explore and potentially 
enhance smart healthcare. Wearable devices and sensors can collect valuable data linked to 
the movement and other activities of patients, and based on the findings of, [31] the collected 

 or improvements on a day-to-
day basis. 

Smart home energy efficiency is reviewed [42][44][45]. Smart electricity meters provide 
the possibility to monitor energy consumption and collect related data for further analysis. 
According to researchers, [42] smart thermostats can save up to 20% of heating and cooling 
costs each year, and based on the review completed by Vishwakarma et al., [45] the user can 
control the flow of electricity by utilizing a home automation dashboard. Member states of 
the EU are required to provide smart metering systems to consumers; a digital meter enables 

can inform the customer about energy consumption, which may have positive environmental 
effects. For instance, smart el
high electricity loads [44]. 

Security and privacy have been a big burden when developing a smart home product 
because such devices are connected to the internet, and most of the time, the data travel 
between the home network and cloud servers. Some of the security threats addressed in the 
smart home concept are presented by Almusaylim and Zaman [4], in which the researchers 
recommend proper user authentication techniques and secure frameworks for communication 
between smart devices and smart home gateways. Privacy concerns in the smart home domain 
have been studied before [19]. Authors Guhr, Werth, and Blacha present privacy issues as 
potential barriers to smart home usage, they propose a common definition for information 
privacy: one's ability to control information about oneself [19]. 

The current literature review intends to continue on these related works. This paper 
explores eight topics linked to the study of smart homes that were found during the analysis 
phase. In addition to covering the current state of the mentioned subjects, this document 
examines topics such as design, performance, development process, and usability. The next 
section explains the research process and related activities. 
 
3. Methodology 

To complete the current paper, the process proposed by Kitchenham is applied, a 
systematic literature review method is used, and four digital libraries (databases) are selected 



to perform an automatic database search [25]. The process was managed by the first author of 
the paper, and other authors joined in to confirm and review the results. The literature review 
is drawn on the planned research questions for the current paper; that is, aiming to create an 
overview of smart home systems and their concerns by analyzing published articles and based 
on the findings; create some guidelines for smart home system developers. Built on the 

proposed by Kitchenham, four databases have been selected to apply the query parameters, as 
shown in [Table 1]. 

Table 1: The list of digital libraries and the applied search parameters 

Library name Search parameters 

ACM Digital Library 
 

Springer Link 

 
title=case study 

facet-start-year=2013 
facet-end-year=2022 

IEEE Digital Library 

(("Document Title": "home automation" OR "Document Title": "smart home" 
OR "Document Title": "internet of things") AND ("Document Title": "case 

study")) 
ranges=2013_2022_Year 

Science@Direct  
date=2013-2022 

The initial search resulted in 468 matches. The first step was to exclude everything except 
published journal articles and conferences. On further inspection, it was discovered that some 
of the papers' titles are not in line with the expectations, so a title-based exclusion is applied 
in the second step. The third filter excluded the papers not written in English, and the fourth 
step allowed papers of more than three pages to be included. Duplicate papers were excluded 
in step five, and finally, analyzed the content to see if they are in line with the research 
questions. After applying the inclusion and exclusion filters, the number decreased to the final 
set of 56 papers, as shown in [Figure 2]. Thus, the following set of inclusion and exclusion 
criteria was applied to the search results: 

 Inclusion Criteria: 

 Published journal article or conference paper 

 Primary study  

 Clear case study reports related to the research questions 

 Exclusion Criteria: 

 Book chapters and magazine articles 

 Languages other than English             

 Papers that focus on the basics and history of smart homes and home automation 
 



 

Figure 2. Number of papers after applying the inclusion and exclusion filters 

Table 2. Number of papers per database after applying the inclusion and exclusion filters 

Database 
Initial 

number 
Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 

ACM Digital Library 25 24 14 14 14 9 6 
Springer Link 363 297 22 21 21 21 12 

IEEE Digital Library 61 54 54 54 53 53 33 
Science@Direct 19 18 18 18 18 12 5 

Total: 468 393 108 107 106 95 56 

[Table 2] presents the exact number of papers per database in every step after the filters 
were applied. As stated earlier, the objective is to answer the research questions, and as a 
result, an extra query is added to the data extraction form. (For which research question can 
the paper be utilized?). The data extraction description can be found in [Table 3]. 

 

 

 

 

 



Table 3. Data extraction 

Item Description Research Question 
Title The title of the paper RQ1 
Year Publication year Metadata 

Venue The publication type: journal or conference Metadata 
Direct link to the document A direct link to the document Metadata 

Special note 
Free text about the paper (important remarks and 

reminder notes about the paper) 
Metadata 

Assumptions for benefits 
What are the assumed benefits for the product 

analyzed in the paper? 
RQ1 

Assumptions for drawbacks 
What are the assumed drawbacks of the product 

analyzed in the paper? 
RQ1 

Realized benefits What are the realized benefits? RQ2, RQ3 
Realized drawbacks What are the realized drawbacks? RQ2, RQ3 

What equipment and features 
are in used 

What are the types of equipment and features used 
in the paper? 

RQ1, RQ2 

Study context 

What does the paper aim to cover in connection to 
benefits and drawbacks? Is it security, price, or 

usability related? There can be more categories that 
are not defined here. 

RQ1, RQ2, RQ3 

 

Thematic analysis was performed by the first author on the research material; the process 
started by reading the material to highlight and extract the data relevant to the research 
questions. The extracted data were validated against the research questions by the other 
authors. The process continued by tagging the papers with their corresponding topics, and 
then, the topics were reviewed and combined appropriately. Finally, the papers were added in 
groups based on the realized categories; the results are shown in [Figure 4]. Additionally, 
Appendix 1 presents the realized study topic(s) for each analyzed paper. 
 
4. Results 

The current section is dedicated to answering the research question. The section starts with 
a presentation of the study topics found in the literature, which is followed by an explanation 
for each topic. Finally, the current section looks at the concerns linked to smart home systems 
and the ways to optimize them. The number of selected studies per year is shown in Figure 3. 
Additionally, the selected studies are divided into four categories based on the study settings; 
the results are shown in [Table 4]. 



Figure 3. Number of selected studies per year 

Most of the selected case studies were completed in laboratories, the devices were set up in 
a lab, and the developers conducted experiments to obtain the results. Furthermore, some of 
the case studies were done in simulated settings, meaning there was a controlled environment 
with the same features as the real environment. Field studies were done in real settings, and 
the developers set up a system to monitor the interactions between the user and smart home 
products. Finally, theory-based case studies were conducted to test a theory, which could
include interviews with people in the smart home industry or analyzing the data from an 
existing product to report weaknesses and strengths. 

Table 4. Number of papers per study setting 

Study settings Number of papers 
Lab study 21
Field study 10

Simulating real settings 18
Theory-based study 7 

4.1. Realized smart home topics (RQ1) 

To find the answer to the first research question (RQ1), the first author analyzed the 
selected studies by reading the content and keywords of the documents to find the study 
topic(s) for each paper. Eight different topics were identified based on discussions among the 
authors; these topics were covered in the majority of the papers. Some papers address more 
than one topic, which was counted in the list of results. Improving future home automation 
products is the motivation behind covering the eight identified topics, and based on the 
performed analysis, refining security and the privacy of the home automation systems is the 
most popular study topic. Home automation systems are collecting a considerable amount of 
data; the question is then on securing and controlling the data, which may travel across 
networks throughout the world [23]. 



IoT systems have a wide range of applications. In addition to task automation, they 
monitor, analyze, and report. Improving the design and smart healthcare are the second most 
popular topics of the selected case studies. Having a design that can follow the requirements 
is a crucial factor in the success or failure of a product [5][22]. As mentioned in the 
introduction, the focus of the present paper is to help smart home developers and designers 
develop better products. The selected topics shown in [Figure 4] cover technical aspects and 
consumer concerns and development practices. Reviewing these topics covers the three high-
level phases of the development process: planning, implementation, and improvement. 

Figure 4. Number of papers per study topic 

[Table 5] presents the distribution of the study topics per year. The data is collected to 
present the coverage of the topic within the given time range from 2013 until 2022. This can 
clearly show how important a topic is if it is covered repeatedly for several years. E.g., 
security and privacy are the most popular research subjects, and the topic is covered since 
2013. 

Table 5. Distribution of the study topics and the number of papers per year 

Topic 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 
Security and privacy 2 1 4 3 4 1 

Design 1 2 3 4 2 
Health and elderly care 1 2 4 2 2 1 2 
Resource management 4 2 2 1 1 1 

Usability 2 1 2 1 1 2 1 1 
Performance 1 2 1 

Development process 1 1 1 1 
Knowledge management and 

education 
2 1 1 



4.2. Topics 

To answer the second and third research questions (RQ2, RQ3), the current section 
explains the presented topics in Figure 4 and explores the benefits and drawbacks of smart 
home systems. 
 
4.2.1. Security and privacy 

IoT devices play an important role in various domains, such as home, agriculture, 
healthcare, tourism, transportation, and education [7]. Home automation products generally 
consist of several IoT devices that are connected to complete an objective. Furthermore, home 
automation products are inseparable parts of smart cities, so having proper security measures 
is a must. Security vulnerabilities may be in the IoT devices or in the way data travels 
between them and are stored in smart home storage for further analysis. One can attempt to 
hack a smart home system or even use a smart home system as a tool to hack the entire 
network of connected smart products or smart cities [50]. 

A way to handle the security concerns is by giving the power to the product users to 
control the flow of data, which means permitting the storage of data, monitoring the data 
flow, and restricting access to the data. According to Aung and Tantidham [7], this is possible 
by utilizing Ethereum (ethereum.org). Ethereum is a private blockchain, it is used to handle 
data flow based on the smart contract or authorized policies that are created by the user. 
Security and privacy can be taken care of in peer-to-peer networks with the utilization of 
blockchain. Applications running on Ethereum are available from anywhere, and the data 
flow is controlled by smart contracts between private and public networks. A smart home 
system is private data storage, while communication and sharing the data with the cloud for 
statistical purposes can be handled through public contracts specified in the Ethereum 
platform. 

Improving privacy is a challenging topic, and according to Yulistiyan Wardhana et al [46], 
it should not compromise the well-being of the user. For example, limited access to a private 
room to just one person can have a negative outcome if the user gets a heart attack there and 
no one else can enter the room to help. In this case, smart devices should be able to inform 
and provide access to health officials. To address this issue, Wardhana, Hardian, and 
Guarddin are 
a private room [46]. However, the developed system in question is not always accurate and 
cannot adapt to the habit changes of the user. 

Security vulnerabilities can be in the hardware or software of smart home devices. It is 
almost impossible to implement flawless software. However, it is recommended that more 
resources be allocated to improve the security level of smart devices [13]. One of the ways to 
do this is by leveraging cryptographic techniques instead of using plain and human-readable 
text for storing sensitive data or communication between devices. Regarding the hardware, it 
is better to avoid using hardware with known security weaknesses like Bluetooth, which is 
vulnerable to Bluetooth signal-interfering attacks [49]. Most IoT devices focus on new 
features and cost reduction. Smart devices are often not designed with security in mind. One 
solution to the mentioned problem is for developers to implement new features by adapting 
existing frameworks and services to improve the security of the products [38]. 
 
 
 
 



4.2.2. Design 

Among other benefits, a well-designed smart home system can reduce processing power, 
for example by dividing the load between the cloud server and local servers. The difference is 
more noticeable with the rising interest in IoT devices. According to research, it is possible to 
divide the load between the main server and local devices using a technology called edge 
computing. Most commercial IoT and smart home devices depend on cloud servers for 
processing data. Edge computing suggests using processing locally to save bandwidth and 
processing power. However, the cloud server can still be responsible for data storage. In this 
case, the local device does not have to wait for the cloud server to analyze the data and 
respond [32][35]. 

Smart home systems have a variety of different users, and the design should consider 
, and the 

to say that a smart home 
system is an integration of space, users, and smart devices. For example, scenario-based 
design can help users complete tasks based on user's actions, and this can be as simple as 
switching off the lights automatically when residents leave the house or turning up the heating 
during the winter when users arrive home [24]. 
 
4.2.3. Health and elderly care 

The world's population is aging, and healthcare costs are growing because of this. The 
demand for automated healthcare and patient assistance services is growing. Smart home 
product developers are taking this growing demand into an account. This section will cover 
some of the benefits and drawbacks of the existing systems linked to the mentioned subject. 
One of the solutions proposed in the literature is elderly monitoring technology, which is a 
series of sensors such as infrared motion detectors and magnetic door sensors that are placed 
in different areas of a house e.g., kitchen, bathroom, and front door to check the irregularities 
in residents' activities. Usually, people have a routine of living; for example, people wake up 
and go to sleep around the same time. The sensors look for changes in such activities, and if 
enough abnormalities are detected, the system triggers a fitting response. [29] 

Independent living is one of the issues concerning the elderly population. The user, in this 
case, may forget an important activity like taking medicine on time, which may result in the 
individual entering a dangerous state. In addition to the remote monitoring of a smart h
resent which may not be enough, a case study shows that it is possible to develop a system to 
assist the user in completing daily tasks [6]. An easy-to-use UI is the most important aspect 
when developing smart home systems for the elderly and a study shows that portable 
touchscreen devices with audio and video communication ability can fulfill most 
requirements. Furthermore, an event-based solution results in the automation of many tasks, 
and the user does not have to specifically interact with the system because an event-based 
design automatically reacts to certain conditions [43]. 

In addition to elderly assistance, IoT solutions can remove the pressure on hospitals by 
remotely monitoring patients at home. Some heart patients need continuous heart rate 
monitoring and case studies show that this can be done at home thanks to the collected data 
obtained through sensors and machine learning algorithms. There are some concerns related 
to the accuracy of the proposed solutions, and ongoing work aims to improve these remaining 
concerns, such as security concerns, energy efficiency, and data visibility. Health-related data 
are highly confidential and must be encrypted. However, the data should be visible to the user 



in real time, and because most health devices are wearable sensors, energy efficiency plays a 
crucial role. A device without sufficient power does not have any use [3][15]. 
 
4.2.4. Resource management 

Enhancing home energy and water usage efficiency is a focus area of smart home systems. 
 energy consumption helps create a better 

model for saving energy. Smart systems can optimize energy usage by optimally scheduling 
and controlling household appliances. One of the realized drawbacks linked to the 
development of resource-efficient systems is finding and purchasing monitoring devices 
because some cannot be found off the shelf [16][37][48]. Sustainable IoT can have positive 
environmental impacts. People communicate through a massive network of sensors and IoT 
devices, and to save energy, product developers must consider the energy consumption of IoT 
devices in the early development phases, including the planning and design phases [23][40]. 
 
4.2.5. Usability 

Integration between IoT devices is a challenge for smart home developers. Different 
manufacturers are following different standards for creating their products, and this can harm 
usability because most of the time, controlling the smart devices through a centralized system 
might not be possible. The need for middleware to integrate devices in the same network is an 
approach that can help address the mentioned problem, and a successful attempt has been 
made to connect a Rovio service robot to a smart system and automate the tasks. However, 
because of the large number of existing products, there is still a need for a standard 
communication channel between smart devices [8]. 

The designers of smart home devices do not explicitly or systematically consider usability 
in designing security features. Instead of relying on the technical support team, the users 
themselves should be able to configure the security features of the smart home systems. 
Consulting with security experts in the design phase to enhance the usability of the security 
features is costly, but the extra cost can be justified because cyberattacks are targeting smart 
homes and even using smart home systems as a hacking tools [10]. Another way to enhance 
usability is to automate tasks as much as possible by equipping home furniture with sensors 
and single-board computers. In this case, the user does not have to interact with the system 
through a dedicated UI. For example, a smart chair can identify the user and trigger a 
customized predefined event [21][43]. 
 
4.2.6. Performance 

Using middleware and standard communication protocols has a positive effect on a digital 
 for the circulation of 

data between the smart devices, in return resulting in a boost in performance because the 
devices do not have to independently collect the data and a network of connected devices is 
devoted to gathering the data, which can then be analyzed by software systems [17]. The 
importance of communication becomes more visible when talking about smart cities because 
the collected data from a network of smart homes can contribute to smarter environmental 
and social decisions [16].  

Using standard communication protocols has positive performance effects; they have the 
potential to enhance developers  productivity. However, analyzing middleware components 
shows some inhibitors in the code, which indicates the need for further development to 



enhance the components [5]. In summary, utilizing middleware in combination with edge 
computing architectural techniques may potentially boost performance. The current literature 
review presents the definition of edge computing in the design section; additionally, it is 
important to mention that bandwidth can be saved and communication delay between the IoT 
devices and the cloud can be improved by edge computing techniques [35]. 
 
4.2.7. Development process 

It is essential to take a look at the development process of smart homes and IoT devices; 
the lack of a systematic approach can result in security and design compromises. According 
to Gartner, IoT systems would be in 95% of new electronics products, meaning that smart 
devices have an enormous impact on society, businesses, and the environment. Dividing the 
product architecture into three layers a UI layer, a communication layer, and a software 
system layer is a way to make structural improvements and focus on the weaknesses of each 
layer [33]. The need for flexible and user-friendly solutions is undeniable, and the case study 
shows that etiquette requirements gathered from the stakeholders, prototyping, and a user-
driven design can further improve the product. In this case, the user gets to test the product in 
the early stages of development, which means the final solution has a greater chance of 
meeting the requirements [36][43][47]. 
 
4.2.8. Knowledge management and education 

Knowledge is an important asset for people in general and, in particular, for organizations 
to grow. Most often, different projects rely on a similar set of data, and keeping a record of 
the use cases in one project may be beneficial for other smart home projects. Furthermore, 
knowledge management can have positive environmental impacts; smart home residents can 
share their experience, for example, in a platform of connected digital homes to help the other 
residents make better choices linked to resource management [18]. Including the possibility 
for students to learn how to develop IoT solutions as part of their studies will help produce 
better smart home systems in the future. Students who participate in such courses have 
considered it enjoyable and gave positive feedback to the organizers. It is essential to improve 
the learning process linked to IoT development for students to gain hands-on knowledge and 
experience in the subject [22]. 
 
4.3. Smart home concerns (RQ2) 

The current section is dedicated to answering RQ2. Table 6 offers a brief explanation of 
the benefits and drawbacks linked to the home automation-related topics covered in this 
paper. The table is summarizing the results provided in section 4.2, in addition, the reader can 
find sources associated with the benefits and drawbacks in the description column for further 
and more in-depth analysis. The collected items are based on the authors' analysis of the 
selected sources for this research. 

 

 

 

 

 



Table 6. Benefits and drawbacks linked to home automation related topics 

Topic Category Description 

Security and 
privacy 

Benefits 

Accessing the data through security protocols (contracts). [7] 
Smart home systems can make smart adjustments to privacy protocols [46]. 

Existing frameworks and services can improve the security of smart products 
[38]. 

Drawbacks 

Smart home systems can be used as a hacking tools [50]. 
Utilizing compromised hardware and insecure data handling [49]. 

Smart homes are not very accurate enough to decide on their own [46]. 
Cost reduction can lead to weak security features [38]. 

Design 

Benefits 
A well-designed system uses less power to operate [32][35]. 
Bandwidth usage can be reduced through the design [32][35] 

A scenario- [24] 

Drawbacks 
Some smart devices have to wait for the cloud server to respond [32][35]. 
The age gap of the users is not taken into account when designing smart 

homes [24][43]. 

Health and 
elderly care 

Benefits 

Elderly and patient monitoring is possible with the help of smart home 
systems [3][29]. 

Activity monitorin
interested parties [29]. 

An elderly-friendly smart home makes independent living possible for its 
users [6]. 

Drawbacks 
The accuracy of patient monitoring systems is still questionable [29]. 

Security, energy efficiency, and data visibility are other concerns related to 
patient monitoring features [15]. 

Resource 
management 

Benefits 
Reducing energy and water consumption is possible when utilizing smart 

home products [16][37][48]. 
Creating an energy consumption profile of household equipment [16]. 

Drawbacks 
Purchasing monitoring devices is difficult because some cannot be found off 

the shelf [48]. 

Usability 

Benefits 
Developers can use middleware to integrate the smart devices, and the user 

can control them through a centralized system [8]. 
Automating tasks with smart home products [21]. 

Drawbacks 
Integration between IoT devices is a challenge [8]. 

Usability in designing security features for smart home devices is not 
explicitly or systematically considered [10]. 

Performance 
Benefits 

A standardized communication protocol boosts performance because the 
devices do not have to independently collect the data and they can share the 

tasks [17]. 
Edge computing architectural techniques may potentially boost performance 

[35]. 
Drawbacks Middleware components show some inhibitors in the code [5]. 

Development 
process 

Benefits 
Requirements gathering from the stakeholders, prototyping, and a user-

driven design can further improve the product [33]. 

Drawbacks 
The lack of a systematic development approach can result in security and 

design compromises [43][47]. 

Knowledge 
management 
and education 

Benefits 

Keeping a record of the use cases in one project may be beneficial for other 
projects [18]. 

Knowledge management can have positive environmental impacts, and smart 
home residents can share their experiences to help others make better choices 

[18].  

Drawbacks 
It is essential to improve the learning process linked to IoT development 

[22]. 

 
 
 
 



4.4. Ways to optimize smart home systems (RQ3) 

The answer to the last research question (RQ3) is discussed in this section. The aim is to 
provide brief guidelines based on the information found in the literature for improving smart 
home products, both in terms of their functional and non-functional features. The table below 
is divided into eight parts containing the related recommendations. The recommendations are 
collected after analyzing the selected sources (Appendix 1) and more information can be 
found in section 4.2 which covers the eight mentioned topics. The recommendation is for the 
reader to look for the provided sources in the table below to gain a better and more detailed 
understanding of the topic. 

Table 7. Recommended guidelines for the selected topics 

Topic Guidelines 

Security and privacy 
Users need to have more control over the data flow. [7] 

Avoid using compromised hardware and use data encryption. [49] 
Allocate funds for developing the security features. [38, 49] 

Design 
Divide the load between the main server and the local devices. [32, 35] 

[24, 43] 
User-friendly design for the security features. [10] 

Health and elderly care 

Develop an easy-to-use and easy-to-control system, such as a voice-controlled 
system. [43] 

Automate tasks based on user activity. [6, 29] 
[15] 

Resource management 
Creating an energy usage profile for the home equipment to optimize the energy 

usage of such devices. [16] 

Usability 
Middleware can provide the possibility of controlling the smart device through a 

centralized system. [8] 
Consult with the design expert to improve the product. [10] 

Performance 
Edge computing architectural techniques help to save bandwidth and processing 

power. [35] 

Development process 
Detailed requirements gathering from the stakeholders, prototyping, and a user-

driven design can improve the product. [33] 
Knowledge management 

and education 
Documenting the system's use cases and developing solutions can help to improve 

future products. [18] 

 
5. Discussion and lessons learned 

Smart home systems have been constantly gaining popularity over the past few years, as 
shown in [Figure 1]. Furthermore, IoT and smart homes are inseparable parts of software 
development and software engineering research. The presented research may contribute to 
improving smart home products and the related development process. 

The current paper presents some of the use cases for smart home systems, for example, 
smart healthcare. Smart home developers must find and research the problems they are trying 
to solve. The next step is to find a solution to the discovered problem by examining different 
ideas and scenarios. Prototyping and observing the end-user when interacting with the 
prototype can help improve the design and better equip the product with features that 
stakeholders require. Nevertheless, features like data security and user privacy should not be 
compromised, even though the user may not understand their importance immediately [49]. 

There is an important lesson to learn from the case studies. Smart home designers and 
developers must explain the real effect of weak security protocols to stakeholders to obtain 
adequate resources for fixing and enhancing security issues. The education system also plays 
an important role in training the computer since students have a critical viewpoint on security 
designs. It would be easier to discuss the required features for a product when both the 



developers and stakeholders are on the same page about the importance of the features in 
question. 

Security and privacy improvements are constantly raised in the literature, and most of the 
recommended improvements are basic security enhancements such as encryption [49]. 
However, based on the content of Table 5, these security issues are not solved. It is almost 
impossible to implement flawless software. However, allocating more resources to improve 
the security level of smart devices can reduce security issues [13]. A case study shows that 
having a clear architecture and development process is beneficial in implementing the 
different features (UI, performance, security, etc.) of a product [33]. For example, it may be 
the case that enough attention is not given to usability in favor of performance improvements 
or vice versa [12][27]. A clear development process that does not skip any of the steps will 
lead to better results [33]. Documentation is an important step in the development process. 
Documentation helps share some ideas between the development teams and not to repeat the 
mistakes made before. 

Following a clear development process is a must when talking about enterprise products 

process that is acceptable to the entire team and that can result in the development of a 
product based on the gathered requirements. Each stage of the process must be considered 
and not skipped. Dividing the development into separate layers, such as UI and 
communication layers, can help direct the focus on the entirety of each layer and its related 
features, which results in a more complete product. 

In summary, the study results recommend producing smart home systems that can solve 
real problems through proper planning and interactions with actual users. The development 
team should consider both functional and nonfunctional features, document the development 
process, and further improve the product as technology advances and user requirements 
change. The current paper covered eight topics related to the three high-level phases of the 
development process (planning, implementation, and improvement). Topics such as resource 
management and elderly care are linked to the planning phase because the development team 
is discovering the user requirements and use cases. Other topics such as security, privacy, and 
performance are related to the implementation phase, and finally, topics such as knowledge 
management and education are linked to improving the product's functionality and stability. 
 
6. Conclusion 

The current paper has examined the status of home automation, including the benefits and 
drawbacks of such systems. Four digital libraries are selected to research published case 
studies related to the selected number of smart home domains. Papers with distinct titles that 
are written in English and are more than three pages are selected as research material. 
Furthermore, thematic analysis was performed to extract data linked to the research questions 
to study the current state of the art and to identify the benefits and drawbacks of smart home 
systems, as described in the literature. The positive impact of smart home products in 
automating some daily tasks has been shown. The research material is divided into eight 
topics, and Table 5 presents the distribution of the study topics per year. 

As mentioned earlier and presented in Figure 4, security and privacy are the most popular 
research subjects. Table 5 shows that this topic has been covered since 2013. One can assume 
that this is because of the ongoing interest in current smart home products. Furthermore, 
studies show that even commercial products have security vulnerabilities [10][49]. The 
authors recommend going back to the whiteboard and focusing on solving the issues early on, 



in the planning and the design stage; this can result in a chain reaction and solve the other 
issues mentioned in this paper. 

[Figure 4] also shows that not enough attention is given to knowledge management and 
home automation-related education. A knowledge management platform can help developers 

 improve their products, and solve real problems 
through proper planning and interactions with actual users [18]. More courses in the 
educational system, with a focus on home automation and IoT, may result in the development 
of better products. Studies show that such courses are welcomed by students [22]. In 
conclusion, more attention should be given to education and knowledge management to 
improve design and security, privacy, and performance. Additionally, developers should not 
skip any of the three layers of the development architecture (UI layer, communication layer, 
and software system layer) because each stage is dedicated to addressing existing weaknesses 
in smart home products [33]. Following the mentioned recommendations in [Table 7] and this 
section may improve future smart home products and set a baseline for future research. 

This document is based on academic case studies. However, for future work, industrial 
contributions that are usually considered grey literature may be included. Grey literature was 
out of the scope of this paper. 
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Who are Smart Home Users and What do they Want? 
– Insights from an International Survey 

Ashkan Yaldaie1*, Jari Porras2, Olaf Drögehorn3  
1,2LUT University, Lappeenranta, Finland 

3Harz University of Applied Sciences, Wernigerode, Germany 

Abstract – Any set of devices for controlling home appliances that 
link to a common network and may be controlled independently 
or remotely are typically referred to as smart home technology. 
Smart homes and home automation are not completely unknown 
to people anymore; smart devices and sensors are part of daily life 
in the 21st century. Among other benefits of home automation 
devices, it is possible to manage home appliances and monitor 
resource usage, and security. It is essential to find practical 
information about smart home users, and possible use cases. The 
current survey covers smart home usage benefits and challenges 
for the users. The study presents the result of the collected 
information from different countries, and the participants are 
people from a variety of age groups and occupations. The 
questionnaire that contains both qualitative and quantitative 
questions was distributed through internet channels such as blog 
posts and social network groups. Furthermore, to generate the 
survey questions we conducted a literature review to gain a better 
understating of the subject and the related work. The research 
provides a better foundation for future smart home development. 
As a result of this survey-based study and in addition to finding 
the desirable home automation features, we discovered the amount 
of money users are ready to spend to automate their homes. 
Connecting the favourite smart home features to its users and the 
amount of money they are ready to spend on them can provide a 
bigger picture for the smart home industry as a whole and 
particularly be beneficial for developers and start-ups. 

Keywords – Energy efficiency, home automation, home security, 
IoT, remote monitoring, smart home. 

I. INTRODUCTION 
According to a market research report published by Fortune 

Business Insights [1], the global market size for home 
automation was USD 64.58 billion in 2020 and based on their 
prediction, it is due to reach USD 163.24 billion in 2028. 
Wireless devices are a big portion of the market size. Because 
of the wireless systems and their accessibility, one can transfer 
any home into a smart home and start automating tasks, 
monitoring the activities for security reasons, or creating 
specific reports for resource usage for sustainability. There is 
no official definition for a smart home since the definition 
comes from different users’ needs and desires. One may use the 
term for monitoring health complications through smart devices 
connected to the home, while others may consider a smart home 

 
* Corresponding author’s e-mail: ashkan.yaldaie@student.lut.fi 

for automating daily tasks such as locking the doors 
automatically when no one is at home. 

The paper uses terms such as home automation, smart 
devices, smart home, smart systems, and the internet of things, 
and these terms in the scope of this paper refer to any system or 
device that links to a common network and may be controlled 
independently and remotely. Such devices are under the 
umbrella of smart home technology. 

Internet of Things (IoT) devices such as sensors, control 
devices, and monitoring systems surround us. Weiser and 
Brown predicted the arrival of ubiquitous computing, and with 
IoT, we can see this vision come to life [2]. IoT is a means for 
the interconnection of things based on current or advancing 
innovation. One of the common use cases of IoT is smart home 
technology-related automation. The objective of this paper is to 
conduct a survey-based study to gather meaningful information 
about home automation users and possible use cases. This study 
helps us to answer the following three research questions (RQ): 

RQ1. Who are the smart home users? 
RQ2. What are the desirable home automation features for 

the users? 
RQ3. How much money the users are ready to spend on 

home automation devices? 

The answers to the first question (RQ1) reveal the 
background of the smart home user. This would provide a 
foundation for answering the remaining research questions. 
Research question two (RQ2) is set to clarify participants’ 
preferred home automation features, systems, and devices. 
Furthermore, the answer to the second research question 
determines the extent of the current home automation usage for 
the participants. As a result of the third research question 
(RQ3), the current survey-based study discovered how much 
home automation costs for the participants, how much more 
they are willing to invest in home automation, and what 
desirable features they require for a home automation system. 
Connecting the favourite smart home features to its users and 
the amount of money they are ready to spend on them can 
provide a bigger picture for the smart home industry as a whole 
and particularly be beneficial for developers and start-ups. 
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The current survey-based study includes both qualitative and 
quantitative questions and it is distributed through internet 
channels. While a detailed discussion of the results will be 
presented in related sections, it is worth noting some key 
findings here. Most of the collected responses come from 
university-educated participants in their 30s and 40s, living in 
rental accommodations. Furthermore, the results indicate that 
although many people have heard about smart home 
technology, they have not yet adopted it fully. It appears that 
most of the participants are prone to utilizing smart light 
management systems which they purchased off the shelf. 
Security features for smart home systems are popular. 
However, costly systems are not attractive for the users since 
most of them are ready to spend a hundred euros or less on 
home automation systems. The survey participants are people 
from a variety of age groups and occupations. More details 
about the survey and its participants are provided in the paper 
related sections. 

The paper is organised as follows: Section II provides an 
overview of the related work in the field of home automation. 
Section III presents the methodology employed in conducting 
the survey-based study. Section IV presents the detailed results 
obtained from the data analysis. Section V offers a critical 
discussion and analysis of the findings. Finally, Section VI 
concludes the paper, by summarising the key findings, their 
implications, and potential future research directions. 

II. RELATED WORK 
The current section is set to present the related academic 

work linked to this survey-based study. As mentioned earlier, 
the aim is to answer the research questions and find out about 
the desirable home automation features and the money the 
participants are ready to spend on home automation devices. 

Shin et al. [3] published a paper about smart home user 
demographics. The results show that aged consumers are more 
likely to purchase smart home products, and systematic 
marketing strategies are required to gain the interest of younger 
consumers. According to Shin [3], the spread of smart homes 
has been slower than expected despite a wide variety of 
products developed by leading technology players like Google 
and Amazon. 

According to Coskun et al. [4], smart home users prefer 
features such as remote accessibility, multi-functionality, and 
autonomy. Remote accessibility and autonomy are interrelated 
since one can have control over house appliances from 
anywhere and on the other hand the users would like the smart 
systems to work independently. Sometimes controlling the 
functionality is uninteresting. Users prefer to spend time 
browsing the Internet, spending time with the children, and 
watching TV instead of constantly interacting with smart 
systems. 

There is a gap between what smart home offers and what 
users need. The slow adoption of home automation is covered 
in numerous studies. Privacy and security, trust issues, 
reliability, and price are some of the challenges against the mass 
utilization of home automation. Data Protection Regulation 
(GDPR) requires actions to protect citizens within the EU. This 

could be a strong driver for smart home developers to 
implement yet stronger privacy measures. The aim is to 
establish a trustworthy platform that is not costly for the end 
users. Unless it is embraced by society and employed by 
customers, technology has no value [5], [6]. 

Reisinger et al. [7] proposed that adequate design goals are 
an important factor in creating a user-centred product. Reisinger 
realised that smart home users appreciate functionalities such 
as comfort, sustainability, security, lower heating and energy 
costs, and fun. Consumers would like to see the benefits of their 
investment in smart home services. Abi Sen et al. [8] suggests 
a way to bring down the cost of smart home by recycling old 
PCs and accessories. This might be a good solution since it is 
possible to create remote access and even voice-controlled 
systems at an affordable cost. 

Technology is useful for supporting the elderly and people 
with chronic illnesses. However, that is not all, everyone can 
benefit from a functional system. The usage of smart meters 
demonstrated around three percent energy reductions and a 
goal-oriented smart home emphasizes the potential to help 
achieve energy demand cutback goals [9]. Security, safety, and 
monitoring are some of the features that users demand to have 
when it comes to purchasing smart home products. 
Additionally, users’ income and education levels have 
significant effects on their choice, which means a user-centred 
system design is more likely to be accepted by the consumers 
[10], [11]. 

A survey conducted for the home automation domain by Zhai 
et al. confirmed the results of the above-mentioned studies. The 
several participants were from Asia and Europe. Among the 
smart home adaptation concerns, one can see privacy and costs-
related concerns [12]. Another survey revealed that 92 % of the 
participants thought that smart devices had the potential to save 
time and energy. Furthermore, 55 % of the same survey 
participants believed that home automation would make life 
easier [13]. 

Smart systems are not widely adopted by mainstream users 
[3], [4]. This can be related to the high costs, privacy concerns, 
or the absence of a user-centred design. Yet, users still have a 
positive view of the subject. The literature also offers 
possibilities to address user interests. Our study aims to further 
improve the understanding of smart home user concerns and 
their favourite features. Additionally, the result of this 
questionnaire provides details about the monetary value of 
home automation for the participants. The next section 
discusses the methodology used to complete this paper. 

III. METHODOLOGY 
The current study employs a survey-based research approach 

to gather insights into smart home users and their preferences. 
This inductive research methodology involves collecting data 
from participants and subsequently analysing the collected data 
to identify trends, patterns, and generalizations that can 
contribute to the development of future smart home 
technologies. 
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To ensure a comprehensive data collection process, the 
survey questionnaire was designed to include both qualitative 
and quantitative questions that align with the research 
questions. The complete set of survey questions is available in 
Appendix 1. The questionnaire is organised in five sections, and 
participants are directed to the appropriate section based on 
their responses in the previous section. Figure 1 illustrates this 
process and indicates the percentage of participants directed to 
different paths within the survey. 

The initial section of the survey focuses on gathering 
metadata from participants, including information about their 
background, gender, age group, and other relevant 
demographics. This metadata provides valuable contextual 
information that aids in understanding the characteristics of the 
survey participants. 

To ensure the reliability and credibility of the study results, 
it is important to address the question of sample size and its 
adequacy. In this research, data were collected through internet 
channels such as social media and forums from a total of 
seventy-three survey participants spanning nine countries and 
five distinct age groups. 

By implementing a sampling strategy, the study aimed to 
ensure a diverse representation across different geographical 
locations and age groups. This intentional selection process 
aimed to capture a broad range of perspectives and experiences 
related to home automation. By including participants from 
various countries and age groups, the study was able to gather 
valuable insights that reflected the global nature of the smart 
home industry. 

By conducting a survey-based study and gathering data from 
a diverse group of participants, the research aims at providing 
valuable insights that can inform future smart home 
development. The results obtained from the survey will be 
analysed and discussed in detail in Section IV, shedding light 
on the preferences, needs, and expectations of smart home 
users. 

 
Fig. 1. Survey process and structure. 

 

 

IV. RESULTS 
The current section of the research report is focused on 

addressing the research questions that were proposed at the 
beginning of the study. The section IV is divided into three sub-
sections, each is dedicated to analysing and presenting the 
results of the survey that was conducted as part of the research. 

Each of these sub-sections contains a variety of charts and 
tables that are designed to help visualize and interpret the data 
collected from the survey. These charts and tables are an 
important tool for presenting the findings of the research clearly 
and concisely, and they allow the reader to easily understand 
the key trends and patterns that emerged from the data. 

In addition to presenting the survey results, the current 
section also includes detailed explanations and interpretations 
of the data, highlighting any notable trends or patterns that were 
identified. This is an important aspect of the research process, 
as it allows the researchers to draw conclusions and make 
recommendations based on the data collected. Overall, the 
current section is a crucial part of the research report, as it 
presents the findings of the study clearly and comprehensively 
which helps to provide insights and recommendations for future 
research or practice. 

A. Who are the Smart Home Users? (RQ1) 
Seventy-three people responded to the survey questions from 

nine different countries (Finland, Sweden, The Netherlands, 
Australia, India, Malaysia, the United States of America, 
Germany, and Russia) and most of them were in their 30s and 
40s. In today’s global market technology crossed boundaries 
and smart home systems are found in many places. The current 
study did not put any restrictions on the origin country of the 
participant. This section presents the survey results collected 
from the following countries. Additionally, Table I is set to 
present detailed information on the survey participants which is 
part of the answer to the first research question (RQ1). 

TABLE I 
DETAILS ABOUT THE SURVEY PARTICIPANTS 

Gender Age Group Percentage of Participants 

Female 

Less than 20 0 % 

20–30 16.4 % 

31–40 26.0 % 

41–50 8.2 % 

Above 50 4.1 % 

Male 

Less than 20 0 % 

20–30 13.7 % 

31–40 23.3 % 

41–50 5.5 % 

Above 50 1.4 % 

Prefer not to say 

Less than 20 0 % 

20–30 1.4 % 

31–40 0 % 

41–50 0 % 

Above 50 0 % 
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Most of the participants are twenty to fourth years old. The 
presented results in Table I show that 54.8 % of the participants 
are female, 43.8 % are male, and 1.4 % preferred not to enclose 
their gender. The participants were also asked about their 
education level. 93.2 % of the participants have a university 
education: 
• School – 1.4 % 
• High school – 2.7 % 
• Vocational school – 2.7 % 
• University – 93.2 % 
After processing the results, 34 unique professions were 

recognized. The professions /occupations then were divided 
into three categories: Information technology (IT), non-IT 
professions, and students. Table II presents results associated 
with professions. 

TABLE II 
PARTICIPANTS’ PROFESSIONS (UNIQUE ENTRIES) 

Profession 
Category 

Number of 
Unique Entries Example of Entries 

IT professions 7 Software Developer, IT 
Professional, IT Consultant, etc. 

Non-IT 
professions 25 Head of Sales, HR Professional, 

Banking, Kindergarten Teacher, etc. 
Students 2 Doctoral student, etc. 
Total of Unique 
Entries: 34  

 

In addition to the gender, age, education, and profession the 
survey inquired about participants’ living arrangements. 
Figure 2 contains three charts that provide more details linked 
to this inquiry. Most of the entries belong to people who own 
their homes (41–100 m2), which are placed in a town. 

Smart Home Familiarity 
The next section of the questionnaire was dedicated to 

finding out the level of familiarity of the participants linked to 
the research topic. 30.2 % of the people responded that they 
were extremely familiar or very familiar with the home 
automation topic. However, 20.5 % were completely unfamiliar 
with the topic. The participants were then instructed to explain 
their understanding of the topic (How do you define Home 
Automation?).  

As seen in Fig. 3, some of the people (20.5 %) are unfamiliar 
with the research subject. The results do not show any particular 
age group participants from different age groups that have 
chosen the unfamiliarity option. It is important to know if they 
would like to know about home automation, which means they 
can be potential users in the future. Figure 4 shows the 
responses to the question (Would you like to learn more about 
Home Automation?) The question was specifically designed for 
the participants who are unfamiliar with the subject, which is 
20.5 % of the total entries. 

 
 

 

Fig. 2. Living arrangements of the participants. 
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Fig. 3. How familiar are you with Home Automation? 

 
 

Fig. 4. Would you like to learn more about Home Automation?

B. What are the Desirable Home Automation Features? (RQ2) 
The survey contains several open-ended questions related to 

participants’ understanding of home automation and its 
desirable features. The current section is set to answer the 
second research question (RQ2) by summarising the results of 
the conducted survey. Concerning the definition of home 
automation for the survey participants the following categories 
were identified: 
• Home automation is the ability to remotely control and 

monitor home appliances; 
• Resource management is possible with smart home 

systems; 
• Home automation is task management through 

technology; 
• It means the ability to automate daily tasks without 

human intervention; 
• Adding features to the home to ensure security. 

The list above stresses five different categories and all the 
survey entries linked to the smart home definition can be linked 
to one of these categories: remote accessibility, resource 
management, task management, task automation, and security. 
It is interesting to point out that some people define a smart 
home as a means for task management without human 
intervention. Furthermore, according to the survey results, 

security and remote accessibility are inseparable parts of a 
smart home system. As explained earlier and shown in Fig. 1, 
the survey had different paths for people who were using smart 
home systems and the ones who were not using them. Figure 5 
contains four questions; it shows the results of the questions 
related to smart home features and functionalities.  
• Results that are marked with green and grey belong to 

people who are familiar with home automation but 
currently are not using it.  

• Results that are marked with the orange and blue belong 
to people who are currently using home automation.  

Participants could choose multiple items from the given list. 
Some interesting outcome is discovered when analysing Fig. 5. 
For example, 73.7 % of people who are familiar with smart 
home technology would like to have security as a functionality 
(marked with grey). Yet 74.3 % of people who are current users 
of home automation have security functions available. The 
importance of security for home automation is revealed here. 
According to Fig. 5, light management is a popular feature 
offered by the current home automation products. The green 
colour shows that 80 % of people who are familiar with home 
automation know the light management functionality and 
85.7 % (marked with orange) of people have the light 
management functionality as part of their home automation 
system. 
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Fig. 5. Smart home functions.
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Benefits and Drawbacks of Smart Home 
The survey had dedicated sections for entries linked to the 

benefits and drawbacks of home automation systems. The 
answers are separated based on people who are using home 
automation currently and the ones who are familiar with the 
technology but not using it. The following two tables are 
summaries of the collected survey results. 

TABLE III 
ENTRIES OF PEOPLE WHO ARE FAMILIAR WITH HOME AUTOMATION BUT NOT 

USING IT 

Question Summary of responses 
What are the benefits you expect 
from Home Automation? 

Remote accessibility and 
monitoring; resource 
management; saving money; 
saving time; should be easy to use 

What are the drawbacks you see in 
Home Automation? 

Technology can be misused; 
security and privacy concerns; 
potential system failure; does not 
fulfil expectations; it is 
expensive; installation 
complexity 

TABLE IV 
ENTRIES OF PEOPLE WHO ARE CURRENTLY USING HOME AUTOMATION 

Question Summary of responses 
What benefits have you 
experienced using Home 
Automation? 

Saving energy; voice control; 
remote accessibility and 
monitoring; easy to use; security 

What are the biggest drawbacks 
based on your experience while 
using Home Automation? 

Hard to configure; expensive; it 
can make us lazy; kids can disable 
remote monitoring; security and 
privacy concerns; Integration and 
compatibility; system failure and 
reliability 

C. The Monetary Value of Home Automation (RQ3) 
Survey participants are divided into two groups to gain a 

better picture of the monetary value of home automation. The 
ones who are using home automation (63.8 %) and the ones 
who are not using the technology but are familiar with the 
subject (36.2 %). The current subsection has two subparts, the 
first part is dedicated to smart home users and the second part 
discusses the entries for the users who are not using smart 
homes but know the subject. 

Users of Home Automation 
The users of home automation have acquired the technology 

by purchasing it off the shelf or developing it on their own. The 
current survey study discovered a difference in money spent on 
these systems by the two groups. Figure 6 presents that 61.9 % 
have bought the systems off the shelf. 

 
 

Fig. 6. Purchased it off the shelf or developed. 

People who bought their products off the shelf have spent 
more; the results show that most of them paid approximately 
100–500 euros to use the technology. Yet, most of the ones who 
created the system themselves have approximately spent 100–
250 euros. Additionally, the survey asked both groups about the 
extra money they are ready to spend on home automation for 
enhancing it. Figures 7 and 8 are dedicated to presenting the 
results. 

D. Non-users but Familiar with the Technology 
Non-users were directed to answer questions linked to the 

monetary value of home automation. Figure 9 is set to present 
the results for the presented questions. 

The current survey-based study, conducted among social 
media and internet users from nine different countries, has 
provided valuable insights into the preferences and needs of 
smart home users. In this section, we critically discuss the 
findings and implications of the study, focusing on key areas of 
interest for developers and start-ups in the smart home industry. 

 
 

Fig. 7. Monitory value of home automation in use. 
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Fig. 8. Additional investment in home automation. 

 

 
 

Fig. 9. Monitory value of home automation for non-users. 

V. CRITICAL DISCUSSION 

A. User Profile and Adoption 
The study findings indicate that the majority of participants 

are university-educated individuals in their 30s and 40s living 
in rental accommodations. It is noteworthy that many 
respondents have heard about smart home technology but have 
not yet embraced it (Fig. 3). This represents a significant 
opportunity for developers to explore the barriers to adoption 
and design strategies to increase user acceptance. Future 
research efforts should delve deeper into understanding the 
specific reasons behind this hesitation and explore innovative 
ways to address them. 

 
Recommendation 
Developers should invest in targeted marketing 
campaigns and educational initiatives to raise awareness 
and alleviate concerns regarding smart home technology. 
Emphasising the practical benefits, such as increased 
security and convenience, can help overcome user 
scepticism. 

B. User Needs and Desired Features 
Regarding the desired features of smart home systems, the 

study findings reveal that simple automation features like light 
control are commonly used, while security features are highly 
desired (RQ2). However, participants expressed a desire for 
broader functionalities, including energy and water 
management as well as task automation (Figs. 5 and 6). These 

findings highlight the need for developers to prioritize and 
expand the range of features in their smart home products. 

 
Recommendation 
Developers should focus on enhancing the security aspects 
of smart home systems, as this remains a top priority for 
users. Additionally, integrating energy and water 
management functionalities, along with task automation 
capabilities, can enhance the overall user experience and 
appeal of smart home products. 

C. Drawbacks and Concerns 
While smart home products offer numerous benefits, this 

study also identified several drawbacks. Reliability and high 
costs were among the key concerns raised by participants. 
Additionally, users expressed worries about privacy and 
security issues associated with current smart home systems. 
These concerns should be addressed to foster user confidence 
and wider adoption, ensuring that smart home technology 
becomes more accessible and affordable for a broader range of 
consumers. 

 
Recommendation 
Developers should prioritize the development of reliable 
smart home systems by rigorously testing and improving 
product performance. Furthermore, addressing privacy and 
security concerns through robust data encryption, secure 
network protocols, and transparent data handling practices 
can instil trust among users. 
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D. Compatibility and Integration 
The study findings suggest that the cost of smart home 

systems is often attributed to the lack of compatibility between 
products from different manufacturers and the complexity of 
installation (RQ3). Integrating smart home systems with 
existing household products and appliances can significantly 
reduce the need for costly upgrades. 

 
Recommendation 
Developers should strive for interoperability and 
standardization in the smart home industry. Collaborative 
efforts and partnerships among manufacturers can lead to 
more seamless integration of smart home systems with 
existing products, thereby reducing costs, and enhancing 
user experience. 

E. Validity of the Results 
This sub-section examines the validity of the results obtained 

in the survey-based research, focusing on four key aspects: 
construct validity, internal validity, external validity, and 
reliability. 

Construct validity pertains to the accurate interpretation and 
measurement of theoretical constructs. The study ensured 
alignment with established definitions in the field when 
assessing constructs related to smart home development. 
Validated survey instruments and clearly defined variables 
were employed to enhance construct validity. 

Internal validity concerns the study design and the extent to 
which the results can be attributed to the collected data. 
Rigorous data collection procedures, well-designed survey 
questions, and appropriate statistical analyses were employed 
to minimize the influence of confounding variables and 
enhance internal validity. 

External validity addresses the generalizability of the 
research findings. The study sample consisted of 73 participants 
from 9 countries and 5 age groups, deliberately designed to 
ensure diversity. While caution is advised in generalizing the 
findings to the entire population, the study’s approach enabled 
a comprehensive exploration of different perspectives and 
contributed to the understanding of smart home users. 

Reliability focuses on the consistency and reproducibility of 
the study results. Standardized survey instruments with 
established reliability measures were employed, following best 
practices in survey design and implementation to enhance 
reliability. Transparency was maintained by making the survey 
instrument and data analysis code available for future 
replication. 

In summary, although the sample size may appear modest, 
the deliberate sampling strategy aimed to capture diverse 
perspectives on smart home development. Limitations inherent 
in survey-based research, such as potential response bias and 
challenges in achieving a fully representative sample, were 
acknowledged. Nevertheless, careful data analysis and 
interpretation allowed for the identification of valuable patterns 
and trends. The study findings provide a foundation for further 
research and future efforts can consider expanding the sample 
size to strengthen the study conclusions. 

VI. CONCLUSION 
The fast advancement of technology can be overwhelming 

and keeping up with user requirements can be challenging for 
developers. The current survey-based study has been set to 
answer key questions linked to home automation development. 
What are the desirable features for the users and what is the 
monetary value they assigned to the requirements? The related 
work indicates clear demands from home automation users. 
Security, privacy, and price are among the most required 
concerns [5], [6]. Our research shows that DIY (do it yourself) 
systems have lower price tags than purchased ones. 
Furthermore, people who are not using smart home technology 
expect a higher price for the systems than their actual cost (the 
results are provided in Figs. 9–11). 

In the end, the question is, what is the future of smart homes, 
does it even have a future, and is there enough interest? 
According to Fig. 1, most people are familiar with smart home 
technology, which means there is an interest in home 
automation. Yet, facts like privacy and security concerns and 
the potentially high price of such systems might reduce their 
usage. The authors’ recommendation for start-ups is to conduct 
targeted and dedicated research about the potential customers 
and use cases. The current survey participants are from different 
age groups, genders, and nationalities. This can provide a better 
picture of the global market and its demands, which could be 
particularly beneficial for developers and start-ups. 
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A. APPENDICES 
A.1. SURVEY QUESTIONS 
 
Home Automation Usage 
What is your gender? 
How old are you?  
What is your profession? 
What is the level of your education?  
What is the field of your education (if applicable)? 
Country, where do you live? 
Which of the following best describes where you live? 
Do you own the place or is it a rental? 
How big is your home? 
How familiar are you with Home Automation?  
What does Home Automation mean to you? 
 
Unfamiliar with the subject 
Would you like to learn more about Home Automation? 
 
Familiar with the subject 
Are you using any Smart technology or Home Automation technology now? 
 
Not using Home Automation 
Why are you not using the Home Automation technology? 
Which are the subjects for home automation you are familiar with? 
Which are the most important things in your home you would like to have control of? 
What are the benefits you expect from home automation? (You may list several items) 
What are the drawbacks you see in Home Automation? (You may list several items) 
How much do you think Home Automation costs for your needs? 
How much are you willing to spend to get your Home Automated? (As a one-time fee) 
Thanks for participating in this survey. Please provide your e-mail address if you agree to have an interview about the subject. 
 
Using Home Automation 
What are you using the Home Automation for? 
What benefits have you experienced using Home Automation?  
What are the biggest drawbacks based on your experience while using Home Automation?  
Did you create the system yourself or is it purchased? 
How much have you paid for your existing Home Automation? 
Which are the most important things in your home you would like to have control of in addition to what you already have? 
How much more are you willing to invest in your Home Automation? 
Thanks for participating in this survey. Please provide your e-mail address if you agree to have an interview about the subject. 
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Abstract - As our homes become increasingly interconnected 
with smart devices, managing this technological complexity has 
never been more challenging. In response, this paper outlines 
an innovative approach to home automation using the versatile 
Raspberry Pi platform to address the unique needs of modern 
households. The research adopts a design science approach, 
starting with a thorough analysis of the challenges associated 
with the growing number of smart devices. The need to 
manage and control these devices drives the development of 
effective solutions. Various designs are considered, leading to 
the selection of the Raspberry Pi due to its flexibility and 
capability to integrate different smart devices into the 
automation process. To provide a comprehensive solution that 
simplifies device management and benefits users, the 
development process includes both hardware and software 
components. Additionally, a rigorous testing program is 
implemented to ensure that the system meets key requirements 
such as security, privacy, energy efficiency, and user-
friendliness. The system’s effectiveness is evaluated through 
real-world applications, which helps identify potential areas 
for improvement and iterative enhancement. 
Keywords: Smart Home, Home Automation, IoT, Remote 
Monitoring, Home Security, Energy Efficiency 

I. INTRODUCTION

The reliance of modern homes on smart gadgets is growing 
[1], presenting several issues, including the difficulty of 
controlling and monitoring these devices, concerns about 
security and privacy [2], [3], and the potential for inefficient 
energy use [4], [5]. This research offers a unique solution to 
these problems by using the Raspberry Pi to build a home 
automation system. Created by the Raspberry Pi 
Foundation, the Raspberry Pi is a small, credit card-sized 
computer designed to be an accessible and affordable 
platform for various DIY projects and educational purposes. 
Despite its small size and low cost, the Raspberry Pi offers 
remarkable computational capability, making it a great 
option for applications like home automation [6]. 

In this research, we investigate how a Raspberry Pi can be 
seamlessly integrated with a range of sensors to create a 
comprehensive system that enhances home automation. Our 
methodology incorporates considerations for security, 
privacy, energy efficiency, and user experience, 
demonstrating how this integration can result in a smarter 
and safer home for homeowners. 

A. Problem Statement

The number of smart devices in homes is growing rapidly. 
In 2020, the global market for smart home devices was 
valued at USD 78.3 billion [7]. This value is expected to 
reach USD 135.3 billion by 2025. This growth is driven by 
several factors, including the increasing availability of 
affordable smart devices, the rising popularity of smart 
home platforms, and the growing demand for convenience 
and security [7]. While the use of smart devices offers 
numerous benefits, it also introduces some challenges. One 
of the most significant challenges in smart home systems is 
the complexity of managing and monitoring the diverse 
array of devices. With numerous devices in use, keeping 
track of their connections, activities, and security can be 
daunting. Typically, these systems rely on a central hub for 
device control and monitoring. However, they often exhibit 
certain limitations, including: 

1. They can be expensive
2. They can be difficult to set up and use
3. Devices from different manufacturers may not always

be compatible

Security and privacy are two significant concerns associated 
with the use of smart devices. These devices are typically 
connected to the internet, making them vulnerable to 
cyberattacks. Additionally, the data collected by smart 
devices can be exploited to track user behaviour and habits, 
raising valid privacy concerns. Finally, the use of smart 
devices can lead to energy waste. Many smart devices are 
designed to remain always on, even when not in use, 
resulting in unnecessary energy consumption that can 
negatively impact the environment [3]. 

B. Research Questions

The following research questions will be addressed in this 
study: 

RQ1. How can a Raspberry Pi-based home automation 
system effectively prioritize security, privacy, and 
energy efficiency? 

RQ2. What Metrics and Methods can be used to Assess 
the Effectiveness of this System in Improving User 
Experience and Reducing Energy Consumption? 
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The first research question (RQ1) addresses the key 
challenges of designing and developing a home automation 
system that ensures both the physical security of the house 
and the cybersecurity of the system itself, while also 
maintaining energy efficiency and user engagement. 
Security is a major concern for many people regarding 
home automation systems, as cybersecurity threats pose 
risks such as unauthorized access, data theft, or potential 
physical harm through device manipulation. Additionally, 
privacy concerns arise from the extensive data that home 
automation systems can collect on users' habits and 
activities [2], [8]. 
 
The second research question (RQ2) aims to measure the 
impact of a home automation system on users' lives. Such a 
system can enhance the overall user experience by 
simplifying device control and automating tasks. It can also 
reduce energy consumption by turning off lights and 
appliances when they are not in use, thereby saving money 
on energy bills and reducing the environmental impact of 
home energy use. By addressing these questions, this paper 
provides valuable insights into the design, development, and 
effectiveness of home automation systems. This information 
can be utilized to improve the security, privacy, energy 
efficiency, and user experience of these systems. 

 
C. Methodology 
 
The methodology employed in this study adheres to the 
principles of Design Science Research (DSR). DSR is a 
structured approach used to develop and evaluate innovative 
artifacts, such as systems or solutions, to address specific 
real-world problems. In this research, DSR provides the 
foundation for creating and assessing an integrated smart 
home security and resource management system. 
 
The research process unfolds through a series of structured 
phases. 
 

1. Problem Identification: The research begins with the 
identification of a pertinent real-world problem, which 
is the multifaceted need for contemporary homeowners 
to enhance home security, optimize resource 
consumption, and improve the overall user experience. 

2. Artifact Design and Development: In response to the 
identified problem, an innovative artifact is designed 
and developed. This artifact constitutes the integrated 
smart home security and resource management system. 
The design process entails a comprehensive exploration 
of hardware and software components, with a focus on 
security, resource management, and user experience. 

3. Evaluation: The system undergoes rigorous evaluation 
to assess its effectiveness in addressing the identified 
problem. Evaluation criteria encompass enhanced home 
security, resource management, and user experience. 

4. Reflection and Communication: The research findings, 
including insights derived from the design, 
development, and evaluation of the system, are 
thoughtfully reflected upon. The outcomes and 

contributions are then effectively communicated 
through this research paper. 

 
D. Research Contributions 
 
It is imperative to note that the methodology employed in 
this study combines the systematic rigor of design science 
with a practical focus on addressing real-world challenges. 
By following this methodology, the research endeavors to 
create a valuable and innovative contribution to the fields of 
home automation, security, and resource management.  
 
Design Science provides a robust framework for crafting a 
novel system that not only fulfills user requirements but also 
confronts prevailing challenges [9]. This paper serves as an 
indispensable guide for developers seeking to devise 
pragmatic solutions for end-users. In this context, our 
primary focus is not only on the development of a 
comprehensive home automation system but also on guiding 
others, ensuring that our goal extends beyond creating a 
system, but also serves as a valuable guide for those who 
wish to undertake similar endeavors. 
 

II. RELATED WORK 
 

In this section, the existing literature and research related to 
Raspberry Pi-based home automation systems, with a 
particular emphasis on security, privacy, and energy 
efficiency, are explored. The research discusses innovative 
systems and their contributions, vulnerabilities within the 
Raspbian operating system, as well as insights into user 
profiles, needs, and recommendations. This exploration 
provides essential groundwork for the Design Science 
Research approach, guiding the development of an 
enhanced product. 

 
A. Raspberry Pi-Based Home Automation Systems 
 
In recent years, there has been a significant surge in interest 
regarding the use of Raspberry Pi for creating home 
automation systems. The Raspberry Pi, an affordable single-
board computer, is exceptionally well-suited for this 
purpose. Its user-friendly setup and extensive compatibility 
with a wide range of smart devices make it an attractive 
choice. One of the primary advantages of using this single-
board computer in do-it-yourself (DIY) projects is its ability 
to enable the creation of highly personalized solutions 
tailored to individual requirements. This includes 
integrating cameras, various sensors, and GSM (mobile 
communications) devices into the Raspberry Pi, allowing it 
to handle a variety of tasks. Kumar et al., present 
compelling evidence of how these sensors and devices, as 
shown in Fig. 2, can be leveraged to develop a home 
surveillance system [10]. 
 
Home automation systems place security and privacy at the 
forefront, as emphasized by a systematic literature review in 
the field [3]. This comprehensive analysis underscores 
users' deep concerns about protecting their private data, 
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particularly given the inherent security vulnerabilities in 
smart home systems [2], [11], [12]. Additionally, the same 
body of research consistently highlights users' strong desire 
for efficient resource management, especially in the realm 
of electricity usage, as a potential way to reduce household 
expenses [4], [5]. Considering these concerns and needs, 
developers must prioritize allocating ample resources to 
strengthen the security features of home automation 
devices. Importantly, the enhancement of security should be 
a central consideration from the very beginning of the 
development process, starting with the planning and design 
phases. This proactive approach ensures that vulnerabilities 
are systematically identified and addressed, minimizing 
potential risks throughout the device’s lifecycle [3]. 

 
B. Innovative Raspberry Pi-Based Systems 
 
Shruti and Pallavi’s home automation system represents an 
impressive fusion of smart surveillance and energy 
management, effectively addressing the twin concerns of 
security and resource optimization in contemporary 
households [13]. A standout feature of their system is the 
smart energy meter, which meticulously monitors and stores 
electricity consumption data. This empowers users with 
insights to make informed decisions, ultimately leading to 
reduced energy usage and lower household expenses. 
Additionally, their system offers remote accessibility, 
allowing users to conveniently control lighting, thereby 
enhancing both convenience and energy efficiency. 
 
On the security front, their smart surveillance system 
records images when motion is detected. This dual-purpose 
feature acts as a deterrent to potential intruders and provides 
homeowners with a visual record of unusual activities. For 
real-time monitoring, users can access a live feed of their 
homes via the Pi Camera, a high-quality camera module 
designed for use with Raspberry Pi single-board computers. 
Despite their impressive prototype, Shruti and Pallavi 
recognize areas for future improvement, including refining 
the user interface, expanding remote control capabilities, 
and integrating advanced algorithms. Their work showcases 
the potential of seamlessly combining resource management 
and security in home automation [13]. 
 
In the realm of Raspberry Pi devices, Nadafa et al., have 
pushed boundaries by introducing a security system with 
human detection capabilities, thereby reducing false security 
alerts triggered by motion detection [14]. Their innovative 
work extends to a smart mirror capable of delivering 
personalized messages to users, effectively enhancing both 
user experiences and home security measures. Nadafa and 
their team acknowledge the need for advanced 
programming expertise to optimize the system’s 
performance and suggest that future iterations could address 
this limitation by implementing training mechanisms to 
distinguish legitimate users from potential intruders. 
 
Teja et al., focus their paper on safeguarding loved ones and 
valuables in household settings, recognizing the dynamic 

landscape of research and development in IoT applications 
for home security [15]. To address concerns about potential 
system compromise, they propose an innovative solution 
centred around the integration of four essential sensors: the 
Piezo sensor, IR sensor, PIR sensor, and Sound sensor. 
These sensors collectively enhance the system’s ability to 
detect and respond to intrusions effectively. 
 
At the core of Teja’s system is the Raspberry Pi controller, 
which orchestrates the functions of these sensors with its 40 
GPIO pins. This seamless integration allows for 
comprehensive threat detection, continuously monitoring 
the entire floor for any signs of movement. Once an intruder 
is detected, the sensors promptly capture images and videos, 
which are transmitted to the Raspberry Pi controller. This 
controller, with an Internet connection, relays this crucial 
information to the homeowner for remote assessment. 
 
Furthermore, Teja et al., emphasize the role of IoT 
technology in user interaction by integrating IoT Cloud for a 
graphical user interface (GUI) [15]. This GUI delivers real-
time alerts and presents captured data, enhancing user-
friendliness and accessibility. The paper also outlines 
potential enhancements, including delay alarms and 
advanced photo recognition technology, to reduce false 
alarms and increase system sensitivity for a more robust and 
reliable home security solution. 

 
C. Operating System Security 
 
In the paper authored by Le et al., the researchers delve into 
the realm of operating system security, with a particular 
focus on Raspbian-OS for Raspberry Pi devices [16]. They 
underscore the significance of addressing vulnerabilities in 
Raspbian-OS, given the widespread use of Raspberry Pi 
across diverse applications. Identified vulnerabilities 
include default username and password combinations, 
software and hardware bugs, issues in various Raspbian-OS 
releases, and the susceptibility of secure shell (SSH) keys to 
attacks, all of which raise concerns about unauthorized 
access and potential data breaches. 
 
To mitigate these vulnerabilities and enhance the security of 
Raspberry Pi-based systems, the authors propose several 
practical recommendations. They emphasize the immediate 
change of default credentials upon Raspbian-OS 
installation, replacing them with strong, unique username 
and password combinations. Regular software updates and 
patches are also suggested to rectify known bugs and 
security flaws. Additionally, the paper advocates for the 
implementation of strong authentication methods and the 
use of public key infrastructure (PKI) to enhance SSH key 
management. These proactive measures significantly reduce 
the likelihood of unauthorized access and safeguard 
sensitive data, fortifying Raspberry Pi-based devices in IoT 
environments [16]. 
 
In the paper authored by Sainz-Raso et al., the researchers 
explore the security challenges associated with Raspberry Pi 
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in the context of IoT [17]. They highlight that, despite its 
advantages, Raspberry Pi’s reliance on operating systems 
exposes it to potential software vulnerabilities, and they 
discuss hardware limitations resulting from cost-cutting 
design choices during production. The paper meticulously 
analyzes various hardware and software vulnerabilities 
linked to different operating systems running on Raspberry 
Pi devices, emphasizing the importance of securing these 
systems in unprotected IoT environments. 
 
To mitigate the identified vulnerabilities and enhance the 
security of Raspberry Pi-based systems, the authors propose 
a set of best practices. They recommend changing 
passwords immediately after installation and securing 
public services, especially when Raspberry Pi is exposed to 
the Internet. The analysis reveals that some default 
installations have unsecured services like FTP and HTTP, 
which can grant unauthorized access to attackers. The 
authors suggest removing unnecessary public services and 
advocate for secure configurations to minimize risks. In 
conclusion, the paper provides valuable insights into 
securing Raspberry Pi devices, benefiting engineers, 
developers, and designers working with this popular 
platform in various IoT applications [17]. 

 
D. User Profile and Adoption Concerns in Smart Home 
Technology 
 
A recent survey-based study provides valuable insights into 
user profiles, adoption trends, and needs in the context of 
smart home technology [2]. The study reveals that the 
majority of participants are individuals in their 30s and 40s 
with university-level education, typically residing in rental 
accommodations. Although many respondents have heard of 
smart home technology, a significant number have not fully 
embraced it, indicating an opportunity for developers to 
explore the barriers to adoption. Future research is 
recommended to investigate the reasons behind this 
hesitation and to develop innovative strategies to address 
these concerns. 
 
To promote adoption, developers are encouraged to invest 
in targeted marketing campaigns and educational initiatives 
that emphasize practical benefits such as increased security 
and convenience. The study also examines user needs and 
desired features in smart home systems. It notes that simple 
automation features, such as light control, are commonly 
used, while security features are highly desired. Participants 
expressed a desire for broader functionalities, including 
energy and water management, as well as task automation. 
This underscores the need for developers to prioritize and 
expand the range of features in their smart home products. 
Enhancing security aspects, integrating energy and water 
management functionalities, and enabling task automation 
can improve the overall user experience and appeal of smart 
home products [2]. 
 
Surveys [2], [18] identify participants’ concerns related to 
reliability, high costs, privacy, and security issues 

associated with current smart home systems. This highlights 
the importance of developers prioritizing product reliability, 
addressing cost concerns, and enhancing privacy and 
security measures to build user confidence and encourage 
wider adoption. Furthermore, studies emphasize the 
significance of compatibility and integration of smart home 
systems with existing household products and appliances to 
reduce costs and enhance the user experience. Developers 
are urged to work towards interoperability and 
standardization in the smart home industry through 
collaborative efforts and partnerships among manufacturers. 
 
In conclusion, studies provide a foundation for further 
research in the field of smart home development, addressing 
construct validity, internal validity, external validity, and 
reliability while acknowledging its limitations. They shed 
light on user preferences and potential areas for 
improvement in smart home technology, offering valuable 
guidance to developers in this evolving industry [2], [18]. 

 
E.  Research Gaps 
 
The extant body of literature offers valuable insights into 
various aspects of Raspberry Pi-based home automation 
systems. However, there is a significant research gap, as no 
comprehensive study currently addresses the interrelated 
domains of security, privacy, energy management, and user 
experience. The existing body of work predominantly 
focuses on discrete elements or specific facets of home 
automation, leaving a gap where a comprehensive 
investigation of these crucial dimensions is lacking. 
 
It is uncommon to find research in the current literature that 
integrates the themes of security, privacy, energy efficiency, 
and user-friendliness in the context of Raspberry Pi home 
automation. While individual studies address specific topics 
such as user profiles [2], innovative systems [13], and 
operating system security [16], [17], the overall picture 
remains unclear. In summary, the existing research 
landscape does not provide the holistic investigation 
needed. The current study aims to bridge these dimensions, 
offering a richer understanding and contributing to the 
development of smarter, more efficient homes. 

 
III. SYSTEM IMPLEMENTATION 

 
The related work in the field of home automation systems 
has highlighted several key aspects. Researchers and 
developers have predominantly focused on two major areas: 
the development of new features and the enhancement of 
cybersecurity and data privacy. These two facets have been 
pivotal in shaping the evolution of home automation 
systems [3]. This paper aims to bridge the gap between 
these domains by creating a comprehensive system that 
integrates security features and data privacy measures while 
considering effective resource management. This approach 
recognizes the multifaceted needs of modern homeowners, 
who seek not only convenience but also assurance of a 
secure and efficient home environment. 
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The existing literature provides insights into the current 
landscape of home automation, showcasing innovative 
solutions that emphasize security and resource management. 
For example, Shruti and Pallavi’s system [13], which 
integrates smart surveillance and energy metering, 
demonstrates the potential for seamlessly merging these 
aspects. Furthermore, the importance of addressing 
vulnerabilities in operating systems, as highlighted by Le et 
al., and Sainz-Raso et al., underscores the critical role of 
cybersecurity in the context of IoT devices like Raspberry 
Pi [16], [17]. 
 
This research aims to synthesize security, data privacy, and 
resource management, making a significant contribution to 
the field of home automation. By combining these elements, 

our work has the potential to create a more holistic and user-
centric approach to smart homes, addressing the concerns 
and needs identified in the literature. 

 
A. System Design 
 
In this section, the system design phase of the research, 
guided by the principles of Design Science Research (DSR), 
is presented. The primary objective of this phase is to 
engineer a comprehensive home automation system that 
meets the overarching goals of this paper. In line with DSR 
principles, the aim is to create a novel system that not only 
addresses user requirements but also tackles existing 
challenges.

 
TABLE I OBJECTIVES 

Integrating Privacy 
and Energy 
Monitoring 

The first objective is to seamlessly integrate smart surveillance features with energy metering within the 
home automation system. This integration is crucial for addressing security and resource management in 
modern homes, providing users with the ability to monitor their homes through surveillance features 
while also efficiently managing their energy usage. 

Fortifying 
Cybersecurity 

The second objective is to fortify the security features of the home automation system. There is an acute 
awareness of the security vulnerabilities in smart home systems, and the aim is to proactively address 
these concerns. Security is a top priority [3], to ensure that vulnerabilities are identified and addressed 
systematically, minimizing potential risks throughout the device’s lifecycle. 

Enhancing Usability 
and Adoption 

The third objective revolves around enhancing the user experience and addressing user concerns 
regarding smart home technology adoption. Recognizing the importance of user-centric design, the aim 
is to create a system that is not only secure and efficient but also user-friendly, encouraging wider 
adoption. 

 
TABLE II PRINCIPLES 

Modularity and 
Scalability 

The design emphasizes modularity and scalability to allow for flexibility in expanding and customizing the 
system as per users’ needs. The system’s architecture is designed to accommodate additional components and 
functionalities. 

User-Centric 
Design 

User needs and preferences are prioritized, ensuring that the system is intuitive and easy to use. User-
friendliness is a central focus throughout the design process. 

Security by 
Design 

Security is integrated into the system’s design from the outset, following security best practices to minimize 
vulnerabilities and protect users’ data and privacy. 

Energy Efficiency Incorporating energy-efficient components and features is a fundamental aspect of the design, aiming to help 
users optimize their energy consumption and reduce household expenses. 

 
B. Hardware Setup 
 

 
Fig.1 List of sensors and devices 
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1. Siren 
2. IP Camera 
3. Smart Electricity Counter 
4. Temperature and Humidity Sensor 
5. NodeMCU Board 
6. Light bulb control device 
7. Temperature and Humidity Sensor connector for 

transmitting the data 
8. Motion Sensor 
9. Remote Socket 
10. Smoke Detector 
11. Door Sensor 
12. Water Leak Sensor 
13. Doorbell Sensor 

 
The hardware setup for this research project, as shown in 
Fig. 1, centers around the Raspberry Pi 3 Model B. This 
model was deliberately chosen due to its exceptional 
combination of processing power, memory, and versatile 
connectivity options. The selection of this model 
underscores our commitment to establishing a robust and 
efficient security system that seamlessly integrates user 
experience and resource management. This section provides 
a comprehensive exploration of the various hardware 
components meticulously integrated into our system, 
highlighting their crucial roles within the overarching 
framework. 
 

1. Motion Sensors: Motion sensors are strategically placed 
throughout the premises to detect movements and 
trigger corresponding actions. Raspberry Pi 3 Model B 
interfaces with these sensors to receive real-time data. 

2. Remote Sockets: Remote sockets, or smart plugs, enable 
remote control of electronic devices. They are integral 
to efficient resource management and can remotely 
activate lights and other home equipment. 

3. IP Cameras: IP cameras serve dual roles, enhancing 
both home security and surveillance capabilities. 
Raspberry Pi connects to these cameras via the local 
network to capture and process video data. 

4. Smoke Detector: A smoke detector is integrated into the 
system to enhance the smart home system. It promptly 
detects the presence of smoke, potentially signaling a 
fire hazard. Raspberry Pi is configured to receive and 
respond to signals from the smoke detector, triggering 
appropriate alerts and actions. 

5. Secure Housing for Raspberry Pi and Accessories: To 
ensure the security and reliability of Raspberry Pi and 
its accompanying accessories, robust housing is utilized. 
This housing safeguards the components against 
physical harm and unauthorized access while 
maintaining a controlled environment for optimal 
performance. 

6. Incorporating GSM Modem for Security Alerts: To 
ensure timely security alerts, a GSM modem is 
integrated into the system. This modem provides 
cellular connectivity, enabling the Raspberry Pi 3 Model 
B to send SMS notifications directly to the user in the 
event of a security intrusion, especially when Wi-Fi 
connectivity is unavailable. SMS is a text messaging 
service component of most mobile phones. 

7. NodeMCU Boards as Radio Frequency (RF) Signal 
Extenders: To address limitations in RF signal 
coverage, strategically placed NodeMCU boards serve 
as signal extenders within the premises. These boards 
act as intermediaries, effectively expanding the RF 
communication range between the Raspberry Pi and 
other devices. 

8. Smart Electricity Counter for Resource Management: 
Efficient resource management is facilitated through the 
integration of a smart electricity counter. This device 
tracks electricity consumption, providing valuable data 
for optimizing resource utilization. 

9. Temperature and Humidity Sensors: These are integral 
components designed to monitor environmental 
conditions within the premises. These sensors provide 
real-time data on temperature and humidity levels, 
which are critical for user comfort. The system can 
adjust environmental settings, such as heating or 
cooling, based on this data, ensuring an optimal living 
environment and, in turn, enhancing user experience. 

10. Doorbell Sensor: Further enhances home security 
and user convenience. This sensor is designed to detect 
and respond to doorbell rings. When triggered, it alerts 
the system, allowing for immediate user notification. 
This feature not only enhances security but also 
contributes to the overall user experience by providing a 
convenient way to monitor visitors and deliveries. 

11. Water Leak Sensors: Water leak sensors are 
strategically placed to detect the presence of water in 
areas prone to leaks or flooding. These sensors promptly 
alert the system, helping to prevent water damage. 

12. Siren: To provide an audible alert in case of security 
breaches or emergencies, a siren is integrated into the 
system. When triggered, the siren emits a loud alarm, 
alerting occupants and potentially deterring intruders. 
The siren adds a layer of security to the overall system. 

13. Door Sensors: Door sensors are strategically placed 
at entry points throughout the premises. These sensors 
detect the opening of doors, providing crucial 
information about access points. Raspberry Pi interfaces 
with these sensors, promptly receiving status updates on 
door activities. The inclusion of door sensors enhances 
both security and user awareness, allowing the system 
to monitor and alert users to any unauthorized entry, 
thereby reinforcing the overall security posture. 
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Fig. 2 Raspberry Pi and accessories 

  
1. Secure Housing for Raspberry Pi and Accessories 
2. The Raspberry Pi 
3. Incorporating GSM Modem for Security Alerts 

 
 

 
Fig. 3 Sensor placement in the house: a visual overview 

 
In Fig. 3, a rough representation illustrates the placement of 
various house sensors, while Figs. 1 and 2 present lists of 
devices and accessories, accompanied by relevant 
illustrations. It is important to note that the communication 
infrastructure within the system plays a crucial role in 
ensuring seamless data transmission between the sensors 
and the central processing unit, the Raspberry Pi 3 Model B. 
In this context, radio frequency (RF) signals serve as the 
primary means of communication for most of the deployed 
sensors. To address the inherent limitations of RF signal 
range, NodeMCU boards have been strategically positioned 
within the premises. These NodeMCU boards function as 
signal extenders, effectively amplifying and expanding the 
RF communication range, thereby ensuring robust and 
uninterrupted data exchange between the sensors and the 
Raspberry Pi. 

Additionally, it is essential to recognize that certain 
components within the system rely on Wi-Fi connectivity to 
communicate with the Raspberry Pi. Notably, IP cameras, 
the smart electricity counter, and temperature and humidity 
sensors utilize Wi-Fi technology for data transmission. This 
choice is driven by the specific requirements of these 
components, such as the need for higher bandwidth and the 
advantages of seamless integration into existing local area 
networks.  
 
By harnessing Wi-Fi connectivity for these select devices, 
the system ensures efficient data conveyance to the central 
processing unit, contributing to the overall functionality and 
effectiveness of the integrated smart home security and 
resource management system. 

 

33 AJCST Vol.13 No.1 January-June 2024

Innovative Home Automation with Raspberry Pi: A Comprehensive Approach to Managing Smart Devices



 
 

C. The Software 
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Fig. 4 Software in use 

 
Fig. 4, titled “Software in Use,” contains visual 
representations that showcase the practical application of 
the software within the system. As detailed in the preceding 
section, a diverse array of sensors and devices constitutes 
integral components within the system’s architecture. This 
section shifts focus to the software development aspects that 
form the foundation for the effective integration and 
utilization of these sensors and devices. Specifically, it 
explores two key facets: system security and functionality. 
The first facet of this section is dedicated to system security. 
In an era where data breaches and cyber threats are 
persistent concerns, ensuring the utmost protection of user 
data and privacy is imperative. The intricacies of the 
cybersecurity measures implemented in the system - 
including encryption protocols, access controls, and 
intrusion detection mechanisms - will be thoroughly 
examined. The second goal of this section is to provide a 
comprehensive examination of the system’s functionality.  
 
This includes a detailed analysis of the operational aspects 
that facilitate the seamless integration and collaboration 
among the various sensors and devices. Additionally, it 
covers user interface and user experience considerations, 
highlighting how the system’s design enhances user 
interaction and satisfaction. Furthermore, this section offers 
insights into the system’s adaptability and scalability, 
elucidating how the architecture supports future expansions 
and modifications to maintain robustness and relevance in 
evolving technological landscapes. Finally, it addresses the 
system’s performance metrics and optimization techniques, 
showcasing its commitment to achieving optimal resource 
utilization while maintaining high levels of efficiency and 
reliability. 

1. System Security 
 
Ensuring the cybersecurity of the Raspberry Pi-based 
security and automation system is of utmost importance for 
safeguarding both the device and the sensitive data it 
processes. In today’s interconnected world, where cyber 
threats are pervasive, taking proactive measures to fortify 
the security of such systems is imperative. This section will 
delve into the comprehensive steps and best practices used 
to configure the Raspberry Pi with cybersecurity as a 
primary concern, providing a solid foundation for a resilient 
security infrastructure. 
 

a. Secure Operating System Installation: The first critical 
step in securing your Raspberry Pi is the installation of 
a secure operating system. The authors have 
meticulously chosen Raspbian, the official Raspberry 
Pi OS, as the primary option. Selecting a minimal, 
hardened, and regularly updated distribution from 
official sources is essential. This approach minimizes 
the risk associated with compromised downloads and 
ensures the integrity of the system from the very 
outset. 

b. Modification of Default Credentials: Following the 
installation phase, the authors have taken an additional 
step to fortify the system by modifying default 
credentials. Default usernames and passwords are 
known weak points in security. Robust and unique 
credentials have been adopted for accessing the 
Raspberry Pi, ensuring they are not easily guessable or 
common. This measure significantly raises the bar 
against potential unauthorized access attempts. 
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c. Firewall Implementation: The significance of 
implementing a firewall cannot be underestimated. In 
the ever-connected world of IoT devices, the 
Raspberry Pi requires a vigilant guardian in the form 
of a properly configured firewall. In this case, 
Uncomplicated Firewall (UFW) is the tool of choice. 
It is skillfully used to configure specific rules that 
restrict access exclusively to essential services, 
thereby minimizing exposure to potential threats. 

d. Regular Software Updates: Security is a continuous 
journey, and regular software updates play a pivotal 
role in this ongoing process. The authors have made it 
a point to consistently apply security updates by 
keeping the operating system and software packages 
up to date. Automated update checks and installations 
have been configured to ensure timely patching and 
reduce vulnerabilities arising from outdated software. 

e. Enhancement of SSH Security: SSH (Secure Shell) is 
employed for remote access, the default SSH port is 
modified to a non-standard value. Additionally, key-
based authentication is configured in place of 
password-based authentication for heightened 
security. 

f. Intrusion Detection and Monitoring: To truly fortify 
the security posture of the system, Intrusion Detection 
and Monitoring have been put into place. Robust 
intrusion detection systems (IDS) and monitoring tools 
continuously scrutinize system activity for signs of 
suspicion. Tools like Fail2ban automatically thwart 
repeated failed login attempts, further solidifying the 
system’s resilience against potential threats. 

 

By rigorously following these cybersecurity practices 
during the Raspberry Pi setup process, the system's security 
posture can be significantly strengthened. This enhancement 
serves as a robust defense against potential threats and 
vulnerabilities. It underscores the indispensable need for 
vigilant monitoring and continuous security updates in the 
ever-evolving landscape of cybersecurity, ensuring the 
safety of sensitive data and the integrity of the Raspberry 
Pi-based security system. 
 
2. Remote Accessibility and Monitoring 
 
The discussion in this section centers on the setup for 
controlling and monitoring the system. It explores the 
mechanisms employed to facilitate remote interaction with 
the home automation system, emphasizing the paramount 
importance of both security and usability. The 
implementation of various remote-control options, including 
Telegram integration, Virtual Network Computing (VNC), 
and a web-based user interface (UI), is meticulously 
examined.  
 
These solutions are designed to provide users with seamless 
access to the system’s functionalities while maintaining 
robust security measures. Additionally, the usability aspects 
of these choices are considered to ensure that user 
interactions with the system remain intuitive and efficient. 
By comprehensively addressing the setup for remote control 
and monitoring, this section underscores the commitment to 
delivering a holistic, user-centric, and secure home 
automation experience. 

i. Remote Control via Telegram 
 

Security Perspective Usability Perspective 
Remote control capabilities are an integral facet of our 
Raspberry Pi-based home automation system. To facilitate 
remote control while maintaining robust security, we have 
implemented Telegram integration. Telegram, a secure instant 
messaging platform, serves as the conduit for users to interact 
with the system from afar. Importantly, this choice aligns with 
our commitment to safeguarding the local network by 
avoiding the need to open any additional ports for external 
access. 
Telegram’s inherent security features bolster the system’s 
defense against unauthorized access. It employs end-to-end 
encryption for all communication, ensuring that messages 
exchanged between users and the system remain confidential. 
 

Usability remains a pivotal concern in the design of our home 
automation system. Telegram’s chat interface simplifies user 
interactions, reducing the learning curve for new users. 
Additionally, Telegram’s cross-platform compatibility ensures 
that users can control the system from various devices, further 
enhancing usability. 
The system empowers users to monitor electricity usage, 
providing real-time insights into energy consumption. Users 
can seamlessly turn off devices remotely, promoting energy 
efficiency. Moreover, the system integrates temperature 
monitoring capabilities, allowing users to adjust heating or 
cooling systems based on real-time temperature data. This dual 
functionality not only enhances user convenience but also 
contributes to sustainable and energy-efficient living. 

 
ii. Virtual Network Computing (VNC) 
 

Security Perspective Usability Perspective 
Virtual Network Computing (VNC) serves as an additional 
component for remote system management. From a security 
standpoint, VNC incorporates password-based authentication to 
ensure that only authorized users can access the system 
remotely. Additionally, stringent access control measures are in 
place to limit the scope of remote interactions. Users must 
provide valid credentials to establish a VNC connection, 
further reinforcing security. 

From a usability perspective, VNC offers a versatile solution 
for remote control. It enables users to access the system’s 
graphical user interface (GUI) as if they were physically 
present, facilitating seamless interaction with the home 
automation system. This approach ensures a consistent and 
familiar user experience, which is especially valuable for 
tasks that require visual feedback or configuration 
adjustments. 
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iii. Web User Interface (UI) 
 

Security Perspective Usability Perspective 
The web user interface (UI) is employed as an additional method 
for remote system management. From a security standpoint, it 
requires user credentials for access and operates within the local 
network without the need for port forwarding or exposure to 
external networks. This localized approach significantly reduces 
the system’s attack surface, mitigating potential external threats. 

The web UI provides a local control option for users 
within the network. It offers a simplified interface 
accessible through web browsers, allowing users to 
manage the system without needing VNC client software. 
This web-based approach enhances usability, particularly 
for users who prefer a browser-based interface. 

 
3. Home Security Functionality 
 
The home security functionality of the system comprises 
two key modes: Automatic Security and Continuous 
Security. When Automatic Security is activated, the system 
arms itself when the user(s) leave the house. This mode 
utilizes Bluetooth and Wi-Fi technology to monitor the 
physical presence of the user’s phones, determining whether 
they are inside the house. By recognizing the absence of 
authorized devices, the system ensures that security 
measures are in place to safeguard the premises. In the 
interest of respecting user privacy, significant precautions 
have been taken regarding the security cameras. 
 
When Automatic Security mode is active and the user(s) are 
at home, the security cameras are completely disconnected 
from the electrical supply. This deliberate action ensures 
that, during times when the system detects the presence of 
authorized users within the premises, the cameras are 
rendered inoperative. By cutting off their power, the system 
mitigates any potential privacy concerns that may arise from 
unintentional recording or monitoring while users are 
present. 
 
This approach underscores the system’s commitment to 
balancing security with the preservation of user privacy. 
Additionally, Continuous Security mode operates as an 
ongoing security measure, remaining armed until manually 
deactivated via the web interface. This persistent protection 
ensures that the property is consistently monitored, even 
when users are at home. To enhance security further, the 
system sends email notifications and SMS alerts to the user 
in the event of intrusion detection. These alerts provide 
timely awareness of potential security breaches. Alongside 
these notifications, a siren is activated to emit a Loud alarm, 
alerting occupants and potentially deterring intruders. The 
system also stores security camera clips of the intrusion, 
securely saving them in both local storage and Google 
Drive. This redundancy ensures that crucial evidence of 
security incidents is preserved and accessible, contributing 
to a comprehensive security posture. 

 
4. Resource Management 
 
The integrated smart home security and resource 
management system offers a range of functionalities 
designed to optimize resource consumption and enhance 
user awareness. These functionalities include dynamic 
control of devices based on temperature and specific 

timeframes, the generation of electricity usage reports, real-
time monitoring of electricity consumption, and a traffic 
light system for comparative analysis. 

 
A key feature of the resource management system is its 
ability to intelligently control devices based on temperature 
and specific timeframes. Users also have the flexibility to 
manually switch devices on or off using the provided on/off 
switches in the Web UI and through Telegram control. This 
dual functionality allows the system to automatically adjust 
devices for optimal energy use and user comfort while 
providing manual control for personalized adjustments. The 
system further supports detailed electricity usage reporting, 
offering users a comprehensive view of their consumption 
patterns. These reports include informative charts for 
selected timeframes, enabling users to gain insights into 
their energy utilization. Real-time monitoring is facilitated 
through a live chart, allowing users to track their electricity 
consumption as it occurs. 

 
To enhance user awareness, the system features a traffic 
light system that compares current usage with historical 
data. This visual cue system uses colors that change from 
green to yellow and red based on usage compared to the 
previous day, week, and month. This intuitive feature helps 
users make informed decisions about their energy 
consumption and encourages energy-efficient practices. 
Additionally, the system includes a leaderboard that 
displays monthly electricity usage, fostering a sense of 
community and healthy competition. Users can choose 
avatars to represent themselves on the leaderboard, adding a 
personalized touch. This feature not only motivates users to 
conserve energy but also promotes data sharing and 
collaborative efforts toward sustainable living. The system 
leverages ThingSpeak, an open-source software for 
communication with internet-enabled devices. ThingSpeak 
is used to store and retrieve monthly usage data, providing a 
secure and accessible platform for sharing usage 
information. 

 
IV. EVALUATION 

 
The integrated smart home security and resource 
management system underwent rigorous evaluation to 
assess its performance, functionality, and usability in real-
world scenarios. This evaluation process involved a series 
of tests conducted in a home environment, simulating 
various conditions to validate the system’s effectiveness. 
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A. Security Evaluation 
 
The Automatic Security mode, designed to activate when 
users leave their homes, underwent thorough testing. By 
leveraging Bluetooth signals from smartphones for user 
presence detection, the system consistently activated upon 
user departure, demonstrating robust detection capabilities. 
Notably, it exhibited a commendable ability to minimize 
false alarms when users were present, significantly 
enhancing the user experience. 

 
Individual assessments of the intrusion detection 
mechanisms, including motion sensors and door sensors, 
were conducted to ensure prompt and accurate identification 
of unauthorized entry. The system reliably triggered alerts 
via email notifications and SMS messages, providing timely 
awareness of potential security breaches. Additionally, the 
integration of a siren in response to intrusions was 
validated, strengthening the overall security posture. 

 
The innovative power management approach, which 
involves disconnecting security cameras from electricity 
when users are at home, was rigorously evaluated, 
particularly regarding its impact on user privacy. The 
deliberate disconnection during the Automatic Security 
mode ensured that security cameras remained inactive in the 
presence of users, effectively addressing potential privacy 
concerns. 

 
B. Resource Management Evaluation 
 
The resource management aspects of the integrated smart 
home security system underwent comprehensive testing to 
evaluate their effectiveness, usability, and impact on user 
experience. Real-time monitoring of electricity consumption 
proved effective, providing users with live data during 
periods of high electricity prices. This capability 
empowered users to make informed decisions about device 
usage, contributing to energy efficiency. The traffic light 
system, which indicates usage compared to historical data, 
offered an intuitive visual cue for regulating energy 
consumption. 

 
The intelligent device control, based on temperature and 
predefined timeframes, demonstrated efficacy in optimizing 
resource utilization. Users could remotely turn off devices, 
even when away from home, contributing to energy 
efficiency during peak pricing periods.  
 
The remote-control capabilities via Telegram, VNC, and the 
web-based UI were evaluated for usability and 
responsiveness, providing users with flexible and secure 
options for managing their smart home environment. 
Additionally, the leaderboard feature, which promotes a 
sense of achievement by comparing electricity usage to 
previous months, successfully added a gamified element 
through customizable avatars and monthly rankings. 

 

C. Additional Tests 
 
The range of radio frequency (RF) signals to reach the 
Raspberry Pi was tested in various locations within the 
home. This ensured that all sensors utilizing RF 
communication, including NodeMCU boards, operated 
within the required range, maintaining robust and 
uninterrupted data exchange. Each sensor - such as motion 
sensors, temperature and humidity sensors, door sensors, 
and water leak sensors - underwent individual testing. This 
approach ensured the reliability and accuracy of each sensor 
in detecting specific environmental conditions or events. 
 

V. CRITICAL DISCUSSION 
 

In this section, we conduct a critical examination of our 
integrated smart home security and resource management 
system, guided by the principles of Design Science 
Research (DSR). Our research aims to address the 
multifaceted needs of modern homeowners, prioritizing 
security, resource management, and user experience. We 
scrutinize the system’s design, functionality, and 
contributions to the broader field of home automation, all 
while addressing the two core research questions posed in 
this study. 

 
A. Research Question 1: How can a Raspberry Pi-Based 
Home Automation System Effectively Prioritize Security, 
Privacy, and Energy Efficiency? 

 
Our integrated system significantly enhances home security 
through a combination of automatic and continuous security 
functions. The Automatic Security mode ensures that the 
system is armed when users leave their homes. This mode 
uses Bluetooth and Wi-Fi signals from user smartphones to 
determine their presence within the house. If users are not 
detected, the system activates, thereby fortifying the home’s 
security. Notably, this approach reduces the likelihood of 
false alarms when users are present, improving the overall 
user experience. 

 
Regarding security, the system employs intrusion detection 
mechanisms, email notifications, SMS alerts, and stores 
security camera clips both locally and on Google Drive. 
These robust security measures act as formidable deterrents 
to potential intruders and provide homeowners with timely 
awareness of security breaches. Additionally, the inclusion 
of a siren adds an audible layer of protection, boosting user 
confidence in the system’s ability to secure their homes. 
The system’s comprehensive approach to security also 
includes advanced cybersecurity features, as detailed earlier. 
By adhering to best practices-such as secure operating 
system installation, modification of default credentials, 
firewall implementation, regular software updates, SSH 
security enhancements, and intrusion detection and 
monitoring - the system ensures the utmost protection of 
user data and privacy. These cybersecurity measures form a 
solid foundation for a resilient security infrastructure, 
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reinforcing the overall security posture of the integrated 
smart home security and resource management system. 

 
An innovative aspect of the system’s design is its power 
management approach, which prioritizes user privacy. 
When Automatic Security mode is active and users are at 
home, the security cameras are completely disconnected 
from the electricity. This feature addresses privacy concerns 
while maintaining vigilant security when users are away. 

 
B. Research Question 2: What Metrics and Methods can be 
used to Assess the Effectiveness of this System in Improving 
User Experience and Reducing Energy Consumption? 
 
Resource management is a critical aspect of our integrated 
system, providing a range of functionalities that empower 
users to optimize resource consumption. Users can 
intelligently control devices based on temperature and 
predefined timeframes, enhancing energy efficiency and 
contributing to cost savings. The system offers real-time 
monitoring of electricity consumption, complemented by a 
traffic light system that provides a comparative analysis of 
usage trends. This visual representation simplifies user 
awareness and decision-making, aligning with the principles 
of Design Science by offering intuitive feedback. 

 
Additionally, the leaderboard feature fosters healthy 
competition among users to reduce electricity usage. This 
gamification element, which includes customizable avatars 
and user rankings, encourages active participation in 
resource management efforts. We have utilized ThingSpeak 
to store and retrieve monthly usage data, promoting user 
engagement and community sharing of usage information. 

 
VI. CONCLUSION 

 
In this study, we introduced an integrated smart home 
security and resource management system designed to meet 
the diverse needs of contemporary homeowners. Our 
exploration of the system’s hardware and software 
components has provided insights into its architecture, 
demonstrating its potential to enhance home security and 
optimize resource utilization. It is noteworthy that our 
system is meticulously designed with an awareness of the 
constraints outlined in the related work section. The 
system’s core strength lies in its ability to enhance home 
security through a combination of automatic and continuous 
functions. The Automatic Security mode uses Bluetooth 
signals to detect user presence, fortifying the home’s 
security posture when users are away. This approach 
minimizes false alarms when residents are at home, 
contributing to an improved user experience. Additionally, 
intrusion detection mechanisms, email notifications, SMS 
alerts, and secure storage of security camera clips-both 
locally and in Google Drive-form a robust security 
ecosystem. The inclusion of a siren further augments 
security measures, instilling confidence in the system’s 
ability to protect homes. Notably, the system also addresses 
user privacy by disconnecting security cameras from 

electricity when Automatic Security mode is active, and 
users are present at home. Cybersecurity remains a 
paramount consideration in the system’s design, with 
stringent measures implemented to safeguard user data and 
privacy. The system adopts secure operating system 
installation, credential modification, firewall 
implementation, regular software updates, SSH security 
enhancement, and intrusion detection mechanisms to 
establish a resilient security infrastructure. In terms of 
resource management, the system offers dynamic device 
control based on temperature and specific timeframes, 
generates electricity usage reports, provides real-time 
monitoring, and employs a traffic light system for 
comparative analysis. These functionalities empower users 
to make informed decisions about resource consumption, 
potentially leading to cost savings and increased efficiency. 
To validate the practicality and effectiveness of our system, 
we deployed it in a real-world test environment. This 
validation phase allowed us to observe the system’s 
performance in diverse scenarios, ensuring its effectiveness 
in the complexities of an actual home environment. 
However, we acknowledge certain limitations. Future 
iterations should consider that comprehensive home security 
ideally begins during the construction phase. 
Vulnerabilities, such as exposed electricity boxes that 
intruders can exploit to disable security systems, must be 
addressed. Innovative solutions, such as connecting critical 
components to power banks, may be necessary despite 
potential higher costs. A more holistic approach to securing 
vital infrastructure around electricity boxes is imperative for 
robust home security. In conclusion, our integrated smart 
home security and resource management system represents 
a significant advancement in meeting the evolving needs of 
homeowners. By combining advanced security measures 
with resource management capabilities, the system offers 
enhanced convenience, efficiency, and peace of mind for 
users. As technology continues to evolve, both homeowners 
and developers must prioritize security and resource 
management to create safer, more sustainable living 
environments.  
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Abstract – The study explores user perceptions of a newly 
developed home automation system, using the Technology 
Acceptance Model (TAM) as a theoretical framework to guide the 
evaluation. The system includes advanced features for security, 
energy efficiency, and user convenience. It was tested in three 
different residential environments to evaluate its adaptability. 
Participants interacted with the system in a controlled laboratory 
setting and completed a structured survey. The study examines 
core TAM constructs – perceived ease of use, perceived usefulness, 
and behavioural intention – alongside additional factors such as 
trust and privacy concerns. The results highlight strong user 
satisfaction and intention to adopt the system, while also 
identifying areas for improvement, particularly in privacy 
assurance and device control. The findings offer practical 
recommendations for developers to enhance usability, 
transparency, and user trust. The research contributes to the 
smart home literature by demonstrating TAM’s applicability to 
real-world systems and by providing insights into the practical and 
user-centred factors that influence technology acceptance. 

 
Keywords – Energy efficiency, home automation, home security, 

IoT, remote monitoring, smart home, TAM. 

I. INTRODUCTION 
The rapid advancement of smart technologies has 

transformed the landscape of home automation, offering users 
unprecedented control over various aspects of their living 
environments, such as lighting, security, heating, and 
entertainment systems. These innovations have not only 
increased convenience but also promised energy efficiency and 
enhanced security. Despite the potential benefits, the adoption 
of home automation systems remains inconsistent, with varying 
levels of acceptance among users. Understanding the factors 
that influence this acceptance is critical for the continued 
development and successful deployment of such technologies 
[1], [2]. 

The Technology Acceptance Model (TAM), developed by 
Davis in 1989, has been widely employed to examine user 
acceptance of new technologies. The model identifies two 
primary factors – perceived usefulness and perceived ease of 
use – that influence users’ decisions to adopt technology. TAM 
has proven effective across various technological domains, 
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from information systems to mobile applications, making it a 
suitable framework for evaluating home automation systems 
[3], [4]. 

This paper examines the application of the Technology 
Acceptance Model (TAM) in the context of a newly developed 
home automation system. The system, designed with features 
such as energy management, enhanced security, and user-
centric automation, evolved through multiple iterations based 
on thorough research, which involved gathering requirements 
and conducting an international survey to identify the key 
preferences of modern smart home users. The system was tested 
in three distinct environments: one apartment, one studio, and 
one detached house. These varied test environments provided 
critical insights into its flexibility and functionality, 
demonstrating the system’s adaptability across different living 
situations [5]–[7]. 

The home automation system offers a comprehensive set of 
features designed to enhance convenience, security, and energy 
efficiency. A leaderboard gamifies energy consumption, 
encouraging users to adopt more sustainable habits. The system 
supports time- and temperature-based scheduling for precise 
control of devices, ensuring comfort and energy savings. 
Security is a priority, with encrypted private and public key 
login to protect user data, and mechanisms to monitor and block 
suspicious login attempts, preventing unauthorized access. 
Users can control the system remotely through multiple 
methods, ensuring flexibility and reliability. Alerts are 
seamlessly delivered to users, even in offline scenarios, 
enhancing safety and awareness. The user-friendly interface 
simplifies navigation, making advanced features accessible to 
everyone. Additionally, the system enables energy 
consumption monitoring and supports integration with various 
brands and technologies, including Tuya, Orvibo, TP-Link, 
Sonoff, VStarcam, Blink, and multiple radio frequency sensors, 
ensuring compatibility with a wide range of devices [5]. For a 
detailed demonstration of the system’s features and 
functionality, please refer to the footnote link2. 

By applying TAM in this context, the research aims to 
contribute to the growing body of literature on smart home 
technology adoption, offering insights into the psychological 
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and practical factors that drive user acceptance. These findings 
are particularly relevant for developers, designers, and 
stakeholders in the smart home industry who seek to create 
more user-friendly, widely adopted systems. The remainder of 
this paper is structured as follows: Section 2 reviews the 
literature on the Technology Acceptance Model and its 
applications in home automation. Section 3 outlines the 
research methodology. Section 4 presents the results and 
analysis. Section 5 provides a critical discussion of the findings 
and their implications, along with recommendations for future 
work. Section 6 concludes the paper. 

This study contributes to the field by applying TAM to a fully 
developed home automation system, evaluated across three 
distinct residential environments. Although user interaction has 
been conducted in a controlled laboratory setting, the system’s 
real-world deployment provides a strong foundation for 
assessing user perceptions. While much of the existing research 
has focused on conceptual models or survey-based evaluations, 
this study offers empirical insights through direct user 
engagement with a functioning system. It also extends TAM by 
incorporating trust and privacy concerns, and by examining 
underexplored features such as energy consumption 
gamification. These contributions provide practical guidance 
for developers and researchers aiming to bridge the gap 
between theoretical frameworks and real-world smart home 
adoption. 

II. LITERATURE REVIEW 
The Technology Acceptance Model (TAM) has been a 

fundamental framework for understanding the factors that drive 
technology adoption since Davis introduced it in 1989. 
Grounded in theories of reasoned action and planned behaviour, 
TAM simplifies the evaluation of user acceptance by focusing 
on two primary constructs: perceived usefulness (PU) and 
perceived ease of use (PEOU). Over time, TAM has been 
adapted and expanded across various technological domains, 
offering valuable insights into how users interact with different 
systems [3]. 

As home automation technologies have advanced, TAM has 
become increasingly relevant. Smart devices and the Internet of 
Things (IoT) now allow for the automation of household tasks, 
including lighting, security, and climate control. These 
technologies, while innovative, require broad user acceptance 
to fully integrate into everyday life. However, adoption rates 
have varied, depending on users’ perceptions of the 
technology [8]. 

Many studies have investigated the factors influencing the 
adoption of home automation systems, with TAM frequently 
serving as a foundational framework. While perceived 
usefulness and perceived ease of use remain central, additional 
factors, such as trust in the system, privacy concerns, and the 
simplicity of use, have emerged as critical in determining user 
acceptance in home environments. This literature review 
consolidates existing research on TAM and its application to 
home automation, highlighting the primary factors that impact 
user decision-making [9], [10]. 

In the sections that follow, the core elements of TAM are 
discussed, along with key extensions and their relevance to 
home automation. This review also explores additional 
influences, such as privacy concerns and the perceived security 
of these systems, which play an increasingly important role in 
the context of smart home technology adoption. 

In their paper, Yonghee Kim et al. integrate the Technology 
Acceptance Model with the Value-based Adoption Model 
(VAM) to explore the adoption of IoT-based smart home 
services. The study highlights that perceived value, influenced 
by perceived benefits and sacrifices, plays a crucial role in 
adoption decisions. TAM’s core constructs, such as perceived 
usefulness and ease of use, are extended by incorporating 
factors like privacy risk and innovation resistance. This 
comprehensive approach provides a nuanced understanding of 
how users evaluate and decide to adopt smart home 
technologies, emphasizing the importance of balancing benefits 
with potential risks and sacrifices [10]. 

The paper written by Ahmed Shuhaiber and Ibrahim Mashal 
investigates the factors influencing the acceptance and usage of 
smart homes. By extending TAM to include trust, awareness, 
enjoyment, and perceived risks, the study provides a 
comprehensive analysis using the Structural Equation 
Modelling based on the Partial Least Squares approach. The 
findings reveal that trust, awareness, and enjoyment 
significantly impact users’ attitudes towards smart homes, 
affecting their intention to use them. Additionally, perceived 
risks negatively influence trust. The study highlights the 
importance of educating users and ensuring the trustworthiness 
of smart home technologies to enhance adoption rates. This 
research offers valuable insights for smart home providers 
aiming to increase user acceptance and improve marketing 
strategies [8]. 

Alejandro Valencia-Arias et al. provide a comprehensive 
analysis of the factors influencing the adoption of smart home 
technologies. The authors systematically review existing 
literature to identify key theories, variables, and research trends. 
They emphasize the importance of perceived reliability, 
usefulness, and ease of use [2]. 

In their paper, Schuster and Habibipour [11] examine how 
privacy and security issues influence the adoption of IoT 
devices in smart homes. The study reveals that these concerns 
significantly affect two key constructs of TAM – Perceived 
Usefulness (PU) and Perceived Ease of Use (PEOU). The 
authors find that a lack of trust in the security measures of IoT 
devices negatively impacts users’ perceptions of usefulness, as 
users may believe the risks outweigh the benefits of 
convenience. Similarly, concerns over data breaches and 
unauthorized access reduce the ease with which users feel they 
can safely operate these devices, negatively affecting their 
perception of ease of use. The study underscores the need for 
enhanced security protocols and better communication about 
privacy features to alleviate these concerns and improve both 
PU and PEOU, thus fostering greater IoT adoption in smart 
homes [11]. 

This aligns with the findings of Magara and Zhou, who also 
highlight the critical role privacy and security concerns play in 
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shaping users’ attitudes toward smart home technologies. Their 
research, based on a quantitative survey, reveals that security 
concerns are a major barrier to adoption, with around 76.2 % of 
the variance in adoption behaviour explained by these concerns. 
The paper concludes that perceived privacy risks and security 
vulnerabilities significantly reduce users’ perceived ease of use 
and usefulness of IoT systems, emphasizing the need for secure 
design practices and privacy-by-design principles in smart 
home technologies [9]. 

In the paper “A Comprehensive Acceptance Model for Smart 
Home Services”, the authors propose an integrated model that 
combines the Technology Acceptance Model with the 
Innovation Diffusion Theory (IDT) and the Theory of Planned 
Behaviour (TPB) to better understand user acceptance of smart 
home services (SHS). The study introduces several factors 
influencing the adoption of SHS, including perceived 
convenience, perceived connectedness, perceived cost, and 
perceived privacy risk. By conducting a survey of 750 
participants and using structural equation modelling, the 
authors found that perceived ease of use and perceived 
usefulness, alongside these additional factors, significantly 
impact users’ behavioural intentions to adopt SHS. The 
research highlights the importance of designing systems that not 
only focus on user convenience and cost-efficiency but also 
address privacy concerns and system integration. This 
comprehensive approach provides valuable insights into how 
users evaluate smart home technologies, emphasizing the 
critical role of perceived benefits and risks in shaping adoption 
decisions [12]. 

In the paper written by Yan Zhang, the author explores the 
influence of perceived privacy and security on users’ 
behavioural intentions, particularly in the context of face 
recognition technology, through the lens of TAM. The study 
introduces trust as a mediating factor between perceived 
privacy, security, and the core TAM constructs – perceived ease 
of use (PEOU) and perceived usefulness (PU). The results 
highlight that while perceived security significantly enhances 
user trust and positively influences PU and PEOU, perceived 
privacy does not have a direct impact on trust. This suggests 
that users are more concerned with security guarantees than 
privacy, as long as they perceive the technology as secure. The 
study concludes that building trust through robust security 
features is essential for driving the adoption of face recognition 
technologies, and similar considerations may apply to other 
smart technologies, including IoT-based systems like smart 
homes [13]. 

Despite the extensive application of TAM in smart home 
research, most studies rely on hypothetical scenarios or 
conceptual models. Few have examined user perceptions of a 
fully operational system through hands-on interaction. This 
study fills that gap by providing empirical evidence from a lab-
based evaluation of a complete home automation solution, 
incorporating underexplored features such as gamified energy 
management. 

 
 

III. RESEARCH METHODOLOGY 
This study adopts a mixed methods approach to evaluate user 

acceptance of the newly developed home automation system, 
using TAM as the guiding framework. The methodology 
consists of three key components: participant selection, data 
collection, and data analysis. These elements are designed to 
measure key factors such as perceived usefulness, perceived 
ease of use, trust, and privacy concerns, all of which contribute 
to the users’ behavioural intentions toward adopting the system. 

 

Fig. 1. System demonstration. 

A. Participant Selection 
A total of 20 participants were selected for the study, all of 

whom were familiar with smart home technologies and actively 
used some form of home automation or security system in their 
residences. This ensured that participants had prior experience 
with similar technologies, providing a knowledgeable 
perspective when engaging with and evaluating the home 
automation system during the study. Although the system was 
tested in real residential environments, participants interacted 
with it in a controlled lab setting, where its features and 
capabilities, such as energy management, security, and 
automated control of household tasks, were demonstrated to 
them. Following the demonstration, users were allowed to ask 
questions, fostering detailed discussions on the system’s 
functionalities. This controlled setting ensured consistency in 
how participants were introduced to the system and enabled 
them to engage with it in a manner that facilitated meaningful 
feedback and insights. 

 

Fig 2. Q&A and survey completion process. 

B. Data Collection 
Data were collected using both quantitative and qualitative 

methods. A structured survey was employed to measure the 
core TAM constructs, including PU, PEOU, Behavioural 
Intention (BI), and additional factors such as trust and privacy 
concerns. The survey used a 5-point Likert scale ranging from 
strongly disagree to strongly agree to capture participant 
responses after their interaction with the system in the lab. The 
survey was structured into different sections to target specific 
TAM constructs and other relevant factors: 
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• Perceived Usefulness 
– The demonstrated home automation system would help 

me complete tasks efficiently. 
– The demonstrated system provided a convenient way to 

manage home devices. 
– I found the system helpful for improving the control of 

household devices. 
– Using the demonstrated system would make household 

management more effective in real life. 
• Perceived Ease of Use 

– The home automation system was straightforward to 
understand during the session. 

– I found it easy to perform tasks and navigate through the 
system features. 

– The instructions provided made it easy to understand 
the system’s capabilities. 

– The system’s interface and controls were intuitive. 
• Behavioural Intention to Use 

– I intend to continue using the home automation system 
regularly. 

– I would recommend this system to others interested in 
home automation. 

– I will likely use the system as my primary means of 
controlling home automation. 

• Trust 
– I trust that the home automation system is secure and 

reliable. 
– I believe the system will work consistently as intended. 
– I trust the system to maintain the privacy of my data. 
– The system’s performance gave me confidence in its 

overall dependability. 
• Privacy Concerns 

– I am not concerned about the privacy of my data when 
using the home automation system. 

– I trust that my personal information will not be misused 
by the system. 

– I am not worried about unauthorized access to my home 
automation data. 

– I feel confident providing personal information to the 
system without concern for privacy risks. 

IV. RESULTS 
The study evaluated user perceptions and acceptance of a 

home automation system, focusing on five key dimensions: user 
satisfaction, usability, reliability, security, and intention to use. 
Data were collected from a total of 20 participants through a 
structured survey. The survey responses were initially recorded 
on paper and later digitized to facilitate more efficient analysis. 

Quantitative responses were analysed using frequency and 
percentage distributions to identify trends and patterns in user 
perceptions. Qualitative responses were carefully reviewed, 
categorised, and summarised to provide a richer understanding 
of participant feedback. This combination of quantitative and 
qualitative insights offers a comprehensive perspective on the 
strengths of the system and areas requiring improvement. 

A. User Satisfaction and Usability 
Most participants expressed high satisfaction with the 

system’s ability to complete tasks efficiently and improve 
control over household devices. Statements such as “The 
demonstrated home automation system would help me complete 
tasks efficiently” and “The demonstrated system provided a 
convenient way to manage home devices” were 
overwhelmingly rated as “Strongly Agree” or “Agree” by the 
majority. For example, 16 out of 20 participants strongly agreed 
that the system made household management more effective, 
while others were neutral in their responses. 

The system’s usability was positively reviewed, with most 
participants finding it straightforward to understand and 
navigate. Key statements such as “The home automation system 
was straightforward to understand during the session” and 
“The instructions provided made it easy to understand the 
system capabilities” received Strongly Agree or Agree ratings 
from most respondents. However, some participants 
highlighted areas for improvement, such as incorporating a 
more colourful user interface and adding search functionality 
for enhanced usability. 

TABLE I 
PERCEIVED USEFULNESS  

Question Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 

The 
demonstrated 
home automation 
system would 
help me 
complete tasks 
efficiently. 

70 % 10 % 15 % 5 % 0 % 

The 
demonstrated 
system provided 
a convenient way 
to manage home 
devices. 

70 % 25 % 5 % 0 % 0 % 

I found the 
system helpful 
for improving 
the control of 
household 
devices. 

70 % 25 % 5 % 0 % 0 % 

Using the 
demonstrated 
system would 
make household 
management 
more effective in 
real life. 

45 % 35 % 20 % 0 % 0 % 
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TABLE II 
PERCEIVED EASE OF USE  

Question Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 

The home 
automation 
system was 
straightforward 
to understand 
during the 
session. 

65 % 30 % 5 % 0 % 0 % 

I found it easy to 
perform tasks 
and navigate 
through the 
system features. 

40 % 50 % 10 % 0 % 0 % 

The instructions 
provided made it 
easy to 
understand the 
system’s 
capabilities. 

50 % 35 % 15 % 0 % 0 % 

The system’s 
interface and 
controls were 
intuitive. 

55 % 35 % 10 % 0 % 0 % 

 

B. Reliability and Security 
Trust in the system’s reliability and security was mixed. 

While many participants believed the system would work 
consistently as intended, concerns regarding privacy and 
unauthorized access were raised. A notable number of 
participants expressed neutral or negative opinions on 
statements such as “I trust the system to maintain the privacy of 
my data” and “I feel confident providing personal information 
to the system without concern for privacy risks”. Feedback 
comments emphasised the need for features like two-factor 
authentication, real-time hacking attempt notifications, and 
more transparent explanations of security mechanisms. 

TABLE III 
TRUST 

Question Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 

I trust that the 
home automation 
system is secure 
and reliable. 

20 % 40 % 30 % 10 % 0 % 

I believe the 
system will work 
consistently as 
intended. 

20 % 45 % 30 % 5 % 0 % 

I trust the system 
to maintain the 
privacy of my 
data. 

40 % 30 % 30 % 0 % 0 % 

The system’s 
performance 
gave me 
confidence in its 
overall 
dependability. 

10 % 65 % 10 % 15 % 0 % 

 

TABLE IV 
PRIVACY CONCERNS 

Question Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 

I am not 
concerned about 
the privacy of 
my data when 
using the home 
automation 
system. 

10 % 20 % 40 % 25 % 5 % 

I trust that my 
personal 
information will 
not be misused 
by the system. 

35 % 20 % 35 % 5 % 5 % 

I am not worried 
about 
unauthorized 
access to my 
home automation 
data. 

10 % 35 % 25 % 25 % 5 % 

I feel confident 
providing 
personal 
information to 
the system 
without concern 
for privacy risks. 

10 % 35 % 25 % 30 % 0 % 

 

C. Intention to Use 
Participants indicated a strong intention to adopt the system 

for regular use. Statements such as “I intend to continue using 
the home automation system regularly” and “I would 
recommend this system to others interested in home 
automation” received mostly Strongly Agree or Agree 
responses. Despite the enthusiasm, several participants 
expressed concerns about the system’s dependency on 
electricity and the lack of advanced features for controlling 
specific devices, such as washing machines and dishwashers. 

TABLE V 
BEHAVIOURAL INTENTION TO USE 

Question Strongly 
Agree Agree Neutral Disagree Strongly 

Disagree 

I intend to 
continue using 
the home 
automation 
system 
regularly. 

45 % 25 % 25 % 5 % 0 % 

I would 
recommend this 
system to others 
interested in 
home 
automation. 

70 % 20 % 5 % 0 % 5 % 

I will likely use 
the system as my 
primary means 
of controlling 
home 
automation. 

35 % 40 % 20 % 5 % 0 % 
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D. Qualitative Feedback 
Open-ended responses revealed several recurring themes. 

Participants appreciated the system’s ease of use, intuitive 
design, and engaging features such as the gamified leaderboard, 
describing it as a valuable addition to their home setup. 
However, they also provided constructive feedback on areas 
like user interface design, security enhancements, and 
accessibility features. For instance, one participant suggested 
integrating services tailored for individuals with disabilities, 
while another highlighted the importance of robust security 
measures to mitigate hacking risks. 

During open discussions, participants expressed broader 
privacy concerns, noting that such apprehensions were not 
limited to the home automation system in question. Comments 
like “every computerized system is hackable” and “even big 
corporations aren’t immune to hacking attempts” reflected 
general scepticism about the security of technology rather than 
specific criticisms of the demonstrated system. 

V. CRITICAL DISCUSSION 
The findings from this study provide valuable insights into 

the user acceptance and perceptions of a newly developed home 
automation system. While the results indicate high levels of 
satisfaction, usability, and intention to use, the feedback also 
highlights important areas for improvement, particularly 
regarding system security, privacy, and advanced features. 

A. User Satisfaction and Usability 
The system’s ease of use and intuitive design were 

universally appreciated by participants, with 80 % agreeing that 
it simplified household management and improved control over 
devices. Additionally, 95 % of participants stated that the 
system enhanced their control over household devices. These 
findings align with the established user-centric design 
principles, which prioritize simplicity and intuitiveness as 
critical factors for technology adoption. However, the study 
also uncovered a demand for a more visually appealing user 
interface and added functionalities such as search features to 
further enhance usability. These suggestions underscore the 
importance of iterative design processes that incorporate user 
feedback to refine system interfaces and maintain engagement. 

B. Reliability and Security 
The mixed responses to reliability and security questions 

reflect a critical area of concern for users. While most 
participants trusted the system’s reliability, 30 % remained 
neutral about its ability to maintain privacy. Qualitative 
feedback revealed specific desires for two-factor 
authentication, hacking attempt notifications, and greater 
transparency regarding security measures. These concerns are 
consistent with broader industry trends, where user confidence 
in IoT systems often hinges on the robustness of their security 
features. Addressing these concerns is crucial to building trust 
and ensuring the system’s long-term adoption. 

C. Privacy Concerns 
The study also highlighted privacy concerns, with only 55 % 

of participants indicating confidence that their personal 
information would not be misused. Interestingly, open-ended 
feedback suggested that these concerns were not unique to the 
home automation system but reflected broader apprehensions 
about technology in general. Comments like “every 
computerized system is hackable” and “even big corporations 
aren’t immune to hacking attempts” indicate a pervasive 
scepticism about the security of digital systems. These insights 
suggest that while the system’s privacy features need to be 
robust, clear communication about these features and their 
effectiveness is equally important to reassure users. 

D. Intention to Use 
Despite security and privacy concerns, the system 

demonstrated strong adoption potential, with 70 % of 
participants indicating they would recommend it to others and 
the same percentage expressing a willingness to use it regularly. 
This suggests that the perceived benefits of the system, such as 
ease of use and energy management features, outweigh user 
apprehensions for most participants. However, feedback about 
the system’s dependency on electricity and the lack of advanced 
device control features (e.g., for washing machines and 
dishwashers) highlights areas where enhancements could 
further improve adoption rates. 

The system included energy management features, such as a 
gamified leaderboard, and received positive feedback from 
participants, who indicated a willingness to use and recommend 
it. This shows that incorporating motivational design elements 
into smart home technologies can promote sustainable 
behaviour, a topic still underexplored in previous TAM-based 
evaluations. 

E. Critical Reflection 
This study highlights the strengths of the home automation 

system, particularly its usability and potential for widespread 
adoption. At the same time, it underscores the importance of 
addressing user concerns around security, privacy, and 
functionality. By leveraging user feedback and adopting an 
iterative design approach, the system can continue to evolve and 
meet the needs of a broader user base, solidifying its position as 
a reliable and user-friendly solution for smart home automation. 

VI. CONCLUSION 
This study provides valuable insights into user acceptance of 

home automation technology through the lens of TAM. The 
research, conducted with 20 participants in a controlled 
laboratory environment, revealed several key findings that 
contribute to our understanding of smart home adoption factors. 

The results demonstrate strong support for the core TAM 
constructs, with perceived usefulness and perceived ease of use 
showing significant positive influence on users’ behavioural 
intentions to adopt the system. Notably, 80 % of participants 
found the system effective for household management, and 
95 % agreed it enhanced their control over household devices. 
These findings validate the system’s fundamental design 
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principles while highlighting the importance of user-centric 
development in home automation technologies. 

However, the study also revealed critical areas requiring 
attention, particularly regarding security and privacy concerns. 
While participants expressed high satisfaction with the system’s 
usability and functionality, their trust in data privacy and 
security features was more reserved, with only 55 % expressing 
confidence in the system’s ability to protect personal 
information. This highlights a crucial gap between 
technological capability and user trust that needs to be 
addressed in future developments. 

The research has several important implications for 
practitioners and developers in the smart home industry. First, 
it emphasises the need to balance advanced functionality with 
an intuitive user interface design. Second, it highlights the 
critical importance of implementing and communicating robust 
security measures to address user privacy concerns. Third, it 
suggests that future developments should focus on expanding 
device compatibility and implementing fail-safe mechanisms to 
address concerns about system reliability. 

In conclusion, while the evaluated home automation system 
demonstrates strong potential for widespread adoption, its long-
term success will depend on how effectively future iterations 
address user concerns related to privacy, security, and advanced 
device functionality. This study contributes to the smart home 
literature by applying TAM to a fully developed system 
evaluated through direct user interaction in a controlled lab 
setting, bridging the gap between theoretical models and 
practical implementation. Furthermore, the inclusion of user 
feedback on usability, security, and innovative features, such as 
energy gamification, underscores the importance of user-
centred design in driving adoption. These insights provide a 
valuable foundation for future development and research in the 
field of smart home technologies. 
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