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This bachelor's thesis explores how an AI agent can help manage security usability trade-

offs between security and usability in different scenarios. The research addresses the 

limitations of traditional, static security mechanisms that often cause friction and are 

inefficient in dynamic, modern contexts. 

The primary objective of the thesis was to develop a theoretical framework for an AI agent 

capable of making balanced, intelligent, explainable decisions. This was achieved by 

introducing the Agentic Trade-off Decision Model (ATDM), which utilizes utility-based 

reasoning combined with contextual risk scoring and dynamic weighting to formally balance 

security and usability based on the situation. 

The thesis also had an objective to evaluate user perception of this adaptive security 

behavior. This was investigated through an empirical user study using scenario-based 

evaluations. The findings show that the ATDM approach, supported by a clear Explainability 

Mechanism, significantly improved user perception, resulting in lower cognitive load, higher 

trust, and better perceived usability compared to static systems. 

The study concludes that adaptive, context-aware mechanisms offer a more effective and 

user-centric approach to managing security trade-offs. The findings strongly support the use 



 

 

of utility-based agentic models as a systematic way to deliver necessary security while 

minimizing unnecessary interruptions, thereby increasing user compliance and overall trust. 

 

SYMBOLS AND ABBREVIATIONS  

ATDM - Agentic trade-off decision models 

RadAC - Risk adaptive Access Model 
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1  Introduction 

1.1   Background 

Security and Usability have always been inversely related as systems become more secure; 

they typically affect the system usability negatively. Previous studies have observed that 

designing a “usable yet secure system raises crucial questions when it comes to balancing it 

properly security and usability”. The balance between these two is one of the central 

dilemmas in human computer interactions and information security research (Di Nocera & 

Tempestini, 2022). For example, more secure authentication policies improve security but 

often compromises usability, leading to risky workarounds such as password reuse or 

insecure storage. 

Traditional approaches to manage security and usability trade-offs rely on manually defined 

frameworks or on the developer judgment. However, as context, threat and user behaviour 

evolve these fixed frameworks become inefficient. This is where agentic AI can play a 

crucial role by automating reasoning about trade-offs predicting user behaviour and 

adjusting system behaviour adaptively. There are several empirical studies which have 

researched on this usability and security behaviour for users. For example, (Kehat et al. 

2024,1-2) ran a lab experiment with 64 human participants in a Facebook‐like simulator, 

assisted by an AI agent. They show that users inherently find privacy–sharing decisions 

difficult and struggle to balance this trade-off. 

Recent advances in Agentic AI and multi-agentic systems working with each other while 

sharing their context offers a promising solution for this problem. Autonomous reasoning 

can analyse, context, access risks, and adapt policies in real-time. Such agents could for 

example, relax authentication requirements in low-risk situations while tightening controls 

under suspicious conditions. Yet, the theoretical research on how such decisions should be 

made and how users perceive them remains unexplored. 



 

 

1.2  Research Problem and objectives 

The thesis investigates how we can design an AI agent which can help us manage security-

usability trade-offs in empirical software systems. Specifically, it proposes a conceptual 

framework for such an agent, identifies the required characteristics, and evaluates user 

response to adaptive security behaviour. The objective of this research is to explore the 

theoretical foundation of the agentic AI in the context of security-usability trade-offs, to 

identify essential characteristics for a trade-off management agent to operate effectively in 

real software systems, and how do user perceive and trust adaptive security managed by AI 

agents.  

The main objective of thesis is: 

• Develop a theoretical framework that formalizes how an AI agent can reason about 

security-usability trade-offs 

• Conduct an empirical user study to evaluate user perception of the usage of AI agent 

in decision-making. 

• Analyse how transparency, trust, cognitive load influence acceptance of AI-driven 

decisions 

To address this problem, the work is guided by following research questions: 

• How do existing studies describe security-usability trade-offs in digital systems? 

• What characteristics should an AI agent have to reason about and manage such trade-

offs? 

• How can the proposed ATDM (Agentic trade-off decision models) model be 

designed and what technologies or frameworks are most suitable for designing such 

agent? 

1.3  Research Scope and Limitations 

This thesis focuses on developing a theoretical framework for AI model and empirical 

validation. No technical prototype is implemented. The empirical study uses scenario-based 

evaluation with participants’ perceptions as the main measure. Results reflect individual 

responses rather than quantitative system performance metrics.  



 

 

2  Literature Review 

This chapter reviews the existing research related to agentic Artificial Intelligence, decision 

making in intelligent systems, and the challenges of balancing usability and security. It 

establishes theoretical foundation for developing AI agent that can manage trade-offs. The 

review is organized in two sections where first section explores agentic ai concepts and 

characteristics and second section explores security usability trade-offs and existing 

solutions. 

2.1  Agentic AI and Intelligent Decision-Making 

Agentic AI are artificial intelligence systems capable of autonomous, goal-oriented 

behaviour and reasoning about their action in context. These agents are designed to react 

according to context, make decisions, and act toward achieving specific objectives. Unlike 

traditional AI models that react passively to inputs, agentic AI emphasizes autonomy, 

proactiveness, and adaptability.  

  “An intelligent agent can be defined as a computational entity 

that perceives its environment through sensors and acts upon that environment through 

effectors, in pursuit of a goal (Russell & Norvig, 2021, p. 47).” 

In recent years with the emergence of large language models (LLM) based agents which are 

built often using the architecture like ReAct or AutoGPT can interpret context, reason 

through multi-step problems, and act aligned to achieve their goal. Their ability to act 

autonomously and execute complex tasks opens up the possibility to use them for managing 

problems such as balancing security and usability in software systems. 

2.1.1  Characteristics of Agentic AI 

According to Narajala and Narayan (2025), effective agentic systems share five fundamental 

traits: 

• Autonomy: Ability to operate without human intervention 



 

 

• Proactiveness: anticipating future needs or potential risks. 

• Social Ability: communication with humans or other AI agents. 

• Adaptivity: Learning and evolving behaviour from feedback. 

• Explainability: providing reasoning for their decisions. 

These characteristics are particularly important for agents whose working domain involves 

human in the loop when making decisions such as cybersecurity. For example, An agent 

which manages authentication policies must not only enforce security but also justify its 

decision in a way that maintains user trust.  

Agentic AI have been applied in various domains including financial trading, healthcare etc. 

But their application to security-usability balancing remains relatively unexplored. There are 

multiple studies which have focused on creating agents to manage cyberthreats but managing 

usability-security trade-offs is still unexplored. 

2.1.2  Decision Models in agentic systems and categorization of agentic systems 

Agent Decision making depends on the type of model used to design the agent such as utility-

based reasoning, reinforcement learning, or Bayesian inference 

• Utility-based agents maximize objective function U = F(s,u) where s represents 

security level and u represents usability cost. 

• Reinforcement learning agents learn optimal policies through iterative feedback, 

balancing exploration and exploitation (Sutton & Barto, 2018). 

Fundamental categorization of Agentic systems: 

• Rule-based Systems: Every decision path is manually programmed, every outcome 

is predictable, and there is no learning or reasoning involved 

• Workflow Agents: This is often where organizations first start with their AI 

automation. These systems handle tasks using AI, but it still requires human 

judgment for execution.  

• Semi-autonomous Agents: These systems tackle multi-step workflow that are well-

understood but too time consuming to do manually. 



 

 

• Autonomous agents: They are the most sophisticated agentic systems. They are fully-

goal drive and operates independently. They determine everything by themselves. 

2.2  Security-usability trade-offs 

The notion that security and usability are conflicting goals has been one of the oldest since 

the introduction of software (Whitten & Tygar, 1999). Studies show that users often 

circumvent security measures when they interfere with productivity (Beautement et al., 

2016).  We need to find a middle ground to manage these trade-offs. The thesis identified 

multiple research papers about how to balance these dimensions, including: 

• Usable security frameworks that focus on human-centred design (Sasse et al., 

2019). 

• Risk-Adaptive Access Control (RAdAC), which modifies enforcement strength 

based on contextual risk (Hu et al., 2015). 

• Machine-learning-based adaptive security, where AI models learn optimal trade-

offs from feedback (Li et al., 2021). 

However, most of these frameworks lack explicit decision models that formalize about both 

usability and security simultaneously, which this thesis focuses on. 

2.3  Trust Transparency and user perception 

For users to accept AI making decision for them, they must perceive them as fair, transparent, 

and controllable. Studies which focus on user perceptions show when AI is involved in the 

process a user’s trust increases when system clearly communicates their reasoning (Krol et 

al., 2018). Conversely, opaque automation leads to skepticism and loss of confidence. 

In security contexts, user balances perceived safety with control. If AI makes decisions 

without consulting or id decision are hidden users may over-trust or reject the automation. 

As AI models are still not perfect, and there is always chance of hallucinations even in the 

best models out there. Hence transparency, and human oversight are vital features in agentic 

models. 



 

 

The importance of transparency in AI-driven decisions is deeply rooted in the broader 

concept of addressing the human facet of security. Effective security cannot be achieved 

solely through technical enforcement; it requires accommodating and understanding user 

psychology. The "human facet" perspective highlights that users often revert to risky 

workarounds like password reuse or circumventing security measures not due to malice, but 

due to friction and poor design. Therefore, for AI agents to succeed, they must integrate user 

experience and perception into their decision models, ensuring that the necessary security is 

implemented in a manner that supports, rather than frustrates, the user's goals. This 

reinforces why systems like ATDM require an explicit Explainability Mechanism to 

maintain user compliance and trust. 

2.4  Research Gap  

Although a lot of research exists on access control, adaptive authentication, and explainable 

AI, current work leaves a set of gaps that motivates the design of an ATDM which is a 

system capable of making reasoned, explainable choices between usability and security. 

RAdAC and related models establish the principle that the access control depends on both 

operational need and contextual risk rather than fixed rules, but they usually don’t consider 

usability as a measurable factor. These models decide whether to allow or deny access based 

on contextual risk, but do not consider how comfortable or frustrating that decision might be 

for the user. 

Other studies on adaptive authentication use machine learning to make logins safer, but they 

mostly test how accurate the system is. They rarely check how users feel about it or whether 

people trust such systems in daily use. In other words, they optimize for technical 

performance, not for the human experience. 

In summary, there is a gap in combining decision theory, user trust, and empirical testing 

into a single model that can make adaptive, explainable decisions between security and 

usability. This gap is what motivates the creation of the Agentic Trade-off Decision Model 

(ATDM) framework that allows an AI agent to make smart, human-understandable choices 

between security and usability. 



 

 

2.5  Emerging Learning Paradigms: Nested Learning and Implication for Agentic 

Models 

We have discussed how artificial intelligence has progressed exponentially over the last 

couple of years with the introduction of Large Language Models, but this is just the 

beginning, and we have one of the most recent and promising developments by Google 

which is in the direction of Nested Learning. Introduced by Behrouz et al. (2025), nested 

learning view learning as not simple training processes but as a series of connected learning 

layers where each layer adapts and updates the next just like the human brain.  

Unlike traditional deep learning, learning, which optimizes one fixed set of parameters, 

nested learning focuses on multi-level optimization. Each nested layer refines the model’s 

understanding of the problem at a different depth or time horizon. For instance, one level 

may learn short-term user preferences, while another may gradually adapt higher-level 

decision policies that define how the system should behave overall. Behrouz et al. describe 

this as a shift from static learning to contextual and continual adaptation, where systems 

develop a deeper form of memory and reasoning. 

From the perspective of this thesis nested learning offers valuable insights into how agentic 

AI might evolve in the upcoming years. The current model developed in this thesis uses a 

fixed decision formula to balance security and usability.  A nested learning framework could 

enhance the agent by giving it the ability to update its own reasoning process, not just the 

parameters. For example, if users repeatedly override the agent’s recommendations, a 

nested-learning layer could detect this behavioural pattern and gradually adjust the internal 

weighting between security and usability. Furthermore, it can help to handle new or unseen 

context more effectively. 

Although implementing this concept is beyond the scope of this thesis, understanding it is 

important to define the future potential of Agentic AI. By combining decision-theoretic 

reasoning, explainability, and nested learning can develop systems which would not only 

adapt but also self-improve addressing one of the central challenges in AI, it presents several 

future directions: 

• Better personalization: NL can allow AI agents to learn about different users based 

on past behaviour which will improve long-term usability. 



 

 

•  NL systems can adapt more naturally to unseen contexts by optimizing not only 

actions, but also the structure of the decision rules that guide those actions. 

• Because nested learning dynamically calibrates decision parameters, it may better 

resist adversarial scenarios such as repeated MFA fatigue attacks, abnormal access 

attempts, or decision manipulation attempts. 

 

Figure 1:  Nested Learning Structures and Gradient Flow: Deep Learning vs. Neural 

Learning Behrouz et al. (2025) 

3  Research strategy and Model Design 

This chapter describes the research strategy used to develop and evaluate the Agentic trade-

off Decision Model (ATDM). The goal of this chapter is to explain how the model was 

designed, what resources were used, and how the research question were investigated in both 

theoretical and empirical ways. It also introduces ATDM framework, explaining what 

algorithms the model uses, how it balances security and usability trade-offs. Finally, the 

chapter presents the data collected, analysis procedure and evaluation criteria use to access 

the model’s performance and user acceptance. 

The research combines both theoretical modelling with empirical evaluation. The theoretical 

part develops the algorithm that will be used by ATDM to reason about security and usability 

trade-offs, a decision model that will allow an agent to make context-aware, explainable 

decisions. The empirical study tests whether users will perceive such adaptive systems as 

more trustworthy compared to static systems. 



 

 

3.1  Research Design  

Stage 1: Development of the ATDM Decision Model 

The first stage focused on designing a reasoning model capable of making context-aware 

decisions in authentication scenarios. This included: 

• Reviewing existing authentication, usable security, and decision-theory literature 

• Identifying reasoning approaches appropriate for multi-objective decision-making 

• Selecting utility-based reasoning as the core mechanism 

• Formulating mathematical models for risk scoring, adaptive weighting, and total 

utility 

• Calibrating model parameters based on expert judgment and literature 

• Designing explainability mechanisms to ensure transparency in decisions 

Stage 2: Empirical Validation 

The second phase involved conducting a user study to evaluate: 

• User trust in adaptive vs. static authentication systems 

• Perceived usability benefits and security implications 

• Cognitive load differences across the two system types 

Empirical data were collected using scenario-based evaluations and Likert-scale 

questionnaires grounded in established usable-security research methods. 

3.2  Theoretical Framework: ATDM Design using Utility Based Model 

3.2.1  Motivation for an Adaptive Authentication Model 

Modern authentication systems frequently face the challenge of balancing usability and 

security. Strong security measures may protect against attacks but often introduce friction 

and inconvenience for legitimate users. Conversely, highly usable systems may sacrifice 



 

 

necessary security safeguards. Adaptive models attempt to dynamically adjust authentication 

requirements based on contextual risk, offering a promising middle ground. 

To understand why such adaptation is necessary, it is useful to examine the threat landscape. 

Authentication systems commonly face risks such as: 

• Account Takeover through phishing, password reuse, or credential theft 

• Phishing and Social Engineering Attacks 

• Multi-Factor Authentication (MFA) Fatigue Attacks 

• Device Theft or Loss 

• Session Hijacking and Man-in-the-Middle (MITM) Attacks 

• Credential Stuffing 

These threats illustrate why static authentication rules are insufficient in many contexts. 

However, not all threats require equally stringent responses, and imposing overly strict 

measures in low-risk situations can severely degrade user experience. 

Out of scope threats for this research include insider threats, zero-day vulnerabilities, 

hardware-level attacks, and deepfake-based biometric spoofing. These categories require 

specialized mechanisms beyond the scope of the present model. 

3.2.2  Rationale for Utility-Based Reasoning 

Utility based model was chosen for this framework due to several advantages it provides 

over other models: 

• Decisions are numerical and easily compared across alternatives. 

• User can trace why a specific decision was made 

• Weighting b/w security and usability can dynamically adjust to the context 

• It can simultaneously optimize security and usability which is critical in 

authentication systems 



 

 

• Enables rational evaluation of multiple alternatives rather than following rigid 

rules. 

Other models were considered for the thesis but were not best suitable to handle security and 

usability trade-offs dynamically: 

• Rule-based Systems is too rigid and cannot adapt to variable contextual risk. 

• Reinforcement learning requires a large training dataset and provides low 

explainability about the decisions made 

• Bayesian is too complex for small-scale evaluation and hard to interpret. 

Overall, the Utility-based reasoning model provides the perfect balance to manage security 

and usability trade-offs as it is adaptable, transparent and allows multiple objective 

optimizations in the utility function making it ideal for secure, user-centric authentication.  

3.2.3  ATDM Framework Overview 

The ATDM framework provides a structured mechanism for an AI agent to assess contextual 

risk, compute the relative importance of usability and security, score possible actions, and 

select the one with the highest expected utility. It implements a risk scoring model, an 

adaptive weighting mechanism, a utility function, an explainability mechanism. This aligns 

with principles from utility-based agent architectures (Russell & Norvig, 2021) and multi-

objective decision analysis (Keeney & Raiffa, 1993). 

3.3  Model Architecture and Algorithms 

The ATDM architecture consists of different actions, where each action is responsible for a 

critical stage in evaluating user risk and the most appropriate response. Together these form 

a close loop decision engine capable of producing context-aware, explainable, and optimally 

weighted decisions.  

1. In the first layer, the system collects and interprets contextual risk signals related to 

the user, the environment, and the ongoing interaction. These signals—such as 

behavioral patterns, session metadata, location anomalies, or system events—are 



 

 

processed through a dedicated Risk Estimator Function that transforms raw 

contextual data into a normalized risk score. This score represents the system’s initial 

understanding of potential threat levels. After this, we assign an adaptive weight 

based on the risk score. 

2. Based on the computed risk score, the second layer dynamically adjusts the weights 

associated with different evaluation dimensions. This adaptivity allows the model to 

emphasize or de-emphasize certain risk factors depending on the current situation.  

3. Using the adaptive weights, the third layer calculates the overall utility for each 

candidate action that the system may take (e.g., allow, deny, challenge, escalate). 

Utilities reflect the expected benefit, impact, and suitability of each action under the 

current risk conditions. 

4. In the final layer, the system selects the action with the highest utility value, 

representing the most rational and effective response given the evaluated risk. After 

selecting this action, the layer also generates a natural-language explanation that 

communicates the decision to the user in clear, human-understandable terms. This 

enhances transparency, accountability, and user trust. 

These modules enable the system to behave as a rational, transparent, and adaptive 

decision-making agent. 



 

 

 

The total utility of each action is calculated using two components: 

• Security utilities Usecurity (action, context) 

• Usability utilities Uusability (action, context) 

Total utility function is U (action, context) = ws * Usecurity (action, context) + wu * Uusability 

(action, context) 

Where ws is the weight of security and wu is the weight for usability and addition of both is 

equal to 1. Each weight depends dynamically on the contextual risks reflecting a trade-off 

between usability and security. 

The action selection mechanism is defined as: 



 

 

a∗ = arg⁡max⁡
a∈A

U(a, C) 

subject to the constraint that minimum security requirements are always satisfied (e.g., 

high-risk logins cannot bypass MFA). 

3.3.1  Risk scoring and Adaptive Weighting 

We use a risk scoring to consider the context like location, time and user behaviour to 

ascertain the level of risk involved (Alohali & Clark 2021). The risk scoring concept was 

inspired by the Risk-based authentication approach. 

One of the most important components of the ATDM Model is its ability to evaluate 

contextual risk and dynamically adjust the weight of security and usability during decision 

making. These two mechanisms ensure that the model behaves intelligently, contextually, 

and in a way aligned with human judgment under uncertain circumstances. 

Risk Scoring: It enables the agent to quantify how suspicious or unusual an authorization 

attempt is. The model can evaluate it based on a set of contextual features. It can evaluate 

features such as: 

• Device Familiarity 

• Network Trust 

• Location anomaly 

• Time-of-day anomaly 

• Task sensitivity 

These are just some of the contextual features which can influence the risk scoring. Each 

contextual feature is assigned a corresponding weight alpha, reflecting its contribution to 

overall risk. The total risk is computed using a linear model: 

R(C) =∑

n

i=1

αi ⋅ ci 

 



 

 

This produces a numerical value that can summarize the overall security situation of the 

current context 

Risk scoring ensures that the ATDM does not treat all authentication attempts equally. 

Instead, it should be able to distinguish between low-risk situations and high-risk 

situations. By quantifying risk, it allows the model to adapt rather than relying on rigid 

rules and static thresholds. 

Adaptive Weighting: Once we calculate the risk score, The ATDM adjusts the weight 

assigned to security (ws) and usability (wu) in the utility function. 

U(a, C) = ws ⋅ Usecurity(a, C) + wu ⋅ Uusability(a, C) 

The weights satisfy: 

ws +wu = 1 

The distribution of these weights is determined by the risk level: 

• High risk → stronger emphasis on security 

ws ↑,wu ↓ 

• Low risk → stronger emphasis on usability 

wu ↑,ws ↓ 

Adaptive weighting allows the model to balance security and usability based on the 

situation: 

Risk Level ws Wu System Behaviour 

Low 0.3 0.7 Convenience 

prioritised 

 

Medium 0.5 

 

0.5 

 

Balanced decision 

 

High 0.8 0.2 Security prioritised 



 

 

This is just an example how different risk level can affect security and usability trade-offs. 

This dynamic adjustment mirrors human reasoning: inconvenience is acceptable in high-

risk situations, whereas seamless access is expected in low-risk environments. 

 

How Risk Scoring and Adaptive Weighting Enhance the Model 

• The model responds to different scenario depending on the situations. 

• The system avoids rigid security patterns. Instead, it intelligently applies stronger 

security only when needed, improving user experience without compromising 

safety. 

• Adaptive weighting increases the emphasis on security when contextual indicators 

signal some kind of danger. 

• As risk and wights are computed transparently the model can justify its action to 

the user increasing user trust towards the agent. 

• Attackers cannot easily bypass the system by exploiting fixed rules. 

The system integrates multiple contextual signals, making it harder to deceive. 

3.3.2  Explainability Mechanism 

To improve user trust and support transparency, the ATDM will also generate a short NLE 

for every authentication decision. These explanations can contain information about the 

contextual factors, or some kind of explanation that can explain the rationale behind the 

decision made. 

Example Explanation: 

• MFA required because this login originates from a new device and the risk score is 

high. 

• Login allowed without MFA because the device and location are familiar and overall 

risk is low. 

 



 

 

How the model traces the factor which influenced the decision: 

Step 1: After computing utilities for all the actions, the agent selects the action with the 

highest utility. 

Step 2: Identify contextual features that contributed most to the risk score. Deciding whether 

security or usability dominated the decision using the adaptive weights 

Step 3: The model will use predefined template populated with context data 

Essentially, the explanation mechanism is a natural extension of the utility-based reasoning 

process, making ATDM both rational and interpretable. 

3.4  Empirical User Study 

A total of 12 participants completed the user study, each rating 10 login scenarios. For every 

scenario, participants evaluated four variables on a 5-point scale: 

1. Usability (1 = very difficult, 5 = very easy) 

2. Perceived Security (1 = very unsafe, 5 = very safe) 

3. Trust (1 = no trust, 5 = full trust) 

4. Cognitive Load (1 = very low, 5 = very high) 

The full questionnaire used about the scenarios can be found in Appendix A. 

3.4.1  Procedure  

1. Participants received a short explanation of the study. 

2. Scenarios were given to them in random order 

3. For each scenario, they rated usability, security, trust, and cognitive load. 

4. Half viewed static system scenarios first, half viewed adaptive first. 

 



 

 

3.4.2  Results and findings 

Overall, participants rated the adaptive system more positively than the static system, 

especially in terms of usability and mental effort. Although the ATDM was not implemented, 

participants responded to the hypothetical decisions shown in the scenarios, and these 

adaptive responses were generally perceived as more reasonable, predictable, and less 

intrusive than the fixed rules used in static authentication. 

In low-risk situations, participants tended to judge the adaptive system’s “allow” or “low-

friction” responses as appropriate, whereas the static system’s requirement for multi-factor 

authentication in these same scenarios was often viewed as excessive or unnecessarily 

disruptive. This aligns with longstanding findings in usable-security literature that 

unnecessary friction can reduce user satisfaction and system acceptance (Furnell 2019; 

Sasse, Brostoff & Weirich 2001). 

Participants also indicated higher trust and perceived security for the adaptive decisions 

when these decisions were explained using short, expert-like rationales. Many respondents 

noted that the explanations resembled what “a cybersecurity expert might say,” a fact which 

contributed to the sense that the decisions were well-informed and contextually justified. 

Similarly, in high-risk scenarios, participants judged the adaptive system’s tightening of 

security as reasonable and clearly justified. 

 

However, several participants raised concerns about the extent of contextual monitoring 

required to support such adaptive decision making. These concerns reflect known privacy 

issues associated with context-aware authentication systems (Alohali & Clark 2021; Anwar 

et al. 2020). A few participants also expressed a desire for some form of user override or 

manual control in special circumstances.Despite these reservations, the overall perception of 

the ATDM approach—based on the hypothetical scenarios—was strongly positive. 

Participants viewed adaptive authentication as fairer, more flexible, and less cognitively 

burdensome than static authentication rules. 

The findings of this empirical study reinforce the central argument of this thesis: adaptive 

authentication provides a more effective means of managing the inherent trade-off between 

security and usability. By evaluating user responses to context-informed decisions, the study 



 

 

highlights how adaptive mechanisms can reduce unnecessary friction in low-risk situations 

while still applying stronger protections when risk is elevated. These results underscore the 

potential value of systems like the ATDM framework in creating authentication processes 

that are both user-centred and security-conscious, supporting the broader claim that 

adaptivity is essential for modern, balanced authentication design. 

3.5  Limitations of ATDM and Empirical Study 

The ATDM model employs a simplified contextual framework, which considers only limited 

risk factors. In contrast, real-world authentication systems typically evaluate a far wider 

array of signals, including behavioural biometrics, keystroke dynamics, geo-velocity checks, 

browser fingerprinting, and historical activity patterns. As a result, the ATDM provides an 

approximation rather than a full replication of the complexity found in commercial risk 

engines. 

Another limitation lies in the adaptive weight for balancing usability and security. These 

weights were dynamically based on the risk score. However, while this adaptive weighting 

improves flexibility, the weights are still predefined functions of risk level rather than fully 

personalized to individual users or organizations. As a result, the model may not perfectly 

capture how different users prioritize security versus convenience in practice. Future work 

could explore learning user-specific utility preferences or further personalizing the 

weighting function. 

The empirical study was based on hypothetical scenario rather than a fully functional 

authentication system which implements ATDM. Although scenario-based evaluations are 

common in human-computer interaction research, they may not fully capture the real 

experience of interacting with an actual interface. Also, user behaviour in terms of trust, 

cognitive load, usability, trust might differ when performing real authentication task. 

The participant sample also posed limitations. The study included 12 individuals, all of 

whom were students at LUT. The group is relatively young, and proficient with technology 

and familiar with cyber-security concepts meaning the responses might differ when 

surveying a broader population. 



 

 

Finally, participants were exposed to each scenario only once which does not allow the 

observation of long-term dynamics. Since authentication system is a daily-use mechanism, 

future studies should investigate how user trust and satisfaction develop over time. 

4  Discussions 

This chapter provides a detailed analysis of the theoretical framework and the empirical 

results, discussing the implications of the Agentic Trade-off Decision Model (ATDM) and 

relating the findings back to the existing literature on adaptive security, trust, and human 

factors. 

4.1  Theoretical Analysis and Model Suitability 

The thesis addressed the need for an explicit decision model to manage the inherent trade-

off between security and usability, which is often lacking in traditional and existing adaptive 

frameworks. The Utility-based Reasoning Model was chosen as the core mechanism because 

it offers several advantages over other approaches like rule-based systems or reinforcement 

learning: 

• Multi-Objective Optimization: Utility functions inherently allow for the 

simultaneous optimization of competing goals, which is critical for balancing 

security and usability in authentication systems. 

• Adaptability and Transparency: The model’s use of risk scoring and adaptive 

weighting allows the system to dynamically adjust the balance based on contextual 

risk, mirroring human intuition that inconvenience is acceptable in high-risk 

situations but not in low-risk ones. This design allows the decision to be numerically 

traced and explained to the user. 

• Addressing Research Gaps: By explicitly quantifying usability and integrating it into 

the decision-making process, the ATDM addresses a gap left by models like Risk-

Adaptive Access Control (RAdAC), which typically only focus on operational need 

and contextual risk without considering user comfort or frustration 

 



 

 

The Explainability Mechanism is vital for maintaining user compliance and trust, supporting 

the view that effective security must accommodate user psychology. Generating a Natural-

Language Explanation (NLE) for every decision helps users perceive the system as fair and 

transparent, which empirical findings suggest increases trust in AI-driven decisions. 

4.2  Interpretation of Empirical Findings 

The empirical study, despite being scenario-based, strongly supported the central argument 

that adaptive authentication is a more effective method for managing the security-usability 

trade-off compared to static rules. 

• Usability and Cognitive Load: Participants rated the adaptive system significantly 

more positively in terms of usability and mental effort. Low-risk "allow" responses 

were seen as appropriate, while static systems requiring multi-factor authentication 

(MFA) in the same scenarios were viewed as excessive or disruptive. This aligns 

with usability literature suggesting that unnecessary friction reduces satisfaction and 

acceptance. 

• Trust and Perceived Security: Adaptive decisions, when coupled with short, expert-

like rationales, led to higher trust and perceived security. The explanations made the 

system feel well-informed and contextually justified. Importantly, users did not 

interpret the reduced friction in low-risk situations as weaker security. 

• User Reservations: The positive results were tempered by user concerns regarding 

the extent of contextual monitoring required, reflecting known privacy issues 

associated with context-aware systems. A desire for user override or manual control 

was also expressed in special circumstances. 

4.3  Limitations of the Current Study 

The findings must be interpreted considering the study's limitations: 



 

 

• Model Simplification: The ATDM model used a simplified contextual framework, 

considering only a limited set of risk factors, rather than the wide array of signals 

(e.g., behavioral biometrics, geo-velocity checks) used in commercial risk engines. 

• Scenario-Based Evaluation: The study used hypothetical scenarios instead of a fully 

functional, interactive system. User behavior in terms of trust and cognitive load 

might differ when performing real authentication tasks. 

• Sample Bias: The sample consisted only of 12 university students who were young 

and proficient with technology, suggesting the responses may differ from a broader 

population. 

5  Conclusions 

This chapter summarizes the overall achievement of the thesis objectives, restates the main 

findings, discusses the theoretical and practical contributions, and outlines directions for 

future research. 

5.1  Achievement of Research Objectives 

The thesis successfully met its primary objectives: 

• Theoretical Framework Development: A theoretical agentic model (ATDM) was 

developed and formalized, capable of weighting usability and security based on 

context by integrating principles from decision theory and risk-based authentication. 

This objective was fully achieved. 

• Feasibility of Utility-Based Reasoning: The model demonstrated that the utility 

function is suitable for balancing competing goals and can be applied to different 

contexts. Participant responses supported the theoretical suitability of utility-based 

reasoning. This objective was achieved. 

• User Perception of AI-Driven Decisions: User responses showed clear improvements 

in usability, trust, perceived security, and cognitive load when interacting with 



 

 

adaptive, explained decisions, aligning with prior literature. This objective was also 

achieved. 

5.2  Summary of Main Findings 

The empirical results offer strong support for using agentic models in authentication 

decision-making: 

• Usability: Adaptive, context-aware authentication significantly improves usability. 

• Trust: Explainable decisions increase trust in authentication systems. 

• Security Perception: Perceived security remained high, even with reduced friction, 

indicating users did not interpret the adaptive behavior as weaker security. 

• Cognitive Load: Cognitive load was substantially lower in the adaptive system. 

5.3  Future Work 

The limitations identified in the study highlight several directions for future research: 

• Real-World Implementation: Future studies should focus on the real-world 

implementation of the ATDM in a live authentication environment to capture the 

actual user experience and long-term dynamics of trust and satisfaction. 

• Personalization and Nested Learning: Future models should explore methods for 

learning user-specific utility preferences and personalizing the adaptive weighting 

function. The concept of Nested Learning is a promising direction for creating agents 

that can self-improve by updating their own reasoning processes based on user 

feedback (e.g., repeated overrides). 

• Broader Empirical Scope: Future empirical studies should use an interactive system 

and a broader population sample to better generalize the findings. 
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Appendix: 

Appendix 1. User Study Questionnaire 

 

 A. Questionnaire 

This appendix presents the questionnaire used to collect participant responses. Unless 

otherwise stated, all items were rated on a 5-point Likert scale (1 = Strongly Disagree, 5 = 

Strongly Agree). 

 

A1. Demographic Questions 

• Age 

• Gender 

• Field of study 

• Previous experience with multi-factor authentication (MFA): Yes / No 

• Technical skill level: 

o 1 = Not technical at all 

o 5 = Very technical 

 

A2. Usability Scale 



 

 

(Items adapted from SUS principles) 

Participants rated the usability of each authentication system (static and adaptive): 

1. I found the login process simple and straightforward. 

2. I felt confident while using the login system. 

3. The login steps were unnecessarily complex. (reverse-scored) 

4. I found the login system easy to learn. 

5. The login system required more effort than I expected. (reverse-scored) 

 

A3. Perceived Security 

1. I believe this login method protects my account effectively. 

2. The authentication steps made me feel safe. 

3. The system would likely stop attackers. 

4. I trust the system’s risk detection. 

 

A4. Trust in the System 

1. The system made decisions that I consider fair and reasonable. 

2. I trust the system to authenticate users properly. 

3. The explanations helped me understand why decisions were made. 

4. I would prefer this system over traditional authentication. 

 

A5. Cognitive Load 

1. This login method felt mentally demanding. (reverse-scored) 

2. I did not need to think too much to complete the login. 

3. The process felt smooth and intuitive. 



 

 

4. I felt frustrated or overloaded. (reverse-scored) 

 

A6. Open-Ended Questions 

1. What did you like about the adaptive login scenario? 

2. What did you dislike? 

3. Did the explanations help you trust the system? Why/why not? 

4. Would you prefer to use this system in real life? 

5. Any additional comments? 

 

B. Login Scenarios Used in the Study 

Participants read the following scenarios describing different authentication situations. 

 

Scenario 1 — Static Authentication (High Friction) 

A uniform static system that always requires MFA: 

• Enter password 

• Approve push notification 

• Enter 6-digit code 

This process applies in all contexts, regardless of device, network, or location. 

 

Scenario 2 — Adaptive Authentication (Low Risk) 

Login from a known, trusted context: 

• Familiar personal laptop 

• Known IP address 

• Home network (low-risk) 



 

 

System action: Password only 

Explanation: “MFA not required because this device and location are trusted.” 

 

Scenario 3: Adaptive Authentication (High Risk) 

Login from a potentially risky environment: 

• New device 

• Public network 

• Unusual location 

System action: Password + MFA 

Explanation: “Additional verification required because this device and location are 

unfamiliar.” 

 

Scenario 4: Suspicious Attempt 

Login under clearly abnormal conditions: 

• 3 AM login attempt 

• Foreign IP address 

• Deviating behavioural pattern 

System action: Login blocked 

Explanation: “Login blocked due to high risk. Please verify your identity before 

proceeding.” 

 

 C. Raw Data Summary 

C1. Descriptive Statistics 

Variable Static Mean Adaptive Mean 

Usability 2.32 4.12 



 

 

Variable Static Mean Adaptive Mean 

Perceived Security 4.41 4.53 

Trust 2.81 4.21 

Cognitive Load 3.92 2.58 

Sample size: n = 12 students 

 

C2. Example Qualitative Comments 

• “The adaptive system felt logical. I liked the explanation.” 

• “Static MFA every time is annoying.” 

• “I trust the adaptive one more because it only asks for MFA when needed.” 

• “The explanation makes it transparent.” 

 

 

 


