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The combination of Artificial Intelligence (AI) with software security has completely 

transformed the traditional cybersecurity practices and methods by offering advanced 

capabilities in different domains like threat detection, vulnerability prediction and 

automated defence mechanisms. This research aims to identify, describe and categorise 

the different factors of AI in a software security environment. This Systematic Mapping 

Study (SMS) is based on the research work from thirty-seven selected studies published 

between 2008 and sept. 2025. Through a very disciplined approach and rigorous 

methodology which involves different database searches, thematic coding and analysis of 

security challenges and their solutions, different tools used and ethical concerns that arise 

because of using AI. We have identified different key themes that use of AI in 



 

 

 

 

applications in cybersecurity environment for threat detection and prevention including 

the security of AI systems themselves and the role of generative AI. Different findings 

reveal and present data that AI enhances detection accuracy up to some certain percentage 

in spam and anomaly detection but also introduces challenges like insecure code 

generation, algorithmic bias and overreliance on automation. Ethical concerns including 

privacy risks and transparency issues are prevalent in 70% of studies. The findings of this 

study will help researchers and practitioners of this field to do more research studies on 

the integration of AI in the software security environment. This will also help in 

developing specialised solutions for AI applications in the software security environment. 
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1  Introduction 

Software security consists of a broad range of different practices and methods that are 

used to protect software systems from threats like malware, system vulnerabilities, data 

breaches and unauthorised access. As digital ecosystems are increasing and continue to 

expand the integration of AI with emerging technologies has made the security landscape 

more difficult and volatile. With the rapid evolution of artificial intelligence (AI) in all 

field’s cybercriminals are also adopting more advance and developed ways and 

techniques that are leading to a significant rise in cyberattacks worldwide. According to 

(Cybersecurity Ventures, 2023) the global cost of cybercrime is aimed and projected to 

reach beyond expected number annually by 2025, which reflects the urgency and 

importance of more advanced and adaptive security solutions. Traditional rule-based 

security systems work well for known and predictable threats, but in this advance era of 

technology they often cannot detect new or more complex attacks (Zhao et al., 2024). 

These static and old approaches are not that much productive against modern cyber-

threats that frequently exploit zero-day vulnerabilities and dynamically changing attack 

methods. In response to these limitations and less productive security strategies AI with 

machine learning (ML), deep learning (DL) and generative AI models has become a 

transformative and efficient component for improving software security. With the 

advancements of technology AI-driven security systems can now analyse large volumes 

of data to identify patterns and detect anomalies in real-time environment. Through 

predictive analytics AI can anticipate and detect potential threats before they harm the 

system. This allows and helps organisations to take proactive measures to ensure overall 

security. Deep learning models are also very helpful in this environment because they can 

analyse network traffic, user behaviour and code patterns to uncover and detect hidden 

threats and respond proactively to maintain security that rule-based and traditional 

systems might overlook. Additionally, the generative AI techniques help and contribute 

to the automated vulnerability scanning, malware classification and even the simulation 

of cyberattacks to test system resilience and maintain security of the system (Ding et al., 

2024). AI also helps by automated remediation which enable faster response times and 

reduce human error which is crucial in high-risk environments. AI security tools keep 
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learning from new data and improve over time which helps and enables them to handle 

new and changing threats effectively in today’s modern cyber environment. The 

integration of AI into software security is a critical and very important advancement in 

technology environment for safeguarding digital infrastructures. This helps in ensuring 

resilience and security against cyber-attacks and risks. AI's effects on software security 

are of dual nature as it supports and helps in the defense of system through real-time threat 

intelligence but also introduces new vulnerabilities and threats like adversarial attacks on 

AI model (Al Siam et al., 2025). This dual nature effect of AI needs a comprehensive 

review to understand AI's impact, challenges and ethical implications in software security 

environment. 

Our study meets industry demand and also provides a structured view of AI practices to 

help both practitioners and researchers who work in this scattered software security 

environment. Recent research shows the growing significance and importance of AI 

utilization in software security applications. These studies explore different points which 

describes AI’s roles and strategies in software security environment like security 

challenges and their solutions. These studies explored the challenges that arise as ethical 

concerns and their solution to ensure responsible and secure use of AI applications in 

software security environment. Although there are a lot of studies and their knowledge as 

data exists, but important and exact information remains scattered in different sources 

like publications and research articles. This scattered knowledge about AI in software 

security applications is a significant challenge for practitioners who are working in real 

technology world and implementing these strategies. They must thoroughly go through 

different publications and scrutinize various aspects like patterns and AI strategies for 

software security environment. It is a very difficult task for them to find specific 

information which is relevant to their use case in the existing studies, or it is a new 

challenge.  This is a very big challenge because this wide spread of knowledge reduces 

and decrease the use of AI in software security applications. This creates barriers and 

leaves practitioners less prepared to advise best and secure solutions. 

Furthermore, this situation of AI in software security also creates different unique 

challenges for the academic community. Researchers must go through large information 

to get what they need and know that whether it’s a unique pattern that they are looking 
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for or an unresolved challenge or an innovative solution. There are many studies on 

different topics and are difficult to get because there are so many topics in a single field 

and there is a lot of work done and it makes harder to build a clear and complete 

understanding of the topic. These studies (e.g., Ibrahim et al., 2023; Al Siam et al., 2025; 

Xiaomei et al., 2023; Andrade et al., 2024; Chen and Huang 2024) have described that 

challenges that arise in different tasks of software development lifecycle like design, 

development and testing of AI applications are interconnected. These factors define AI 

roles, implementation of AI strategies, security challenges, tools and ethical concerns that 

arise with the use of AI in applications. In this SMS we explore different challenges and 

their solutions of software security to provide important information to researchers for 

addressing these issues effectively and securely. To reach the goal of our research we 

choose 37 studies for detailed analysis. We used Goal-Question-Metric (GQM) 

framework for this SMS: 

 Goal: The goal of this SMS is to enhance and increase the understanding of AI 

applications in software security environment. 

 Questions: Questions are to explore different aspects and metrics like security 

challenges and their solutions, best tool and techniques used what ethical concerns 

arise and how practitioners address them. 

 Metrics:  To calculate and evaluate the effectiveness of our findings which are AI 

roles in software security, AI strategies, security challenges, solutions and tools. 

We are using 37 studies from 2008– sept. 2025 and to get and synthesizes data we use 

databases like IEEE Xplore, ACM Digital Library and Google Scholar. The paper is 

structured in following sections: Section 2 is literature; Section 3 is methodology; Section 

is results; Section 5 is findings; Section 6 in threats to validity; and Section 7 is conclusion 

and future directions. 
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2  Literature Review 

Artificial intelligence with software security has improved the cybersecurity practices and 

strategies by providing both enhancements in threat detection and identifying new 

vulnerabilities through different tools and techniques. Our systematic literature review is 

from 2008 to Sept. 2025 which shows and synthesize data from multiple studies which 

shows AI's dual impact on software security in different domains like IoT, cloud 

computing and cybersecurity systems. These studies discuss the increasing use of AI in 

different applications and highlight the use of technologies such as Apache Spark which 

is used for large-scale data processing and machine-learning models like TabNet and 

XGBoost which support tasks in machine learning, deep learning and large-language-

model workflows (Neretin & Kharchenko, 2022; Mustaqeem et al., 2025; Fei et al., 

2025). Deep learning models and techniques are widely used like convolutional neural 

networks (CNNs) and long short-term memory (LSTM) networks in vulnerability 

detection. In this study, they address the challenge of imbalanced software defect datasets 

that apply hybrid sampling and AI-based classification SMERKP-XGB) techniques. 

They also reported the performance of model using metrics such as accuracy and 

AUC-ROC which highlight the effectiveness in handling both balanced and imbalanced 

datasets (Mustaqeem et al., 2025). Rajendran & Vyas, (2023) highlight and talk about the 

deep fake detection using CNN–LSTM model that are enhanced with attention 

mechanisms which can achieve improvement in detection accuracy for intrusion detection 

(ID) systems. However, the author also emphasizes that the ID and prevention system of 

improve that the ML is a technique that shows the contrastive result and data. Fine-tuned 

LLMs like Code Llama improve accuracy by detecting buffer overflows and check errors 

by using contextual information like the sequence in which code runs (Ferrag et al., 2024). 

AI helps in automating system security by using reinforcement learning for penetration 

testing and GANs for fuzz testing which helps in finding vulnerabilities in industrial 

systems (Zhu et al., 2024). In organizational cybersecurity, AI plays a very important part 

and supports proactive defense by enabling real-time anomaly detection. AI also helps in 

network security to reduce cyber-attacks by reducing human error through automated 

monitoring and response mechanisms. These capabilities and advancements help in 
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improving security and support compliance efforts in critical sectors like healthcare and 

finance (Raval et al., 2024). These improvements help in changing old method reactive 

security into data-driven approaches where new and efficient algorithms help to enhance 

threat detection even in small organizations with limited resources. The authors (Sestili 

et al., 2018; Neretin & Kharchenko, 2022; Klemmer et al., 2024; Ferrag et al., 2024; 

Cotroneo et al., 2024) highlights and describe that AI offers many benefits and helps in 

different fields but with that it also introduces and increase risks in different areas but 

mainly in the area of code generation. Large Language Models (LLMs) such as GitHub 

Copilot and OpenAI-based coding tools sometimes do not give accurate output and 

produce insecure and vulnerable code especially when they are used without proper 

human oversight. It shows alarming rates of insecure code generation like about 38–50% 

in Python code and more than 50% in C/C++ language because of complex memory 

management and buffer-related issues. Hardware description languages also face 

significant and high risks with likely less than 30% of generated code has security flaws 

that can be vulnerable. Some studies describes that AI assisted software development 

leads to reduced or low security of applications and increase over trust on AI is a subject 

of ongoing research. 

Adversarial attack method is a technique where someone deliberately tricks an AI model 

to confuse it, so it creates code with errors. Even though privacy leaks happen very rarely 

but that is still very serious and important because they can reveal sensitive information 

like passwords, API keys or internal system details which can lead to targeted attacks 

(Sharma, 2021). In security detection tasks AI models sometime face performance 

challenges like false positives, class imbalance and vulnerability in adversarial attacks. 

Beyond software development lifecycle organizational cybersecurity also faces broader 

and higher risks from adversarial attacks that target machine learning models directly to 

impact output. These attacks can compromise the training data, alter the model behaviour 

and lead to biased predictions and reduced efficiency. All together, these negative effects 

show that AI is very volatile and can make people more vulnerable especially where 

junior developer use the unsafe code. 

Many studies discuss different challenges that prevent and stop AI to fully and effectively 

integrate into modern software security environments without any errors. The most 
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discussed issues are the quality of datasets that are used to train AI models. Many datasets 

that are used for model training are outdated and imbalanced which limits the model’s 

ability to effectively stop real-world threats (Mustaqeem et al., 2025). As a result of this 

sometimes DL machine systems struggle to detect new attack patterns and require high 

computational power to process large volumes of data to reduce threats and stop attacks. 

Another significant and very known challenge is the “black box” nature of many AI 

models that reduce observation and makes it difficult for developers and security 

professionals to understand how decisions are made. This method or nature of models 

reduce transparency which can undermine trust specially in high-risk or regulated 

environments where clear understanding is very important (Ferrag et al., 2024). 

In addition, there are many other important issues which makes AI unpredictable and hard 

to trust specially in large language models because sometimes it gives different answers 

even when same question is asked. This inconsistency in generating outputs poses a risk 

in critical sectors where AI tools are used in automated security workflows that require 

stable and repeatable results. Ethical concerns of AI use in critical sectors is a major 

obstacle in the technology field. There are many valid points that needs to be addressed 

about biasness in training data, privacy violations and the growing risk of over-reliance 

on AI that have not been explored deeply enough. It also suggests that human oversight 

and verification is necessary to ensure responsible use of AI (Andrade et al., 2024; Curran 

et al., 2024; Al Siam et al., 2025). Furthermore, AI-driven code generation tools are 

different from each other and their capabilities lack standard guidelines frameworks that 

makes it complex to compare results across various programming languages and model 

types (Neretin & Kharchenko, 2022). These challenges show and point out that even AI 

has great potential for improving software security but significant work is still needed to 

address data quality, transparency, ethical risks and compliance before it fully benefit the 

society. 

The researchers (Zhu et al., 2024; Curran et al., 2024; Fei et al., 2025 ) explain the 

importances of developing hybrid artificial intelligence models by combining AI with 

neural networks to improve both efficiency and accuracy in security applications. These 

hybrid approaches will help in reducing false positives by which the system can 

understand not only patterns in data but also the logic behind decisions. However, the 

studies also highlight the use of standard benchmarks of AI security systems that makes 
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it easier to compare performance across different models. Federated learning is strongly 

encouraged and very important as it allows to train models without compromising privacy 

which is very important when we are dealing with sensitive data. Another important task 

is the need to use explainable AI (XAI) so that people can trust the decision made by AI 

(Ibrahim, Mejri & Jaafar, 2023; Wen et al., 2024). This transparency is a crucial factor in 

high-risk scenarios where incorrect classification could lead to severe consequences. 

Researchers recommend and encourage to adopt advance prompting strategies like chain-

of-thought reasoning to improve the reliability. This help in generative models while 

analysing complex security events where making decisions consists of multiple steps. 

Additionally, implementing robust defense mechanisms against data poisoning and 

adversarial manipulation is becoming important to maintain the security of AI-driven 

systems (Al Siam et al., 2025). These advancements are very important and relevant in 

this era as emerging technologies like 5G networks, blockchain infrastructures and data 

computing are introducing new security challenges. By combining hybrid AI techniques 

with explainable models and stronger protection mechanisms will help researchers to 

create more resilient security frameworks which can adapt to the rapidly evolving threat 

model. In research papers (Rangaraju et al., 2023; Andrade et al., 2024)) the authors 

discussed about long term studies on AI long-term effects and the CI/CD pipeline, so it 

helps developer and management to work faster and secure. 

Moreover, the current available literature on the role of AI in software security highlights 

and discuss its evolution phase which started from basic pattern recognition to advanced 

generative models. Early works and studies from 2008–2013 focused on foundational ML 

models for intrusion detection like regression models for DDoS mitigation. Now these 

days DL and large language models are used for vulnerability prediction and ethical AI 

deployment. 
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3  Methodology 

This study is conducted by using Systematic Mapping Study (SMS) and SLR strategies. 

This SMS has three phases: 

(i) Making the research questions and creating search string 

(ii) Literature review 

(iii) Data analysis and documentation of results.  

Figure 1 clearly describe the execution process of this SMS. Accuracy is a very critical 

and important aspect of any empirical study so keeping that in mind we implemented 

measures to ensure that our results are trustworthy. In this study, to maintain the 

reliability of our data extraction we used methods such as Inter-rater agreement (IRA).  

3.1  Research Questions 

To achieve the goal of this SMS, we created four Research Questions by using GQM 

approach which is described in the Introduction section. These RQs are made to aligns 

with the objective of our SMS. 

These RQs are specifically and carefully created to address important and key gaps of AI 

applications in software security. Our RQ1 and RQ3 emphasis on software security 

challenges that practitioners encounter in AI-assisted software security and their solutions 

that helps in solving these challenges. These best practices and guidelines support in 

ensuring secure use of AI in software security environment. These questions aim to 

provide comprehensive answers and perspective from fragmented insights from previous 

studies. RQ2 focus on existing tools and techniques that are used to manage software 

security challenges and maintain software security in AI-assisted environments. It aims 

to identify and explore effective methods, frameworks and technologies that enhance 

system protection and reduce vulnerabilities. This will help and ensure the secure and 

ethical use of AI in software development and cybersecurity practices. This question 

specially aims to systematically address different tools and techniques used in cyber 
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security. RQ4 focuses on ethical concerns and issues that emerge from the use of AI in 

software security like biasness, privacy violations and compliance needed to ensure 

effective use of AI in software security environment. This RQ also explores and define 

that how practitioners can address these concerns and issues through responsible practices 

like transparency and compliance to ensure the ethical use of AI-driven security systems. 

Altogether, these four RQs provide a structured and balanced framework that increase 

understanding and supports the development and management of AI based applications 

in software security environment 

3.2  Search Strategy 

For our search strategy we explored the PICO (Population, Intervention, Comparison, 

Outcome) framework to construct our search string. This framework is very known and 

widely used and adopted in systematic reviews to ensure structured query formulation to 

get accurate studies related to our topic. However, due to the complexity of our topic we 

achieve our goal applying PICO framework which required terms and logical operators 

within limit. We carefully made search string for extraction of studies. This helped us to 

align with the objectives of our study. 
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        Figure 1  Methodology implemented in this study 

3.3  Study Search and Selection Process 

This study is divided into three phases. This part of study has two main tasks: searching 

the studies and selecting the required studies. In our first phase research questions are 

made and a primary search is conducted by using a custom and specific search string on 

different databases (see Table 4). In our second phase, we applied the snowballing 

technique which is very important and known for Systematic mapping studies on our 

primary studies that were selected by screening studies. In third phase we did data 

extraction, analysis of data and result documentation to complete this study. 

3.3.1   Primary Search  

This step is done by looking through five databases (see Table 4) by using specially 

designed custom search terms or queries. The search string is used to extract relevant 

studies from five databases as shown in Figure 1. The relevant studies found from these 

databases are between year 2008 and Sept. 2025 when we started this there were different 

studies from different years to conduct this SMS. We found a study from 2008 as that 
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was the starting point when AI technologies like Machine Learning started emerging and 

AI-based malware detection (Wang, 2024) became important which started this 

revolution of AI in software security. This period became very important with the 

introduction of AI and show an increase in research on AI in software security. This was 

a good starting point to study to know how AI has developed in this area in the previous 

years for system security. These steps describe selecting the relevant studies. 

1) Extraction of Studies 

 

We made a custom search string to extract studies from five different databases 

related to our topic (see Table 4). This initial search extracted 228 total studies 

from five databases to retrieve data like study titles, item type, publication year 

and publication types. 

 

2) Title and Keyword Screening 

 

This step is very important because titles and keywords of our selected studies 

from all databases to check if they match our research topic for conducting this 

SMS. To ensure that these studies align with our research topic we manually 

checked all study titles and abstracts of our selected studies to refine and include 

those studies that exactly discuss AI in software security context. Studies that 

mainly focused on AI in software development and effects of software security 

without AI were excluded. In this step we also removed duplicate and studies that 

appeared in different databases (e.g., IEEE Xplore, ACM Digital Library) and 

sorted them in ascending order. This step helped us in eliminating several repeated 

studies and focusing on getting related studies for our topic.  

 

3) Abstract-based Screening 

 

We carefully checked the abstracts of the collected studies to check and verify 

that they match to our research topic. In this screening of 228 studies after 

completing step 2 the studies are reviewed by their abstract to check their 

relevance to our research topic. After careful manual revision and consideration 
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of abstract more studies are refined and shortlisted. After completing this step 

carefully, the number of studies was reduced to 93 for more detailed revision and 

scrutiny. 

 

4) Full-Text Screening 

 

We carefully reviewed 93 studies to check which studies match exactly to our 

research topic that were shortlisted after abstracting based screening. To achieve 

the goal of this SMS we ensured consistency and relevance in our review process. 

The focus was on those papers which were exactly talking about our research 

topic. At our last step, we identified and shortlisted total 37 studies which fulfil 

our research objectives. 

Table 1 Search string for database 

                                                Search String 

((Artificial intelligence OR AI) AND (software security) AND (cybersecurity) 

AND (application security)) 

Database Targeted search area 

IEEE Xplore Paper title, keywords, abstract 

ACM Digital Library Paper title, abstract 

Wiley Online Library Paper title, abstract 

ScienceDirect Paper title, keywords, abstract 

Google Scholar Paper title, keywords, abstract 

 

3.3.2  Quality Assessment of Selected Studies 

We evaluated our selected studies on predetermined criteria. The main and important six-

point criteria are relevance of AI in software security, clarity of research, empirical 

evidence of study like experiments and reporting quality of study. The other important 

factors of criteria are peer-review status of study and how well the findings can be applied 

to software security. Each defined criteria are accessed by using a 3-point scale out of 

total score of 6. 
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(i) 1 for fully satisfied 

(ii) 0.5 for partially satisfied 

(iii) 0 for not satisfied  

All studies are scored by applying the criteria on all studies. For example, studies that 

focus on both AI and software security are scored 1. Studies that matched only AI or 

software security are scored 0.5 and studies that were not matched to both keywords are 

scored 0. 

3.4  Inclusion and Exclusion Criteria   

In selection of studies, we defined inclusion and exclusion criteria according to our 

research objectives. The criteria were based on selecting the studies related to AI and 

software security. The criteria were also specific enough to our research questions (RQs). 

The screening and eligibility process followed in this is summarised in Table 2. 

Table 2 Inclusion and exclusion criteria of selected studies 

S.no Selection Criteria Inclusion Criteria Exclusion Criteria 

1 Language  English Non- English 

2  Type of study The peer-reviewed article, journal 

articles, research article and 

conference papers. 

Secondary studies or non-

academic source like blogs, 

webpages and videos. 

3 Study Focus Studies that discuss the AI in 

software security with respect to 

their challenges, solutions, tools 

and techniques were included.  

Study those solely focused on 

only AI or software security 

were excluded. 

4 Study Durations Studies published between 2008 

and Sept. 2025 

Studies published before 2008 

or after Sept. 2025 

5 Study Scope Publications providing relevant 

empirical or conceptual insights 

that help answer our RQS 

Papers where AI or software 

security are only 

mentioned without any search 

are excluded. 
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3.5  Data Extraction and Analysis 

3.5.1  Data Extraction 

The information in our chosen studies consists of predetermined data items (for the 

reference see Table 3) which were designed to answer the RQs of this SMS (listed in 

Table 1). We identified common points from all studies and grouped them into themes to 

ensure consistency and discuss their findings. We also checked that all study’s authors 

engaged in the discussions involving the same extracted code theme to mitigate personal 

bias and ambiguity. The statistic or data items labelled as in the table QI1 to QI7 describe 

the demographics of the selected studies. However, QI8 to QI13 are explicitly only 

addressing RQ1 to RQ4. A detailed description of all gathered data is labelled in (Table 

3). For all this data extraction Excel Sheets were used to record data and further analyse 

and work on the extracted data. 

3.5.2  Data Analysis 

We used the descriptive data to analyse the quantitative statistics that are obtained from 

items labelled in QI1, QI2, QI5, QI6 and QI7. The remaining data which consists of 

qualitative descriptions such as (aim of study, various roles of AI, their challenges and 

with respect to solutions) so for that we conducted a thematic analysis to present a 

comprehensive overview. The thematic analysis of our process is followed in the below 

steps. 

 

           a) Data familiarisation 

After carefully reviewing the selected studies repeatedly to gain a clear understanding of 

their content. In data familiarisation process we noted important points related to our 

selected study like aims, contributions, the role of AI, tools and techniques used, security 

challenges and solutions and ethical concerns that arise by using AI. 

 

          b) Making the initial codes 



19 

 

 

 

After careful understanding of the data reviewed during data familiarisation step, we 

created an initial set of codes for each study which contains a broader representation of 

study. 

 

         c) Making the themes  

We grouped similar codes into broader and meaningful themes. 

          d) Reviewing themes:  

We reviewed the themes and refined them by merging, splitting or removing themes 

based on the mutual discussion and understanding to avoid any duplications. 

  

          e) Naming and Defining Categories 

We finalized the code (themes) after careful understanding and grouped them according 

to relevance and named them precisely. 

The Schematic representation of this SLR is given in Figure 1. The themes are made after 

the brainstorming session by reviewing, understanding and naming the research themes. 

we used Grounded Theory techniques to analyse qualitative data for this SMS and 

prepared a replication package with all results for verification. 

 Table 3 Relevant data items extracted from the selected primary studies 

Code Data item Description Related RQ 

QI1 Index The study ID  

 

 

 

 

Demographics 

QI2 Year of Publication The study Publication year 

QI3 Authors name Full name of authors 

QI4 Publication venue Name of publication venue 

QI5 Publication Type of publication; the 

Conference, Journal, Research 

Article etc. 

QI6 Aim of study The aim of the selected study 

QI7 Study Contribution Contributions of the study 

QI8 Role of AI Role of AI in study RQ1 

QI9 Challenges  Challenges discussed in the study RQ1 
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QI10 Security Solution  The Solutions for security 

challenges  

RQ3 

QI11 Software security Tools and 

techniques 

Various tools, programming 

languages and techniques used in 

study 

RQ2 

QI12 Ethical Concerns Ethical concerns discussed in the 

study 

RQ4 

QI13 Practitioners address them to 
ensure responsible use 

Ethical concerns solutions address 
in the study 

RQ4 

 

Table 4 Research Questions (RQs) of our research paper  

S.no Research Questions Rationale 

RQ1 What software security challenges do 

practitioners encounter in AI-assisted software 

security? 

Practitioners face various challenges in AI-assisted 

software security like the issues or lack of model 

transparency, adversarial attacks, bias of data and 

integration difficulties. These issues damage trust 

and reliability however, compliance highlighting 
the need for explainable, resilient and ethically 

governed AI security solutions. 

RQ2 What tools and techniques are available to 

address software security challenges in AI-

assisted software security? 

AI-assisted software security has become very 

important for identifying, preventing and mitigating 

vulnerabilities in software systems. AI models like 

machine learning and deep learning can automate 

security tasks such as intrusion detection, 

vulnerability prediction, and code analysis. 

RQ3 What best practices and guidelines support 
practitioners in ensuring secure AI-assisted 

software security? 

This research explores best practices and guidelines 
that help practitioners ensure secure AI-assisted 

software security, promoting trustworthy, 

transparent and resilient systems while addressing 

ethical, technical and operational challenges in AI-

driven security implementation. 

RQ4 What ethical concerns arise in AI-assisted 

software security and how should practitioners 

address them to ensure responsible use? 

To explore and investigates ethical concerns in AI-

assisted software security such as bias, privacy 

violations, accountability and data misuse. It aims 

to identify strategies that enable practitioners to 

address these issues, ensuring transparency, fairness 

and responsible use of AI in security practices. 
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4  Results 

This section describes the results of this SMS. These results are made from our 37 selected 

studies. Section 4.1 describes the demographics, and security challenges and solutions 

framework are described in Section 4.2. However, the Section 4.3 gives detailed overview 

about the tools and techniques used in AI based software security and Section 4.4 provides 

the ethical concerns that arise and solutions for how the practitioners address them to 

ensure responsible use. 

4.1  Demography details of published research 

The Figure 2 describes the year and publication type of our selected studies that are 

retrieved from five databases between the year 2008 and Sept. 2025. Only one primary 

study we found on AI in software security that meet our research topic criteria in 

2008,2009, 2018 and 2021. This diagram shows the yearly study counts and type of study. 

In 2024 it indicates a very peak spike in AI interest because it was becoming gradually 

vital in software applications and cyber security systems. The number of studies reduced 

in numbers in 2020 and 2021 because of global disruption due to the reason of COVID-

19 pandemic. This pandemic influenced the research results and affected across all related 

domains including AI in software security. The increase studies in 2023 and 2024 shows 

interest and importance of AI in software security. This is because of delayed research 

projects in pandemic year, so it gets back on track as the more increase funding are 

involved in technology sectors. There has been a noticeable shift and research after the 

pandemic on improving AI applications in software security. 
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             Figure 2 Demographics of the selected studies  

4.1.1  Taxonomy of Research Themes 

The taxonomy defines 5 main research themes and other sub-themes under a main theme 

identified in our total 37 selected studies which are “AI Applications in Cybersecurity 

Detection and Prevention”, “Security of AI Systems”, “Reviews and Surveys on AI in 

Cybersecurity”, “Generative AI in Cybersecurity” and “AI in Software Development and 

Security”. This shows the important areas of interest in AI environment such as 

performance optimization, software security and scalability. “Security of AI Systems” are 

knows as a substantial theme that is shown in the five studies which focus on subjects or 

areas like ‘Vulnerabilities and Failure Analysis’ and ‘Trustworthiness and Code Security’ 

in applications. This statistic shows the need of data protection and application security 

in the perspective of AI extending in all domains as well as in software security 

environment. Moreover, it is noted and seen during this study that various research studies 

support and include on multiple themes. For example, study (Ding et al., 2024) is 

catalogued under both ‘AI Applications in Cybersecurity Detection and Prevention’ and 
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‘Generative AI in Cybersecurity’ that shows that it covers aspects of both prevention and 

threat detection.  

                        

 

Figure 3 Taxonomy of Research Themes 

This diagram shows and describes themes and subtheme extracted from our selected 

studies. For example, the theme “AI Applications in Cybersecurity Detection and 

Prevention” is discussed in 22 studies which is approximately 59.4% of the selected total 

studies that are 37 papers. Our analysis states that the earliest research efforts on AI on 

software security were started and published in 2018 that focused on the general threat 

prevention, software defect prediction and vulnerability detection of applications for AI 

based software security (Sestili et al., 2018; Sharma, 2021; Al Siam et al., 2025; Dash et 

al., 2022). The initial phase of AI in applications was adaptation for malware, spam, 

anomaly and intrusion detection whereas the later research explored and discussed 

different techniques for making these applications more efficient in the way how they use 

resources (Ibrahim et al., 2023; Iyer & Umadevi, 2023; Rajendran & Vyas, 2023; Mohana 

Krishnan et al., 2023). The most recently studies that are published between 2024 and 

2025 have wide variety of topics which includes software defect prediction and 
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vulnerability detection (Zhao et al., 2024; Šabanović et al., 2024; Chen & Huang, 2024; 

Raval et al., 2024; Ding et al., 2024; Folorunso et al., 2024; Ferrag et al., 2024; Curran et 

al., 2024; Sekar, 2024 ; Zhu et al., 2024; Mustaqeem et al., 2025; Fei et al., 2025). Our 

review does not show the studies that are published on the topics of effects of AI on 

software security during 2010 to 2017 because that was the early stage of machine 

learning and AI in software development field and in 2019 or 2020 because the pandemic 

hit the world, and everything was stopped for the time being. The other possible reason 

may be that no relevant references were found in our literature search. 

4.2  Security challenges and solutions (RQ.1-RQ.3) 

This section describes the security challenges in AI application in software security 

environment. After careful review of our selected studies, we made six themes of security 

challenges and with respect to their solutions that is shown in Figure 4.  The below we 

describe each category in detailed.  

1. Insecure Code Generation & Hallucination  

This category covers and describes the insecure code generation by large language models 

and hallucination while generating code which cause antipatterns, vulnerabilities, cyber 

threats and security breaches in software security applications. From total 37 reviewed 

studies 6 studies mainly address these challenges and give specified solutions of their 

issues which are shown in Figure 4. The identified solutions from these studies emphases 

on developing robust techniques for encryption, secure AI software security tools and 

compliance with regulatory standard guidelines to prevent cyber-attacks on software 

applications and maintain software security. The solutions also describe and encourage 

to add AI to DevSecOps pipelines so that large language models (LLMs) can detect 

antipatterns in real time and give tailored feedback and recommendations. AI should also 

be used into continuous integration/continuous deployment (CI/CD) processes to help 

find and fix vulnerabilities in the early phase of deployment (Andrade et al., 2024). A 

mixed-methods approach which combines machine learning algorithms, text mining and 

sentiment analysis can process data to manage risks and improve security compliance 

(Cotroneo et al., 2024). Adopting AI algorithms for intrusion detection and threat 
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intelligence involves working with large datasets for IoT application security. These 

frameworks help to create a robust defense against cybercrimes (Sekar, 2024). 

Furthermore, applying cybersecurity techniques in AI applications such as advanced 

systems aligned with risk management practices which enhances efficiency and data 

protection in financial systems and software systems (Ferrag et al., 2024). 

2.   Adversarial Attacks on AI models 

This category covers and describes multiple challenges related to AI system 

vulnerabilities and attacks. From total 37 reviewed studies, 6 specifically identify, discuss 

and propose solutions which are secure communication and cyber security strategy for 

prevention of attacks. Advanced attack-Specific prevention methods and Cybersecurity 

Awareness and Testing are also the solutions of these challenges (see Figure 4 of 

Challenges- Solution). Advanced encryption and authentication methods like using VPNs 

to prevent MITM attacks, traffic filtering to stop DoS attacks, input sanitization to avoid 

SQL injection and firewalls to protect against malware and strong security policies to 

reduce password-related attacks. It also discussed the solutions for the deployment of 

software applications using middleware to enhance the data protection. These solutions 

use protections against MITM and DoS attacks along with strong access controls which 

improve overall security of the applications (Mohana Krishnan et al., 2023). AI systems 

face different challenges like data poisoning, evasion attacks, model stealing and privacy 

risks from open-source vulnerabilities, human-computer interaction and transmission 

security issues. Against these challenges the solutions were proposed to provide training 

in workplaces such as use to adequate testing tools and bug reward schemes to protect 

ML algorithms and develop measures against tampering and biases (Xiaomei et al., 

2023). However, security monitoring for detecting anomalies and enforcement of policy 

also seemed like important factor for maintaining secure operations. 

3. Lack of Explainability & Transparency  

This category highlights and discuss different challenges like spam email threats and the 

limitations of GenAI in detecting vulnerabilities. More challenges are shortcomings of 

security defect prediction, growing high complexity of cyberattacks, different AI 

limitations and issues with software security patterns. Out of total 37 of our reviewed 
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studies, five papers found or identified these challenges and give proposed solutions 

respectively (see Figure 4 of Challenges- Solution). The solutions discussed the use of 

secure interpretable AI techniques and enhanced models. The X_SPAM is a model that 

integrates the Random Forest, LSTM and LIME models to obtain the high-precision spam 

classification and the ability to provide explanations of its decision-making based on 

recognizable spam indicators (Ibrahim et al., 2023). However, an in-depth examination 

of the AI models in such fields as threat detection, endpoint security, phishing detection 

and network security reveals gaps and opportunities in improvement of transparency (Al 

Siam et al., 2025). Remediation enhanced with GenAI generates tests interactively and 

provides feedback on the rule-based code and automates the processes to enhance the 

coverage of vulnerability jobs (Ding et al., 2024). In addition, AI-based defect prediction 

uses the code representations that is the scope information and the deep learning using 

arithmetic operations to improve the accuracy of synthetic data (Folorunso et al., 2024). 

AI technologies are applied in several ways, including using DL for defending against 

return-oriented programming attacks, LLM workflows for handling undefined program 

representation variables and LLMs for detecting anti-dynamic analysis techniques in 

binaries (Rangaraju et al., 2023). However, these approaches help to address key 

generalization challenges. 

4. Data Privacy and Security  

This category highlight and discuss various challenges related to data privacy and security 

challenges which arise from the essential vulnerabilities in AI systems and critical 

infrastructure. The inadequate protections of software’s can lead to breaches and misuse 

of the data. The out of the 37 reviewed selected studies, four mainly address these 

problems and give the corresponding solutions for those challenges (see Figure 4 the 

Security Challenges-Solution). The described solutions emphasize comprehensive AI 

integration and taxonomies for robust protection. A detailed overview of AI applications 

in threat detection, phishing detection, security in network, and robust authentication 

helps strengthen the security protocols (Al Siam et al., 2025). An AI solution taxonomy 

confronts cyberattacks on infrastructure by addressing the algorithmic biasness, data 

security and human-AI involvement (Klemmer et al., 2024). Furthermore, efficient and 

strong cybersecurity strategies are designed to positively handle risk management that 
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moderate AI's impact on system efficiency ((Ferrag et al., 2024). However, some areas 

don't have clear solutions which shows the need for more work on trustworthiness 

measures (Xiaomei et al., 2023).  

5. Over-reliance & Human Factor  

This category emphasizes the challenges which are related to over-reliance on AI and 

human factors where excessive dependence on AI can increase vulnerabilities, especially 

in critical infrastructure and defect detection. The risks related to AI software are 

trustworthiness, detecting security defects in code and the limitations of current 

cybersecurity measures in protecting critical infrastructure. However, spotting security 

flaws in code is tough, since static analysers often miss issues like buffer overflows in 

complicated artificial code (Folorunso et al., 2024). The out of the 37 reviewed selected 

studies, 3 mainly emphasized these challenges and give corresponding solutions to those 

challenges (see Figure 4 of Challenges- Solution). The identified solutions suggest 

implementing AI mechanisms for cyberattacks focus on data privacy, bias reduction and 

collaborative human-AI frameworks (Klemmer et al., 2024). To enhance accuracy of 

software security the DL approaches for defect prediction are used such as scope-

capturing representations and arithmetic-performing methods (Folorunso et al., 2024). 

Lastly, the certain studies emphasis the important gaps in solutions for software security 

that focusing the significance of addressing over-reliance through hybrid models 

(Sharma, 2021). 

6. Integration and Operational Challenges  

The mentioned category addresses the issues related to integrating and operational 

challenges in AI cybersecurity. To embedding AI into existing workflows, it causes 

various difficulties with scalability and adaptability that lead a serious problem. The out 

of the 37 reviewed selected studies, 4 mainly emphases on such challenges and gives 

corresponding solutions to those problems (see Figure 4 of Challenges- Solution). The 

different challenges include scalability, interpretability and adaptability when integrating 

the AI into DevSecOps for cloud security which is important factor to focus on. Complex 

internal structures in defect data make it hard for prediction models to capture important 

features, which limits the performance of Software-Defined Perimeter (SDP) (Zhu et al., 
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2024). The proposed solutions emphasized intelligent algorithms to promote structured 

integration and best practices. It presents the detailed view of the existing use of AI in 

threat detection, endpoint security, phishing and fraud detection, network security and 

adaptive authentication to enhance security protocols. Using LLMs to detect antipatterns 

in the DevOps pipeline provides real-time feedback which helps to check security 

vulnerabilities in initial phase of development process (Al Siam et al., 2025). The IMDAC 

model uses InfoGAN for data augmentation, multi-scale entropy analysis (MSEA) for 

selecting important features and a hybrid DAE-CNN for more accurate predictions (Zhu 

et al., 2024). Moreover, the significant practices include integration and operational those 

are used to align AI with DevSecOps areas, focusing on collaboration, conduct testing 

and providing continuous training to ensure effective cloud software security (Rangaraju 

et al., 2023). 

 

 

      Figure 4 Security challenges and Solutions for AI in software security 
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4.3  Tools and Techniques (RQ.2) 

In response to RQ.2 regarding tools and techniques for implementing AI in software 

security applications, we identified different tools and techniques that are classified into 

8 subcategories (see Figure 5 the Tools and Techniques). We give an outline of all 

categories below those containing tools and techniques which highlights the functionality, 

adoption and unique features. 

1. Convolutional Neural Networks (CNN) 

The mentioned category describes the tools used to reduce anomaly attacks in AI software 

security applications. They are the type of DL neural network that are mainly used for 

processing structured grid like data, like images but it is also applicable to other data types 

for tasks like pattern recognition. CNN is discussed in numerous studies, and it is used 

across different domains of software and system defect analysis. (Šabanović et al., 2024) 

employs a U-Net, a CNN variant for Power Spectral Density (PSD) segmentation that 

allows the detection of signal anomalies in networks and as well as enabling implicit 

identification of vulnerability. Zhu et al., (2024) use a hybrid CNN that is combined with 

a Denoising Autoencoder (DAE) to extract semantic features to enhancing the accuracy 

of software defect prediction. Fei et al. (2025) introduce a CNN-BiLSTM hybrid model 

to analyse code dependencies that are focusing on capturing both spatial and sequential 

characteristics within source code. Similarly, (Rajendran & Vyas, 2023) combine the 

CNN and LSTM architectures to detect malware and deepfakes in the software security 

applications. The CNN detects anomalies in images or videos which can also be applied 

to identifying code-like patterns in cyberattacks. Furthermore, (Curran et al., 2024) use 

generative CNN-based anomaly models to simulate system behaviour that offers insights 

into abnormal patterns while it supports the prediction of potential system faults as well. 

2. Machine/Deep Learning Models for Defect/Vulnerability Prediction 

These types of tools are essential for Vulnerability Prediction of ML and DL models. To 

improve software quality, these models use machine learning and deep learning to analyse 

code or systems which can predict potential defects or security vulnerabilities. For 

software defect prediction and code analysis various advance tools and techniques have 
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been introduced to make the software secure. To handle the issue of imbalanced datasets, 

Mustaqeem et al. (2025) have proposed an ensemble technique which includes XGBoost 

along with SMOTE-ENN, RFE-CV for recursive feature elimination with cross-

validation and K-PCA for feature preservation. This overall improves defect prediction 

accuracy in imbalanced different scenarios. Furthermore, for building end-to-end deep 

learning framework it also focuses on integrating InfoGAN for data augmentation, MSEA 

for multi-objective optimization and a hybrid DAE+CNN (Denoising Autoencoder with 

Convolutional Neural Network) model. The framework improves defect-proneness 

prediction by effectively balancing class distributions when using generative models (Zhu 

et al., 2024). The author (Fei et al., 2025) proposed a multivariate heterogeneous deep 

learning approach in his study that basically combines CNN-BiLSTM for code metrics, 

GCN (Graph Convolutional Network) for graph-based representations and TabNet for 

tabular data analysis. Along with AST/CDN model extraction to effectively analyse 

source code structures. Furthermore, study (Sestili et al., 2018) focuses on deep learning-

based memory networks for buffer overflow detection and compares their performance 

with traditional static analysers such as Frama-C, Clang and Cppcheck. Finally, this 

subcategory highlights deep learning technique for Return-Oriented Programming 

defense and investigates the applications of LLM (Large Language Model) processes on 

User-Provided Runtime variables that connects the methods of exploitation defense to 

larger defect prediction themes in code analysis (Wang, 2024). 

3. Big Data & Feature Engineering Tools 

In this highlighted category, tools are applied to handle large volumes of data that extracts 

very important features to enhance the overall performance of ML models. They include 

techniques for data cleaning, transformation and feature selection. There are many tools 

and frameworks that are used to enhance vulnerability analysis and feature optimization 

in defect prediction research. Neretin & Kharchenko, (2022) utilizes Apache Spark along 

with Python libraries that includes NumPy, Pandas, Scikit-learn and spaCy to manage 

and process big data for vulnerability collection while also employing IDEF modelling 

for structured data representation and process analysis. The pipeline tools used by 

(Mustaqeem et al., 2025) are Recursive Feature Elimination with Cross-Validation (RFE-

CV), which was augmented with Kernel Principal Component Analysis (K-PCA) for 
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dimensionality reduction and feature selection approach. This approach helps minimizing 

data leakage and makes the model more reliable. Zhu et al., (2024) applies Multi-

objective Search-based Evolutionary Algorithm (MSEA) for feature subset selection, 

efficiency of defect prediction and optimizing multiple performance objectives 

simultaneously to enhance the accuracy of models. 

4. Static/Dynamic Analysis & Visualization Tools 

These tools have the ability to analyse software’s either statically like without execution 

or dynamically like during execution to identify issues. Visualization tools display data 

and analysis results graphically which makes them easier to understand and use for 

decision-making. Various tools and techniques have been developed to enhance software 

security, vulnerability detection and dynamic code analysis. Karppinen et al. (2008) 

present a framework called Software Architecture Visualization and Evaluation (SAVE), 

which integrates both the static and dynamic visualisation methods to identify the 

backdoor patterns in the code by using information from both analysis methods. Wang, 

Dong & Wang, (2009) employ the IPMTG monitor along with hot-swapping mechanisms 

such as ART, IIT, polymorphism and uses MD5 checksum validation to enable real-time 

dynamic monitoring and system recovery that ensures continuous integrity and 

adaptability. Sestili et al., (2018) focus on static analysis tools which include Frama-C, 

Clang Static Analyzer and Cppcheck to detect buffer overflow vulnerabilities within 

codebases which offers a comparative evaluation of their effectiveness. Finally, 

(Cotroneo et al., 2024) implement symbolic execution in the ACCA framework to 

simulate and test dynamically AI-generated code that can be used to determine possible 

defects and security threats in automated software generation. 

5. DevOps & CI/CD Integration 

DevOps practices enhance collaboration between operations and development whereas 

CI/CD (Continuous Integration/Continuous Deployment) automates the software release 

process that ensures faster and more reliable updates. Majority of the research describe 

the combination of AI and LLMs in security workflows which is considered as an 

important factor. Andrade et al., (2024) implements the Large Language Models (LLMs) 

into the pipelines of CI/CD tools (Jenkins or GitLab) and utilizes NLP to identify 
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antipatterns that are used to check vulnerability detection across the development 

lifecycle of the projects. Klemmer et al., (2024) study AI assistants including ChatGPT 

and Copilot that review codes and threat modelling that facilitates qualitative evaluations 

and prioritizing peer review activities in the domain of software development. Rangaraju 

et al., (2023) highlight the importance of AI software application in CI/CD settings and 

the usage of such tools like Docker or Kubernetes to facilitate automated vulnerability 

management and enhance Infrastructure-as-Code (IaC) and application security. Finally, 

(Sekar, 2024) uses transfer learning and few-shot learning in code reviews, allowing 

project-specific vulnerability detection by fine-tuning on limited data while staying 

adaptable across different software projects. 

6. Explainable AI (XAI) & Trustworthiness Methods  

Explainable AI (XAI) is about ensuring that the process of AI decisions making is clear 

and comprehensible to humans whereas, trustworthiness techniques ensure the fairness, 

safety and overall security dependability of AI systems. Several approaches have been 

proposed to enhance explainability, trustworthiness and vulnerability analysis in software 

systems. To minimize the risks of black-box models, (Ibrahim et al., 2023) highlight the 

significance of Local Interpretable Model-agnostic Explanations (LIME) in combination 

with a Random Forest with LSTM to give spam and code classification insights. Xiaomei 

et al., (2023) applies Software Failure Modes and Effects Analysis (SFMEA) and System-

Theoretic Fault Analysis (SFTA) for AI software analysis which enables a comprehensive 

evaluation of system trustworthiness and reliability. Wen et al., (2024) use a Python CLI 

tool to calculate ownership metrics and perform correlation analysis which help in 

identifying metrics that are linked to vulnerability-prone code and improve data-driven 

risk assessment. 

7. General AI Techniques (Breadth-Non-Specific for Software) 

These are broad AI approaches used across many different domains not just for software 

whereas, they include problem-solving, reasoning and learning techniques. Numerous 

studies have explored the AI, ML and DL practices and techniques for simulation, threat 

detection and code analysis. Zhao et al., (2024) use MATLAB with some common 

machine-learning techniques to support data acquisition and run different simulation tasks 
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to improve AI systems. Al Siam et al., (2025) focus on some surveys that include the use 

of ML, DL, NLP and anomaly-detection techniques in AI-based threat detection that 

outlining current capabilities and remaining challenges in software security. Raval et al., 

(2024) focus on combining cryptographic authentication with support vector machine 

(SVM), K-means and ANN methods to improve the cybersecurity in critical infrastructure 

environment. The author employs ML, DL and expert systems to support threat prediction 

in the software and automated the real time response that enhances the proactive security 

measures (Iyer & Umadevi, 2023). The uses of rule-based and expert systems for general 

code analysis which provide structured evaluation of software quality and vulnerabilities 

(Sekar, 2024). Ferrag et al., (2024) explore HQQ, QLoRA and RAG methods of 

optimizing the Large Language Model processes to software and security work. Finally, 

(Mohana Krishnan et al., 2023) apply ML, DL and NLP methods for general threat 

response which focuses on enabling adaptive and intelligent defence strategies across 

software and network systems. 

8. Large Language Models (LLMs) and Generative AI for Code 

Generation/Review 

LLM are multifunctional and advanced AI models or approaches those are being highly 

trained on some large amounts of text and significantly produce human-like text. These 

models are used by generative AI to generate or review code that can assist in developing 

software and quality assurance. Majority of research studies have been discussed the use 

of Large Language Models (LLMs) and Generative AI (GenAI) for code analysis, 

security and vulnerability management. Uses LLMs (e.g. GPT-4 variants) in pipelines of 

CI/CD integrating with ML and natural language processing to detect antipatterns 

enabling the provision of code feedback in real time and to circumvent vulnerabilities in 

DevSecOps environment (Andrade et al., 2024). Cotroneo et al., (2024) uses the ACCA 

framework which integrates symbolic execution with AI-generated code to perform 

automated semantic checking or evaluating AI-generated code and compares its 

performance to ChatGPT. Wang, (2024) uses the power of the LLM workflows to identify 

User-Provided Runtime and anti-dynamic analysis in binary files that assists with reverse 

engineering and in-depth code analysis. Ferrag et al., (2024) discussed the application of 

LLMs such as LLaMA, BERT and GPT-4 that are trained on vulnerability datasets such 
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as BigVul and CVEfixes to perform software security tasks such as vulnerability 

detection and code review integration. Moreover, Curran et al., (2024) uses Generative 

AI in simulating attacks synthetically and producing patches that increase authentication 

and vulnerability detection by proactive defense modelling. 

                       

  Figure 5 Tools and Techniques 

4.4  Ethical Concerns arise in software security applications (RQ.4) 

The Figure 6 shows a classified outline of ethical concerns and corresponding solutions 

for how practitioners address them to ensure responsible use. Out of the 37 reviewed 

studies, it identifies eight themes of ethical concerns and corresponding their solution. 

However, accordingly to our selected papers the ethical issues were discussed in 70% of 

papers. (See figure 6.a) it shows that Privacy & Data Protection (28%), Algorithmic Bias 
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& Fairness (24%), Transparency & Explainability (19%), and others like Accountability 

(11%). On the other hand, Figure 6(b) shows how the main concerns such as Privacy, 

Bias and Accountability are interconnected. Privacy relates to data collection, ownership 

and surveillance, the Bias to fairness, algorithmic bias and discrimination whereas, 

Accountability to transparency, auditability and responsibility. Below we briefly describe 

each category. 

1. Privacy and Data Protection 

The theme was discussed in the papers (Ibrahim et al., 2023; Al Siam et al., 2025; Chen 

& Huang, 2024; Xiaomei et al., 2023; Andrade et al., 2024; Cotroneo et al., 2024; 

Klemmer et al., 2024; Vadisetty, 2024; Wang, 2024; Dash et al., 2022; Stone et al., 2022; 

Rehan, 2024; Ferrag et al., 2024; Rajendran & Vyas, 2023; Mohana Krishnan et al., 2023; 

Curran et al., 2024) and they collectively address key challenges and considerations 

associated to data protection and privacy in context of modern AI systems and digital 

solutions. The identified ethical concern is unauthorized data exposure which happens 

when AI tools process codebases or are trained on proprietary datasets that may contain 

sensitive or confidential information. Such scenarios increase the risk of data leakage that 

includes exposure of user data during vulnerability simulations or breaches in automated 

audit processes. These incidents can undermine or reduce user trust which can violate the 

laws of data protection. To mitigate these risks, most researchers propose the adoption of 

comprehensive data governance framework to secure data and privacy.  These 

frameworks must impose end-to-end encryptions, effective access control measures and 

supply chain verification among all datasets utilized in AI model training and testing. 

Also, the use of individual project-specific models and regular auditing of data usage can 

assist in monitoring the use of data and detect model implication to ensure the ongoing 

compliance with privacy regulations. The best practice to secure or anonymise all the data 

scanned in the development and testing pipelines to stop the exposure of personally 

identifiable information (PII). These steps can help organizations to enhance privacy, 

protect and increase accountability to maintain ethical practices in AI-driven development 

environments.  

2. Algorithmic Bias and Fairness 
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This theme was discussed in the papers (Ibrahim et al., 2023; Al Siam et al., 2025; 

Andrade et al., 2024; Cotroneo et al., 2024; Klemmer et al., 2024; Vadisetty, 2024; Wang, 

2024; Dash et al., 2022; Stone et al., 2022; Rehan, 2024; Ferrag et al., 2024 ; Rajendran 

& Vyas, 2023; Mohana Krishnan et al., 2023; Curran et al., 2024) and explore the 

challenges of safeguarding equality, fairness and transparency in AI-driven systems 

which emphasize the importance of unbiased model development and ethical data 

handling. The ethical issue that was identified is discriminatory AI outputs which occur 

when biased or unrepresentative training data leads to result in unfair outcomes. In 

software development this issue can appear as biased code flagging where AI based tools 

miss defect or vulnerabilities that is written in certain coding styles while arbitrarily 

discovering defects in other programming methods of achieving the same functionality. 

Such differences may cause unequal security evaluation that reduce or decrease the 

trustworthiness of developers and cause unexpected bias in automated decision-making. 

To address or solve this problem, the proposed solution is the development of Bias 

Auditing and Diverse Training strategies. However, these includes training AI models on 

balanced datasets that capture the diversity in developer coding style, languages and their 

practices. Fine-tuning model behaviour such as with Reinforcement Learning from 

Human Feedback approach it can be used to ensure fairness and neutrality. Furthermore, 

it is possible to enhance transparency through the active integration of XAI tools that 

include Local Interpretable Model-agnostic Explanations (LIME) into the development 

processes, as this shows how models make predictions that allowing real-time correction 

of biased outcomes during code reviews. Majority of practices combined to adopt 

fairness, responsiveness and trustworthiness in AI-assisted development practices. 

3. Transparency and Explainability 

The mentioned theme is discussed in papers (Ibrahim et al., 2023; Xiaomei et al., 2023; 

Andrade et al., 2024, Vadisetty, 2024; Dash et al., 2022; Stone et al., 2022; Rehan, 2024; 

Rajendran & Vyas, 2023; Curran et al., 2024). The mentioned studies focused on the 

importance of transparency and interpretability in AI software security systems especially 

when automated decisions affect software development process, security analysis in 

software and code quality assurance. The ethical concern that is identified is Black Box 

Decision-Making which usually involve when AI tools are used without providing clear 
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reasoning or visibility into their decision-making practices. The insufficiency of 

explainability in the software not only weakens developer trust but also cause difficulties 

while debugging, auditing and validation processes within AI-assisted pipelines tools. To 

resolve this concern the solution in proposed studies is the adoption of Explainable AI 

(XAI) integration practices. To implement interpretability tools LIME which helps to 

create understandable clarifications for AI based outputs that make it easier for the 

developers to understand or determine the model behaviour. The best approach is to keep 

detailed records or documentation of the data sources to ensure the traceability and 

accountability throughout the AI lifecycle for the auditing purpose. Furthermore, it is 

possible to use Retrieval-Augmented Generation (RAG) methods to enhance the clarity 

of the context by enabling models to cite and make references to the relevant sources. 

4. Accountability and Misuse Risks 

This theme was discussed in the papers (Al Siam et al., 2025; Andrade et al., 2024; 

Cotroneo et al., 2024; Klemmer et al., 2024; Vadisetty, 2024; Dash et al., 2022; Rehan, 

2024; Ferrag et al., 2024; Rajendran & Vyas, 2023) and they focus on the ethical 

challenges surrounding accountability, liability and the potential misuse of AI tools 

within software development and security contexts. The identified ethical concern is 

Adversarial Exploitation and Liability gaps which arise when responsibility for AI-driven 

errors is unclear. For example, vulnerability detection systems can result in false positives 

and therefore requires unnecessary rework whereas manipulated models can produce 

insecure code that can be exploited by attackers. These issues not only increase security 

risks but also create uncertainty about who is responsible for the certain issue like the 

developer, the organization or the AI tool provider.  These liability gaps may cause unfair 

distribution results and decrease the trust in AI-based development environments. To 

overcome these issues, the suggested solution to the challenge includes implementing 

ethical accountability measures. These frameworks are supposed to contain clear and 

organized reporting mechanisms to document AI decision-making and mistakes. Using 

different techniques such as input filtering and sandboxing techniques can protect against 

prompt attacks and block malicious data or information from affecting AI outputs. 

Regular training sessions should be conducted to educate or train teams on how to use 

securely and ethical AI usage to make sure the importance of safe input practices. 
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Furthermore, they also suggest that the organizations should actively collaborate with 

regulators and standards policies to establish clear guidelines for liability and 

accountability in AI-driven development workflows. By implementing such the teams 

will be able to secure responsible deployment of AI, mitigate the risk of misuse and 

encourage ethical governance on software security environments. 

5. Regulatory Compliance  

This theme was discussed in the papers (Andrade et al., 2024; Xiaomei et al., 2023; 

Cotroneo et al., 2024; Wang, 2024; Dash et al., 2022; Curran et al., 2024) those outlines 

the raising significance of the AI-driven development and auditing operations with the 

ethical standards and established legal. The more increase in the introduction of AI into 

application software security and cybersecurity, it is crucial to make sure that the global 

data protection and AI governance regulations are maintaining organizations integrity and 

prevent legal liabilities. The identified ethical concern is Non-Compliance with Data 

Laws which occurs when automated AI systems used for code approval, auditing or 

vulnerability assessment operate without adequate alignment to regulations such as the 

General Data Protection Regulation (GDPR) or the EU Artificial Intelligence Act (AI 

Act).  Such non-conformance may attract severe legal consequences such as financial 

fines, reputational damage and lack of transparency in software development processes. 

To address this issue, the proposed solution is proactive compliance auditing. In this 

approach, it important to ensure the embedding early-stage regulatory controls as part of 

the development process and deployment lifecycle is necessary to make sure that all 

automated actions or operations processes comply with the legal and ethical frameworks. 

Implementing automated effectiveness reporting tools can help in monitoring the 

compliance. Moreover, continuous auditing of pipelines make sure that the processes are 

check regarding new regulations, such as the GDPR and AI Act. Such practices help 

companies to have legal, transparent and audible security operations which is helpful in 

sustaining regulatory compliance and ethical accountability in AI-driven developmental 

environments. 

6. Overreliance and Job Displacement 
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This theme was discussed in the papers (Klemmer et al., 2024; Stone et al., 2022; Curran 

et al., 2024) and mentioned the social and professional implications of reduced AI 

integration in software development which concern the balance between automation and 

human expertise. The AI tools become more capable of handling complex coding and 

security services as it is important to keep developers regularly and actively involved and 

engaged in critical decision-making. The identified ethical concern is Human Skill 

Erosion and Automation Displacement which arises when developers and security 

professionals become over dependent on AI for routine tasks such as code reviews, 

debugging and vulnerability analysis. This overreliance or dependency may result in 

weak critical thinking and increasingly kill necessary technical skillset. Moreover, 

widespread automation may displace roles in software security teams such as changing 

job structures and increasing opportunities for humans to contribute in high-value 

domains or areas of software security. To address this challenge, the proposed solution 

was mentioned as balanced human-AI oversight. It includes having compulsory human 

peer review and manual testing of the quality and ethical responsibility with AI analysis. 

Continuous training and upskilling should be offered to developers so that they enable 

them to work collaboratively with AI systems rather than depend entirely on automation. 

7. Algorithm Robustness and False Positives/Negatives: 

This theme was discussed in the selected papers (Chen & Huang, 2024; Vadisetty, 2024) 

it talks about the significance of maintaining algorithmic reliability and robustness in AI 

systems deployed to a secure software development environment. The increasing growing 

usage of AI technologies in detecting threats, vulnerability analysis and code auditing 

become highly sensitive to the security integrity since their accuracy and ability to handle 

adversarial manipulation become crucial for maintaining security integrity. The identified 

ethical concern is Inaccurate Threat Detections which occurs when flawed AI robustness 

leads to false positives or false negatives in vulnerability identification. False positives 

can create unnecessary noise which result in wasting developer time and resources while 

false negatives may cause genuine threats to go undetected which leaving systems 

exposed to exploitation. However, the proposed solution is the development of 

Robustness Enhancement Techniques (RET). This involves training of detection models 

using a wide and representative dataset in order to enhance generalization and resilience. 
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Constant checking and verification of AI outputs with the real-life security cases is 

required to identify the performance drift and maintain the reliability. Moreover, the 

reinforcement learning methods such as RLHF or Direct Preference Optimization (DPO) 

can be used to optimize system or model decision-making that leads to reduce errors and 

enhance the threat detection performance accuracy. Using such tools the organizations 

can develop AI more resilient, reduce false alerts and make automated security systems 

more trustworthy for the user. 

8. Broader Societal/Ethical Impacts 

This theme was discussed in the selected papers (Al Siam et al., 2025; Stone et al., 2022; 

Curran et al., 2024). These studies discussed how the use of integrating AI tools into 

software development ecosystems can affect society and raise ethical concerns. The 

identified ethical concern is Inequality Amplification in Ecosystems which arises when 

AI development tools and resources are unevenly distributed across regions or 

organizations. This inequality can lead to unequal access to safe and trustworthy AI 

systems that restrict opportunities for underrepresented or resource-constrained 

communities that creating various impacts. As a result, global inequities in software 

development capacity might grow bigger which can undermine fundamental societal 

values such as fairness, transparency and inclusivity in the digital world. To mitigate this 

concern, the proposed solution in the study was adoption of Value-Aligned Ethical 

Guidelines. These recommendations and guidelines should ensure that the deployment of 

AI is in accordance with the principles of democracy. This should encourage the 

transparent, open and fair involvement in the development of technologies. Unintended 

harms to the society should be identified and avoided through regular monitoring and 

ethical impact assessment. The organizations can contribute to making the technological 

development a benefit to the society by integrating fairness, inclusivity and shared 

responsibility in the AI development processes. 
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 a) Distribution of papers across Ethical themes      b) Interconnects core Ethical concerns 

 Figure 6 Distribution of papers across Ethical themes 
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5  Discussion 

The discussion below summarizes the major findings to each of the research questions 

and the implications of such findings. The discussion also emphasizes the issues and the 

challenges that are yet to be resolved and thus require further research investigation, 

especially those arising from the use of AI in software security. 

5.1  Security challenges and solutions (RQ.1-RQ.3) 

The framework suggested in our paper gives a holistic or comprehensive and 

methodological concept of solving the complex security challenges relating to AI based 

software security applications. We address major security challenges and solution 

framework which are outlined in the Section 4.2 and are briefly explained below. 

1. Emphasize on AI Software Security Processes 

Software security solutions are particularly developed for secure and protected 

applications. In the selected studies it proposes a numerous methods or approaches such 

as to use LLMs for real-time antipattern detection, use text mining, multilabel modelling 

and sentiment analysis to process data securely. However, AI dimensions like expert 

systems to improve AIS efficiency and data protection. This aligns with the current 

literature study that emphasises the unique software security concerns carried forth by AI. 

AI mechanisms play a critical role in software security to strengthening software 

resilience by automating vulnerability detection, supporting secure coding and enabling 

adaptive defense against new occurs cyber threats. Clear models, ethically designed and 

consistent human oversight are efficient factors of AI when they are working. Moreover, 

implementing these measures will be essential for using AI securely and make the most 

of it benefits. In software security, these issues are deepened by the need to stable or 

secure applications that are interacting across various platforms and follow some policies 

of different providers in the cloud environments.  
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 Implications: It is important to secure software which includes methods that use 

ML and DL to protect or secure data (for researcher). For practitioners, it suggests 

that they should become experts in the details of using AI for software security. 

To enhance the reliability, various organizations should use software security 

platform features such as adaptive defense systems, integrate AI into DevSecOps 

and create standard governance models. These also help to prevent attacks and 

support ethical cybersecurity practices. 

 

2. Automation and Standardization in Deployment  

Automation and standardization in AI software security focuses on reliability, scalability 

and protection against vulnerabilities prevention to enhance deployment. Using AI in 

DevSecOps pipelines lets the developer to find real-time detection, instant feedback and 

tracks continuous compliance monitoring. This helps to standardize software. The lack of 

uniform standards and over-reliance on automation tools may cause certain risks. 

However, some risks may come from not having clear standards and relying too much on 

automation tools. But setting up clear and compatible frameworks makes sure that AI is 

used in a consistent, ethical and safe way across various software environments which 

makes overall cybersecurity stronger. 

 Implications: For researchers, this involves developing the standardized 

frameworks, benchmarks, protocols and interoperability models. This helps assess 

how well the systems evaluate across different domains while balancing 

efficiency with ethical rules and regulations compliance, whereas it ensures global 

trust and reliability. For practitioners, AI can be added to DevSecOps pipelines to 

allow for continuous testing and auditing. It also focuses on detection of 

anomalies and enhancing the explainability tools. They also help to ensure 

compliance, reduce vulnerabilities, enhance resilience, manage risks and maintain 

trust. 

 

3. Enhancing Performance Stability through AI  

In software security environment, it is difficult to ensure highly reliable and consistent 

performance monitoring for AI applications because due to its dynamic nature cloud 



44 

 

 

 

security resources keep changes. The current studies focused on how changes in resource 

availability affect the performance of AI in different software security environments. 

They also explained the importance of keeping a consistent user experience and using 

performance benchmarking to monitor any changes in the code to keep applications 

stable. Our framework offers solutions like interactive tools for creating tests, feedback 

on coding rules and automated processes. It helps make the code audits and reviews more 

detailed and efficient. Our proposed framework expands on this by integrating AI 

Mechanisms to detect cyberattacks and improve AI application performance and 

monitoring. However, this approach helps developer to maintain a consistent user 

experience across different cloud security applications and manage the performance 

fluctuations over the time which is considered an important factor. 

 Implications: For researchers, this encourages the use of adaptive AI algorithms 

for real-time threat detection in applications, explainable models and human-AI 

hybrid systems to reduce over-reliance on AI and address data privacy concerns 

which is significant. It also builds the way for creating standard taxonomies and 

trustworthiness metrics. However, it encourages the practitioners to directly 

incorporate AI into DevSecOps pipelines to enhance a major advancement in 

security and reliability results by detecting vulnerabilities automatically, 

predictively mitigating risks and monitoring security in the real time. These 

applications enhance operational resilience which reduce human error and 

improve compliance that ensuring stable, secure and efficient software 

environments. 

5.2  Tools and Techniques (RQ.2) 

Our study reports approximately 45 different tools and techniques for AI applications in 

software security. The classified tools and techniques are systematically labelled in 8 

categories. This classification does not only emphasize the complexity of the 

implementation of AI in security but also focuses on the shift towards hybrid, 

interpretable and automated solutions that manage the predictive and preventive aspects 
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of software vulnerability. The implications of these categories, their interconnections, 

strengths, limitations and possible ways of future research are discussed below. 

1.  CNN and XAI: Pioneers of AI in software security 

Our investigation emphasizes the essential role of CNN and XAI in improving the use of 

AI in software security applications. CNN is used for code dependency analysis and 

implicit vulnerability detection while XAI explains spam/code classification and black-

box mitigation. These technologies are directly validated through table references which 

serve as key examples. However, our analysis also focuses on deploying CNN in software 

security applications as it excels in image recognition using layered feature extraction 

which built adaptability. Our study indicates that explainable AI (XAI) frameworks are a 

relatively strong approach in the research community that strives to operationalize 

fairness based on systematic monitoring and transparency. 

 Implications: For practitioners, the CNNs and XAI integration can provide 

revolutionary opportunities for practitioners who are working in software security 

systems. The complex tasks that can be automated through CNNs include code 

dependencies analysis, pattern recognition and implicit vulnerability detection 

that reduce the manual effort and enhancing the response time to possible threads. 

This is because the XAI enable security engineers and developers to make sense 

of model outputs, building trust, accountability and compliance in AI driven 

security systems. For researchers, they can consider merging the CNNs predictive 

capacity with XAIs interpretability to enhance the sense of transparency, fairness, 

mitigation of bias, which will result in robust, explainable and ethical AI models 

to promote the future research in software security. 

 

2. Increase of DevOps (Embracing CI/CD Automation Tools) 

Our current work emphasizes on the significance of DevOps practices and tools used in 

CI/CD (e.g. Jenkins/GitLab), Docker, Kubernetes and copilot. The focus of these tools is 

on the strength that automation has in streamlining the deployment and management 

processes. These tools can mitigate errors and make processes reproducible by allowing 

the generation of infrastructure in consistency and deployment. In an AI context, these 
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tools need to be handled to support provider-specific APIs, authentication scheme and 

compliance limitations that brings about configuration drift and complexity of policy 

management. 

 Implications: For Practitioners, it is recommended that DevOps principles should 

be smoothly incorporated into their workflows with the help of the competence of 

such tools. However, for researchers they may explore more that how DevOps 

pipelines can be expanded into more advanced manner to support software 

security workloads that span multi-browser environments, ensure that everything 

is documented or traceability, auditability, kept consistent and auditability across 

diverse execution environments or models. 

5.3  Ethical Concerns arise in software security applications (RQ.4)  

The holistic overview of the challenges of ethical concerns and their solutions that were 

encountered within our chosen study. The discussion below outlines some of the major 

findings on the ethical concerns of AI applications in software security.  

1. Compliance in AI software security  

Other ethical issues in AI-assisted software security development are algorithmic bias in 

training data, which may result in unfairness of code. The absence of transparency is 

caused by the lack of clarity in the model of AI, where it is difficult to find the liability 

of the mistakes or the misuse of the data. Risk mitigation requires practitioners to focus 

more on audits, human supervision and ethical standards. To achieve the holistic security 

in the multi-platform, the strategies should capture profundity of the insight and 

expansiveness of the practice. 

 Implications: For academic purpose, compliance encourages responsible and 

holistic innovation more than technical improvements of the applications. This 

necessitates the researchers to do ethical impact assessment and engage in cross-

disciplinary cooperation to reduce risks like violation of laws. Meanwhile, 

compliance will allow practitioners to implement AI safely and ethically to make 

the operations more resilient. It involves an investment in progressive training, 
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tools and procedures to manage legal complexities without hindering 

productivity. 

 

2. Ensuring Security, Compliance and Trust:  

This is necessary and important because privacy, security management and compliance 

in the AI is difficult because cloud resources are distributed. Current literature highlights 

the issues of providing safety and adherence to the AI software security applications. 

They highlighted the importance such as unauthorized data exposure, inaccurate threat 

detections, non-compliance with data laws, adversarial exploitation and liability gaps. 

Solutions to these questions within the framework that we suggest are the training models 

to solution on representative datasets, RLHF to get balanced outputs, input filters and 

sandboxing to avoid prompt injection. This involves training the teams and working 

together with the regulators in order to normalize liability in development practices. The 

use of XAI tools such as LIME to clarify and rectify biases in real-time code checks are 

aligned with the sources that focuses on the significance of the constant error and 

enforcement of security and compliance. 

 Implications: For practitioner community, incorporate new machine learning 

model that are based on monitoring at the advanced level and implement security 

assurance environment to maintain a reliable security regulator and acquiescence 

in various AI applications in software security. For researcher perspective, it 

investigates effectiveness, efficiency and scalability to share the information on 

multiple cloud platforms and policy-compliant across organization. 
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6  Threats to Validity 

The SMS can face different challenges and potential threats that might affect its results. 

To mitigate and remove these threats we followed standard guidelines that are used for 

performing Systematic Mapping Studies and Systematic Literature Reviews. We have 

examined the validity threats that can affect our study according to four main types. In 

the below sections we explore and explain the risks to validity related to various stages 

of this systematic mapping study (SMS). 

6.1  Internal Validity 

The internal validity can have different elements which can impact the analysis of our 

selected studies. Some risks of internal validity of our study can arise in these steps of our 

SMS. 

 Searching of Studies: It is possible to miss some related and relevant studies so, 

we took careful steps while searching studies. To reduce and mitigate the risk of 

missing studies we used both main and the snowballing search technique methods 

as described in above (for reference see Section 3.3.1). However, to find more 

accurate studies on our topic we tested our search words in pilots before using 

them on selected databases. This process overall helped us to create an effective 

and better search strategy. 

 

 The Study Selection Process: Our study selection process was screening of 

different studies. To get the accurate studies and prevent personal bias in choosing 

studies we used a two-step method: first we very carefully did the first screening 

of studies and secondly, we did the quality check again of the shortlisted studies.  

The study selection was a very important part of this SMS because if accurate 

studies were not selected then results could have been different so with all clarity 

and keeping goal in mind we selected studies for our topic. 

 



49 

 

 

 

 

 Extraction of Data: The Researchers Bias during extraction of the data can be 

harmful and can create significant challenge in Systematic Mapping Studies. To 

fix this issue we created a standard data extraction excel sheet where all data is 

stored for further work. Data extraction is also a very important part in SMS 

because data should be accurate, so the results of the study do not affect, and 

objective of study remain fulfilled. 

 

 Biasness on Themes Classification: Classification of themes can be biased if data 

and primary studies are interpreted wrongly. To avoid this problem, we followed 

the six-step method for thematic sorting that is explained in Section 3.4. Themes 

classification is the most important and vital part of SMS because themes should 

be accurate because if themes are wrong than the goal of the study can go to 

different direction. 

 

 Data Synthesis Method: Data is analysed in two ways both by qualitative and 

quantitative methods for good data synthesis. If there is any Biases in data 

synthesis this can affect all the data extraction because this is how we interpret 

our findings. To avoid this issue and maintain integrity we choose and applied 

Grounded Theory to (Glaser & Strauss, 2017) to analyse the data extracted from 

our selected studies. Data synthesis is very important part of any SMS because a 

small mistake here can lead to a different result. So, we tried our best to synthesize 

data accurately. 

 

 Transparency of Quality Assessment Process: We scored each study but did not 

explain how the scores were given. This makes it hard for others to fully 

understand and have knowledge of our work. This does not give per-study 

explanations or describe how these scores are given. This can be hard for others 

to reproduce our work externally because they cannot fully understand our 

decision-making process. We followed clear rules for scoring as we gave higher 

points to peer-reviewed studies and full points for studies with real data. To help 

with this, we have clearly explained our scoring rules and how we applied them 
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in Section 3.3.2. By this method traceability for all studies increase and gives clear 

understanding. 

6.2  External Validity 

The external validity is that how well the selected study’s findings and results can be 

applied to other situations. Our research gives a detailed view of AI in software security 

applications with results, analyses and conclusions for this specific topic. To strengthen 

external validity and make our study more reliable we created a study plan that gives and 

defines our research methods. The literature review of this SMS covered 17 years starting 

from 2008 and Sept. 2025. These papers are peer-reviewed articles from five big 

databases as listed above in the Table 4. Although we mostly used academic studies which 

may overlook unreported industry practices, but this SMS will provide effective insights 

and awareness for both practitioner’s community and researchers of this field. To 

complement future work, it should include industrial studies as well so that it can gives a 

wider overview of the applications of AI real-world practice and method. 

6.3  Construct Validity 

The construct validity is how accurate methods are used for collection of data in our study. 

The main idea of our study has 2 perceptions: "Artificial Intelligence " and "Software 

security." Using unclear search terms and bad search methods can cause serious problems 

that can be missing important key papers. This can also lead to adding lots of unrelated 

papers during the phase of search step and skipping most appropriate papers in the phase 

of selection. To reduce this hazardous risk, we took these steps in which first we did a 

pilot search to check if our search terms were relevant and complete and secondly, we 

searched papers in five well-known databases. We adjusted and customized our search 

string for each database format (syntax) to find papers that are most relevant and matches 

our research topic. 
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6.4  Conclusion Validity 

The risks to conclusion validity includes such elements like inaccurate data which 

increase and impact the capability to make accurate and reliable conclusions. We reduced 

these threats by following best practices like different search protocols, pilot searches and 

pilot data collection as suggested by the (Kitchenham et al, 2007; Petersen et al., 2008). 

Additionally, different brainstorming sessions are done to get accurate results and finalize 

the conclusions to further ensure the validity of our results/conclusion. 
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7  Conclusion and Future Directions 

This Systematic Mapping Study presents and describes the existing state of research of 

Artificial Intelligence (AI) in software security environment. This study focus on aims of 

our chosen studies such as the effect roles of AI, AI development approaches, tool & 

techniques, security challenges, solution and ethical concerns that arise with the use of 

AI in software security. We investigated and worked on 37 appropriate and relevant 

research studies to answer the Research Questions (see Table 1). The main findings of 

this Systematic Mapping Study are:  

The findings of this SMS consist of the different very useful insights and information like 

demographics, publisher names, publication types and research themes. The yearly 

distribution of studies of Artificial Intelligence in Software security environment shows 

a peak in 2024 which shows a significant change gradually with the time. Most of the 

research papers are taken from IEEE and Google Scholar which are the biggest avenues 

for publications. The largest and leading affiliation of authors is from Academia which 

shows the necessity and importance of research in this field. The majority of research 

themes focus on AI, software security, ML, DL, Security of systems and Privacy. These 

themes show crucial aspects of different fields like AI management, privacy, performance 

and ethical concern that came up with the use of AI in this perspective of software security 

applications. 

This SMS presents and describes comprehensive challenges and solutions framework for 

addressing very important security issues in AI applications within software security 

environment. These frameworks outline and define key threats, practical mitigation 

strategies and emerging research directions. This provides a structured and clear idea of 

how well AI should securely incorporated into the software systems to enhance this field. 

By synthesizing and collecting findings and valuable insights from multiple studies, it 

offers actionable guidance for both practitioners and researchers of this field. These 

insights help in strengthening the security of AI-driven tools, support informed decision-

making and address complex software security concerns such as vulnerability detection, 

secure code generation, adversarial robustness and ethical deployment. Moreover, this 
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framework also contributes and helps to the development of more resilient and 

trustworthy AI applications that gives a roadmap to organizations to build robust and 

secure software systems that can effectively respond to evolving cyber threats. 

This SMS describes and categorizes the tools and techniques from chosen research on AI 

applications within software security contexts. Our SMS highlights and shows a total of 

eight themes of tools and techniques with their associated terminology. The key insights 

highlight and describe the employ of ML with other tools to improve the effectiveness 

and performance of AI-driven applications in the areas of software security environments. 

The last category of the research question presented and described in this SMS is ethical 

concerns for AI applications in software security area. The catalogue acts as a complete 

guide for practitioners which provide a particular solution to practitioners that how to 

address them. By addressing this it will ensure responsible use of AI in Software Security. 

Practitioners must prioritize and do audits, human oversight and ethical guidelines to 

effectively mitigate risks. However, researchers’ community can take advantage from this 

SMS by obtaining important insights to improve AI applications within software security 

environment. 

The results of this SMS will assist and guide researchers in this field for the one who are 

interested and working in knowing the state of research of AI application in software 

security environment. Also, the valuable knowledge obtained in this SMS will help and 

guide the practitioners by giving precise information of security challenges and their 

solutions as defined in the studies. This will assist and help them in protecting, securing, 

monitoring as well as optimizing AI applications in software security environment. We 

recommend that the practitioners should come up with focused solutions that will address 

the issues such as monitoring of the code, security of the application and performance of 

the system degradation concerns in the software security environment effectively and 

efficiently. 

The future research should explore real-world deployments of generative AI, longitudinal 

studies on ethical impacts and AI resilience against software security threats such as more 

advance adversarial attacks or data poisoning. This will help in the development of robust 
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defense mechanisms to secure and protected personal information. By addressing this AI 

can foster and provide a more secure software ecosystem. 
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