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This master’s thesis studies the adoption of Web 3.0 technologies, such as blockchain and 
AI, from a consumer’s perspective. The study aims to find out which factors accelerate the 
adoption, and which slow it down. The research is qualitative and exploratory. The research 
data was collected through semi-structured interviews. Three interviews were conducted, 
and each interviewee represented one adopter group. The adopter groups are early adopters, 
late majority, and laggards. The collected data was analyzed using hybrid thematic content 
analysis. The analysis combined Rogers’ Diffusion of Innovations theory and the Unified 
Theory of Acceptance and Use of Technology model, based on deductive coding, and 
inductive coding based on themes that emerged from the interviews. The results show that 
consumers’ trust in Web 3.0 is twofold. Web 3.0 increases autonomy, but at the same time, 
it causes uncertainty among consumers. Challenges to technology adoption include the 
complexity of new technology, as well as the lack of support and information.  
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1  Introduction 

The fast evolution of the World Wide Web, from its first phase (Web 1.0) to the interactive 

and user-centric Web 2.0, has totally transformed consumer behavior in digital 

environments. In Web 2.0, consumers transitioned from passive users to active participants, 

shaping online interactions through user-generated content and social networking platforms 

(Erragcha & Romdhane 2014). This shift laid the foundation for Web 3.0, which builds on 

Web 2.0’s interactivity by introducing more intelligent, autonomous, and decentralized 

technologies like blockchain, artificial intelligence (AI), and decentralized applications 

(dApps) (Naik & Shivalingaiah 2008). These technologies reshape consumer adoption 

behavior by altering trust mechanisms, data ownership structures, and decision-making 

processes in digital environments. Unlike Web 2.0, where user interactions are moderated 

by centralized platforms, Web 3.0 places greater responsibility on consumers to manage 

digital identities, evaluate decentralized systems, and adapt to new modes of digital 

interaction. As a result, Web 3.0 sets new expectations for consumers regarding privacy and 

data ownership. It also creates adoption challenges that require a better understanding of 

consumer behavior. 

It is important to understand how people adopt new technologies. Rogers’ Diffusion of 

Innovations (DOI) theory (1983) provides a useful framework for analyzing consumer 

adoption behavior by focusing on factors like relative advantage, compatibility, complexity, 

trialability, and observability. Each of these elements has a specific relevance to Web 3.0, as 

consumers evaluate the advantages of dApps, the alignment of Web 3.0 with their current 

digital habits, and the accessibility of complex technologies like blockchain. The possibility 

of consumers trying these technologies beforehand and observing clear benefits plays a 

critical role in lowering perceived risks and encouraging wider adoption (Mallat 2007). 

This research focuses on how people begin using Web 3.0 technologies, identifying the 

factors that influence consumer willingness to engage with decentralized systems. By 

examining how Web 3.0 impacts consumer decision-making, this study analyzes the 

opportunities and challenges that arise when moving from Web 2.0 platforms to 

decentralized ecosystems. By using theory and actual research data, this study helps to 

explain how people begin to use new technologies as the digital world changes. 
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1.1  Background of the Thesis 

The World Wide Web has developed through different phases. Each phase bringing 

important changes in technology, what users expect, and how digital applications work. 

These changes have really reshaped how consumers interact online. Web 1.0, also known as 

the “informational web”, was the first stage. It featured static websites that mostly just 

showed information in one direction. This “read-only” model, appearing in the early 1990s, 

allowed people to get information but gave them very few chances to interact or add content 

(Naik & Shivalingaiah 2008). Essentially, this phase was based on technologies like 

HyperText Markup Language (HTML) and HyperText Transfer Protocol (HTTP), focusing 

just on showing basic data. So, Web 1.0 mainly supported consumers passively consuming 

content, with limited engagement from them (Nath, Dhar & Basishtha 2014). 

Web 2.0 was introduced in the early 2000s, bringing with it the participatory web model. 

This allowed users to engage and contribute to online content actively. This phase is known 

as the “read-write” web, saw the rise of social networks, blogs, and collaborative platforms. 

This changed the consumer’s role from just receiving information to actively creating 

content and participating in web communities (Erragcha & Romdhane 2014). Increased 

interaction transformed online behavior and marked the start of a more engaged consumer 

role, which then prepared the way for more adoption challenges in the Web 3.0 era. In Web 

2.0, consumers shifted from being passive receivers of content to active participants, 

affecting online interactions and brand perceptions through content they generated 

themselves. This change set up a base for the complex ways people adopt new technologies, 

as seen in Web 3.0. (Rudman & Bruwer 2016). 

The transition to Web 3.0 moves towards a more decentralized, intelligent, and user-

empowered digital ecosystem. Unlike earlier versions, Web 3.0 uses machine-driven data 

processing, which enables the web to interpret, process, and meaningfully respond to large 

amounts of data (Lassila & Hendler 2007). Key technologies such as AI, blockchain, and 

dApps are central to Web 3.0. These enable secure data transactions, predictive analytics, 

and personalized digital experiences possible (Stephen & Alex 2018; Zhang, Liu & Yao 

2021). 

Previous research on Web 3.0 adoption has primarily focused on enterprise applications and 

technical infrastructure (Kumar, Chandra, Bharati & Manava 2016; Gan, Ye, Wan & Yu 
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2023). However, studies have not explored the consumer perspective. This gap is important 

because Web 3.0's decentralized and data-centric nature changes the power balance from 

corporations to individuals (Gan et al. 2023; Stephen & Alex 2018), which requires a deeper 

look into consumer trust and privacy perceptions (Shen, Tang, Wang & Zhu 2024). 

This gap in the existing literature, the researcher's interest in human-technology interaction, 

data ownership, and consumer trust, strongly motivates this study. The author has followed 

the development of decentralized technologies from a user's perspective and finds it 

particularly interesting how individuals handle new digital ecosystems. 

The importance of the topic is highlighted by the growing societal and political attention to 

privacy, digital autonomy, and ethical technology design. As marketing and product 

development become increasingly consumer-driven, understanding the consumer side of 

technology adoption is academically valuable and practically urgent. 

Blockchain introduces a decentralized, transparent approach to data management, allowing 

users control over secure, intermediary-free transactions. This shift is significant as 

consumer concerns about data privacy and security continue to rise (Naik & Shivalingaiah 

2008). Meanwhile, AI enables the analysis of consumer data, prediction of behavior patterns, 

and personalized content recommendations, improving the overall user experience (UX) in 

digital environments (Zhang et al. 2021). 

Understanding consumer adoption behavior is important when assessing the potential impact 

of Web 3.0 on digital engagement. DOI provides a relevant framework for analyzing the 

adoption of new technologies and identifies five key factors: relative advantage, 

compatibility, complexity, trialability, and observability. Each one of these elements plays 

an important role in Web 3.0 adoption. For example, the perceived relative advantage of 

blockchain’s security features may encourage consumers to start using Web 3.0 applications, 

while compatibility with existing digital habits can lower the resistance to decentralized 

platforms (Rogers 1983). 

The complexity of new technologies, like blockchain and AI, can be challenging for 

those who are not familiar with these innovations. Companies can lower the threshold for 

adoption by simplifying user interfaces (UI) and providing educational materials. In the 

context of Web 3.0, it is also important that users have a chance to try out dApps before 

making them part of their everyday digital routines. This kind of trialability helps to reduce 
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the sense of risk and difficulty (Mallat 2007). The visibility of benefits also plays an 

important role. When consumers can see how Web 3.0 improves security, transparency, or 

privacy, it can increase interest and trust across different user groups (Saaksjarvi 2003). 

1.2  Preliminary Literature Review 

This chapter presents a literature review on the adoption of Web 3.0 technologies. The aim 

is to build a theoretical framework that helps to understand what affects the use of new 

digital solutions such as blockchain, AI, and dApps. The literature review starts by 

explaining how Web 3.0 continues the development of earlier digital innovations. After that, 

the focus is on consumer behavior theories, especially the DOI theory. Finally, recent 

studies about the adoption of decentralized technologies are 

presented. These highlight factors such as privacy, security, and the complexity of new 

technologies, which play an important role in whether or not consumers are willing to adopt 

Web 3.0. 

The development of Web 3.0 continues the digital transformation process that Web 1.0 and 

Web 2.0 started. Web 1.0 was a “read-only” platform that offered static 

information. However, Web 2.0 then brought in the idea of the “participatory web,” where 

users could interact with content and each other using social media and other platforms for 

collaboration (Lassila & Hendler 2007). Web 3.0 builds on this evolution, and people often 

call it the “semantic web.” It aims to create a more decentralized and intelligent online 

environment, which new developments in blockchain, AI, and dApps make possible 

Blockchain, as a key technology for Web 3.0, helps create a transparent and secure way to 

handle data. In this system, information is not kept in one central place but is spread across 

many connected points. This change makes things more secure and gives users back control 

over their data. This is very important for building trust online, especially when people are 

more worried about data privacy (Oliveira, Thomas, Baptista & Campos 2016). Besides this, 

blockchain allows transactions to happen without any middlemen. This sets up decentralized 

finance (DeFi) and peer-to-peer networks, changing how people interact online. Recent 

studies show that blockchain can give users more power by letting them own their data in a 

decentralized way (Gan et al. 2023). However, people still have doubts because they see 

risks in privacy systems that they manage themselves (Shen et al. 2024). This situation 
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highlights that it is important to look into how decentralized systems change trust, a topic 

often not given enough attention in discussions. 

AI also plays an important role in the Web 3.0 ecosystem. It helps by enabling complex data 

processing and predictive analytics. In a Web 3.0 environment, AI technologies facilitate 

data interpretation. This helps create better UX and personalized content. This 

personalization capability is a leap forward from Web 2.0. It lets brands customize their 

products in real time based on what consumers like and how they act (Zhang et al. 2021). 

Additionally, dApps let consumers interact with services directly on the blockchain without 

needing traditional central networks. When users engage with dApps, they get a more direct, 

secure, and personalized experience. This helps to build more consumer independence in the 

digital world (Naik & Shivalingaiah 2008). 

On of the most important theories used to understand how consumers adopt technologies is 

Rogers’ (1983) DOI theory. This theory provides a framework for looking at how new 

technologies spread among different groups of adopters and what factors influence their 

decisions to adopt. The model points out five important attributes relative advantage, 

compatibility, complexity, trialability, and observability that decide if consumers will accept 

or resist a new idea. 

Previous studies have used DOI theory successfully for different digital technologies. These 

include mobile payments (Mallat 2007), cloud computing (Oliveira et al. 2016), and 

cryptocurrencies (Alzahrani & Daim 2019). This shows how relevant the DOI is for 

understanding consumer adoption patterns. When looking at Web 3.0, DOI gives a useful 

way to examine how dApps, blockchain, and AI-driven platforms affect consumer behavior. 

Web 3.0 brings both new opportunities, like better data privacy and decentralized ownership, 

and also new adoption barriers, such as technical complexity and unclear regulations. For 

this reason, the DOI is particularly valuable in explaining these dynamics. A more detailed 

discussion of how DOI applies to Web 3.0 adoption is presented in Section 2.7. 

Research into adopting Web 3.0 technologies has shown unique challenges and opportunities 

for both consumers and marketers. Studies on consumer technology adoption suggest that 

people's attitudes towards decentralized technologies, like blockchain and AI, are very 

different due to worries about complexity, privacy, and security (Mallat 2007). These new 

decentralized innovations move away from central control, meaning consumers must learn 
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new ways to manage data, make decisions, and interact in digital environments (Kumar et 

al. 2016). 

One of the biggest barriers to Web 3.0 adoption is data security and privacy. Blockchain's 

clear and unchangeable nature is good for building trust. However, it might also raise 

concerns about how user data can be traced and about security risks if not handled well 

(Oliveira et al. 2016). Oliveira's research shows that consumers are more likely to adopt new 

technologies when they feel that there are enough security and privacy measures in place. 

This points out that technology providers need to give clear rules and guarantees to reduce 

perceived risks. 

Mallat (2007) highlights that the complexity of technology hinders its adoption, especially 

when users face unfamiliar UIs or do not know how applications work. This matches Rogers' 

complexity factor in DOI, which affects how consumers see and interact with new ideas. 

Furthermore, Kumar et al. (2016) suggest that using technology in specific industries, like 

augmented reality in online shopping, can be a way to test decentralized technologies. These 

new ideas can make customers more interested while showing them what Web 3.0 can do in 

a controlled environment. 

Decentralized technologies, like blockchain, can also offer special benefits in the fields of 

finance and healthcare, where data privacy and transparency are very important. However, 

how well these technologies can be used is limited by their complexity and the need to adjust 

them for each industry. For example, the financial industry can use blockchain's transparency 

to build customer trust, while healthcare groups gain from secure, decentralized ways to 

share data. So, Web 3.0's possible impact changes depending on the industry, adding another 

layer to consider when thinking about adoption (Kumar et al. 2016). 

This preliminary literature review has presented the theoretical and practical bases for 

understanding Web 3.0 adoption. It focuses on how technology and consumer behavior are 

linked. By bringing together ideas from Rogers' (1983) DOI theory and earlier research on 

blockchain, AI, and distributed technology adoption, this section gives an initial idea of the 

study's framework. A more detailed literature review will follow later in this study. It will 

give deeper insights into the theoretical and practical work behind Web 3.0 technologies and 

how consumers adopt them. 
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1.3  Objectives and Research Questions 

This study examines how Web 3.0 technologies, particularly blockchain and AI, impact 

consumer adoption behavior. The study also highlights the key opportunities and 

challenges of a decentralized digital environment. The decentralized nature of Web 3.0 and 

growing privacy concerns present both barriers to adoption and opportunities for broader 

technological use. To bridge this gap, the study aims to provide a deep understanding of how 

these technologies impact consumer trust, decision-making, and privacy. 

The main research question guiding this inquiry is: 

• How do consumers adopt Web 3.0 technologies, such as blockchain and AI, and what 

factors influence this adoption process? 

To address this broad question, the following sub-questions are posited: 

1. What stages do consumers go through when adopting Web 3.0 technologies? 

2. How do consumers perceive that the decentralized structure and data-centric nature 

of Web 3.0 affect their trust and privacy? 

3. What are the biggest challenges consumers face when transitioning from centralized 

to decentralized digital ecosystems? 

These research questions guide the study’s exploration of Web 3.0’s theoretical and practical 

implications for consumer adoption behavior (Creswell & Creswell 2017; Kothari 2004). As 

a result, this research aims to provide insights into how consumers perceive, engage with, 

and handle Web 3.0 technologies, focusing on trust, usability, and adoption challenges in 

decentralized environments. 

1.4  Delimitations 

This study is delimited to focus on aspects of Web 3.0 most relevant to consumer adoption. 

By setting these boundaries, it defines the scope of the study. This also ensures a clear 

approach that focuses on the factors that are central to the research problem and excludes 

matters that are not the focus (Hair et al. 2020). 
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The specific delimitations are as follows: 

1. Technological Focus: This study focuses on blockchain, AI, DeFi, and dApps. Other 

Web 3.0 technologies, like virtual and augmented reality, are excluded. 

2. This study focuses only on the consumer side of Web 3.0, such as consumer 

engagement and trust. The study does not cover how organizations use Web 3.0 and 

its technologies. 

3. Geographical Scope: The study focuses on Finnish consumer markets. Cultural and 

regional differences in technology adoption are acknowledged but not explored. 

4. Timeframe: Considering the rapid evolution of Web 3.0 technologies, this study 

examines their current state and short-term potential without making long-term 

predictions that lack empirical support at this stage. 

5. Data Privacy and Security Limitations: Privacy and security discussions are confined 

to the contexts of blockchain and AI. Broader cybersecurity technologies and 

emerging data protection methods are outside the scope of this study. 

1.5  Overview of Theoretical Perspectives 

The theoretical framework for this study is built to give a clear and rich base for 

understanding how consumers adopt Web 3.0 technologies. This framework specifically 

looks at the challenges and opportunities that Web 3.0 technologies, like blockchain and AI, 

create for marketers who want to use these tools to their full potential. This framework brings 

together Rogers’ (1983) DOI theory and the Unified Theory of Acceptance and Use of 

Technology (UTAUT) model by Venkatesh, Morris, Davis & Davis (2003). These models 

are suitable for studying consumer adoption behavior's many sides and the special features 

of Web 3.0 technologies. 

DOI theory provides a base for analyzing how new ideas and technologies spread through 

social systems. This theory highlights five main factors that influence adopting technology 

relative advantage, compatibility, complexity, trialability, and observability. In the context 

of Web 3.0, these elements are very important for understanding how consumers think and 

act about new, decentralized digital environments. 
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Relative advantage is how people see the benefits or improvements of a new idea, plays an 

important part in Web 3.0 adoption. Here, the advantages include better data privacy, 

security, and user control (Rogers 1983). How well Web 3.0 features match current 

consumer values, like transparency and data ownership, shows how compatible these 

technologies are with today's digital trends. However, Web 3.0's complexity, especially in 

technologies like blockchain, often creates a big barrier, as users need to learn unfamiliar 

interfaces and processes. Trialability and observability, which are about trying out and 

seeing the benefits of a technology, are especially important for dApps. Firsthand experience 

can ease worries and make people more willing to adopt. 

The UTAUT model, created by Venkatesh et al. 2003, gives more insight into factors that 

influence technology acceptance, especially in consumer markets. This model includes four 

main parts performance expectancy, effort expectancy, social influence, and facilitating 

conditions. For Web 3.0, performance expectancy connects to how consumers think these 

technologies meet expectations for security, privacy, and user control. Effort expectancy 

looks at how easy or hard consumers find using Web 3.0 platforms, mainly the learning 

needed for decentralized systems. Social influence, or what others think, is a big factor, 

especially since social media and online communities increasingly shape attitudes toward 

new technologies. Lastly, facilitating conditions include the support and resources available 

to consumers, which are crucial for Web 3.0 adoption to be effective. 

Combining the DOI and UTAUT models gives a strong framework for studying Web 3.0 

adoption. Rogers' theory offers a good viewpoint for understanding what features of Web 

3.0 technologies attract or deter consumers. At the same time, the UTAUT model helps 

explain the broader social and practical conditions that affect adoption. This framework 

allows a deeper look into how Web 3.0's special features, like decentralization and better 

privacy, fit with consumer values and behavior patterns. This gives marketers valuable 

insights for making strategies. 

In conclusion, this theoretical framework sees DOI and the UTAUT model as tools that 

complement each other for analyzing Web 3.0 adoption's challenges and opportunities. This 

framework provides a base for understanding how to use Web 3.0 to create meaningful, trust-

based consumer engagement by finding the key factors that drive or stop adoption. 
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1.6  Definitions of Key Concepts 

To ensure a clear foundation for this study, it is important to define the primary concepts 

that support the analysis of Web 3.0 and its impact on consumer adoption behavior. This part 

outlines the main terms and technologies relevant to Web 3.0, including blockchain, AI, and 

dApps. By clarifying clear definitions for these key concepts, this study aims to build a 

structured understanding of the technology parts and principles that form Web 3.0. These 

definitions will make the research scope clear and help analyze the barriers and opportunities 

connected to these new technologies. 

Web 3.0 is considered to be the third version of the internet. It focuses on decentralization, 

security, and user control. The first version of the internet was known as read-only, later it 

evolved to a version that allowed users to interact and create content, but was still controlled 

by central authority (Gan et al. 2023). Web 3.0 is trying to change this by giving users more 

power. Key elements of Web 3.0 are decentralized systems built on blockchain, better 

privacy features, and open data management. These reduce the need to depend on big 

technology companies like Meta or Google, and increase trust in the digital environment. 

Technologies like smart contracts and dApps allow users to interact without middlemen. 

This development supports the idea of a safer and more independent internet, where fairness 

and user ownership are more important than before. 

Blockchain is a decentralized and unchangeable way to store data. It works by recording 

transactions across a peer-to-peer network without needing a central authority to control it 

(Sarmah 2018). Blockchain plays a key role by increasing security and transparency and 

giving users more control over their own data (Gan et al. 2023). Through cryptographic 

systems, users can manage their information directly, which helps to reduce the need for 

third parties in digital services. This builds trust and supports more direct digital interactions. 

Blockchain is especially useful in services where data must be reliable and protected. Its 

features match well with the goals of Web 3.0, such as decentralized systems and stronger 

privacy for users (Sarmah 2018). 

AI is an important part of Web 3.0. It helps create smarter and more personalized digital 

environments by processing large amounts of data with the help of machine learning and 

predictive analytics (Ertel 2017). According to Sheikh, Prins & Schrijvers. (2023), 

AI allows systems to adapt to users’ preferences in real-time, which makes the online 
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experience more interactive compared to earlier versions. AI also improves safety and 

privacy by making it possible to detect threats quickly and encrypt data on decentralized 

platforms. These features support Web 3.0’s goal of providing a secure and user-controlled 

digital environment while also helping companies reach users more effectively through data-

based insights (Gan et al. 2023). 

Consumer adoption behavior means the way people start using new technologies or 

innovations. It includes several steps like becoming aware of the new technology, showing 

interest, trying it out, and finally either accepting or rejecting it. These decisions 

are affected by how useful and easy the new technology seems and how well it fits into a 

person’s current habits and values (Rogers 1983). 

DApps, are the key elements of Web 3.0. They are built on decentralized networks, often 

using blockchain technology, and work without any central authority (Qasse et al. 2020). 

Smart contracts are used to manage the actions inside these applications, which helps ensure 

that they are secure and transparent (Gan et al. 2023). This supports Web 3.0’s idea of 

giving users more control and ownership over their own data. However, dApps still 

face some challenges, such as problems with scaling and meeting legal requirements, which 

may slow down their wider use (Qasse et al. 2020). 

1.7  Research Methodology 

This research uses a qualitative and exploratory approach to study how consumers adopt 

Web 3.0 technologies. A qualitative method is suitable for this kind of study because it helps 

to understand people’s thoughts, motivations, and experiences more in depth, things that are 

often hard to measure with numbers (Maxwell 2009). An exploratory design also fits well, 

since Web 3.0 is still a new and developing topic with limited earlier research (Yin 2018). 

The data is collected through semi-structured interviews. These interviews include 

predefined and open-ended questions. This makes it possible for the interviewees to talk 

freely about their own experiences, and it also allows new and unexpected themes to come 

up during the discussions (Maxwell 2009). A more detailed explanation of the research 

methods, interviews, and data analysis is given later in this study. 
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1.8  Structure of the Study 

This study consists of five chapters, each contributing to a systematic understanding of 

consumer adoption behavior in Web 3.0 technologies. The study follows a logical 

progression: it addresses the research problem, reviews relevant literature, details the 

research methodology, presents findings, and concludes with a discussion. 

Chapter 1, Introduction, establishes the background, significance, research problem, 

objectives, and research questions. It also provides an overview of the theoretical framework 

and methodology. 

Chapter 2, Literature Review and Theoretical Lens, examines prior research on Web 3.0 

adoption, focusing on DOI and the UTAUT. 

Chapter 3, Research Design and Methods, outlines the qualitative and exploratory research 

approach, describing data collection and analysis techniques while addressing reliability and 

validity considerations. 

Chapter 4, Findings, presents key insights from the data analysis, identifying trends and 

challenges associated with Web 3.0 adoption. 

Chapter 5, Discussion and Conclusions, interprets the findings in relation to the theoretical 

framework, discusses practical and theoretical implications, and outlines study limitations 

and directions for future research. 

This structure ensures a complete exploration of Web 3.0 adoption, linking theoretical 

perspectives with empirical findings. By identifying key adoption drivers and barriers, this 

study provides insights into the evolving digital landscape and its implications for consumer.



 
 

 

20 
 

2  Literature review and theoretical lens 

This chapter looks at earlier studies related to Web 3.0 and how it is being adopted by 

consumers. The focus is on the main technologies behind Web 3.0, such as blockchain, AI, 

and dApps, and how these affect user behavior and trust. The chapter also reviews some of 

the challenges related to privacy and usability in decentralized systems. In addition, the 

chapter introduces two main theories used in this study, the DOI model and the 

UTAUT. These frameworks help explain what affects the adoption of new technology and 

why it sometimes happens slowly. This literature review creates the base for the research 

part of this thesis by showing what is already known and what is still missing from earlier 

studies. 

2.1  Introduction to Literature Review 

A literature review is an important part of any research project because it brings together 

earlier findings and builds a background for the topic. In this case, reviewing earlier 

research is useful for understanding the development of Web 3.0 technologies and what 

factors influence how people adopt them. This part of the thesis goes through the main 

themes found in earlier studies and points out the gaps this research will focus on. 

Web 3.0 is seen as a major change in how the internet works. It moves away from central 

control and gives users more ownership of their own data (Gan et al. 2023). While Web 2.0 

allowed users to create content and interact with each other, it still relied heavily on large 

platforms. Web 3.0, on the other hand, uses blockchain, AI, and dApps to allow safer, more 

transparent, and independent digital interaction (Cheng 2024). These changes affect how 

people behave online, but they also create new challenges with privacy, trust, and ease of 

use (Shen et al. 2024). There is still a lot to learn about how people start to use and trust 

these new systems. 

Earlier studies have focused on several important areas related to Web 3.0. First, 

technologies like blockchain, AI, and dApps form the technical base of Web 3.0, but they 

are often complex, which can slow down adoption (Gan et al. 2023). Second, research on 

consumer behavior shows that trust, security, and how easy something is to use are key 
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factors that influence whether people start using new digital technologies (AlHogail 

2018). Third, Web 3.0 also changes how businesses work. It brings new systems like token-

based economies and DeFi, which affect marketing and online commerce (Gan, Tsoukalas 

& Netessine 2023). Still, there are ongoing concerns about privacy and data security, which 

may lead to legal questions and make consumers hesitant (Shen et al. 2024). 

Although many of these areas have already been studied, there are still gaps in the research. 

For example, most of the studies have focused on the technology itself, not on how real users 

actually make decisions or how trust is built in practice. There are also only a few studies 

that look at how businesses are using Web 3.0 and how it affects consumer engagement 

(Cheng 2024). 

This literature review helps to understand better what is already known about Web 3.0 and 

where more research is needed. The following section (2.2) will describe in more detail the 

key technologies behind Web 3.0 and how they relate to user trust and adoption. 

2.2  Defining Web 3.0 and Key Technologies 

Web 3.0 is the next step in the development of the internet. It shifts from centralized 

systems to a more decentralized model where users have more control (Cheng 2024). In Web 

3.0, technologies like blockchain, AI, and dApps are used to create a digital environment 

that is more secure, private, and transparent than before. This reduces the need for 

intermediaries and increases user trust (Gan et al. 2023). Compared to Web 1.0, which was 

static, and Web 2.0, which allowed interaction but relied on large platforms, Web 3.0 offers 

a more personal and secure UX (Hendler 2009). 

One of the main technologies behind Web 3.0 is blockchain. Blockchain makes it possible 

to record transactions in a decentralized and transparent way (Gan et al. 2023). Because 

there is no central authority, users have more ownership over their own data, and trust is 

built through the system itself (Shen et al. 2024). Blockchain can 

be used in many areas, such as verifying digital identity, DeFi, and smart contracts 

(Holotescu 2018). 

Smart contracts are part of the blockchain system and help automate transactions. These 

contracts run automatically when certain conditions are met. Because of this, there is no 
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need for a third party to manage the process. Smart contracts can reduce fraud and increase 

efficiency, and they are already being used in finance, supply chains, and digital trading 

(Gan et al. 2023). 

Another important part of Web 3.0 is AI. AI makes it possible to process large amounts of 

data, personalize content, and automate many tasks (Cheng 2024). AI systems help websites 

and platforms adapt to users’ needs and improve the overall experience (Leslie 2019). Still, 

there are some concerns, such as the risk of algorithm bias and how personal data might be 

used in the wrong way. 

DApps are also a key part of Web 3.0. Unlike traditional apps, dApps run on blockchain 

networks. This makes them harder to censor and more secure (Gan et al. 2023). Users have 

more control over their own data, and the system does not rely on one central point (Cheng 

2024). However, some problems still exist. dApps can be hard to scale, and the UX is not 

always smooth, which can slow down their adoption. 

Table 1. Comparison of Web 1.0, Web 2.0, and Web 3.0 (Gan et al. 2023; Cheng 2024; Hendler 2009) 

Understanding the primary technologies that form the base for Web 3.0 is important for 

analyzing its adoption. The following section will examine consumer behavior theories 

relevant to Web 3.0. Exploring the psychological and sociological factors influencing user 

engagement with decentralized technologies (Cheng 2024; Gan et al. 2023). 

Stage of the Internet Web 1.0 Web 2.0 Web 3.0 

Era 1990s-early 2000s Early 2000s-2020s Present and emerging 

Architecture 
Static, read-only 

websites 

Interactive, platform-

driven 

Decentralized, trustless 

systems 

Data Ownership 
Controlled by website 

owners 

Controlled by tech 

giants 

Owned by users via 

blockchain 

Technology HTML, HTTP, basic 

CSS 

Social media, cloud 

computing, APIs 

Blockchain, AI, dApps 
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2.3  Consumer Behavior in Digital Environments 

To understand how people start using Web 3.0, it is important to first look at consumer 

behavior in digital environments. The transition from Web 2.0 to Web 3.0 has brought new 

possibilities but also new challenges. People now expect more control over their 

data, better privacy, and more trust in online platforms. Earlier studies show that technology 

adoption depends on many factors, such as how useful the technology is, how easy it is 

to use, how secure it feels, and what kind of influence other people have (Alzahrani & Daim 

2019; Khan, Mehdi & Ahsan 2023). These questions are especially important in Web 3.0, 

where many traditional intermediaries are no longer involved. In this new environment, 

users need to build trust in different ways (Gimre 2024). 

2.3.1  The Transition from Web 2.0 to Web 3.0 

Web 2.0 made it possible for users to create content, interact, and build social 

networks. However, most of the data remained in the hands of large companies, which led 

to growing concerns about privacy and who owns personal information (Hasija & Esper 

2022). Platforms like Meta and Google collected large amounts of user data, while users 

themselves had very little control over how that data was used. Web 3.0 tries to change this 

by using blockchain to create a system where users can control their own data more directly 

(Khan et al. 2023). The change is not only about technology. It also requires users to behave 

differently and adjust to new ways of owning digital assets and interacting with others 

(Gimre 2024). 

Web 3.0 changes the online economy by giving more control to users over their digital 

assets. With dApps and new ownership models, people can manage their digital assets 

directly (Al-Amri, Zakaria, Habbal & Hassan 2019). In contrast to Web 2.0, where 

companies stored and managed data, Web 3.0 supports peer-to-peer systems that do 

not need a central authority. One important idea in Web 3.0 is self-sovereign identity, where 

people can control their online identity without depending on third parties (Gimre 2024). 

However, learning to use these systems can be difficult. Decentralized tools often require 

more technical skills than regular platforms, which may slow down the adoption. This is in 
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line with earlier findings in technology research, where users are less likely to use something 

if they think it is too complex (Ekebom 2012). 

2.3.2  Digital Technology Adoption in Consumer Behavior 

Several theories help to explain how people start using new technologies. Theories such as 

DOI and UTAUT suggest that people consider the benefits, risks, and actions of those around 

them before making a decision (Alzahrani & Daim 2019). These theories also point out that 

early adopters have an important role. Their experiences can influence whether others decide 

to try a new technology or not (Khan et al. 2023). 

Research on cryptocurrency gives useful ideas when thinking about Web 3.0 adoption. Both 

are decentralized technologies and face similar problems. These include worries about 

safety, unclear regulations, and possible financial risks (Al-Amri et al. 2019). Some people 

are interested in the financial rewards or the idea of decentralization, while others are unsure 

because of complicated systems and the lack of protection from official institutions (Gimre 

2024). This shows that for Web 3.0 to succeed, platforms must offer clear benefits but also 

remain easy to use. 

Studies on AI adoption also help us understand Web 3.0 consumer behavior. Trust in 

AI depends a lot on how transparent and reliable the systems appear to be (Hasija & Esper 

2022). Because AI is a part of many Web 3.0 applications and helps to make decisions in 

decentralized systems. Users need to trust the way data is handled and how decisions are 

made (Khan et al. 2023). There are also ethical questions, such as how algorithms might be 

biased. These can affect how willing people are to use these systems. 

Earlier studies on cloud services and mobile technologies show that ease of use is one of the 

most important things for adoption (Ekebom 2012). If a system is too difficult or time-

consuming, most people are not likely to start using it (Akinwunmi, Olajubu & Aderounmu, 

2015). This also applies to Web 3.0. To reach a wide audience, platforms must focus on 

making UI simple and accessible. 
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2.3.3  Trust and Privacy in Consumer Decision-Making 

Trust is one of the most important factors in digital services, especially in systems where 

there is no central authority. In decentralized environments like Web 3.0, users must rely on 

technology itself rather than traditional institutions. Earlier studies show that people are more 

likely to use new technologies when they feel their personal data is safe and under 

their own control (Gimre 2024). While blockchain can increase trust through transparency, 

some users are still unsure because of anonymity concerns and unclear regulations. These 

issues may slow down the adoption process (Khan et al. 2023). 

Examples such as DeFi and identity systems show that trust in Web 3.0 can be 

complex. Blockchain makes data secure and unchangeable, but users still worry about 

risks like fraud, hacking, and the lack of legal protection (Al-Amri et al. 2019). Some 

new technologies, like zero-knowledge proofs (ZKPs) and decentralized identity solutions, 

aim to solve these problems. These tools can improve privacy and safety, which may help 

people trust the systems more (Gimre 2024). 

In Web 2.0, large companies managed security and user identities, but in Web 3.0, 

individuals have more responsibility. This means users need to learn new ways to protect 

themselves and manage digital interactions. In the end, trust, ease of use, and clear benefits 

all play an important role in whether people start using Web 3.0 technologies. The next 

section will focus on the main challenges and opportunities related to adoption, including 

technical, financial, and legal issues (Khan et al. 2023). 

2.4  Adoption Challenges and Opportunities 

Web 3.0 technologies offer many new possibilities, but their adoption also comes 

with several challenges. Technologies like blockchain, AI, and dApps 

promise better transparency, stronger data security, and more personal control (Gimre 

2024). However, these benefits have not yet led to widespread adoption. Studies on 

cryptocurrencies and decentralized platforms show that trust issues, unclear regulations, and 

technical complexity remain major barriers (Alzahrani & Daim 2019; Al-Amri et al. 2019; 

Gan et al. 2023). This section goes through the most common obstacles and the factors that 

may help increase adoption in the future. 
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2.4.1  Adoption Barriers: Challenges in Web 3.0 Adoption 

One of the biggest challenges in adopting Web 3.0 is the lack of user trust. Unlike centralized 

systems, which are often backed by well-known companies or institutions, Web 3.0 is 

based on blockchain and smart contracts. For many users, these systems feel complex 

and hard to understand (Gimre 2024). Security issues, such as bugs in smart contracts or so-

called rug-pulls in DeFi projects, have made some people skeptical (Shen et al. 2024). Even 

though blockchain itself is secure, problems like stolen private keys or attacks on dApps can 

still reduce trust in the system. 

The anonymous and open nature of Web 3.0 also creates concerns. People worry about 

illegal activities such as money laundering or identity theft (Shen et al. 2024). Some new 

technologies, like ZKPs, aim to improve privacy, but they are still difficult to use and not 

yet widely adopted (Gimre 2024). 

Another problem is the lack of clear regulation. Web 3.0 operates outside traditional 

systems, which makes it difficult to know how things like taxes, ownership, or legal 

responsibility work (Alzahrani & Daim 2019). Countries around the world have different 

rules about cryptocurrencies and DeFi, which adds to the confusion and affects whether 

consumers are willing to trust these services (Al-Amri et al. 2019). 

Privacy and personal responsibility also create challenges. In Web 3.0, users 

have full control over their data and identity, but they also have to manage 

their own security. This includes handling private keys, protecting personal assets, 

and keeping access secure (Khan et al. 2023). If keys are lost or stolen, there is no way to 

recover them. In addition, some systems like decentralized storage and data sharing are still 

under development, and users worry about losing important information or not being able to 

access it when needed (Shen et al. 2024). 

Unlike Web 2.0 platforms, which are designed for accessibility and ease of use, Web 3.0 

technologies demand higher technical literacy. Users must understand concepts such as gas 

fees, wallet interoperability, and smart contract execution, which complicate mainstream 

adoption (Ekebom 2012). Research on smartphone adoption suggests excessive complexity 

deters user engagement, a challenge that similarly affects Web 3.0 applications (Akinwunmi 

et al. 2015). 
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Poor UX remains critical, as many dApps lack intuitive interfaces. Easy onboarding, 

password recovery mechanisms, and simplified transaction processes are necessary for mass 

adoption (Hasija & Esper 2022). Additionally, scalability limitations, including high 

transaction fees and slow confirmation times, deter consumers from engaging with 

blockchain-based applications (Gan et al. 2023). 

2.4.2  Adoption Enablers: Factors Facilitating Web 3.0 Adoption 

Even though Web 3.0 adoption faces many challenges, there are also opportunities that can 

support its growth. New privacy-enhancing technologies, such as ZKPs and decentralized 

identity protocols, allow users to prove who they are without sharing too much personal data 

(Shen et al. 2024). These solutions help to reduce the risks of identity theft and online fraud 

by giving users more privacy and control. 

Decentralized governance models are another way to build trust in Web 3.0 platforms. For 

example, Decentralized Autonomous Organizations (DAOs) allow users to take part in 

decision-making and influence the development of the platforms they use (Gan et al. 

2023). This reduces dependence on central authorities and supports transparency. If 

blockchain systems become easier to understand and governments provide clearer rules, 

more people may feel confident in using them. 

Making Web 3.0 easier to use is also important for adoption. Tools like gasless transactions 

and non-custodial wallets have made it simpler for people to use blockchain-based services 

without needing deep technical knowledge (Hasija & Esper 2022). Better onboarding and 

easy-to-use interfaces help lower the entry barrier for new users. 

AI can also help by making the systems more intelligent and more user-friendly. Features 

like automatic transaction management and personalized suggestions can make using Web 

3.0 services feel more natural (Ekebom 2012). This helps reduce friction and increases the 

chances that regular consumers will use decentralized apps. 

Incentives also play an important role. Token-based systems, such as staking rewards and 

governance tokens, give users a financial reason to take part in Web 3.0 (Gan et al. 

2023). When users get rewarded for things like creating content or joining a DAO, they are 

more likely to stay active in the network. 
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DeFi is another area where adoption is growing. These services offer new ways to invest, 

lend, or earn without going through banks or traditional institutions (Al-Amri et al. 

2019). Options like yield farming, liquidity mining, and peer-to-peer lending attract users 

who want more control over their finances and are open to trying blockchain-based 

alternatives. 

2.5  Summary of the Literature Review 

This chapter has explored the different factors that affect how consumers adopt Web 3.0 

technologies. It has looked at how the shift from centralized Web 2.0 platforms to 

decentralized Web 3.0 environments changes the way users think about data, trust, and 

online interaction. Technologies like blockchain and AI were shown to play an 

important role in building or reducing consumer confidence (Gimre 2024; Khan et al. 

2023). Based on earlier studies, four key areas have been identified: security and trust, legal 

uncertainty, usability challenges, and economic incentives. 

Trust and data security remain major concerns. In Web 3.0, users are responsible for 

managing their own data. While blockchain offers security and transparency, there are still 

risks such as fraud, loss of keys, and smart contract errors (Alzahrani & Daim 2019; Shen et 

al. 2024; Gimre 2024). 

Regulation is still unclear. Different countries have different rules when it comes to 

cryptocurrencies, tokens, and dApps, which can make people unsure about using them (Al-

Amri et al. 2019). This uncertainty affects user trust and the public image of Web 3.0 

platforms (Khan et al. 2023). 

Complexity in technology use is still a barrier. Many users find it hard to use digital wallets, 

manage private keys, or understand blockchain systems (Ekebom 2012; Akinwunmi et al. 

2015). Studies show that a simple UI, good design, and clear instructions can help lower this 

barrier and improve adoption (Hasija & Esper 2022). 

Finally, economic incentives matter. Token-based rewards, such as staking and yield 

farming, encourage users to take part in Web 3.0 ecosystems (Gan et al. 2023). At the same 

time, market risks and unclear token value raise concerns about how sustainable these 

systems really are (Shen et al. 2024). 
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Even though Web 3.0 has been widely studied, some important gaps still remain. Most 

research focuses on the technical side, such as blockchain performance or AI capabilities. 

Less is known about how regular users feel about these technologies or how 

they actually use them in their everyday life (Alzahrani & Daim 2019; Gimre 2024). 

There is also a need for more qualitative research that looks at behavior, motivation, and 

trust in decentralized systems. Earlier studies have mostly looked at technical 

solutions, not how users build confidence or adapt to new systems (Khan et al. 2023). There 

is also limited research on the long-term impact and sustainability of token-based economies 

(Gan et al. 2023). 

This study aims to address these gaps. It focuses on how consumers themselves view Web 

3.0, using adoption theories, DOI, and the UTAUT. The goal is to better understand how 

trust, usability, and economic incentives affect the way people begin using decentralized 

platforms. The study also aims to offer insights that can help developers, businesses, and 

policymakers support wider adoption. 

2.6  Introduction to Theoretical Framework 

A theoretical framework helps guide the research by offering a clear structure for 

understanding key ideas and relationships. It explains how the study is built and why specific 

theories are used. A good theoretical framework provides a solid foundation for research by 

supporting it with established theory and previous empirical findings (Hair, Page & 

Brunsveld 2020). When studying how people adopt Web 3.0 technologies, a theoretical 

framework helps to make sense of consumer behavior, potential challenges, and the different 

factors that influence technology use. 

Because Web 3.0 is developing quickly, it is useful to look at it through existing 

theories. This includes understanding how people interact with decentralized platforms, 

blockchain services, and AI tools. Web 3.0 is different from earlier phases of the 

internet because it includes things like decentralized decision-making, token-based systems, 

and users having more control over their own data. To better understand these changes, this 

study uses two well-known theories, DOI and the UTAUT. 
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DOI, introduced by Rogers (1962), explains how new ideas and technologies spread in 

society. It identifies five important things that affect whether a person adopts something 

new: relative advantage, compatibility, complexity, trialability, and observability. Using 

DOI in this study helps to understand how people see the pros and cons of Web 3.0 

technologies, such as ease of use, security, and usefulness. 

UTAUT (Venkatesh et al. 2003) looks more closely at individual behavior. It focuses on 

four main factors: performance expectancy, effort expectancy, social influence, and 

facilitating conditions. This model is especially useful in Web 3.0, where people must often 

make decisions without help from traditional institutions. Trust, good UX, and clear 

regulations are all important here. 

By combining DOI and UTAUT, this study builds a strong framework for analysis. These 

two theories help to understand both the broad trends of how technologies spread and the 

personal reasons why people choose to use or avoid them. The next sections will explain 

each theory in more detail: Section 2.7 focuses on DOI, and Section 2.8 explains UTAUT. 

Together, they form the basis for analyzing the study’s results in later chapters. 

2.7  Diffusion of Innovations (DOI) Theory 

DOI theory, developed by Rogers (1962), helps to explain how new technologies spread in 

society. It is suitable for understanding why some people choose to adopt new 

technologies like Web 3.0 while others delay or avoid them. According to the DOI, 

technology adoption is not just a technical issue but also a social process. People’s 

decisions are influenced by relative advantage, compatibility, complexity, trialability, and 

observability (Rogers 1983). These five factors are especially important in understanding 

how people react to technologies like blockchain, dApps, and AI in the Web 3.0 

environment. 

2.7.1  Five Key Attributes of DOI in Web 3.0 Adoption 

Relative advantage means how much better a new technology is compared to older ones 

(Rogers 1983). Web 3.0 is often described as offering more privacy, better control over data, 
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and ownership of digital assets (Gan et al. 2023). However, not everyone sees 

decentralization as necessary. While some users value increased security and independence, 

others may prefer the simplicity and convenience of traditional services (Khan et al. 2023). 

For new technologies to be widely adopted, people must clearly understand their benefits, 

and those benefits must be easy to access (Mallat 2007). 

Compatibility looks at how well a new technology fits into users’ existing habits and values 

(Rogers 1983). Web 3.0 introduces changes like decentralized control and digital self-

identity, which are quite different from the systems people are used to in Web 2.0 (Khan et 

al. 2023). These differences can slow down adoption. Many users are used to platforms 

where services are handled for them. Web 3.0 expects people to take more responsibility, 

which can be a challenge, especially when current systems like banking and social media are 

not well integrated with decentralized platforms (Gimre 2024). 

Complexity refers to how difficult a technology is to understand and use (Rogers 1983). If 

something feels too complicated, people are less likely to try it (Akinwunmi et al. 2015). In 

Web 3.0, this might include things like managing private keys, using smart contracts, 

or working across different wallets and apps (Ekebom 2012). These steps can feel 

overwhelming for people unfamiliar with them. Studies show that better 

onboarding, clearer UI, and educational tools can help lower this barrier (Hasija & Esper 

2022). Early adopters also help others by showing how the technology works and making it 

feel more approachable (Gan et al. 2023). 

Trialability is about how easy it is to try out a new technology without taking big risks 

(Rogers 1983). With Web 3.0, this is harder because blockchain transactions are often 

permanent and can involve money (Alzahrani & Daim 2019). Unlike Web 2.0 

services that often offer free trials, many dApps require users to buy tokens or digital assets 

first. Some platforms are now testing ways to let people explore without committing 

financially, for example, by offering sandbox environments or incentives (Al-Amri et al. 

2019; Shen et al. 2024). 

Observability means how visible the benefits of a technology are to others (Rogers 

1983). The more people can see how Web 3.0 works and how it helps others, the more likely 

they are to try it themselves. Real-world examples, like working DeFi services or popular 

non-fungible token (NFT) platforms, help show how these technologies can be used in 
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everyday life (Gimre 2024). When early users share their experiences and show the value of 

Web 3.0, it helps others feel more confident in giving it a try (Gan et al. 2023). 

2.7.2  Adoption Curve and Consumer Segmentation in Web 3.0 

A core component of DOI theory is the adoption curve. It classifies consumers into five 

categories based on their willingness to adopt new technologies: innovators, early adopters, 

early majority, late majority, and laggards (Rogers 1983). 

• Innovators & Early Adopters - These technology-savvy users are often the first to 

explore decentralized platforms despite their complexity and risks. Many are already 

engaged with cryptocurrencies, NFTs, and DeFi platforms, driving early adoption 

and experimentation. 

• Early & Late Majority - For these users, simplified onboarding, clear regulatory 

frameworks, and demonstrated real-world applications are crucial before adopting 

Web 3.0 technologies (Khan et al. 2023). 

• Laggards - This group is resistant to change and is unlikely to adopt Web 3.0 until 

the technology is deeply integrated into everyday services. 

For Web 3.0 adoption to cross the chasm from early adopters to the mainstream market, the 

industry must address usability, regulatory clarity, and security concerns (Hasija & Esper 

2022). Policy interventions and institutional endorsements could accelerate adoption by 

creating a more predictable and user-friendly environment for potential adopters. 

2.8  Unified Theory of Acceptance and Use of Technology (UTAUT) 

UTAUT was developed by Venkatesh et al. (2003) to bring together several earlier models 

of technology adoption. It combines ideas from theories such as the Theory of Reasoned 

Action, the Technology Acceptance Model (TAM), and the DOI theory, creating 

a single model for explaining how people start using new 

technologies. UTAUT offers a useful way to understand how users adopt digital tools in 

their everyday lives. 



 
 

 

33 
 

In the case of Web 3.0, UTAUT helps to examine the behavior of consumers who are 

considering decentralized technologies. These include systems based on blockchain, smart 

contracts, and dApps. Because Web 3.0 changes how digital services are structured, moving 

from centralized control to user-driven systems, it is important to understand what motivates 

people to adopt these tools. UTAUT focuses on four main factors that influence adoption: 

performance expectancy, effort expectancy, social influence, and facilitating conditions 

(Venkatesh et al. 2003). These factors offer a clear framework for studying what makes 

people more or less likely to try out and continue using Web 3.0 technologies. 

2.8.1  UTAUT’s Four Core Factors and Web 3.0 Adoption 

According to the UTAUT model, performance expectancy, effort expectancy, and social 

influence affect users’ behavioral intention, whereas facilitating conditions directly 

influence use behavior (Venkatesh et al. 2003). Applying these elements to Web 3.0 

helps make sense of how users respond to decentralized technologies, such as blockchain, 

smart contracts, and dApps. 

Performance expectancy means how useful users believe the new technology will be for 

their goals (Venkatesh et al. 2003). In the case of Web 3.0, this 

includes benefits like improved security, transparency, and control over personal data. For 

example, blockchain can help protect user data by making transactions secure and harder to 

alter without permission (Shen et al. 2024). AI tools can also personalize the UX, such as by 

offering smart recommendations or predictive features (Zhang et al. 2021). However, not all 

users are convinced that these benefits are necessary or worth switching from more familiar 

Web 2.0 platforms. 

Effort expectancy refers to how easy or difficult the technology seems to be (Venkatesh et 

al. 2003). Many Web 3.0 tools, especially DeFi applications and smart contracts, can appear 

complicated. Users often need to learn how to use digital wallets, manage private keys, and 

understand decentralized systems (Al-Amri et al. 2019). This complexity can discourage 

new users. Making the onboarding process easier, simplifying UI, and offering tutorials or 

help guides can reduce this barrier. Previous research shows that when people find 

technology easy to use, they are more likely to adopt it (Williams, Rana & Dwivedi 2015). 
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Social influence relates to how much people are affected by the opinions and behavior of 

others when deciding to use a new technology (Venkatesh et al. 2003). In Web 3.0, 

community support plays a big role. For example, the growth of NFTs and DAOs shows 

how online communities can encourage people to try new tools through peer 

recommendations and shared experiences (Shen et al. 2024). Influential developers and 

public figures in the crypto space can also shape adoption trends. At the same time, concerns 

about hype, misinformation, and speculation, especially 

around cryptocurrencies, highlight the need for clearer information and responsible 

communication. 

Facilitating conditions are the external factors that support technology adoption (Venkatesh 

et al. 2003). These can include access to working tools, technical infrastructure, legal clarity, 

and educational resources. In Web 3.0, this might mean having access to secure digital 

wallets, reliable blockchain networks, or platforms that follow security standards (Shen et 

al. 2024). Financial incentives, like token rewards or participation in DAOs, can also 

encourage ongoing use (Gan et al. 2023). Without good support systems and clear 

guidelines, however, many users may still feel hesitant to switch from centralized services. 

2.8.2  UTAUT’s Applicability to Web 3.0 

Applying the UTAUT model to Web 3.0 helps explain the psychological and environmental 

factors that shape user behavior in decentralized settings. While technologies like blockchain 

and dApps offer major changes in how people interact online, adoption depends on making 

these tools easier to use, showing their clear benefits, and building trust among users. For 

Web 3.0 to succeed, the advantages must be communicated clearly, usability must be 

improved, and communities should be involved to support acceptance. 

Combining UTAUT with the DOI model provides a more complete view of the adoption 

process. DOI focuses on how innovations spread across different user groups (Rogers 1983), 

while UTAUT explains the individual motivations behind accepting or rejecting new 

technologies. Together, these models help link broad trends in innovation with personal 

decisions and day-to-day UX. 
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The UTAUT model offers a helpful framework for understanding key aspects of Web 3.0 

adoption. Performance expectancy points to the benefits users hope to gain, such as 

improved security and control. Effort expectancy highlights usability issues that can slow 

adoption. Social influence reflects how important peer support and community involvement 

are, especially in Web 3.0 environments. Facilitating conditions emphasize the role of 

external factors, such as tools, resources, and regulatory support, in helping or hindering 

adoption. 

By using both UTAUT and DOI, this study builds a strong theoretical foundation for 

analyzing Web 3.0 adoption. 

2.9  Theoretical Framework Summary 

This section provides a visual summary of the theoretical framework discussed in Chapter 

2. The previous sections explored the key elements of Web 3.0 technologies, examined 

consumer behavior in decentralized environments, and outlined the core principles of the 

DOI and UTAUT models. Figure 2 integrates these perspectives to illustrate how 

technological factors, theoretical constructs, and behavioral elements influence consumer 

adoption in decentralized digital environments. The figure is a conceptual reference point 

highlighting the key components and their interrelations, thus laying a clear foundation for 

the empirical investigation in the following chapters. 
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Figure 1. Theoretical Framework of Consumer Adoption Behavior in Web 3.0 

In the figure, the DOI and UTAUT models provide the theoretical basis for understanding 

consumer adoption behavior, with each contributing distinct explanatory factors. Web 3.0 

technologies such as blockchain, AI, and dApps serve as contextual drivers that introduce 

adoption barriers such as complexity, regulatory uncertainty, and perceived risk, and 

adoption enablers, including enhanced privacy and security, transparency and trust, and user 

empowerment. These opposing forces converge on the central concept of Consumer 

adoption behavior, representing this dynamic interplay's outcome. The figure uses color 

coding to distinguish between enablers (green), barriers (red), and theoretical foundations 

(gray), providing a transparent and interpretable visual framework for the study.
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3  Research design and methods 

This chapter introduces the research approach used to examine how consumers understand 

and adopt Web 3.0 technologies. As the topic is still developing and previous research has 

focused mostly on technical aspects rather than users, a qualitative and exploratory research 

design was selected. This method makes it possible to gain deeper insight into user attitudes, 

perceptions of trust, and behavioral factors that might not be visible through quantitative 

approaches. 

The study is based on the theoretical frameworks of DOI and UTAUT, which guide both the 

data collection and the analysis. The structure of this chapter is as follows: Section 3.1 

describes the research context and outlines the adopter categories used in this study. Section 

3.2 explains how the data was collected. Section 3.3 focuses on the analysis process. Finally, 

Section 3.4 describes the steps taken to ensure the reliability and validity of the results. 

3.1  Research Context 

The research context centers on the growing relevance of decentralized technologies and the 

shift in data control from platforms to individuals. Web 3.0 introduces blockchain, AI, and 

dApps as its foundation, promising user autonomy and transparency (Gan et al. 2023; Cheng 

2024). However, this shift also presents challenges, including complexity, regulation, and 

trust (Shen et al. 2024; Gimre 2024). 

While previous research has mainly focused on enterprises and the development of technical 

infrastructure (Kumar et al. 2016; Alzahrani & Daim 2019), the consumer perspective 

remains less explored. Understanding how individuals adopt Web 3.0 technologies requires 

attention to the different adopter categories identified by Rogers (1983), including early 

adopters, the late majority, and laggards. Each group demonstrates varying levels of digital 

readiness and openness to innovation, which influence how new technologies are received. 

This study focuses on the Finnish consumer market, where growing emphasis on consumer 

data rights and privacy makes the topic particularly relevant (Kurki-Suonio 2021). 
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3.2  Data Collection Methods 

The primary data collection method was semi-structured interviews. This method is 

appropriate for qualitative exploration, offering both consistency and adaptability during 

discussions (Maxwell 2009). The interview guide was based on constructs derived from the 

DOI and the UTAUT. Core themes included relative advantage, compatibility, complexity, 

trialability, observability, performance expectancy, effort expectancy, social influence, and 

facilitating conditions. Additionally, questions addressed trust, privacy, and user autonomy 

factors, which are particularly relevant in the decentralized context (Mallat 2007; Oliveira 

et al. 2016). The full interview guides, translated into English, are available in Appendix 2 

(Interview Guide for Early Adopters and Late Majority) and Appendix 3 (Interview Guide 

for Laggards). While the interview guides presented in Appendices 2 and 3 provide a 

consistent framework for all participants, the interviews remained flexible. Follow-up 

questions were used to explore specific responses in more depth, and discussions were 

allowed to deviate slightly from the interview guide as participants brought up interesting or 

new perspectives. 

Two slightly different interview guides were used. Early adopters and the late majority of 

participants received the same guide, as they were familiar with Web 3.0 technologies and 

generally had high levels of digital proficiency. A slightly different interview guide was 

prepared for a participant in the laggard group. While the content structure remained 

consistent, concepts were explained more clearly and with practical examples to support 

comprehension. 

Three interviews were conducted in May 2025, with one participant in each group. The 

duration of the interviews varied depending on the participant and group, ranging from just 

over 20 minutes to approximately 75 minutes. All the interviews were conducted via 

Microsoft Teams. All interviews were conducted in Finnish, the participants’ native 

language, to allow for natural expression and more in-depth articulation of thoughts. Before 

each interview, participants were informed that the session would be recorded for 

transcription and analysis purposes, and their consent was obtained. Ensuring participant 

anonymity and data privacy was very important throughout the data collection and analysis 

process. All interview transcripts were anonymized immediately upon transcription by 

removing names and any directly identifiable details. At the beginning of each interview, 
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participants received a brief explanation of Web 3.0 technologies to ensure a shared 

understanding of the topic. The exact text snippet that was read to the participants is included 

in the interview guides. An overview of the interviews conducted, including duration, is 

provided in Appendix 1 (Overview of Interviews Conducted). 

A short screening phase was carried out before the interviews to assign participants to the 

appropriate adopter category, as defined in Section 3.1. Participants represented diverse 

professional and educational backgrounds. Ages varied from the early thirties to mid-fifties, 

offering a broad perspective on digital adoption readiness. 

The interview guide was pilot tested with individuals outside the final sample. Based on the 

feedback, minor adjustments were made to improve the clarity and flow of the questions. 

The final version was accessible to non-specialists and aligned with the study’s research 

goals. 

3.3  Data Analysis Methods 

Thematic content analysis was used to interpret the interview data. This method is well-

suited for identifying patterns and relationships within qualitative material and allows for 

both theory-driven and data-driven insights. 

Before the analysis, all interview transcripts were translated from Finnish to English using 

Google Translate and AI. In cases where the automatic translation was inaccurate, the 

original Finnish transcript was consulted to verify the intended meaning. The entire analysis 

was conducted using the English versions of the transcripts, as the thesis is written in 

English. 

The analysis followed a hybrid coding strategy. Deductive codes were based on the 

theoretical framework, including the categories from the DOI and the UTAUT (Rogers 1983; 

Venkatesh et al. 2003). Inductive coding was applied in parallel to identify emerging themes 

that were not predetermined by theory. This combined approach was valuable given the 

exploratory nature of Web 3.0 adoption (Oliveira et al. 2016; Mallat 2007; Guest, MacQueen 

& Namey 2011). 
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The coding process was conducted using Microsoft Word, where each interview transcript 

was carefully reviewed. Deductive codes were applied using color-coded text, while 

inductive codes were added using Word’s comment function. This visual method provided 

a clear structure for organizing and tracking data segments across themes. This process 

enabled continuous comparison of codes, enhancing analytical consistency and 

transparency. Given the relatively small data set of three interviews, a separate coding matrix 

was not created. The Word document itself served as an analytical record, which allowed for 

close engagement with the material throughout the analysis. A screenshot of the Word 

document, which illustrates the coding process, can be found in Appendix 4 (Example of a 

Coded interview).  

The analysis also compared responses between the three adopter categories, early adopters, 

the late majority, and laggards, to identify shared patterns and contrasting perspectives. This 

comparative approach allowed for deeper insights into differences in behavior, perceived 

challenges, and digital readiness. The analytical strategy follows established methodological 

recommendations. Thematic analysis is particularly well suited for combining theoretical 

framing with exploratory research aims (Creswell & Creswell 2017), and its practical value 

in applied studies has been widely acknowledged (Guest et al. 2011). Consistency and 

transparency were emphasized throughout the analysis process. 

3.4  Reliability and Validity 

Qualitative research concerns the credibility and consistency of interpretations. Instead of 

statistical tests, it focuses on methodological rigor, transparency, and alignment between 

data and conclusions (Creswell & Creswell 2017; Maxwell 2009). 

Credibility was supported through multiple steps. The thematic structure of the interviews 

was consistent, although the wording varied slightly between groups. Questions were 

tailored as described in Section 3.2 to ensure clarity. Participants were assigned to adopter 

categories during a brief screening phase. Interviews began with an overview of Web 3.0 

concepts. All sessions were conducted in Finnish to support open communication. The 

interview guide was pilot-tested, and adjustments were made based on feedback. 
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Dependability was addressed through a transparent analysis process. As outlined in Section 

3.3, coding followed a structured procedure. Deductive and inductive codes were applied, 

and steps were documented for traceability (Guest et al. 2011). Although interpretation in 

qualitative work involves subjectivity, using theory-based questioning, clear procedures, and 

documentation contributes to trustworthiness (Maxwell 2009; Creswell & Creswell 2017).
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4  Findings 

Results from the qualitative interview study are presented in this chapter. This part of the 

study will also cover the observations that describe consumers’ experiences on Web 3.0 

adoption. The analysis is based on the hybrid thematic content analysis described in Chapter 

3. Hybrid thematic content analysis utilizes both deductive coding from the theories DOI 

and UTAUT, and data-driven inductive coding. The aim is to provide a deep understanding 

of Web 3.0 adoption and consumers’ attitudes towards this new technological environment. 

Several significant themes emerged from the interviews. These themes shed light on 

consumers’ views on Web 3.0. The most significant findings can be considered the perceived 

benefits of Web 3.0 and its compatibility with users’ values, but also the challenges of 

complexity and trust issues related to the technology. Results also highlight the importance 

of social factors and available resources during the adoption process. Themes are organized 

and presented in the following subchapters. 

4.1  The Perceived Advantages and Relative Advantage of Web 3.0 

In this chapter, we will go through findings from the interviews regarding the perceived 

benefits of Web 3.0 technologies compared to traditional systems. Interviewees described 

several benefits that make Web 3.0 an attractive alternative. 

The interviews revealed that one of the most significant benefits is the ability of Web 3.0 

technologies to enable fast and cost-effective money transfers. This advantage was 

particularly highlighted when compared to the slowness and high transfer costs of traditional 

banking systems. One interviewee mentioned that Web 3.0 transfers are instant and very 

cheap. Transfer costs or the speed of the transfer are not tied to location or the time of day. 

“It costs a thousandth of a cent to transfer, no matter where in the world, and it works, and 

it transfers in seconds.” (Interviewee 1) 

AI also emerged as a significant advantage of Web 3.0 technologies. Interviewees felt that 

AI is a superior tool for idea generation. AI such as ChatGPT is also seen as more powerful 

and efficient than traditional search engines such as Google or Bing. Its ability to quickly 
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generate multiple perspectives and solution proposals significantly enhances information 

gathering and problem-solving. 

“Brainstorming is completely superior with AI. I think about something and ask it to give 

me a few points to consider.” (Interviewee 1) 

Independent financial management was also perceived as a significant benefit for the early 

adopter group. Interviewee saw value in the fact that their funds are under their control 

without any intermediaries. This is strongly linked to the inductive finding, lack of 

autonomy, which describes how traditional banking systems are often perceived as 

restrictive. The autonomy offered by Web 3.0 is a great advantage for those who value 

financial independence. 

“I’m so proud that this is like mine and they’re really only under my control and they’re 

behind my fingerprint and my passwords.” (Interviewee 1) 

All in all, the interview data showed that the perceived benefits of Web 3.0 technologies are 

mainly practical and economic, focusing on the speed of transfers, cost effectiveness, and 

AI. These benefits are clearly visible compared to traditional systems and serve as a key 

motivation for adoption. 

4.2  Compatibility of Web 3.0 with User Values and Habits 

The adoption of Web 3.0 technologies seems to be strongly tied to interviewees’ values, 

habits, and prior experience. Most of the interviewees had good technical skills and an 

interest in IT. This made the transition from Web 2.0 to Web 3.0 more natural and easy. One 

interviewee described his long-term interest in computers and IT systems, which helped with 

Web 3.0 adoption. 

“I’ve always been very IT-oriented. I’ve always been interested in computers, devices, 

systems and different operating systems. So it came very naturally.” (Interviewee 1) 

Compatibility was also evident in values, like the appreciation of independent financial 

management and ownership. One interviewee felt very proud that his assets and information 

were truly under his control without any intermediaries. This is in line with the inductive 
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finding of a lack of autonomy. This describes interviewees’ experiences of the limitations of 

traditional banking systems. This highlights the value of autonomy that comes with Web 3.0. 

Compatibility was also reflected in the interviewees’ willingness to share their financial 

information with tax authorities. One interviewee stated that he has no problem sharing his 

DeFi addresses with the tax authorities. He did not feel that this violated his privacy or 

autonomy in any way. This suggests that this interviewee sees openness to authorities as part 

of the system’s compatibility with societal norms, rather than as an obstacle to the 

technology usage. 

“I have no problem sharing my DeFi addresses, which are apparently becoming mandatory 

to tell the tax authorities. That’s not a problem for me, and it doesn’t bother me.” 

(Interviewee 1) 

All in all, the data from the interviews shows that Web 3.0 adoption is more natural and 

smoother for those who have prior experience and knowledge with technology, and good 

technical skills. The adoption was also facilitated by the fact that the interviewees were used 

to searching for information independently. This demonstrates their independence and 

problem-solving skills, and this is compatible with the self-directed nature of Web 3.0. 

4.3  Challenges and Perceived Complexity of Web 3.0 Adoption 

The interview data revealed that Web 3.0 technologies have major challenges and perceived 

complexity. These challenges act as a barrier to wider adoption. Complexity is not only 

related to the difficulty of the technologies, but also to the uncertainty and lack of trust 

experienced by the users. 

One of the biggest sources of complexity is taxation. Interviewees perceived the taxation 

process of cryptocurrencies as complex. Interviewees hoped that taxation would be 

automated. 

“Well, yes, of course it makes things easier. When it’s all ready, you don’t have to report 

every single thing. It would be easy if it just came directly and automatically calculated. 

That would definitely make it easier.” (Interviewee 3) 
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Complexity is also strongly tied to the inductive theme of a fear of making a mistake or being 

scammed. Some interviewees expressed concerns about technical uncertainty and lack of 

knowledge about how some Web 3.0 technologies and platforms work. This is also the 

reason why they felt the need to be extremely careful and precise when using Web 3.0 

technologies like DeFi.  

“So that made me stop and realize I have to be careful and check everything many times to 

make sure it’s correct.” (Interviewee 3) 

However, in contrast to complexity, a new inductive theme emerged: complexity in 

traditional systems. Even though Web 3.0 presented challenges, the interviewees also 

perceived traditional systems as complex and slow. This created a context in which the 

adoption of Web 3.0 could be a solution to these problems, even though the new technology 

itself requires new learning. 

Trust is also a key component of complexity. Interviewees were concerned about risks 

associated with smaller and less-known Web 3.0 platforms. These risks involved fear of 

being hacked or being a victim of fraud. This was accompanied by an inductive theme: trust 

in traditional services. This highlighted the tendency of users to trust large, established 

organizations with a good reputation. Lack of trust in Web 3.0 is a big barrier to adoption. 

“Of course, whenever something like that is involved, there’s always that small risk or 

danger, and you have to be prepared for it. You can’t just go in headfirst without properly 

getting to know it.” (Interviewee 3) 

Overall, the data shows that complexity is a major barrier to Web 3.0 adoption. It is related 

to both the complexity of the technology itself and the uncertainty and lack of trust 

experienced by the users. Understanding these challenges is important in order to develop 

more user-friendly and safer solutions in the future. 

4.4  The Role of Trialability and Observability in the Adoption Process 

The data shows that the possibility of trial and seen benefits in technologies are key in Web 

3.0 adoption. Trialability refers to how new users are able to test new technologies/platforms 

on a smaller scale, i.e., DeFi with play money. Observability, on the other hand, refers to 

how clear and visible the benefits are. 
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The interviewees have trialed a variety of Web 3.0 technologies, including DeFi-staking and 

cryptocurrency bankcards. The ease of trial and openness for new technologies and platforms 

have been important factors in the transition. Interviewees were keen to explore new features 

that seemed appealing. 

The visibility of the benefits of the technology has also played a significant role. 

Interviewees mentioned that the versatility of technologies such as AI has only become 

concrete in recent times, as they have become more widely used. This suggests that the 

potential of the technology has only become clear after sufficient experience and examples 

have been gained from other users. 

The data also revealed that most of the time, the adoption occurs through social observation. 

One interviewee particularly compared the adoption of Web 3.0 technologies to other 

services/platforms such as Pivo and MobilePay. This shows that the adoption of a new 

technology does not happen solely because of its own benefits, but also because other users 

have already adopted it. 

"I believe so, because the same thing happened with Pivo and MobilePay. When everyone 

else started using them, I thought, ‘Well, I’ll try them too,’ since I hadn’t heard anything bad 

about them.” (Interviewee 2) 

Trialability and observability, combined with personal exploration/research and problem-

solving skills, are important factors in adoption. Although social recommendations are 

important, interviewees are used to searching for information independently. Interviewees 

trial new technologies themselves and build trust through personal experience and 

recommendations. Adoption is facilitated if the benefits of the technology are tangible, easily 

testable, and visible in the actions of other users. 

4.5  Performance and Effort Expectancy of Web 3.0 

The interviewees had high expectations about Web 3.0. This was reflected in their belief in 

the benefits and efficiency of the new technologies. High performance expectations were 

related to the use of AI, which was seen as a superior tool for idea generation, research, and 

searching for guides. AI was seen as a way better option compared to traditional search 

engines, i.e., Google or Bing. 
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“Then I’ll suddenly remember, ‘Oh, man, why am I messing around here on Google? I’m 

not getting an answer. I’ll just ask AI.’ And I just ask the question and get the answer right 

away.” (Interviewee 1) 

Effort expectancy was also often low, even though the new technology might seem complex 

at first. Interviewees were used to searching for information independently and utilizing new 

tools, such as AI, to complete complex tasks. Interviewees saw the ease of use of AI as a big 

advantage in everyday life. 

“Yes, I do. I used ChatGPT today because I had to set up a meeting in Teams and make a 

change, and I couldn't for the life of me find the right place. So I asked ChatGPT, and I found 

the answer.” (Interviewee 2) 

However, the data revealed a significant mismatch between expectations of effort and trust. 

Although interviewees appreciated the autonomous financial management that Web 3.0 

offers, some interviewees still trusted traditional organizations and expected them to take 

responsibility for certain matters. This was reflected in the inductive theme: need for 

automated tax processes, where interviewees hoped that taxation would be handled 

automatically without their own effort. One interviewee summarized this outsourcing of 

responsibility as follows. 

“Well, yes, of course it makes things easier. When it’s all ready, you don’t have to report 

every single thing. It would be easy if it just came directly and automatically calculated. 

That would definitely make it easier.” (Interviewee 3) 

Additionally, the data revealed a contrasting perspective, where the interviewee felt that they 

were too insignificant to benefit from owning the data. This suggests that while Web 3.0 

technologies may have tangible benefits, not all consumers feel that they will benefit 

personally from them. This lowers their performance expectations. 

All in all, the data show that interviewees generally have high expectations for the benefits 

of Web 3.0, especially for AI and other efficiency-enhancing technologies. Expectations for 

effort are variable and strongly linked to trust in traditional services and organizations. These 

conflicting expectations reflect the transition to a new digital environment where users must 

balance autonomous responsibility with traditional security and trust. 
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4.6  The Influence of Social Factors and Support Systems 

The social environment and available support are key to Web 3.0 adoption. The interviews 

revealed that peer groups, such as friends and family, have a big influence on the adoption 

of Web 3.0 technologies. Interviewees reported that they would rather rely on 

recommendations from persons that they know well than on the opinion of strangers. One 

interviewee told how his brother advised him to use a cold wallet, and this made him truly 

consider it. 

“And as my brother said, you should keep bigger amounts in a cold wallet, because I've 

heard a bit about scams and such, so it's better to keep it there.” (Interviewee 3) 

The interviews also clearly showed the need for reliable and official sources of information, 

which is reflected in the facilitating conditions. The interviewees hoped that, for example, 

government officials would produce information about Web 3.0 technologies like DeFi and 

cryptocurrencies to make it more trustworthy in the eyes of the wider public. This kind of 

institutional support and regulation was seen as key to banks and large companies starting 

to recognize the value of Web 3.0 and all its technologies. 

Despite this lack of official support, the interviewees showed considerable independence and 

problem-solving skills. This theme, self-reliance and problem-solving, emerged in their 

attitude towards the available resources. For example, the interviewees did not experience a 

foreign language as an obstacle. They were used to searching for information independently 

or using translators. 

“The fact that it's in a foreign language isn't a problem. If nothing else, you can use a 

translator for everything. So that's not a barrier.” (Interviewee 3) 

Overall, the data shows that the social environment and available resources are important in 

the adoption of Web 3.0. Peer recommendations encourage experimentation with 

technology, while one’s own skills and information-seeking ability help with the new digital 

environment.  
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5  Discussion and Conclusions 

This chapter will summarize the main findings from the study and discuss the relevance to 

the existing literature and practical applications. The aim is not only to replicate the findings 

but also to explain their significance and demonstrate the new understanding that this study 

offers. First, I summarize the results and answer the research questions that guided this study. 

After this, we discuss the theoretical contributions of the work. The focus is on two main 

theories used in this study, the DOI by Rogers and the UTAUT model by Venkatesh and 

others. We also think about the applicability of these theories to Web 3.0. In addition, we 

examine emerging new themes and possible further development lines to expand the 

theoretical framework. In the third section, practical implications for developers, marketers, 

and communication experts are highlighted. Finally, we assess the limitations of the study 

and outline directions for future research. 

5.1  Summary of the Results 

This chapter summarizes the empirical findings from Chapter 4 and aims to answer the 

research questions that guided this study. The results clarify the consumer adoption of Web 

3.0 technologies and the factors that either assist or delay the adoption. In particular, the data 

highlights differences between three different adopter groups. 

The main research question is: “How do consumers adopt Web 3.0 technologies, such as 

blockchain and AI, and what factors influence this adoption process?” The results suggest 

that consumer adoption is a multidimensional process influenced by a combination of 

factors, like users’ digital skills, perceived benefits of the technology, and trust and privacy 

solutions. Rather than finding uniform adoption patterns, the study revealed varying user 

attitudes. Some users felt like Web 3.0 is a natural extension of their digital everyday life. 

Others experienced Web 3.0 as a bit distant, complex, and risky. 

Sub-research question 1: What stages do consumers go through when adopting Web 3.0 

technologies? Based on the findings, the adoption proceeds in four stages. First, awareness 

and interest. Early adopter was already an active user of Web 3.0 technologies such as DeFi, 

cryptocurrencies, and AI. They also sought out more information about new Web 3.0 tools 
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and platforms. Late majority and laggards, on the other hand, encounter these technologies 

through the media or friends. Second, an experiment on a small scale. One interviewee first 

tested individual applications or platforms in a low-risk manner. Experiments involved, for 

example, opening a crypto wallet and making small transfers between the wallets. Thirdly, 

assessment of benefits and possible risks. Users compared their personal experiences with 

traditional services with new 3.0 tools and services.  The tangible benefits of the 

technologies, for example, the speed and efficiency of ChatGPT compared to a traditional 

search engine, led consumers to continue using the technology. Others highlighted concerns 

about safety and possible scams. Lastly, the establishment of Web 3.0. Users incorporated 

Web 3.0 into their regular use, but the data also showed hesitation. Complex practices such 

as KYC, Know Your Customer, or lack of trust made especially the late majority and 

laggards wonder whether it is worth continuing to use these technologies. Despite the 

hesitation, the data does not show actual discontinuation cases. 

Sub-research question 2: How do consumers perceive that the decentralized structure and 

data-centric nature of Web 3.0 affect their trust and privacy? The results show that the 

attitudes towards a decentralized structure and data-centricity were twofold. Some 

interviewees felt that the decentralized nature of Web 3.0 increased their control over their 

own data and strengthened their experience of autonomy. Ownership of data and the ability 

to control it were seen as one of the most important benefits of Web 3.0. This increased the 

sense of security, especially for the early adopter. The transparency of the blockchain was 

seen as a positive feature, as it enabled the traceability of transactions. Late majority and 

laggards had a more reserved attitude towards the decentralized nature of Web 3.0. They 

considered self-responsibility to be somewhat what a burden and highlighted the lack of 

clear support in case of errors. They relied more on traditional institutions such as banks, as 

they have an established position through regulation and accountability. Interviewees also 

raised concerns regarding possible scams and fraud. These were highlighted particularly by 

those interviewees with less technical skills and experience with Web 3.0. The data suggests 

that the decentralized structure of Web 3.0 can equally increase or decrease trust. The 

experience of privacy is stronger among early adopters who value independent data and asset 

management. Less experienced users, most commonly late majority and laggards, still see 

the decentralized structure as somewhat risky and unclear. 
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Sub-research question 3: What are the biggest challenges consumers face when transitioning 

from centralized to decentralized digital ecosystems? The data from the interviews highlights 

that the biggest challenges consumers face are related to technical complexity and lack of 

support systems. One of the most frequently cited challenges was the taxation process for 

cryptocurrencies. It was perceived as time-consuming and somewhat complicated. 

Interviewees hoped that the taxation process would be automated. This reflects the low effort 

expectancy and the conflict between the autonomy that comes with Web 3.0. Technical 

uncertainty and fear of risk also emerged as barriers to adoption. Interviewees expressed 

concerns that even small mistakes could lead to great loss in the Web 3.0 space. For example, 

one typo in a crypto wallet address would lead to a loss of funds. This example highlights 

how self-responsible and irreversible the Web 3.0 environment is. Also, the fear of hackers 

and AI scams that could cause financial damage. These things increase mistrust and 

skepticism, especially among the late majority and laggards. Interviewees’ experiences 

showed that the lack of support forces consumers to rely on peer groups, friends, and family. 

This is suitable for early adopters, but it sets a high threshold for wider adoption, since most 

consumers need institutional credibility and information from official sources, like 

government-issued guidelines, to support the adoption. 

5.2  Theoretical Contributions 

The purpose of this chapter is to clarify the findings from the data and assess its theoretical 

relevance in relation to previous literature. The aim is not to repeat the results presented in 

Chapter 4, but to demonstrate how this study deepens the understanding of Web 3.0 

adoption. This chapter examines how findings support and extend two key theoretical 

frameworks, DOI and UTAUT. Finally, new themes that emerged from the interviews are 

discussed. 

5.2.1  Contributions to DOI Theory 

Rogers’ (1983) DOI theory offers a framework that helps to explain how and why new 

technologies spread in society. The results from this study support the theory in many ways, 

but also extend it through the specific features of Web 3.0 space. 
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Based on the interviews, the biggest advantage of Web 3.0 technologies is related to speed 

and cost effectiveness of money transfers, as well as the time savings and efficiency brought 

by AI. Interviewees described AI such as ChatGPT as a superior tool for information seeking 

and idea generation. Similarly, DeFi enabled money transfers without any intermediaries 

and at almost zero cost. These findings support Rogers’ (1983) view that the spread of an 

innovation is mostly driven by its perceived benefit compared to previous solutions. 

The results also show that the adoption of Web 3.0 technologies is easier for users whose 

values and previous experiences support technological independence and self-direction. 

Interviewees with strong IT skills and personal interest in digital systems found the transition 

from Web 2.0 to Web 3.0 to be natural. This supports Rogers’ (1983) claim that the 

probability of adoption increases when new technology is compatible with individuals’ 

values and previous experience. Similar findings have also been made by Mallat (2007), who 

states that previous technological self-confidence eases the acceptance of new innovations. 

Complexity rose as a major barrier to Web 3.0 adoption. Interviewees described 

technology’s lack of clarity, especially regarding taxation, security, and technical 

uncertainty. Fear of errors and worry about scams and fraud led users to act cautiously. This 

is in line with Rogers’ (1983) theory, the more complex the new technology is seen, the 

slower it will spread in society. These findings extend the theory by showing that in a 

decentralized environment, the complexity is not only a technical challenge. It is also an 

administrative and institutional phenomenon, which is linked to the uncertainty of regulation 

and responsibility. 

5.2.2  Contributions to UTAUT 

The UTAUT model by Venkatesh et al. (2003) examines technology acceptance through 

four dimensions. Performance expectancy, effort expectancy, social influence, and 

facilitating conditions. The findings from the interviews confirm the importance of these 

also in the decentralized Web 3.0 environment. 

Based on the interviews, the use of AI was seen to increase efficiency and productivity. 

Interviewees described AI as facilitating idea generation and problem solving. Similar 
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findings and observations about the usefulness and acceptance of AI have also been made 

by Hasija and Esper (2022). 

Even though interviewees found Web 3.0 technologies useful, some technologies required a 

considerable effort. Manual processes for Defi and cryptocurrency taxation, complex UIs, 

and technical uncertainty increased the burden on interviewees. 

The results show that recommendations from friends, family, and peer groups significantly 

influence users’ decision-making on whether to try new technologies or not. The experiences 

and observations of close people strengthened trust and encouraged trial. This is also in line 

with UTAUT, where social influence is a key predictor of usage intentions (Venkatesh et al. 

2003). 

The interview data highlighted the lack of official information and guidance as a factor that 

slows the adoption. This supports the UTAUT theory view that institutional support and 

available resources have a decisive impact on adoption (Williams et al. 2015). 

5.2.3  Emerging Themes and Future Theoretical Extension 

The study highlights two key themes that complement the existing theories and provide a 

direction for possible future research. 

The results show that trust in Web 3.0 technologies is built on two levels. First, trust in the 

technology itself. For example, the trust in the transparency and security of blockchain. 

Second, trust in traditional institutions like banks and authorities. This twofold model of trust 

expands on previous literature, where trust has often been understood in a single-level 

manner (Gimre 2024; Shen et al. 2024). 

Based on the interview data, the promise of autonomy in a Web 3.0 environment appears to 

be both an opportunity and a burden. Independent asset management and data ownership 

were seen as liberating, but at the same time, the complete transfer of responsibility and risk 

to the user raised uncertainty. This finding suggests that future theoretical models should 

also consider the psychological dimension of autonomy and its impact on technology 

acceptance. 



 

 

54 

5.3  Practical Implications 

This part discusses how the empirical and theoretical findings of this study can be applied in 

practice. The aim is to point out the most important findings that are relevant for the Web 

3.0 developers and businesses that are transitioning into the Web 3.0 environment. The 

results of the study show that the adoption of Web 3.0 is still in its early days. It has barriers, 

which are mostly related to complexity, user trust, and lack of support. This chapter will 

provide information on how to overcome and avoid these barriers. First, we will focus on 

Web 3.0 developers and businesses whose role is huge in building trust and UX. Second, we 

will focus on these barriers from the communication and marketing specialist’s perspective. 

5.3.1  Implications for Web 3.0 Developers and Businesses 

The results from the study show that user-centricity and building trust with consumers are 

important when it comes to Web 3.0 technologies. The interview data reveal that barriers to 

adoption are related to complexity, uncertainty, and lack of support. This is really important 

for developers and businesses to note if they want to make Web 3.0 solutions accessible to 

the majority. 

The clarity of UIs is a key factor. Interviewees found DeFi services, crypto wallets, and 

crypto taxation to be complex. Intuitive UIs, clear instructions, and step-by-step guidance 

can make the adoption process way easier and increase consumer trust. 

The data also highlights the importance of trial and error. Interviewees wanted to trial Web 

3.0 applications/services/platforms on a smaller scale at first to avoid big risks. This finding 

suggests that the need for test platforms and trial phases is important. 

Some interviewees also found the decentralized model promising but still a bit uncertain. 

Developers should be open about data processing and security. Developers should also 

provide clear guidelines for risk management. 

Finally, autonomy stands out as an important theme. Autonomy was experienced at the same 

time as freeing and difficult to manage. Having full control over one’s assets and digital 

identity can be seen as twofold. Developers should support users, for example providing 

recovery mechanisms and support in case of errors. 
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Altogether, the successful expansion of Web 3.0 technologies requires simple UIs, security, 

transparency, and good user support. Taking these key things into account in the 

development phase can reduce barriers to adoption and, at the same time, build trust among 

consumers. 

5.3.2  Implications for Marketers and Communications Specialists 

Study shows that marketing and communications have a central role in Web 3.0 adoption. 

Interview data reveal that consumer attitudes towards decentralized systems depend on the 

concreteness of the benefits and the perceived level of risk. Interviewees expressed distrust 

and uncertainty towards Web 3.0 technologies, but at the same time interest. This interest 

was particularly evident when technology offered practical benefits, like solving a work task, 

and was easy to use. 

Communication specialists should consider different user categories and their needs. Results 

show that early adopters and late adopters differ in both technical skill set and motivation to 

learn something new. For early adopters, communications specialists can emphasize 

innovation and autonomy. For late adopters, security, simplicity, and tangible benefits are 

more important. 

Social influence and peer experiences were proven to be a driver for adoption. Interviewees 

mentioned that recommendations from friends and family increased their willingness to try 

new applications and platforms. This suggests that marketing and communications 

specialists should use community-based approaches. For example, sharing user experiences 

and peer counseling. This could increase trust and understanding among users. Positive user 

experiences and open discussion can work better than traditional advertising when it comes 

to Web 3.0. 

Building trust is also a crucial thing. The data shows that concern about scams and the 

security of technology is present when operating in a Web 3.0 environment. Excessive hype 

or too niche-specific language can alienate users. Open and simple communication increases 

understanding and a sense of security. The involvement of authorities or well-known 

institutions can also strengthen credibility. 
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Lastly, the need for official and easily accessible information emerged from the interview 

data. Interviewees hoped that public actors, such as government authorities or the media, 

would produce up-to-date and reliable information about decentralized systems. This would 

make Web 3.0 a part of societal development and not just a new technical innovation. 

5.4  Limitations and Future Research 

This part discusses the limitations of the study and suggests ideas for future research. The 

idea is to explain how these limitations might have affected the results of the study. Based 

on the limitations, this chapter will propose ideas for future studies. 

5.4.1  Limitations of the Study 

Like with all qualitative research, this study also has multiple limitations. These limitations 

are important to consider when going through the results. The study aimed to provide a deep 

understanding of consumers’ attitudes and experiences with Web 3.0 technologies. 

One limitation is related to the size and sampling of the data. This study was based on a 

limited number of interviews, specifically three. These interviews made it possible to get an 

in-depth understanding of the matter, but because of the small number of interviews, the 

attitudes and experiences are not generalizable. Interviewees selected for the study 

represented a small and technologically oriented group. This may have an impact on the 

data, emphasizing certain perspectives, for example, openness to new technology and 

willingness to try them out. That is why the results should be viewed as descriptive, not as 

statistically generalizable. 

Another limitation is that the development of Web 3.0 technologies like blockchain and AI 

is evolving so quickly that users’ perceptions and attitudes can change in the blink of an eye. 

The results of this study reflect the situation right now, but may be outdated in the future as 

new applications and tools are created and regulations regarding Web 3.0 are set. These 

limitations are important to think about when designing future studies. 

A third limitation can be considered the profile and selection of the interviewees. The 

majority of the interviewees were quite familiar with Web 3.0 and its technologies. This may 
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have contributed to their experiences and attitudes towards Web 3.0 compared to those who 

are completely new and unfamiliar with this. Therefore, this study excluded those who are 

less tech-savvy, whose views could differ significantly. 

In addition, the methodological approach of the study, a semi-structured interview, brings 

limitations related to self-reporting. Answers are based on interviewees’ own experiences. 

These experiences may include retrospective rationalization or memory errors. 

5.4.2  Future Research 

Results from this study open several possibilities for future research. Web 3.0 is still in its 

early stages. Further research is needed to deepen and broaden the understanding of users’ 

experiences and attitudes in the Web 3.0 environment. 

It is safe to say that future research would benefit from a larger and more diverse sample of 

interviewees. This study provided a qualitative perspective that deepens our understanding 

of individual consumer experiences, but quantitative or mixed methods with a larger sample 

size could strengthen and generalize findings from this study to a broader user population. 

Consumers from different technical and educational backgrounds should be included to 

compare how these factors influence the experiences and attitudes towards Web 3.0 

technologies. Secondly, a study with a longer time period could provide valuable 

information on how trust, perceived usefulness, etc., might change over time as the 

technology and regulations develop. 

Findings from this study also highlight the need for further exploration into specific themes. 

For example, trust in Web 3.0 technologies is based on two levels. Trust in technology such 

as blockchain and its transparency, and trust in traditional institutions like banks. These 

levels of trust can be twofold, which can cause some challenges for adoption. Future research 

could explore more about how consumers operate between these levels of trust and how it 

affects their decisions whether to use or not use certain Web 3.0 technologies. 

Lastly, this study showed that the lack of support and official guidelines was a big barrier to 

adoption. Future research could examine the impact of different support systems on 

adoption. For example, a study comparing two groups of users. One group receives official 
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guidance and the other does not. This could offer insight into whether authorities such as 

banks play a big role in the wider adoption of Web 3.0. 
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Appendices 

Appendix 1. Overview of Interviews Conducted 

Group Interviewee Date Duration 

Early Adopter Interviewee 1 14.5.2025 1 h 17 min 

Late Majority Interviewee 2 15.5.2025 22 min 

Laggard Interviewee 3 20.5.2025 34 min 
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Appendix 2. Interview Guide for Early Adopters and Late Majority 

Introduction for Interviewees 

This interview is related to a master’s thesis. 

This interview focuses on your thoughts, experiences, and views concerning Web 3.0 

technologies. 

Web 3.0 refers to a new phase of the internet based on decentralized technologies, such as 

blockchains, decentralized applications (dApps), and AI-powered services. The goal of these 

technologies is to give users more control over their own data, increase transparency, and 

offer new ways to interact online. 

Please note that there are no right or wrong answers in this interview. Your honest opinions 

and experiences are the most important. The interview is confidential, and your identity will 

not be revealed in the results. 

What is Web 3.0 and what technologies are associated with it? 

Web 3.0 refers to the next phase of the internet, where users have more control over their 

own data, and operations are not controlled by a single company. Here are some key 

associated technologies: 

Blockchain: A technology that stores information in a way that makes it difficult to alter 

retroactively. It's used, for instance, in cryptocurrencies like Bitcoin, allowing money to be 

transferred without a bank. 

dApps (decentralized applications): Applications not owned by a single company (like 

Google or Facebook) but managed by a community using blockchain. For example, Uniswap 

is an application where people can exchange cryptocurrencies without a centralized 

intermediary. 

Artificial Intelligence (AI): Software that learns and can recommend or perform tasks on 

behalf of humans. For example, YouTube suggests videos to you using AI. 

Decentralized identity and digital ownership: In the future, you could manage your digital 

identities or even own online content without a service owning it. 

I would like to ask, is it okay for me to record this interview? 
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The recording will only be used during the analysis phase of the research so that I can 

accurately refer back to your answers. The recordings will not be shared, and you will not 

be identifiable from them. 

Part 1: Background and Familiarity 

How familiar are you with Web 3.0 technologies, such as blockchains, dApps, or DeFi? 

Have you used any Web 3.0-related services? If so, which ones and for what purpose? 

Part 2: Perceived Benefits and Compatibility 

What do you see as the main advantages of Web 3.0 technologies compared to traditional 

platforms? 

Do these Web 3.0 services feel like they easily fit into your daily life and how you use digital 

services? Or are they separate things that you only use for a specific purpose or in a distinct 

way? 

How easy or difficult do you find using these technologies? 

Part 3: Trust, Privacy, and Autonomy 

Do you trust Web 3.0 platforms with your data and privacy? Why or why not? 

How important is data ownership or control to you when using digital services? 

How do you feel about independently managing digital identities and assets? 

Part 4: Trialability and Observability 

Have you had the opportunity to try or test Web 3.0 services before adopting them? 

Do you recall a situation where other people's user experience influenced your own opinion 

or interest? 

Part 5: Social and Environmental Factors 

Do your close circles (e.g., friends, online communities) influence your views on Web 3.0? 

What kind of support or guidance would make it easier for you to transition to using these 

technologies? 

Concluding Questions 
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Do you consider using Web 3.0 technologies in the future? Why or why not? 

Is there anything else you would like to add regarding Web 3.0? 

  



 

 

67 

Appendix 3. Interview Guide for Laggards 

Introduction for Interviewees 

This interview is related to a master’s thesis. 

This interview focuses on your thoughts, experiences, and views concerning Web 3.0 

technologies. 

Web 3.0 refers to a new phase of the internet based on decentralized technologies, such as 

blockchains, decentralized applications (dApps), and AI-powered services. The goal of these 

technologies is to give users more control over their own data, increase transparency, and 

offer new ways to interact online. 

Please note that there are no right or wrong answers in this interview. Your honest opinions 

and experiences are the most important. The interview is confidential, and your identity will 

not be revealed in the results. 

What is Web 3.0 and what technologies are associated with it? 

Web 3.0 refers to the next phase of the internet, where users have more control over their 

own data, and operations are not controlled by a single company. Here are some key 

associated technologies: 

Blockchain: A technology that stores information in a way that makes it difficult to alter 

retroactively. It's used, for instance, in cryptocurrencies like Bitcoin, allowing money to be 

transferred without a bank. 

dApps (decentralized applications): Applications not owned by a single company (like 

Google or Facebook) but managed by a community using blockchain. For example, Uniswap 

is an application where people can exchange cryptocurrencies without a centralized 

intermediary. 

Artificial Intelligence (AI): Software that learns and can recommend or perform tasks on 

behalf of humans. For example, YouTube suggests videos to you using AI. 

Decentralized identity and digital ownership: In the future, you could manage your digital 

identities or even own online content without a service owning it. 

I would like to ask, is it okay for me to record this interview? 
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The recording will only be used during the analysis phase of the research so that I can 

accurately refer back to your answers. The recordings will not be shared, and you will not 

be identifiable from them. 

Part 1: Background and Familiarity 

Have you heard of technologies like Bitcoin, artificial intelligence, or any other technologies 

mentioned here before? Example: Bitcoin is money you can send from one person to another 

without a bank. 

Have you ever used services that don't have a clear owner or company behind 

them? Example: Have you ever paid with cryptocurrency? 

What thoughts come to mind when you hear about such technologies? Do they 

spark interest or suspicion? 

Part 2: Perceived Benefits and Compatibility 

How would you feel about using a service where you can fully control your own data or 

finances without intermediaries? Example: You would pay online without bank IDs, directly 

with a digital wallet. 

Do you believe such services would be too complex for you? What could make them more 

approachable? 

How well do you think such technologies would fit into your everyday life? 

Part 3: Trust, Privacy, and Autonomy 

Does it feel safe to use a service where there's no bank or company, but "code and 

community" govern the operations? Example: Uniswap, where people themselves control 

the exchange, and no single entity can change the rules alone. 

How important do you consider it to know who controls your data or money online? 

Have you ever wondered who gets to see your information when you use online services 

(e.g., bank, social media)? 

Part 4: Social Impact and Willingness to Experiment 
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If your friend recommended a new online service to you and showed you how it works, 

would you dare to try it? Example: Your acquaintance tells you they paid with 

cryptocurrency, and it was easy. 

How much do the opinions of friends, relatives, or the media influence whether you try new 

digital services? 

Part 5: Barriers and Need for Support 

What things make you hesitate to use new online services? Example: technical difficulty, 

English language, worry about scams. 

What kind of help or support would make you consider using such services? Example: clear 

instructions in Finnish or customer service. 

Concluding Questions 

Could you imagine using such services in the future if they were easy to use and secure? 

Why or why not? 

Is there anything else you would like to add that hasn't been asked yet but you consider 

important? 
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Appendix 4. Example of a Coded interview 

 

 


