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Authentication is a fundamental component of secure information systems. As 

authentication mechanisms become increasingly complex and cyber threats continue to 

evolve, the need for effective and user-acceptable security solutions has grown. 

Contemporary approaches, including biometric authentication, behavioural verification, and 

multi-factor authentication (MFA), aim to address these challenges. However, the 

effectiveness of such systems depends not only on their technical properties but also on how 

users conceptualize, interpret, and interact with them. This study examines the key factors 

influencing users’ mental models of modern authentication systems. A quantitative-

dominant, survey-based research approach was employed, supplemented by limited 

qualitative input from open-ended survey questions. Factors such as usability, trust, privacy 

concerns, prior experience, and social influence were analysed to explore their association 

with users’ expectations and perceptions of authentication technologies. Data were collected 

over a 15-day period from 200 participants (113 men and 87 women) using a structured 

online questionnaire. The findings indicate that users frequently develop incomplete or 

inaccurate mental models of authentication systems. These mental models appear to be 

shaped more strongly by prior experience and perceived usability than by an understanding 

of the underlying technical security mechanisms. This research contributes to human-centred 

security by offering empirical insights that may support the design of authentication systems 

that are more usable, trustworthy, and aligned with user expectations. 
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1. Introduction 

The exponential growth of digital services and online platforms has made securing user 

information a critical concern for organizations and individuals alike. Traditional password-

based authentication systems, which have served as the primary mechanism for decades, are 

increasingly recognized as inadequate due to their susceptibility to phishing attacks, brute-

force cracking, social engineering, and human errors that often lead to significant security 

breaches [1]. Despite the growing awareness of password-related vulnerabilities and the 

implementation of various protective measures, studies continue to reveal that password 

compromises remain alarmingly high, suggesting that technical interventions alone are 

insufficient to guarantee security [2]. As security issues continue to emerge, experts have 

sought stronger methods for user verification. This has led to the development of various 

biometric approaches, including fingerprint and facial recognition, as well as behavioural 

biometrics such as keystroke dynamics and multi-factor authentication (MFA) mechanisms 

[3]. These innovations promise enhanced protection by leveraging unique biological and 

behavioural traits or by combining multiple authentication factors to verify user identity 

[1,2]. However, the effectiveness of these advanced systems extends beyond their technical 

sophistication; it fundamentally depends on how users perceive, understand, and interact 

with authentication systems. Users form mental models internal cognitive representations of 

how a system functions that guide their behaviours, expectations, and decision-making 

processes when engaging with authentication technologies. When users possess accurate 

mental models, they are more likely to use authentication systems securely, efficiently, and 

with confidence. Conversely, incomplete or incorrect mental models can lead to 

misconceptions, unsafe practices, distrust, and even avoidance of certain security 

mechanisms [4]. For example, a user might overestimate the security offered by a fingerprint 

scanner or misunderstand the purpose of a context-aware MFA system, resulting in negligent 

or inappropriate behaviours that compromise overall system safety [5,6]. Understanding user 

mental models is therefore critical, as human behaviour frequently represents the weakest 

link in security systems. Previous studies have made significant contributions by examining 

user perceptions, trust levels, and adoption patterns regarding various authentication 

technologies, identifying issues related to usability, privacy concerns, and system 

acceptance. However, much of this research has focused primarily on surface-level user 
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attitudes or isolated aspects of authentication usability, often neglecting the deeper cognitive, 

social, and contextual factors that shape how users mentally conceptualize and engage with 

authentication systems [7]. Few studies have systematically explored how these mental 

models are formed, influenced, or altered through experience, education, cultural context, or 

interaction design. Consequently, there remains a gap in understanding how user cognition 

and perception interact with technological and contextual variables to shape user interaction 

with authentication systems [8]. This gap underscores the necessity of the present study, 

which seeks to identify the elements that impact the formation and evolution of users’ mental 

models in relation to emerging authentication systems. Investigating these influencing 

factors is essential for several reasons. First, understanding the cognitive, social, and 

contextual determinants of mental models helps bridge the long-standing usability–security 

gap, as overly complex or burdensome security measures often drive users to adopt insecure 

workarounds or disengage from protective practices altogether [9]. By identifying how users 

interpret and mentally represent authentication systems, designers can create human-

centered security solutions that balance usability and protection more effectively. Second, 

user adoption of novel authentication systems depends heavily on trust, comprehension, and 

perceived control. Misunderstandings or incomplete mental models can lead to hesitation, 

resistance, or rejection of emerging technologies, even when these systems provide superior 

security benefits. Third, as authentication technologies increasingly incorporate behavioural 

and context-aware mechanisms that operate dynamically in the background, it is even more 

important that users understand clearly how these systems collect, process, and respond to 

their data, so that they can engage responsibly and maintain trust. To address these issues, 

this study adopts a quantitative-dominant survey-based approach, incorporating limited 

qualitative insights derived from open-ended survey questions [10,11]. The quantitative 

component involves structured surveys that measure user perceptions, trust, privacy 

concerns, prior experiences, and attitudes toward various biometric, behavioural, and multi-

factor authentication systems. Meanwhile, the qualitative component utilizes open-ended 

survey questions to explore the reasoning behind user beliefs, misconceptions, and 

behavioural tendencies in greater detail, uncovering the cognitive and social processes that 

underlie their mental representations [5,7,12]. By integrating findings from both quantitative 

and qualitative data sources, this research aims to provide a comprehensive and structured 

understanding of the key factors shaping users’ mental models of authentication systems. 

The study contributes to academic discussions on user-centered security by synthesizing 
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empirical insights into how users perceive and interact with authentication technologies, 

while also offering design-oriented considerations that may inform the development of more 

usable and intuitive authentication solutions. Ultimately, the study seeks to enhance the 

balance between security, usability, and user trust, offering a pathway toward authentication 

systems that align more closely with human cognition, expectations, and everyday practices. 

The research objectives therefore centre on identifying and analysing factors influencing 

users’ mental models, addressing the gap between user perception and system design, and 

offering recommendations for the creation of more effective, user-aligned security 

mechanisms [15,16]. The study acknowledges limitations such as potential bias in self-

reported data and constraints in generalizability due to sample diversity, but these are 

mitigated through methodological triangulation [17]. Structurally, the thesis begins with a 

comprehensive literature review situating this research within existing scholarly discourse, 

followed by detailed methodological explanations, presentation and analysis of findings, and 

a discussion that synthesizes results and highlights their implications for future 

authentication system design [18,19]. 

1.1. Objective 

The main objective of this thesis is to identify and examine the key factors that influence 

how users form mental models of modern authentication systems. As authentication 

technologies extend beyond traditional password-based mechanisms, understanding how 

users perceive, interpret, and interact with these systems is increasingly important for 

balancing usability and security. This study explores how factors such as usability, trust, 

perceived security, privacy concerns, prior experience, and interface design shape users’ 

understanding of contemporary authentication technologies. Particular attention is given to 

how prior knowledge, perceived ease of use, and cognitive biases contribute to the formation 

of accurate or inaccurate mental models. In addition, the research examines users’ mental 

models across different authentication methods, including password-based, biometric, 

graphical, behavioural, and multi-factor authentication systems, in order to identify common 

patterns, misunderstandings, and differences in user perceptions. By analysing quantitative 

survey data supported by limited qualitative insights, the study aims to identify associations 

and relationships between user characteristics, confidence in authentication systems, and 

perceived security. Rather than proposing or implementing a new authentication system, this 
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thesis seeks to provide design-oriented insights that may support the development of more 

usable and trustworthy authentication solutions by better aligning system design with users’ 

mental models and expectations. 

 

 

1.2. Research Questions 

Based on the objectives outlined in Section 1.1, this study is guided by the following research 

questions, which structure the empirical analysis and discussion presented in the subsequent 

chapters. 

Q1: How do users perceive and understand the authentication systems they currently use? 

Q2: What cognitive, psychological, sociocultural, and technological factors influence the 

formation of users’ mental models in modern authentication systems? 

Q3: How do usability, trust, privacy concerns, and perceived security affect users’ 

interaction with authentication technologies? 

Q4: Is there a relationship between users’ technical skills, confidence in authentication 

systems, and their perceived level of security? 

Q5: What common misunderstandings or mismatches exist between users’ mental models 

and the actual functioning of authentication systems? 

 

1.3. Research Instrument and Administration: 

To gather structured and reliable data for this study, a survey-based data collection approach 

was used. The questionnaire was administered in both in-person (paper) and online formats 

where clarification was needed, without conducting formal interviews. The original survey 

instrument contained 40 items, divided into five sections: (1) Demographics, (2) Current 

Authentication Experience, (3) Usability and Mental Models, (4) Security Perceptions, and 

(5) Opinions on a New System. During data preparation, overlapping and non-analytical 

items were grouped or excluded, resulting in 31 questions retained for the final analysis, as 

presented in Appendix A. The questionnaire included multiple-choice items, Likert-scale 

questions, and a small number of open-ended questions to capture users’ authentication 

practices and perceptions. Data were collected using printed questionnaires, with 
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participants completing the survey based on their personal experiences with authentication 

systems used in daily digital activities. 

Before participation, respondents were informed about the purpose of the study, 

confidentiality procedures, and ethical considerations. Participation was entirely voluntary, 

and no personally identifiable information was collected. A small pilot test was conducted 

prior to the main data collection to ensure clarity and consistency of the questions, resulting 

in minor wording adjustments. The data collection period lasted 15 days, yielding 200 valid 

responses. Incomplete or inconsistent responses were removed during data cleaning. Clear 

instructions were provided to participants, responses were handled consistently, and all data 

were securely stored until analysis. Overall, the dataset provides a reliable basis for the 

descriptive and association-based quantitative analysis presented in the results chapter. 

2. Literature Review 

The rapid advancement of digital technologies, combined with the growing complexity of 

modern cyber threats, has driven researchers to investigate alternative authentication 

approaches that extend beyond traditional password-based methods [20]. Conventional 

authentication mechanisms, while simple and widely used, have been criticized for their 

vulnerability to human errors, weak password practices, and susceptibility to phishing and 

brute-force attacks. Consequently, modern authentication systems now incorporate 

biometric, behavioural, and Multi-Factor Authentication (MFA) techniques which aim to 

strengthen both security and user experience [1, 21]. However, the success of these systems 

is not determined solely by technical robustness; it is equally dependent on how users 

perceive, understand, and interact with them [22]. This cognitive understanding, often 

referred to as the user’s mental model, plays a central role in shaping authentication 

behaviour and influencing both security outcomes and user satisfaction. The concept of a 

mental model refers to the internal representation that individuals form to make sense of a 

system’s functioning [23]. In the context of authentication, this reflects how users interpret 

authentication cues, trust mechanisms, and potential risks. Research in human–computer 

interaction and usable security suggests that users’ mental models are shaped by prior 

experience, cultural context, technological literacy, and perceived ease of use [24]. For 

instance, users who are accustomed to password-based systems may initially distrust 
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biometric systems due to unfamiliarity or privacy concerns [25]. Conversely, users who have 

experienced repeated password failures may prefer biometrics for their convenience. Thus, 

understanding the formation and evolution of mental models is crucial for the design of 

secure and user-friendly authentication systems [26,27]. Several researchers have 

highlighted that mismatches between system designers’ assumptions and users’ mental 

models often lead to usability and security problems. When users fail to understand how an 

authentication system works, they may engage in insecure practices such as reusing 

passwords, sharing authentication tokens, or avoiding multi-factor prompts [28]. This 

cognitive gap underscores the importance of designing authentication interfaces that align 

with users’ mental representations. Models such as the Technology Acceptance Model 

(TAM) and Protection Motivation Theory (PMT) are often used as frameworks for 

explaining how perceived usefulness, ease of use, and threat appraisal influence user 

adoption and trust in authentication technologies [29]. In recent years, behavioural and 

contextual factors have gained attention as key influencers of user mental models. Trust, 

perceived control, privacy concerns, and system transparency are identified as significant 

determinants shaping users’ attitudes. Studies also show that user characteristics—such as 

age, level of education, and cultural background can shape how individuals view the risks 

and advantages of authentication systems [30]. For example, younger users may adapt more 

quickly to mobile-based or biometric systems, while older users may exhibit higher levels 

of scepticism. Additionally, the degree of feedback provided by the system such as visual 

cues or confirmation messages can strengthen users’ understanding and confidence. User 

mental models in novel authentication systems are shaped by a complex interplay of 

cognitive, emotional, and contextual variables [1]. Identifying these influencing factors is 

essential not only for improving system usability but also for enhancing overall 

cybersecurity. A deep understanding of how users form, adapt, and apply mental models can 

guide designers and researchers in developing authentication mechanisms that balance both 

security and user experience. While some prior studies have employed predictive or model-

based approaches to examine authentication behaviour, the present study adopts an 

exploratory perspective, focusing on identifying and analysing factors associated with users’ 

mental models rather than predicting user behaviour. 
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2.1.   Introduction to Authentication System 

Authentication systems are essential for securing digital resources, as they restrict access to 

sensitive data and services to authorised users. As our daily lives become increasingly 

digitized ranging from online banking and e-commerce to cloud computing and social media 

the demand for secure, reliable, and user-friendly authentication mechanisms has intensified. 

Authentication acts as the first line of defines against unauthorized access, forming the 

foundation of information security [14,15]. Over the past few decades, authentication 

technologies have evolved significantly, shifting from traditional password-based systems 

to more sophisticated, user-centered, and context-aware approaches [7,9]. This development 

highlights not only advances in technology but also a growing recognition of the important 

connection between system design and human behaviour [1]. 

2.1.1. Traditional Authentication Methods (Passwords, PINs) 

For decades, passwords and Personal Identification Numbers (PINs) have been the most 

common methods of verifying user identity. These traditional mechanisms rely on the 

principle of “something the user knows [3,8]. A user creates a secret string of characters 

such as a password or PIN which must be correctly entered to access an account or system. 

Their popularity stems from simplicity, low cost, and ease of implementation [31]. In early 

computing environments, where the number of users and systems was limited, these methods 

were sufficient to provide a basic level of security [32,33]. However, the increasing number 

of online accounts and interconnected systems has significantly increased the cognitive load 

on users. Today, individuals often manage dozens of online accounts, leading to password 

fatigue [31,34]. As a result, users frequently reuse passwords across multiple platforms or 

choose weak, easily guessable ones, undermining the security of the entire system. Despite 

ongoing efforts to enforce stronger password policies such as requiring special characters or 

regular updates human tendencies and usability issues continue to pose significant 

challenges. 
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2.1.2. Limitations of Password-Based Authentication 

While passwords remain widely used, their limitations have become increasingly evident in 

the face of modern cybersecurity threats. One of the primary weaknesses lies in human 

behaviour users often prioritize convenience over security. Simple, predictable passwords 

like “123456” or “password123” are still alarmingly common. Moreover, systems that rely 

on passwords can be exposed to multiple types of cyberattacks, such as phishing attempts, 

brute-force methods, dictionary-based attacks, and social engineering techniques. Even with 

encryption and hashing, if users are tricked into revealing their credentials, the system’s 

technical security becomes meaningless. Another major limitation is the usability-security 

trade-off. Strong passwords are hard to remember, and frequent password changes lead to 

frustration and errors [35]. As a result, users tend to write passwords down, store them 

insecurely, or disable security features. Furthermore, the cost of password management 

including resetting forgotten passwords and handling account lockouts is high for 

organizations [36]. Studies show that a large proportion of IT helpdesk calls are related to 

password issues, reflecting the inefficiency of this outdated approach [19]. Thus, the inherent 

weaknesses of password-based systems have motivated the search for more secure, usable, 

and adaptive authentication solutions. 

2.1.3. Incomplete Qualitative Component 

The study was originally designed using a mixed-methods approach, where the primary data 

collection method was a survey that included both closed-ended and open-ended questions. 

The qualitative component was mainly derived from open-ended survey responses, which 

allowed participants to express their experiences and perceptions in their own words. While 

the study followed a quantitative-dominant mixed-methods design, the qualitative insights 

were used to provide additional context to support and interpret the quantitative findings. As 

a result, the analysis relied primarily on quantitative survey data, with qualitative responses 

used to enrich the overall understanding of users’ mental models. For future work, the 

inclusion of additional qualitative methods could help build a deeper and more 

comprehensive understanding of users’ mental models. 
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2.1.4. Emergence of Novel Authentication Systems (Biometric, Behavioural, 

MFA, Passwordless) 

In response to the growing inadequacy of passwords, researchers and technology developers 

have introduced novel authentication systems that combine usability with advanced security 

features [27]. Among these, biometric authentication which relies on something the user is 

has gained significant traction. Examples of widely used biometric methods include 

fingerprint recognition, facial-recognition systems, iris-based identification, and voice-

pattern analysis. Biometric systems eliminate the need to remember complex passwords and 

are difficult to forge, offering a balance between convenience and security [37]. Another 

emerging category is behavioural authentication, which uses something the user does. This 

approach analyses unique user behaviours such as typing rhythm, mouse movements, 

walking gait, or touchscreen interaction patterns. Behavioural biometrics continuously 

monitor user activity, enabling continuous authentication rather than a one-time verification. 

Multi-Factor Authentication (MFA) uses two or more verification elements, such as 

something the user knows (a password), something they possess (a smartphone or token), 

and something that identifies them physically (a biometric) [1,3]. Using multiple factors 

lowers the chance of unauthorised access, even if one of the factors becomes compromised. 

MFA significantly reduces the likelihood of unauthorized access even if one factor is 

compromised. Similarly, passwordless authentication represents a new paradigm where 

users verify their identity using trusted devices, biometrics, or cryptographic keys without 

the need for passwords. Technologies like FIDO2 and WebAuthn standards have made 

passwordless logins increasingly viable in mainstream applications [38]. These novel 

approaches address both the usability and security limitations of traditional systems, offering 

a more seamless and secure user experience. 

2.1.5. The Growing Need for User-Centered Authentication 

Despite ongoing technological progress, a key insight in recent years is that security involves 

more than technical systems it also depends heavily on human behaviour. Even the most 

advanced authentication systems can fail if users do not understand or trust them [2,10]. 

Hence, the focus has shifted toward user-centered authentication design, which emphasizes 
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aligning system functionality with users’ mental models, expectations, and behaviours. A 

user-centered approach recognizes that individuals vary widely in their perceptions of risk, 

convenience, and privacy [1, 5, 6]. For instance, some users may find fingerprint recognition 

intuitive and secure, while others may fear privacy invasion or misuse of biometric data. 

Understanding these psychological and contextual factors is essential for successful 

adoption. Researchers have thus begun to study user mental models the internal 

representations that guide how users perceive and interact with authentication systems. 

When users’ mental models align with system operations, authentication becomes smoother, 

more intuitive, and more secure [9]. Furthermore, with the rise of mobile and IoT devices, 

authentication increasingly occurs in diverse environments and contexts. Designing 

adaptable systems that respect user needs, cultural norms, and situational constraints is 

crucial for maintaining both security and trust [11]. Ultimately, a user-centered 

authentication system bridges the gap between technological innovation and human 

usability, paving the way for secure digital ecosystems that are both effective and widely 

accepted.  

2.2.   User Mental Models: Concept and Importance 

The concept of mental models originates from cognitive psychology and has been widely 

applied in the study of human–computer interaction (HCI), usability design, and user 

experience. A mental model can be defined as an internal representation that individuals 

create to understand, predict, and interact with the external world. According to Donald 

Norman (1983), mental models are the cognitive structures that people form [1,2] 

 

2.2.1. Definition and Theoretical Background (i) 

Mental models were first introduced in the field of cognitive psychology to explain how 

people reason about systems and processes that they cannot directly observe [38]. Norman’s 

model emphasizes that users do not have a complete or accurate understanding of how 

systems function; instead, they form simplified conceptual frameworks based on experience. 
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These frameworks help users predict outcomes and make decisions, even when their based 

on their experiences, observations, and interactions with a system [17,18]. These models 

enable users to interpret how a system works, anticipate its responses, and perform tasks 

effectively. In the context of authentication systems, a user’s mental model represents their 

understanding of how identity verification occurs, what information is required, and how 

security measures function to protect their data [32]. Understanding is partial or flawed. For 

example, a user might believe that a password must be long to be secure, or that a fingerprint 

scan directly compares an image of their finger to a stored picture concepts that may not 

accurately represent the underlying technology but influence user behaviour nonetheless. 

2.2.2. Mental Models in Technology Interaction(ii) 

In technology use, especially in complex systems such as authentication interfaces, mental 

models play a crucial role in determining how users approach, interpret, and trust the system. 

Users rely on their internal models to decide what actions are safe, efficient, or necessary. 

When their mental model aligns closely with the system’s actual design, users can interact 

smoothly and securely [28]. Conversely, when there is a mismatch, users may become 

confused, make errors, or develop insecure workarounds. For instance, if users 

misunderstand the purpose of multi-factor authentication (MFA), they might skip 

verification steps, weakening security [39]. Thus, a clear understanding of users’ mental 

models helps designers create more intuitive and effective authentication experiences.  

2.2.3. Importance of Accurate Mental Models(iii) 

Accurate mental models enhance both usability and security. From a usability perspective, 

they reduce cognitive load and improve efficiency, enabling users to complete authentication 

processes without frustration or repeated failure. From a security perspective, well-formed 

mental models encourage safe behaviours—such as recognizing phishing attempts, 

maintaining strong password hygiene, or trusting biometric systems appropriately [13,15]. 

Research shows that when users understand the reasoning behind security features, they are 

more likely to comply with them voluntarily. Therefore, bridging the gap between users’ 

perceived understanding and the system’s actual functioning is essential. 
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2.2.4. Factors Influencing Mental Models(iv) 

Users’ mental models are shaped by multiple factors, including:  

(i) Prior Experience: Previous exposure to authentication systems (e.g., passwords, 

PINs, biometrics) influences expectations of how new systems should function 

[1, 3]. 

(ii) Technical Literacy: Users with higher technological proficiency tend to develop 

more accurate and adaptable mental models [3]. 

(iii) Interface Design: Clear feedback, consistent icons, and transparent processes 

help users form correct understandings [5] 

(iv) Cultural and Social Context: Cultural norms affect perceptions of privacy, trust, 

and data sharing, influencing how users interpret authentication systems [7]. 

Training and Education: Awareness programs or on boarding tutorials can align user 

mental models with system realities [8]. 

2.2.5. Consequences of Mismatched Mental Models(v) 

When mental models do not align with system design, users may experience errors, security 

lapses, or reduced trust. For example: 

(i) Users may assume facial recognition always works regardless of lighting 

conditions, leading to failed logins and frustration [6, 7]. 
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(ii) Some might believe biometric data are stored as images, leading to privacy 

concerns and system avoidance [1, 9]. 

(iii)  Inconsistent authentication cues (e.g., confusing icons or unclear messages) may 

cause users to misinterpret system status, increasing vulnerability to phishing or 

spoofing [10]. 

 

2.2.6. Role in Authentication System Design(vi) 

Understanding user mental models enables designers to create authentication mechanisms 

that are intuitive, transparent, and trustworthy [39]. Designers can use user-centered design 

(UCD) methods such as usability testing, cognitive walkthroughs, and interviews to assess 

how users conceptualize security processes [40]. This feedback helps ensure that the 

system’s structure, terminology, and feedback align with users’ expectations. Moreover, the 

use of visual aids, clear explanations, and progressive disclosure (revealing complexity 

gradually) can enhance model accuracy and promote secure behaviour. 

2.2.7. Summary(vii) 

In summary, user mental models are foundational to effective interaction with technology. 

They influence how users perceive authentication processes, evaluate risks, and make 

security decisions. Norman’s theory provides the cognitive basis for understanding these 

internal representations, while HCI research extends it to practical applications in system 

design. By identifying, analysing, and aligning users’ mental models with the actual 

functioning of authentication systems, designers and researchers can significantly improve 

both user experience and cybersecurity outcomes. 
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2.3. Application of Mental Model Theory to Authentication Systems 

Building on the general theory of mental models discussed in the previous sections, this 

section applies these concepts specifically to authentication systems. Recent research has 

increasingly examined how users interpret and interact with novel authentication 

technologies, highlighting recurring gaps between system design intentions and users’ 

understanding. In authentication contexts, these gaps are particularly important because 

users’ perceptions directly influence security-related behaviour. One area where mental 

model mismatches frequently occur is biometric authentication. Many users perceive 

biometric systems as “stronger” or “more reliable” because they rely on inherent personal 

characteristics rather than knowledge-based secrets such as passwords [23,24]. However, 

empirical studies indicate that users often misunderstand how biometric data is processed 

and stored. For example, some users incorrectly assume that fingerprints or facial images are 

stored as raw images, rather than as encrypted templates, which can lead to heightened 

privacy concerns and mistrust. These misconceptions illustrate how incomplete mental 

models may shape users’ emotional responses to authentication technologies, even when 

technical safeguards are in place. A recurring issue in authentication research is the 

discrepancy between designers’ assumptions and users’ actual beliefs about system 

functionality [19,27]. Authentication systems are often designed under the assumption that 

users will recognize security warnings, understand risk implications, and comply with 

recommended security practices. In practice, users frequently form simplified or incorrect 

mental models. For instance, when multi-factor authentication (MFA) requires an additional 

verification step, some users interpret it as an unnecessary inconvenience rather than an 

added security layer. Similarly, the concept of “trusted devices” is sometimes 

misunderstood, with users assuming that a previously verified device remains permanently 

secure even if its risk profile changes over time. Such misunderstandings may encourage 

insecure behaviours, including disabling MFA or relying on unsafe shortcuts. 

Comparative studies of different authentication methods further demonstrate how users’ 

mental models vary across technologies [41]. Password-based authentication is typically 

perceived as a controllable mechanism that can be changed or reset, which provides users 

with a sense of agency. In contrast, biometric authentication is often viewed as permanent 

and unchangeable, generating both trust and concern. While some users value the 
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convenience and modernity of biometrics, others express fears related to data misuse, 

surveillance, or irreversible identity compromise. Cultural context also influences these 

perceptions, as biometric technologies may be associated with technological progress in 

some societies, while being viewed as intrusive or threatening in others [12,13]. Behavioural 

authentication systems introduce additional challenges for users’ mental models. Because 

such systems rely on behavioural patterns (e.g., typing rhythm or touchscreen interactions) 

that are not directly observable, users may struggle to understand how authentication 

decisions are made. This lack of transparency can reduce trust, particularly when users 

experience false rejections or inconsistent authentication outcomes. Prior research suggests 

that users are more likely to trust authentication systems when feedback mechanisms are 

provided, such as progress indicators or brief explanations during the verification process, 

which help users form clearer mental representations of system behaviour. Users’ mental 

models have a direct impact on usability, security behaviour, and technology adoption. When 

users’ understanding aligns with system functionality, authentication interactions tend to be 

more predictable and efficient, reducing frustration and error rates [1,3,7]. In contrast, 

inaccurate mental models may lead to confusion, abandonment, or insecure practices, such 

as writing down passwords, disabling biometric features, or sharing authenticated devices. 

From a security behaviour perspective, well-formed mental models support safer practices, 

including recognizing phishing attempts, maintaining multi-factor authentication, and 

avoiding password reuse. Conversely, incorrect mental models can create a false sense of 

security, as users may overestimate the effectiveness of certain mechanisms, such as facial 

recognition, and neglect complementary protective measures [33]. Finally, user adoption and 

trust in authentication systems are strongly influenced by the clarity and accuracy of users’ 

mental models. Authentication solutions that communicate their purpose and security 

benefits clearly are more likely to achieve sustained adoption [23,29]. Consequently, prior 

research emphasizes the importance of transparency, visual cues, and feedback mechanisms 

that assist users in developing accurate mental models [18]. Supporting users’ understanding 

of how authentication systems function can enhance usability while simultaneously 

strengthening overall security awareness. 
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2.3.1. Integration of Mental Model Factors and User Interpretations in 

Authentication 

User’s perceptions of authentication systems are shaped by a blend of prior experiences, 

technical confidence, day to day interactions with technology, and the cultural contexts in 

which they live. These elements work together to form the mental models that people use to 

make sense of how authentication works and what different security mechanisms are 

supposed to do. When a user’s assumptions line up with the system’s actual behaviour, 

interactions tend to feel intuitive. Tasks are completed smoothly, errors are reduced, and 

trust in the system grows. But when users’ internal expectations clash with the system’s 

underlying logic, both usability and security can suffer. These mismatches often surface 

among users with limited technical knowledge or those who receive unclear or insufficient 

feedback from the system. Without guidance, people may misread system messages, assume 

the wrong cause for an error, or view legitimate security measures as needless complications. 

Cultural values also play an important role, particularly in the way individuals interpret 

biometric technologies. In some societies, biometrics are associated with modernity and 

strong protection, while in others they raise fears about surveillance, misuse of personal data, 

or irreversible identity compromise. Such variations highlight how deeply design and user 

cognition are intertwined. Studies show that misunderstandings are especially common with 

biometric and behavioural authentication. A frequent misconception is that biometric 

information such as fingerprints or facial data is stored as complete, raw images, which can 

erode trust and fuel privacy concerns. Behavioural authentication can be even more opaque; 

because it works in the background, users often see it as mysterious or unreliable. These 

misunderstandings can lead to risky practices, including disabling multi-factor 

authentication, relying solely on biometrics, or simplifying passwords in ways that weaken 

protection. Overconfidence in technologies like facial recognition or fingerprint matching 

can also cause users to overlook complementary safeguards, inadvertently reducing their 

overall security. For these reasons, analysing user mental models requires more than 

identifying the factors that shape understanding. It also involves examining the 

consequences of mismatched expectations and the broader environments in which these 

beliefs take root. Taking this wider perspective offers deeper insight into how people 

interpret, accept, or resist different authentication methods. Ultimately, designing 

authentication systems that serve both security and usability goals requires clear 
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communication, consistent interface cues, and educational strategies that help explain how 

the system actually works. When system behaviour is aligned with user expectations and 

when those expectations are informed by accurate understanding authentication becomes not 

only more effective but also more trustworthy and user friendly. 

2.4. Influencing Factors for User Mental Models in Novel Authentication 

Systems  

 Understanding the factors that shape users’ mental models is essential to improve the 

effectiveness and acceptance of novel authentication systems. Prior research highlights that 

users’ mental representations are formed through the interaction of cognitive, psychological, 

sociocultural, technological, and contextual factors. Each category contributes uniquely to 

how individuals perceive, interpret, and engage with authentication mechanisms. The 

following subsections discuss these influencing factors in detail [1, 2]. 

2.4.1.  Cognitive Factors  

(i) Prior Knowledge and Experience: Users’ previous exposure to authentication 

systems significantly shapes their understanding and expectations. Those 

familiar with traditional password-based systems often transfer their learned 

behaviours to new systems, even when inappropriate. For example, users who 

are used to memorizing complex passwords may expect similar practices in 

biometric or pattern-based authentication. Prior experiences with system 

failures, such as account lockouts or forgotten credentials, can also influence 

trust and perceived reliability. Studies have shown that positive prior 

experiences enhance confidence, while negative experiences create resistance 

toward adopting novel methods [1,2]. 

(ii) Perceived Complexity: Perceived complexity refers to the user’s subjective 

assessment of how difficult or confusing an authentication process seems. If a 

system appears too complicated or requires multiple steps, users may develop 

a mental model that associates it with inconvenience or inefficiency. 
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Conversely, overly simple systems might be perceived as insecure. The balance 

between simplicity and perceived security is thus critical. Research suggests 

that users are more willing to adopt a new authentication method when they 

can mentally map its workflow without extensive instruction or technical 

support [35]. 

(iii) Learning and Memory Aspects: The way users learn and remember 

authentication procedures affects their long-term interaction patterns. Systems 

that require frequent memorization or recall (e.g., PINs or passwords) rely 

heavily on cognitive memory. In contrast, biometric or behavioural systems 

reduce memory load but introduce new mental models related to identity 

recognition and trust in technology. A well-designed system supports easy 

learning, helps users build consistent mental representations, and minimizes 

cognitive overload during use [12, 14]. 

2.4.2. Psychological Factors 

(i) Trust and Perceived Risk: Trust is one of the most critical psychological components 

influencing user acceptance of authentication systems. Users tend to engage more 

confidently with technologies they perceive as trustworthy and low risk. User trust 

is influenced by the perceived reliability, accuracy, and transparency of the 

authentication process. For example, users who understand how biometric data is 

stored and used are more likely to trust the system. Conversely, uncertainty or fear 

of data misuse increases perceived risk and discourages adoption [16, 17] 

(ii) Privacy Concern: Privacy concern relates to users’ apprehension about how personal 

or biometric information is collected, stored, and shared. High privacy concerns often 

lead to negative attitudes toward novel authentication technologies, particularly those 

involving fingerprints, facial recognition, or behavioural data. Users’ mental models 

are strongly influenced by their understanding of data protection mechanisms. Clear 

communication about privacy safeguards, encryption, and consent mechanisms can 

reduce anxiety and improve acceptance [22]. 
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(iii) Security Anxiety or Confidence: Psychological comfort plays a major role in 

authentication behaviour. Users who feel anxious about system breaches or identity 

theft may overestimate risks and develop distorted mental models of system 

vulnerability. On the other hand, users with strong security confidence might 

underestimate potential threats, leading to complacency. A balanced perception 

where users feel adequately protected without excessive fear is necessary for optimal 

interaction and trust in the system [33,34] 

2.4.3. Sociocultural Factors 

(i) Demographics (Age, Education, and Technological Literacy): Demographic 

characteristics influence how users interpret and engage with authentication systems. 

Younger users with higher technological literacy tend to adapt more easily to novel 

mechanisms such as mobile biometrics or behavioural authentication. In contrast, 

older users or those with limited digital exposure may find new systems confusing 

or intimidating. Education level also affects comprehension of system instructions 

and security cues, shaping the accuracy of mental models [24, 25]. 

(ii) Cultural Context of Security Behaviour: Cultural norms influence how individuals 

perceive security, privacy, and risk. For instance, users from collectivist societies 

may prioritize convenience and shared access, while those from individualistic 

cultures may value personal privacy more strongly. Research also indicates cultural 

variations in trust toward technology some societies show higher confidence in 

institutional data management, whereas others exhibit deep scepticism. 

Understanding these cultural nuances helps design authentication systems that align 

with users’ values and expectations [15]. 

(iii)Peer Influence or Social Norms: Social influence shapes how users form opinions 

about authentication technologies. Recommendations or behaviours of peers, family 

members, or colleagues can reinforce or challenge individual beliefs. For example, 

if users observe others successfully using facial recognition, they may perceive it as 

safe and reliable. Conversely, negative stories shared within social circles can 
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generate fear and distrust. Social validation, therefore, plays a subtle but powerful 

role in the development of mental models [8]. 

2.4.4. Technological Factors 

(i) Interface Design and Feedback Clarity: The design and usability of the 

authentication interface directly affect how users form mental models of 

the system. Clear, intuitive interfaces help users understand each step of 

the process and reduce cognitive effort. Feedback messages such as 

success confirmations or error notifications enhance user comprehension 

and confidence. Ambiguous or inconsistent feedback, on the other hand, 

leads to misunderstanding and frustration, distorting the user’s mental 

model of system functionality [11]. 

(ii) Transparency and Explain ability of Authentication Mechanisms: 

Transparency refers to how clearly the system communicates its internal 

operations, such as data verification or encryption. When users 

understand why specific steps are required, they develop more accurate 

and trusting mental models. Explainable authentication processes reduce 

uncertainty and bridge the knowledge gap between technical systems and 

non-technical users. For example, explaining why multi-factor 

authentication is necessary can increase compliance and trust [19].  

(iii) Error Messages and Recovery Options: Systems that offer clear error 

messages and straightforward recovery features such as password resets 

or retrying a biometric check help users feel more in control and 

confident in the system’s reliability. Conversely, unclear or punitive 

responses (such as sudden account locks) can cause frustration and 

reduce user confidence. Effective error communication not only 

resolves issues but also reinforces users’ understanding of the system’s 

logic [26]. 
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2.4.5. Contextual / Environmental Factors 

(i) Usage Context (Personal vs Organizational): The environment in which 

authentication occurs shapes user expectations and mental models. In personal 

contexts, users prioritize convenience and speed, whereas in organizational settings, 

compliance and data protection are often emphasized. Users may behave more 

cautiously in work-related authentication scenarios due to organizational policies 

and monitoring. Context thus determines the balance users seek between security 

and usability [5]. 

(ii) Device Type (Mobile, Desktop, IoT): Different devices offer distinct authentication 

experiences. Mobile devices often employ biometrics and gesture-based inputs, 

while desktops rely on passwords or hardware tokens. Internet of Things (IoT) 

devices may use proximity or behavioural data. Each platform’s interface, screen 

size, and sensor capability influence how users conceptualize authentication 

processes. Cross-device consistency is therefore important for maintaining coherent 

mental models [3]. 

(iii) Frequency of Authentication: The frequency with which users must authenticate 

affects their familiarity and comfort level. Frequent authentication may improve 

learning and accuracy but can also cause fatigue if perceived as repetitive or 

unnecessary. Infrequent use, on the other hand, may lead to memory decay and 

misunderstanding. Designers should aim for optimal authentication frequency that 

reinforces user understanding without causing frustration user mental models in 

novel authentication systems are influenced by a multidimensional set of factors. 

Cognitive understanding, psychological trust, sociocultural background, 

technological design, and contextual environment interact dynamically to shape how 

users interpret and respond to authentication systems. Recognizing and integrating 

these factors into system design can lead to more secure, intuitive, and user-centered 

authentication solutions [10]. 
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2.5. Evaluation Methods for Mental Models 

Evaluating users’ mental models in authentication systems is a complex process that 

requires a combination of both qualitative and quantitative research approaches. Since 

mental models represent users’ internal understanding and cognitive frameworks, they 

cannot be observed directly; instead, researchers infer them through various data collection 

and analysis techniques [23]. The goal of these evaluation methods is to uncover how users 

conceptualize authentication processes, identify mismatches between user understanding 

and system design, and determine the factors influencing their trust, behaviour, and 

decision-making [6]. 

2.5.1.  Interviews  

Interviews are one of the most common and effective techniques for exploring users’ 

mental models. Through semi-structured or open-ended questions, researchers can gain 

deep insights into how users perceive authentication systems, their thought processes 

during login, and their understanding of system security [33, 34]. Interviews give 

participants the opportunity to explain their thinking in their own terms, which helps 

uncover misconceptions or gaps in understanding [16]. For example, users may believe 

that biometric data is stored locally on their device when it is actually encrypted and 

stored remotely [17]. These insights help designers identify areas where user education 

or interface feedback could be improved.  

2.5.2. Think-Aloud Protocols 

The think-aloud method asks users to articulate their thoughts as they interact with an 

authentication system. This real-time narration provides valuable information about users’ 

cognitive strategies, problem-solving approaches, and decision-making behaviour [41]. For 

instance, while setting up a two-factor authentication system, a user might express confusion 

about verification codes or backup options [40]. By analysing these verbalizations, 

researchers can identify points of misunderstanding and assess how closely the user’s mental 
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model aligns with the actual system logic. Think-aloud protocols are particularly useful in 

usability testing and cognitive walkthroughs of security interfaces. 

2.5.3.  Card Sorting 

Card sorting is a structured technique used to explore how users categorize and relate 

different concepts associated with authentication. Participants are given cards labelled with 

terms such as “password,” “biometric data,” “encryption,” “OTP,” or “security question” 

and asked to group them in a way that makes sense to them [42]. This method reveals users’ 

conceptual structures and associations, highlighting how they mentally organize 

authentication-related knowledge. Card sorting can be especially helpful in understanding 

how users perceive similarities or differences between traditional and novel authentication 

methods, guiding designers to structure interfaces and explanations that align with user 

cognition [13]. 

2.5.4. Concept Mapping 

Concept mapping is a visual technique used to capture users’ understanding of how different 

components of an authentication system interact. Participants create diagrams that connect 

key concepts using labelled links to show relationships, such as “fingerprint:  verifies 

identity” or “password: can be stolen.” These maps illustrate not only the elements users 

recognize but also the causal or functional connections they perceive between them. 

Researchers can then compare user-generated concept maps to expert models to identify 

gaps or misconceptions. Concept mapping is effective in assessing users’ comprehension of 

complex or abstract systems like biometric encryption or multi-factor authentication flows 

2.5.5. Mental Model Diagrams 

Mental model diagrams are graphical representations created either by users or by 

researchers to depict how users believe an authentication system operates. These diagrams 

often show processes, decision points, and outcomes from the user’s perspective, making it 

easier to visualize their understanding. For instance, a user’s diagram of a fingerprint 

authentication system might include steps like “scan finger: match database: unlock,” 
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omitting background processes like data hashing or encryption. Comparing such diagrams 

across multiple participants helps researchers identify common mental patterns and 

misconceptions, which can inform user interface design and instructional materials. 

2.5.6. Quantitative vs. Qualitative Approaches 

Evaluating mental models often requires balancing qualitative depth with quantitative rigor. 

Qualitative approaches, such as interviews, think-aloud sessions, and concept mapping, 

provide rich insights into user reasoning and perception. They are particularly useful for 

uncovering hidden beliefs, emotional reactions, and contextual influences. Quantitative 

approaches, on the other hand, involve structured surveys, cognitive assessments, and 

behavioural metrics that measure aspects like accuracy of understanding, confidence levels, 

and error rates. For example, researchers might use pre- and post-tests to measure how 

training affects users’ mental models of a new authentication system. Combining both 

approaches through mixed-method designs provides a comprehensive understanding of user 

cognition, ensuring that findings are both deep and generalizable. 

2.5.7. Measuring and Visualizing Users’ Mental Models in Past Studies 

Previous studies have employed diverse strategies to measure or visualize mental models in 

authentication research. Some have used pre/post concept mapping to observe how users’ 

understanding evolves after interacting with new systems. Others have relied on similarity 

matrices or cluster analyses to quantify relationships between user perceptions and expert 

models. Visualization tools such as network graphs or heat maps have also been used to 

illustrate the strength of conceptual connections and highlight areas of confusion. Moreover, 

studies often triangulate multiple methods for example, combining think-aloud data with 

post-task interviews to validate findings and ensure reliability. Overall, evaluating users’ 

mental models is crucial for aligning how the system works with how users perceive and 

understand it. By employing diverse qualitative and quantitative techniques, researchers can 

construct a more accurate picture of how users mentally represent authentication processes. 

These insights not only support the design of secure and user-friendly systems but also 
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contribute to a deeper theoretical understanding of user cognition in the domain of 

cybersecurity. 

3. Method description 

The purpose of this chapter is to describe the research design, data collection process, and 

analytical methods used to investigate how users form mental models of modern 

authentication systems. The study adopts a survey-based empirical approach to examine 

users’ perceptions, understanding, and reported behaviours related to different 

authentication mechanisms. Recognizing that effective authentication systems depend not 

only on technological robustness but also on users’ cognitive understanding, perceptions, 

and behavioural patterns, the methodology was designed to capture both measurable trends 

and contextual user perspectives. To achieve this objective, the study employed a 

predominantly quantitative survey approach, supported by open-ended questions that 

provided contextual qualitative insights. This approach enabled a broader understanding of 

user interactions with authentication systems by combining statistical analysis of survey 

responses with users’ subjective descriptions of their experiences. Data collection was 

carried out across several locations within the Päijät-Häme region of Finland, encompassing 

a wide range of demographic and socio-economic contexts. The selected areas included 

Hollola, Heinola, Nastola, Villähde, Renkomäki, Liipola, Jalkaranta, Mukkula, Kujala, 

Kärpänen, Kivimaa, Orimattila, Asikkala, Vääksy, and Ahtiala. These locations represented 

both urban and suburban environments, ensuring that the study captured variations in 

lifestyle, technology exposure, and accessibility. In total, 200 participants took part in the 

study, comprising 113 males and 87 females, representing a diverse mix of educational and 

occupational backgrounds. The participant pool included individuals with and without 

formal education, contributing to a wide range of perspectives. Educational backgrounds 

ranged from lower secondary and upper secondary qualifications to Bachelor’s and Master’s 

degrees. Participants reported using various authentication methods in their daily lives, 

including pattern locks, PINs, passwords, and biometric systems, providing a realistic 

reflection of common authentication practices. The quantitative component of the study 

employed a structured questionnaire consisting of closed-ended items and Likert-scale 

questions. These questions were designed to examine participants’ authentication routines, 
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preferences, usability perceptions, trust levels, and attitudes toward security. This 

component generated statistical insights into how users interact with different authentication 

mechanisms and how factors such as convenience, memorability, and perceived security 

influence decision-making. The qualitative component relied on open-ended questions that 

allowed participants to describe their experiences, challenges, misunderstandings, and 

expectations related to authentication systems in their own words. Participants responded 

based on their prior experience with authentication systems rather than evaluating predefined 

scenarios. This approach allowed the study to capture additional context regarding how users 

describe their understanding of system functionality, their perceptions of security and 

convenience, and their reported experiences with authentication tasks. The qualitative 

analysis enabled deeper exploration of cognitive friction, error patterns, and the mental 

shortcuts users employ during authentication processes. Participant selection followed a 

non-probability convenience sampling strategy. Although not random, this approach ensured 

inclusivity by capturing participants from diverse social, educational, and technological 

backgrounds. The demographic distribution was intentionally broad to reflect variations in 

digital literacy, age, and technological familiarity, thereby enhancing the practical relevance 

of the findings. Quantitative data were analysed using SPSS software. Descriptive statistical 

analyses were first conducted to summarise demographic characteristics and key response 

trends. Association-based analyses, including correlation analysis and cross-tabulations, 

were subsequently applied to examine relationships among variables such as user trust, 

usability perceptions, and authentication preferences. These analyses provided empirical 

evidence for understanding how user attributes and perceptions are related to interaction 

patterns. Qualitative data were analysed using a thematic coding approach. Responses were 

reviewed, categorised, and coded to identify recurring themes, emerging patterns, and 

distinctive insights. This process highlighted underlying cognitive structures, behavioural 

tendencies, and perceptual biases associated with authentication use. Interpreting these 

themes supported a clearer understanding of the mental models users employ, often 

unconsciously, when interacting with authentication systems. Integrating the quantitative 

findings with supporting qualitative insights enabled a more comprehensive interpretation 

of users’ perceptions, experiences, and reported behaviours related to authentication 

systems. This integration supported a nuanced understanding of how users conceptualize 

authentication mechanisms and how these conceptualizations influence interaction 

outcomes. The survey questionnaire was administered using both digital and in-person 
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formats across selected locations in the Päijät-Häme region of Finland. Participants were 

informed about the purpose of the study prior to participation, and all responses were 

collected voluntarily and anonymously. The questionnaire consisted of closed-ended and 

open-ended questions designed to capture users’ authentication practices, perceptions, and 

mental models. The full survey questionnaire used in this study is provided in Appendix A. 

No personally identifiable information was collected, and all responses were treated 

confidentially and used solely for academic research purposes. The open-ended questions 

were included to provide contextual support for interpreting the quantitative findings rather 

than to conduct a standalone qualitative analysis. 
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                                     Figure 1: Identification Of Influencing factors for user mental model. 

 

3.1. Data Analysis: 

Quantitative responses from the closed-ended survey items were analysed using descriptive 

statistical techniques such as frequencies, percentages, and mean values to reveal the main 

patterns and trends in the data. In contrast, qualitative responses obtained from the open-

ended survey questions were analysed using thematic analysis, allowing the study to identify 

key insights, including recurring sources of confusion, preferred authentication methods, and 
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observations related to users’ mental models. Through this integrative analysis, the study 

examined influencing factors shaping users’ mental models, such as perceived ease or 

difficulty of authentication methods, typical error types, and security and usability 

perceptions. These findings were used to derive design-oriented insights for user-centred 

authentication, emphasising alignment with users’ cognitive models while supporting 

usability and security considerations. The inclusion of survey results, tables, and graphical 

representations further enhances the robustness and credibility of the findings. 

4. Results Discussion: 

This chapter presents and discusses the results obtained from the survey-based analysis of 

users’ perceptions and experiences with authentication systems. The findings are organised 

using descriptive statistics, association tests, and correlation analyses to explore how 

demographic characteristics, technical skills, and authentication practices are associated 

with users’ mental models. The results are presented through tables and figures, followed by 

brief interpretations that highlight key patterns and relationships relevant to the research 

questions. Together, these results provide insight into how users understand, perceive, and 

interact with different authentication mechanisms. 

The figures presented in this section provide a visual overview of the results, with their 

descriptions given below the figure pages, while detailed numerical information and 

interpretations are presented under each corresponding table. 

 

 

Table 1: Statistics  

 Age Gender Educational 

Qualification 

Level of 

Technical 

Skill 

Types of authentication 

Methods (Regularly 

uses) 

Current 

authentication 

System 

Valid 200 200 200 200 200 200 

Missing 0 0 0 0 0 0 

Table 1: summarizes the demographic and background variables gathered from the 

participants through descriptive statistics. The dataset consists of a total of 200 valid 

responses across all variables, with no missing data recorded. This ensures the completeness 

and reliability of the dataset for subsequent analysis. The variables included in this table 
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represent key factors that may influence users’ mental models in novel authentication 

systems, such as Age, Gender, Educational Qualification, Level of Technical Skill, Types of 

Authentication Methods Regularly Used, and Current Authentication System. The inclusion 

of these variables helps establish a demographic and contextual understanding of the 

participants, which is essential for identifying potential patterns in perception, usability, and 

adoption of authentication mechanisms. For instance, age and educational background may 

influence users’ familiarity with digital technologies, while technical skill levels could affect 

their ease of adapting to newer or more complex authentication systems. Similarly, the type 

of authentication method regularly used (e.g., password, biometric, multi-factor 

authentication) and the currently adopted system provide important insights into user habits 

and preferences. Overall, the demographic and background characteristics indicate that the 

sample includes users with diverse ages, educational levels, and technical skills. This 

diversity is important for examining user mental models, as prior experience, education, and 

technical familiarity are known to influence how users perceive, understand, and interact 

with authentication systems. The completeness of the data also strengthens the reliability of 

subsequent analyses. 

 

 

Table 2: Gender: 

 

Gender Frequency Percent Valid Percent Cumulative 

Percent 

Female 87 43.50 43.50 43.50 

Male 113 56.50 56.50 100.0 

Totals 200 100.0 100.0  

 

Table 2: presents the gender distribution of the participants. Out of 200 respondents, 113 

(56.5%) were male and 87 (43.5%) were female, indicating a slightly higher participation of 

male respondents. Although the distribution is not perfectly balanced, both genders are well 

represented in the sample. This allows the analysis to capture perspectives from different 

gender groups when examining users’ mental models and authentication behaviour, while 

also ensuring that subsequent findings are not based on a single-gender viewpoint. 

 

 

Table 3: Education Qualification 

 Frequency Percent Valid percent Cumulative 

Percent 

Higher 

secondary 

39 19.5 19.5 19.5 
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Other 37 18.5 18.5 38.0 

Postgraduate 7 3.5 3.5 41.5 

Secondary 74 37.0 37.0 78.5 

Undergraduate 43 21.5 21.5 100.0 

Total 200 100.0 100.0  

Table 3: illustrates the educational qualifications of the participants. Among the 200 

participants, the largest group (37%) had completed secondary education, followed by 

21.5% with undergraduate qualifications and 19.5% with higher secondary education. A 

smaller proportion of participants (18.5%) fell into other educational categories, while only 

3.5% had postgraduate qualifications. This distribution indicates that most participants had 

moderate educational backgrounds, which is relevant for understanding users’ mental 

models of authentication systems, as education level can influence familiarity with digital 

concepts, security awareness, and the ability to interpret system feedback. The presence of 

participants from different educational levels therefore supports a balanced examination of 

user experiences and perceptions. 

 

Table 4: Level of technical skills: 

 

 Frequency Percent Valid Percent Cumulative 

Percent 

Advanced 60 30.0 30.0 30.0 

Beginner 75 37.5 37.5 67.5 

Intermediate 65 32.5 32.5 100.0 

Total 200 100.0 100.0  

 

Table 4: illustrates the distribution of participants according to their level of technical 

skill. Among the 200 participants, 37.5% identified as beginners, 32.5% as intermediate 

users, and 30% as advanced users. This distribution is important for understanding users’ 

mental models, as those with varying technical expertise are likely to have different 

perceptions of authentication systems. Beginners may find security processes more 

challenging and may have different expectations compared to advanced users, who are 

more familiar with technology and may exhibit more confidence in their interactions with 

complex systems. By including participants with a range of technical skills, the study 

captures a broader spectrum of user mental models and provides a more comprehensive 

view of how users engage with authentication systems. 

Table 5: Types of authentication method (regularly uses): 
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 Frequency Percent Valid Percent Cumulative 

Percent 

Facial Recognition 49 24.50 24.50 24.50 

Fingerprint 41 20.5 20.5 45.0 

Other 38 19.0 19.0 64.0 

Password 29 14.5 14.5 78.5 

Password/Fingerprint/Facial 

Recognition 

1 0.5 0.5 79.0 

PIN 42 21.0 21.0 100.0 

Total 200 100.0 100.0  

Table 5: highlights the types of authentication methods regularly used by participants. 

Among the 200 respondents, facial recognition was the most commonly reported method 

(24.5%), followed by PIN-based authentication (21%) and fingerprint authentication 

(20.5%). Other methods accounted for 19%, while password-based systems were reported 

by 14.5% of participants. Only a small proportion (0.5%) indicated using a combination of 

password, fingerprint, and facial recognition. This distribution reflects a varied use of 

authentication methods and suggests that many users are engaging with biometric-based 

approaches alongside traditional mechanisms, which may influence how they perceive and 

mentally model authentication systems. 

 

Table 6: How confident are you that you understand your current authentication: 

 

 Frequency Percent Valid Percent Cumulative 

Percent 

Not at all 

Confident 

53 26.50 26.50 26.50 

Slightly 

Confident 

12 6.0 6.0 32.5 

Confident 67 33.5 33.5 66.0 

Very Confident 1 0.5 0.5 66.5 

Extremely 

Confident 

67 33.5 33.5 100.0 

Total 200 100.0 100.0  

Table 6: presents participants’ self-reported confidence in understanding their current 

authentication systems. The results show a varied distribution of confidence levels, with a 

large proportion of participants indicating either moderate or high confidence, while a 

smaller group reported low or no confidence. This suggests that although many users feel 

they have a basic understanding of how their authentication systems work, confidence is not 

uniform across the sample. The presence of lower confidence levels indicates potential gaps 

between users’ perceived understanding and the actual functioning of authentication 

mechanisms, which is relevant when examining the accuracy and completeness of users’ 

mental models. 
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Figure 3: Age distribution of survey participants. Figure 2: Gender distribution of survey participants. 

Figure 5: Educational qualification of survey participants. 
Figure 4: Self-reported level of technical skill among participants. 

Figure 6: Types of authentication methods regularly used by participants. 
Figure 7: Participant confidence in their current authentication 
system. 
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Figure 2 shows the gender distribution of the survey participants, indicating that the majority 

of respondents were male. The corresponding numerical distribution of gender is provided 

in Table 2. Figure 3 presents the age distribution of participants, demonstrating that the 

sample includes respondents from a wide range of age groups, supporting the diversity of 

the dataset. Participants’ educational background is illustrated in Figure 5. As shown in the 

figure, most respondents reported having completed secondary or undergraduate education. 

Figure 4 displays the self-reported level of technical skill among participants, revealing a 

relatively balanced distribution across beginner, intermediate, and advanced skill levels. 

These demographic and background characteristics provide important context for 

understanding users’ interactions with authentication systems. Figure 6 presents the types of 

authentication methods regularly used by participants. The results indicate that a variety of 

authentication mechanisms are in use, including biometric methods, PINs, and passwords, 

reflecting common real-world authentication practices. Detailed frequency values for these 

methods are reported in the corresponding table. Finally, Figure 7 illustrates participants’ 

confidence in their current authentication systems. The results show that a large proportion 

of respondents reported feeling confident or extremely confident when using their existing 

authentication mechanisms. The associated frequency and percentage values are presented 

in Table 6. Together, these descriptive findings provide an overview of participants’ 

backgrounds, authentication behaviors, and confidence levels, which are further examined 

in the following analyses.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 



42 
 
 

4.1. Crosstabs: 

 

 
 
Table 7: Case Processing Summary: 

 Valid Case Missing Total 

Password_Pattern_Memorability_Ease, 

User_Gender 
 

N Percent N Percent N Percent 
200 100.0% 0 0.0% 200 100.0% 

 

Table 7: presents the case processing summary for the variables 

Password_Pattern_Memorability_Ease and User_Gender. All 200 responses were valid, 

with no missing data recorded, indicating full data completeness for these variables. This 

ensures that the subsequent analysis examining the relationship between users’ gender and 

their perception of password memorability and ease of use is based on a complete dataset. 

As a result, any observed patterns or associations can be interpreted with greater confidence, 

without concerns related to missing or incomplete responses. 

 

Table 8: Chi-Square Tests: 

 Value  df Asymptotic Significant(two-

sided) 

Pearson Chi-Square 4.579a 5 0.469 

Likelihood Ratio 5.375 5 0.372 

No of Valid Cases 200   
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Table 8: presents the results of the Chi-Square tests conducted to examine associations between 

the selected variables. The Pearson Chi-Square value was 4.579 with 5 degrees of freedom and a 

p-value of 0.469, while the Likelihood Ratio was 5.375 with a p-value of 0.372. With 200 valid 

cases, these results indicate that there is no statistically significant association between the tested 

variables. This suggests that, within this sample, differences in users’ perceptions of password 

memorability and ease of use are not strongly related to the examined demographic factor. As a 

result, users’ mental models in this context may be influenced by factors other than the specific 

variable tested here. 
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Table 9: Gender-wise Distribution of participants perceived ease of remembering passwords or 

pattern 

How easy is it 

for you to 

Remember your 

password or 

pattern 

       What is Your Gender Total 

Female Male  

Count 0 1 1 

% within  

How easy is it 

for you to 

remember your 

password or 

pattern  

0.0% 100.0% 100.0% 

% within What 

is your gender 

0.0% 0.9% 0.5% 

Difficult Count 7 9 16 

% within  

How easy is it 

for you to 

remember your 

password or 

pattern  

43.8% 56.3% 100.0% 

% within What 

is your gender 

8.0% 8.0% 8.0% 

Easy Count 44 56 100 

% % within  

How easy is it 

for you to 

remember your 

password or 

pattern 

44.0% 56.0% 100.0% 

% within What 

is your gender 

50.6% 49.6% 50.0% 

Very Difficult Count 27 26 53 

% % within  

How easy is it 

for you to 

remember your 

password or 

pattern 

50.9% 49.1% 100.0% 

% within What 

is your gender 

31.0% 23.0% 26.5% 

Very Easy Count 0 1 1 
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 % % within  

How easy is it 

for you to 

remember your 

password or 

pattern  

0.0% 100.0% 100.0% 

% within What 

is your gender 

0.0% 0.9% 0.5% 

Very Easy Count 0 1 1 

 % % within  

How easy is it 

for you to 

remember your 

password or 

pattern 

31.0% 69.0% 100.0% 

% within What 

is your gender 

10.3% 17.7% 14.5% 

Total Count 87 113 200 

% % within  

How easy is it 

for you to 

remember your 

password or 

pattern 

43.5% 56.5% 100.0% 

% within What 

is your gender 

100.0% 100.0% 100.0% 

 

Table 9: presents the gender-wise distribution of participants based on how easily they 

perceive remembering their passwords or patterns. Out of the 200 respondents, 87 were 

female and 113 were male. Overall, half of the participants reported that remembering their 

credentials was easy, while 26.5% found it very difficult and 8% reported difficulty. Only 

a very small proportion (0.5%) indicated that remembering their credentials was very easy. 

The distribution of responses is relatively similar across genders, suggesting that gender 

does not appear to strongly influence users’ perceived ease of remembering passwords or 

patterns. This finding indicates that users’ mental models related to password memorability 

are likely shaped by factors other than gender, such as prior experience, familiarity with 

authentication methods, or usability characteristics. 

 

4.2. Correlations:   

 

Table 10: Correlations 

 

 

 

 Age Level of 

Technical 

Skill 

How confident 

are you that you 

understand your 

How secure 

does your 

current 
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       Age current 

authentication 

system 

authentication 

system feel to 

you 

Pearson 

Correlation  

1 -.481*** -.193** -.090 

Sig.(2-

tailed) 

 <.001 .006 .206 

N 200 200 200 200 

Level of 

Technical Skill 

Pearson 

Correlation  

-481*** 1 .496*** .010 

Sig.(2-

tailed) 

<.001  <.001 .888 

N 200 200 200 200 

How confident 

are you that 

you understand 

your current 

authentication 

system 

Pearson 

Correlation  

-.193** .496*** 1 .056 

Sig.(2-

tailed) 

.006 <.001  .434 

N 200 200 200 200 

How secure 

does your 

current 

authentication 

system feel to 

you 

Pearson 

Correlation 

-.090 .010 .056 1 

Sig.(2-

tailed) 

.206 .888 .434  

N 200 200 200 200 

 

*** Correlation at 0.001(2-tailed) 

** Correlation is significant at the 0.01 level (2-tailed) 

 

Table 10: presents the correlation analysis among four variables: Age, Level of Technical 

Skill, Confidence in Understanding the Current Authentication System, and Perceived 

Security of the Current Authentication System. Age shows a moderate negative correlation 

with Level of Technical Skill (r = -0.481, p < 0.001) and a weak negative correlation with 

confidence in understanding authentication systems (r = -0.193, p = 0.006), indicating that 

younger participants generally report higher technical skill levels and greater confidence in 

their understanding. Level of Technical Skill is moderately and positively correlated with 

confidence in understanding the authentication system (r = 0.496, p < 0.001), suggesting that 

users with higher technical skills tend to feel more confident about how authentication 

systems work. In contrast, perceived security shows no statistically significant correlation 

with age, technical skill, or confidence, indicating that users’ sense of security may not be 

strongly shaped by these factors alone. Overall, these findings suggest that technical 

familiarity is associated with users’ confidence and understanding of authentication 

mechanisms, while perceptions of security appear to be influenced by other factors beyond 

age and technical skill, reflecting differences in users’ mental models of authentication 

systems.  



47 
 
 

 

 

 

                                                 

 

The correlation matrix illustrates the linear relationships among four variables: Age, Level 

of Technical Skill, Confidence in Authentication, and Security Perception. The most notable 

relationships include a moderate negative correlation between Age and Level of Technical 

Skill (r = -0.48), indicating that technical skill tends to decrease with increasing age, and a 

moderate positive correlation between Level of Technical Skill and Confidence in 

Authentication (r = 0.50), suggesting that participants with higher technical skills are more 

confident in their authentication processes. Other relationships are comparatively weak, such 

as the weak negative correlation between Age and Confidence in Authentication (r = -0.19), 

while Security Perception shows minimal correlation with the other variables (ranging from 

0.01 to 0.056). Overall, the heatmap provides a visual confirmation of the correlation results, 

highlighting that technical skill is closely associated with users’ confidence in understanding 

authentication systems, while perceptions of security appear relatively independent of age 

and technical skill. 

 

Figure 8:Correlation Matrix Heat map 
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5. Discussion: 

Understanding the factors that shape users’ mental models in novel authentication systems 

is crucial for designing secure yet user-friendly authentication mechanisms. A user’s mental 

model represents their internal understanding of how a system functions—how they believe 

authentication works, what steps are required, and what outcomes to expect. When these 

mental models align with the actual system design, users can interact more effectively and 

securely. However, when there is a mismatch, users may engage in risky behaviours, such 

as choosing weak passwords, sharing credentials, or misunderstanding biometric prompts. 

Several key factors influence how these mental models are formed. Previous experience with 

technology plays a major role; users familiar with traditional password systems often expect 

similar logic in new methods, which can lead to confusion in multi-factor or behavioural 

authentication contexts. Interface design and feedback mechanisms also significantly impact 

mental model development; clear and consistent feedback helps users understand 

authentication outcomes, while ambiguous messages foster uncertainty. Perceived security 

and trust shape how users interpret and value authentication processes. For instance, users 

who distrust facial recognition technology may construct a negative mental model, 

perceiving it as invasive or unreliable. Cultural and contextual factors, such as privacy 

norms, social influences, and institutional trust, further contribute to differences in how users 

perceive and engage with authentication systems across regions. Additionally, system 

complexity and transparency influence cognitive understanding. When systems rely on 

opaque mechanisms, such as machine learning-based behavioural biometrics, users may 

struggle to form accurate mental representations of how authentication decisions are made. 

Training, onboarding, and documentation can mitigate these gaps by shaping clearer 

conceptual understandings early in the user experience. Finally, emotional and psychological 

factors, such as anxiety about being locked out or fear of privacy loss, affect how users 

conceptualize and interact with novel systems. Overall, identifying and analysing these 

influencing factors provides valuable insight into the cognitive and behavioural aspects of 

authentication. Designers and researchers can use this understanding to bridge the gap 

between system logic and user perception, supporting the development of more secure, 

intuitive, and widely accepted authentication technologies. 
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6. Conclusion: 

The identification of influencing factors for user mental models in novel authentication 

systems highlights the intricate relationship between human cognition and security 

technology. Users’ perceptions, prior experiences, trust levels, and emotional responses all 

shape how they understand and interact with authentication mechanisms. When these factors 

are properly recognized and integrated into design, authentication systems can better balance 

usability and security. Conversely, ignoring them may contribute to user frustration, misuse, 

or security vulnerabilities. Therefore, future authentication design should adopt a user-

centered approach one that not only prioritizes technical robustness but also supports 

accurate and positive mental models through transparency, feedback, and education. By 

aligning system logic with user understanding, developers can foster trust, enhance adoption, 

and improve the overall effectiveness of next-generation authentication systems. 
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8. Appendix: 

Appendix A: Survey Questionnaire 

This appendix presents the survey questionnaire used to collect data for this research. The 

questionnaire was designed to examine users’ authentication practices, perceptions of 

usability and security, trust, and mental models related to authentication systems. Both 

closed-ended and open-ended questions were included to capture quantitative response 

patterns, while a small number of open-ended questions provided limited qualitative context 

related to user experiences. 

The survey instrument originally consisted of 40 items, including demographic questions, 

screening items, and questions related to authentication usage and perceptions. During data 

preparation, overlapping and non-analytical items were grouped or excluded, resulting in 31 

questions retained for the final analysis, which are presented in this appendix. 

 

Survey Administration 

The survey was administered online over a period of 15 days. Participation was voluntary, 

and all responses were collected anonymously. Participants were asked to respond based on 

their personal experiences with authentication systems used in their daily digital activities. 

The questionnaire structure and response formats were kept consistent to support reliable 

quantitative analysis, with open-ended items included only to provide supplementary 

context. 

 

Section A: Demographic Information 

1. Gender 

☐ Male 

☐ Female 

☐ Prefer not to say 

2. Age Group 

☐ Under 18 

☐ 18–25 

☐ 26–35 
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☐ 36–45 

☐ 46–55 

☐ Above 55 

3. Highest level of education 

☐ Lower secondary 

☐ Upper secondary 

☐ Bachelor’s degree 

☐ Master’s degree 

☐ Other 

4. Self-assessed level of technical skill 

☐ Very low 

☐ Low 

☐ Moderate 

☐ High 

☐ Very high 

 

Section B: Authentication Usage and Habits 

5. Which authentication method do you use most frequently? 

☐ Password 

☐ PIN 

☐ Pattern lock 

☐ Biometric authentication 

☐ Facial Recognition 

☐ Multi-factor authentication (MFA) 

6. How often do you authenticate in daily digital activities? 

☐ 1–5 times 

☐ 6–10 times 

☐ 11–20 times 

☐ More than 20 times 

7. Which authentication method do you prefer most? 

☐ Password 

☐ PIN 

☐ Pattern lock 

☐ Biometric authentication 

☐ Facial Recognition 

☐ Multi-factor authentication (MFA) 
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8. How often do you forget passwords or PINs? 

☐ Never 

☐ Rarely 

☐ Sometimes 

☐ Often 

☐ Very often 

9. Have you experienced login difficulties due to authentication issues? 

☐ Yes 

☐ No 

10. Do you use the same authentication method across multiple platforms? 

☐ Yes 

☐ No 

11. What is your primary device for authentication? 

☐ Smartphone 

☐ Laptop 

☐ Tablet 

☐ Desktop computer 

12. Have you changed your authentication method due to security concerns? 

☐ Yes 

☐ No 

13. Do you reuse the same password across multiple services? 

☐ Never 

☐ Rarely 

☐ Sometimes 

☐ Often 

☐ Very often 

 

Section C: Usability and Ease of Use 

(5-point Likert scale) 

14. I find my current authentication system easy to use. 

 

15. How easy is it for you to remember your password or pattern? 

☐ Very difficult 

☐ Difficult 

☐ Easy 

☐ Very easy 
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16. Biometric authentication is convenient to use. 

17. Authentication systems are becoming increasingly complex. 

18. Reducing the learning curve is important in authentication design. 

19. Two-factor authentication is easy to understand and use. 

 

Section D: Security Perception, Trust, and Awareness 

(5-point Likert scale unless otherwise stated) 

20. I believe my current authentication system is secure. 

21. How confident are you that you understand how your current authentication 

system works? 

☐ Not at all confident 

☐ Slightly confident 

☐ Confident 

☐ Very confident 

☐ Extremely confident 

22. I am aware of the security level of the authentication system I use. 

23. There is a trade-off between security and usability in authentication systems. 

24. I prefer higher security even if it reduces ease of use. 

25. I am cautious when using authentication systems. 

26. I am aware of phishing and hacking threats. 

27. Security awareness training is important for safe system use. 

 

Section E: Open-Ended Questions 

28. Would you be interested in using an authentication system designed based on user 

behaviour? Please explain your answer. 

29. What features do you consider most important in a new authentication system? 

30. Which features increase your perception of security in an authentication system? 

31. Would you be willing to provide feedback after using a new authentication system? 

Why or why not? 
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Response Format 

Questions 1–28 were closed-ended and included multiple-choice and Likert-scale items. 

Questions 29–31 were open-ended and allowed participants to express their opinions and 

expectations in their own words. 

 

Likert Scale 

For Likert-scale items, the following five-point scale was used: 

1 = Strongly Disagree 

2 = Disagree 

3 = Neutral 

4 = Agree 

5 = Strongly Agree 

 

Ethical Considerations 

All survey responses were treated confidentially and used solely for academic research 

purposes. Participation was voluntary, and respondents were free to withdraw at any time 

without consequence. 


