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Abstract

Serverless architecture has gained significant traction due to its scal-
ability, cost efficiency, and reduced operational overhead. However,
despite its advantages, serverless architectures introduce unique
security issues that developers encounter when developing applica-
tions with open-source serverless platforms. While prior research
has explored security concerns in proprietary serverless platforms,
there is limited empirical analysis of security issues in open-source
serverless platforms based on real-world developer discussions.
This study systematically examines 88 security-related issues from
GitHub repositories of 10 open-source serverless platforms to iden-
tify common security issues, their underlying causes, and potential
solutions. Our findings reveal that certificate & encryption, permis-
sions & role management, and security & authentication are the
most frequently reported issues in the developers’ discussion. The
primary causes of these issues include misconfigurations, inade-
quate access controls, and dependency-related failures. To address
these issues, we identified mitigation strategies such as enhanced
security configurations, improved IAM policies, and automated
certificate management. The study offers valuable insights for both
researchers and practitioners by providing an empirical foundation
for improving security practices when developing applications with
these open-source serverless platforms.
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1 Introduction

The growing need for scalable, efficient, and cost-effective solutions
has driven the widespread adoption of serverless computing in
the software industry [10]. Function-as-a-Service (FaaS) is a cloud
computing model that allows developers to execute business logic
without managing the underlying infrastructure [14]. In this model,
functions scale automatically without restrictions on the number
of instances. Additionally, when functions are no longer executed,
they scale down to zero to ensure cost efficiency by eliminating
charges for idle resources. This differs from models like Platform-as-
a-Service, where components remain active continuously, leading
to ongoing expenses [10].

The FaaS model gained widespread adoption across the software
industry with the advent of AWS Lambda in 2014 [3]. Since then,
several proprietary solutions, including Azure Functions [4], Google
Cloud Run [6], and open-source serverless platforms such as Open-
FaaS [22] and Apache OpenWhisk [2] have emerged to support the
development and deployment of serverless applications. Unlike pro-
prietary serverless platforms, open-source alternatives offer greater
portability by eliminating the risk of vendor lock-in which allows
developers to develop applications independent of specific cloud
providers. For instance, platforms such as Kubeless and OpenFaaS
can be deployed on Kubernetes, a versatile orchestration system
that provides greater flexibility compared to cloud-specific services
from providers like Amazon and Microsoft [25].

While serverless computing offers several benefits, as a newer
service model, it presents distinct challenges, especially regarding
security and compliance [16]. At first glance, serverless computing
may appear more secure than earlier models due to its inherent char-
acteristics, such as the short lifespan of functions, and its ability to
leverage security features from existing virtualization technologies.
However, it also introduces unique security challenges that create
opportunities for new types of attacks such as misconfigurations, in-
secure dependencies, privilege escalation attacks, and event-driven
threats [18]. These security considerations are often overlooked,
leading to potential vulnerabilities. Developers must rethink tradi-
tional security strategies to address these risks effectively. While
existing research has explored security concerns in proprietary
serverless environments, there is limited empirical investigation of
security issues in open-source serverless platforms. Furthermore,
existing research has primarily relied on theoretical security threat
models, attack simulations, and controlled experiments, rather than
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real-world security discussions and issues reported by developers
[21]. GitHub repositories serve as rich sources of empirical secu-
rity data, where developers actively discuss, report, and resolve
vulnerabilities. However, no comprehensive study has systemat-
ically examined GitHub discussions across multiple open-source
serverless platforms to identify recurring security issues, their root
causes, and proposed solutions.

To this end, this study analyzes the security perspective of open-
source serverless platforms by conducting a systematic analysis of
security-related closed GitHub issues across different open-source
serverless platforms. We collected data from the issue tracking sys-
tem of 10 open-source serverless platforms and analyzed 88 security
issues. Through this analysis, we developed a taxonomy that cate-
gorizes the identified issues, their underlying causes, and solutions.
These taxonomies serve as valuable resources for software devel-
opers by offering a structured understanding of common security
issues in open-source serverless platforms. By leveraging these in-
sights, developers can better anticipate potential issues and address
their root causes during application development. To achieve these
objectives, this study formulates the following research questions:

RQ1: What security issues do developers face when developing
applications with open-source serverless frameworks?

RQ2: What underlying causes lead to the issues when developing
applications with open-source serverless platforms?

RQ3: What are the potential solutions to address these issues?

The remainder of this paper is organized as follows: Section 2 de-
scribes the research methodology employed to identify and analyze
security issues. Section 3 presents the key findings derived from
the analysis. Section 4 reviews related work, providing context for
the study. Section 5 addresses potential threats to validity. Section 6
explores the implications of these findings for both researchers and
practitioners and Section 7 concludes the paper with a summary of
insights and future research directions.

2 Research method
2.1 Data Collection

In this section, we presented a systematic approach to identify and
select open-source serverless platforms hosted on GitHub, which
serves as a repository of developer discussions and shared knowl-
edge. The research questions outlined in Section 1 informed the
development of targeted search queries [5] by following established
guidelines to extract relevant discussions from open-source plat-
forms [24]. The search queries were structured using the format
[keyword-1 OR keyword-2 OR keyword-N], incorporat-
ing relevant synonyms such as ‘Serverless’, ‘Serverless Framework’,
‘FaaS’, and Function-as-a-Service’. We selected GitHub as the pri-
mary data source due to its widespread adoption as a collaborative
platform for open-source software development. This enabled us to
extract and analysis of discussions related to security issues, their
underlying causes, and solutions to these issues.

We accessed the GHTorrent dataset hosted on Google Cloud to
identify open-source serverless platforms by using the formulated
search query. The initial search retrieved 1,800 projects, including
both serverless applications and platforms, as of Jan 03, 2025. How-
ever, our primary objective was to focus exclusively on serverless
platforms designed for developing serverless applications, rather
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than the applications themselves. To narrow down the selection,
we applied a multi-step filtering process [7], considering key fac-
tors such as project popularity (determined by the total number of
stars), developer engagement (measured by the number of forks),
and the level of active contributor participation. We identified the

Table 1: Identified Open-source serverless platforms

Platforms #Stars | #Forks | #Cont | #Issues
OpenFaas 23.1k 1.8k 162 03
Zappa 11.9k 1.3k 221 19
Up 8.7k 375 48 05
Fission 8.1k 764 164 05
kubeless 6.9k 757 105 06
OpenWhisk 6.2k 1.2k 206 15
Knative 5.4k 1.1k 459 27
Serverless Express | 4.8k 652 57 03
Iron.io 3.2k 229 33 05

major serverless projects based on the following inclusion criteria:
(i) projects with at least 1,000 stars and 200 forks, (ii) written in
English, (iii) involving a minimum of ten contributors, and (iv) con-
taining at least 200 closed issues. Applying these criteria resulted in
a shortlist of 98 serverless projects. To further refine the selection,
we conducted a thorough review of each project’s description to
distinguish between serverless platforms and serverless applica-
tions, ultimately identifying 10 serverless platforms for analysis.
The detail of each selected platforms is presented in the Table 1.

2.2 Data Analysis

After identifying the serverless platforms, we extracted and clas-
sified the security issues through a structured five-stage process.
Each stage was carefully designed to facilitate a thorough and ac-
curate analysis, enabling the systematic categorization of issues,
their underlying causes, and proposed solutions.

Initially, we retrieved a total of 7895 issues from GitHub using
a Python script that interacted with the GitHub API This script
extracted key information, including issue titles, URLs, opening
and closing dates, and the number of contributors involved in each
discussion. To ensure the relevance of the data, the script specifi-
cally targeted closed issues from the issue-tracking systems of the
selected platforms. The extracted data was systematically stored
in a MySQL database for efficient management and organization.
Finally, the dataset was exported to MS Excel for further analysis
and processing. The first author systematically reviewed the 7895
extracted issues to ensure that only closed issues were included
in the analysis. Open issues were excluded as they often lacked
complete information, and their root causes remained unresolved.
Following this initial filtering, additional screening criteria were ap-
plied to refine the dataset further. This process involved removing:
(i) issues without detailed descriptions, (ii) general inquiries, opin-
ions, or suggestions, (iii) feature requests such as enhancements
or proposals, (iv) announcements like updates, (v) duplicate issues,
(vi) issues with only a single participant, (vii) stale issues with no
recent activity, and (viii) issues unrelated to the research questions
(ix) issues that are not discussing security aspects. After applying
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these exclusion criteria, the dataset was refined to 88 issues that
were considered relevant for further analysis (see the replication
package [19]). Finally, we begin to analyze and categorize the issues,
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Figure 1: Research Method

their underlying causes, and solutions using a thematic analysis ap-
proach by following a structured five-step approach (see Figure 1).
The process began with data familiarization, where the first author
thoroughly reviewed discussions, identifying and documenting key
points related to issues, their underlying causes, and solutions. Next,
in the initial code generation phase, a set of preliminary codes was
systematically derived from the issue descriptions. Following this,
the classification of issues, causes, and solutions was conducted
collaboratively by the first and second authors, grouping the ini-
tial codes into specific issue types and their associated causes and
solutions to create a structured framework for further analysis. In
the category refinement and review stage, all authors examined the
categorized data to ensure clarity and coherence. During this phase,
codes were merged, split, or removed based on collective discus-
sions to ensure that the classifications were well-defined. Finally,
in the category definition and naming phase, each issue type and
its corresponding causes and solutions were refined and organized
into structured subcategories and broader categories, resulting in a
precise and well-structured classification.

Finally, we established a three-tiered categorization approach
to manage the identified issues and their underlying causes. At
first, issues and causes were grouped into specific subcategories
(e.g., Profile Verification Errors under Authentication Issues). These
subcategories were then consolidated into broader categories (e.g.,
Security and Access Control Issues).

3 Results

In this section, we present the findings of our study by addressing
the research questions outlined in Section 1. The analyzed results
are systematically organized into broader categories (e.g., Security
and Authentication Issues), which are further divided into sub-
categories (e.g., Secret Management Failures) and specific issue types
(e.g., MTLS FAILS WITH ISTIO 1.3). Categories are highlighted in
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bold, subcategories in italics, and specific issue types in small capital
letters (e.g., SMALL CAPITALS). Additionally, we provide relevant
examples as quoted messages with issue IDs to facilitate traceability
(see the open coding sheet in [24]). The findings on issue types
are detailed in Section 3.1 (see Table 2), issue causes in Section 3.2
(see Table 3), and their corresponding solutions in Table 4. However,
we presented only two issues, their underlying causes, and solu-
tions in each sub category due to the space limitation. For detailed
taxonomy, please refer to the replication package.

3.1 Security Issues (RQ1)

We presented a detailed taxonomy of security issues by mining
88 issues from GitHub when developing applications with open-
source serverless platforms. The analyzed results reveal that the
most frequently reported issues include Certificate & Encryption
Issues (41 out of 88, 46.59%), followed by Permissions & Role
Management Issues (25 out of 88, 28.41%) and Security & Au-
thentication Issues (22 out of 88, 25%). These three categories
comprise nine further subcategories.

e Certificate & Encryption Issues (41/88, 46.59%): This
category encompasses issues related to managing digital
certificates, SSL/TLS configurations, and secure communica-
tions when developing applications with open-source server-
less platforms. This category further comprises three sub-
categories: invalid or expired certificates, misconfigurations
in ACM & SSL certificates, and Istio & TLS-related failures.
- Invalid or Expired Certificates (10/88, 11.36%): This subcat-

egory includes issues where expired, misconfigured, or
untrusted certificates cause disruptions in secure com-
munications. Issues such as CERTIFICATE ERRORS, UNAU-
THORIZED FAILURES IN ZAPPA CERTIFICATION, SSL3 BAD
CERTIFICATE ERRORS, AND OPENWHISK CLI REQUIRING AD-
DITIONAL FLAGS FOR LOCAL DEPLOYMENTS highlight the
challenges of maintaining certificate validity and trust.

— ACM & SSL Certificate Issues (26/88, 29.55%): Covers issues
related to SSL TERMINATION, X509 CERTIFICATE ERRORS,
AUTOTLS FAILURES, WEBHOOK CERTIFICATE EXPIRATIONS,
AND PROBLEMS WITH LET’S ENCRYPT PROVISIONING. These
issues often arise in environments using AWS ACM, Ku-
bernetes, Knative, and OpenWhisk, affecting automated
TLS management and secure API interactions.

— Istio & TLS Issues (5/88, 5.68%): Involves challenges in Istio
TLS configurations, sidecar injection failures, TLS hand-
shake errors, and issues when enabling HTTPS redirection.
These errors impact secure service-to-service communica-
tion within microservices and cloud-native architectures.

e Security & Authentication Issues (22/88, 25%): These
are fundamental aspects of cloud and serverless comput-
ing that ensure that only authorized users and services can
access resources while protecting sensitive data from unau-
thorized access and breaches. These issues arise due to secret
mismanagement, authentication failures, and mTLS miscon-
figurations, which can lead to unauthorized access, service
disruptions, and potential security breaches.

— Secret Management Failures (3/88, 3.41%): Involves incon-
sistencies in SECRET GENERATION, FAILURES IN LOADING
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Table 2: Identified Security Issues

Category Sub-category

Issues

Secret Management Failures (3)

Inconsistent Secret Generation
Basic Auth Secrets Not Loading

Security & Authentication Issues (22)

Authentication & Access Failures (14)

OpenFaa$ Login Failure
OpenWhisk Authentication Failure

mTLS & Secure Communication Failures (5)

Unauthorized Requests Bypass mTLS
mTLS Failure in Istio 1.3

Invalid or Expired Certificates (10)

Invalid SSL Certificate (zappa.gun.io)
Zappa Certify Failure (Let’s Encrypt, S3)

Certificate & Encryption Issues (41)

ACM & SSL Certificate Issues (26)

SSL Breaks on fn apps create
API URL Not Working with SSL Termination

Istio & TLS Issues (5)

Events Not Reaching Consumer (HTTPS Redirect)
Istio Gateway Invalid When Enabling TLS

AWS IAM & Lambda Permission Issues (5)

Cannot Remove Lambda Execute Permission (SNS)
IAM Role Management Failure (aws-vault)

Permissions & Role Management Issues (25)

File Permission Errors (17)

AWS Sensitive to File Permissions in .zip
Phantom]S Executable Permission Error

IAM & RBAC Role Issues (3)

EKS IAM Role Resolution Failure
Cannot Set iam.amazonaws.com/role Annotation

AUTHENTICATION SECRETS, AND APPLICATION TIMEOUTS
DUE TO SECRET MISCONFIGURATION. These issues affect the
secure storage and retrieval of sensitive credentials across
different deployment environments.

— Authentication & Access Failures (14/88, 15.91%): Covers is-
sues in login mechanisms, credential expiration, authoriza-
tion errors, and issues with authentication tokens. Issues
such as 401 UNAUTHORIZED ERRORS, OPENWHISK API AU-
THENTICATION FAILURES, AND ACCESS DENIALS FOR CLOUD
STORAGE SERVICES LIKE S3 highlight the complexity of
managing authentication in distributed environments.

— mTLS & Secure Communication Failures (5/88, 5.68%): En-
compasses challenges in mutual TLS (mTLS) enforcement,
encryption configurations, and intra-cluster communica-
tion security. Issues such as UNAUTHORIZED REQUESTS BY-
PASSING MTLS, FAILURES WITH ISTIO 1.3, AND INSECURE
INTERNAL COMMUNICATION BETWEEN SERVICES INDICATE
GAPS IN SECURE SERVICE-TO-SERVICE COMMUNICATION.

e Permissions & Role Management Issues (25/88, 28.41%):
Ensure that users, applications, and services have the appro-
priate level of access to resources. Role-based access con-
trol (RBAC) and Identity and Access Management (IAM)
are widely used mechanisms to define and enforce permis-
sions in serverless architecture. However, misconfigured
roles, permission errors, and inadequate access control poli-
cies can lead to deployment failures, unauthorized access,
and security vulnerabilities, impacting the reliability and
security of serverless applications. This category includes
IAM misconfigurations, file permission errors, and RBAC-
related challenges, which affect the execution, deployment,
and management of serverless functions and cloud-native
services.

— AWS IAM & Lambda Permission Issues (5/88, 5.68%): These
issues stem from misconfigured IAM roles and Lambda
execution permissions, preventing successful function ex-
ecution and deployment. Issues such as the INABILITY TO
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REMOVE LAMBDA EXECUTION PERMISSIONS, FAILED IAM
ROLE DELETION, AND DEPLOYMENT FAILURES DUE TO IAM
ROLE ASSUMPTIONS HIGHLIGHT THE COMPLEXITY OF MAN-
AGING CLOUD IDENTITY POLICIES.

— File Permission Errors (17/88, 19.32%): Incorrect file per-
missions can disrupt function execution and service de-
ployment. Issues in this category include PERMISSION-
DENIED ERRORS IN AWS DEPLOYMENTS, FILE PERMISSION IS-
SUES IN WINDOWS ENVIRONMENTS, FAILURES IN ACCESSING
PRIVATE DOCKER REGISTRIES IN KNATIVE, AND PROBLEMS
WITH EXECUTING DEPENDENCIES SUCH AS PHANTOMJS AND
TENsoRFLow. These errors often lead to failed deploy-
ments, restricted file access, and function execution fail-
ures.

— IAM & RBAC Role Issues (3/88, 3.41%): Role-based access
control (RBAC) governs fine-grained access permissions
across cloud resources, but misconfigurations can lead to
excessive privileges, restricted operations, or failed role
assignments. Issues such as EKS IAM TAG-TO-DIGEST RES-
OLUTION FAILURES, IMPROPER JAM ROLE ANNOTATIONS,
AND OVERLY BROAD RBAC RULES INDICATE CHALLENGES
IN ENFORCING LEAST-PRIVILEGE ACCESS CONTROL.

3.2 Causes of Issues (RQ2)

We provided a detailed taxonomy of the underlying causes of the
issues in Table 3. The classification of causes was derived from
an in-depth examination of developer discussions related to the
identified issues. It is worth noting that not all discussions explicitly
disclose the underlying causes of these issues. Through a detailed
analysis, we identified 84 discussions that provided relevant insights
into the causes of issues. These issues were classified into five
main categories, each further divided into 13 subcategories. The
main categories. The analysis revealed that (i) Configuration
and Compatibility Issues (42 out of 84, 50%), (ii) Permission
and Access Issues (13 out of 84, 15.48%), (iii) Security and
Validation Issues (15 out of 84, 17.86%), (iv) Dependency and



Security Perspective of Open-Source Serverless Platforms: An Empirical Investigation

Versioning Issues (7 out of 84, 8.33%), and (v) System and
Infrastructure Failures (7 out of 84, 8.33%) are the categories of
identified causes of the issues.

e Configuration and Compatibility Issues (42/84, 50%):
This category includes causes of the issues related to mis-
configurations, security key issues, and system compatibility
errors. It contains 4 subcategories. Each of them is depicted
below.

- Cross-Environment Compatibility Issues (3/84, 3.57%): These
issues occur when software configurations behave incon-
sistently across different environments, operating systems,
or platforms. Instances include LACK OF CROSS-SHELL COM-
PATIBILITY FOR SECRET GENERATION, INCORRECT PARSING
oF S3 KEY URIs, AND CRLF LINE-ENDING MISMATCHES IN
AUTHENTICATION FILES ON WINDOWS, LEADING TO UNEX-
PECTED FAILURES.

— Incorrect Authentication and Security Configurations (7/84,
8.33%): Authentication misconfigurations create security
vulnerabilities and block access to essential services. Is-
sues such as INCORRECT SECRET MOUNT PATHS IN YAML
FILES, MISSING AUTHORIZER_FUNCTION ATTRIBUTES,
IMPROPER AUTHENTICATION FOR PRIVATE DEPENDENCIES,
AND FAILURE OF KNATIVE SERVING CONTROLLERS TO AU-
THENTICATE WITH AWS ECR ILLUSTRATE THE CRITICAL
NEED FOR PROPER SECURITY POLICY ENFORCEMENT AND
AUTHENTICATION VALIDATION.

- Misconfigured Certificates and Security Keys (20/84, 23.81%):
Certificate mismanagement leads to failures in secure com-
munications and authentication processes. Examples in-
clude SELF-SIGNED CERTIFICATES CAUSING VALIDATION ER-
RORS, MISSING CA CERTIFICATES, AUTOTLS MISCONFIGURA-
TIONS, NON-ROTATING SSL CERTIFICATES, AND INCORRECT
WILDCARD SSL IMPLEMENTATIONS. These issues highlight
the importance of maintaining up-to-date and properly
configured certificate authorities.

— Incorrect or Missing AWS/Cloud Service Configurations (5/84,
5.95%): Cloud service misconfigurations impact the relia-
bility of serverless applications. Causes of the issues such
as MISSING DOMAIN NAMES IN ROUTE 53, INCORRECT IAM
ROLE PROPAGATION DELAYS IN AWS, AND ALicLOUD ALB
GATEWAY FAILURES DUE TO MISSING TLS SECRETS CAN LEAD
TO SERVICE OUTAGES AND DEPLOYMENT FAILURES.

— DNS and Networking Misconfigurations (7/84, 8.33%): DNS
misconfigurations affect service discoverability, TLS reso-
lution, and API communication. Issues like MisSING DNS
SETUP FOR TLS, DNS-01 CHALLENGE PERMISSION FAILURES,
AND MISCONFIGURED IP RETRIEVALS FOR GCR.IO HIGHLIGHT
THE IMPORTANCE OF PROPERLY CONFIGURED NETWORKING
POLICIES TO ENSURE UNINTERRUPTED SERVICE AVAILABIL-
ITY.

e Security and Validation Issues (15/84, 17.86%): encom-
pass issues related to authentication failures, authorization
misconfigurations, and SSL/TLS certificate management in
open-source serverless platforms. This category comprises
two subcategories.
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— Authentication and authorization failures (7/84, 8.33%) —
These issues arise due to delays in authentication ser-
vice availability, misconfigured role bindings, and blocked
access to critical cloud services. Examples include AWS
SERVICES BECOMING INACCESSIBLE DUE TO MISSING NAT
CONFIGURATIONS, AUTHENTICATION FAILURES IN MULTI-
TENANT ENVIRONMENTS, AND ISTIO BLOCKING ACTIVATOR
HEALTH PROBES, WHICH CAN HINDER SYSTEM PERFORMANCE
AND RESTRICT USER ACCESS.

— SSL/TLS and encryption certificate issues (8/84, 9.52%) — Se-
cure communication in cloud environments depends on
properly configured SSL/TLS encryption. Issues such as
DEPRECATED SYMANTEC-ISSUED SSL CERTIFICATES, MISS-
ING NET-CERTMANAGER INSTALLATIONS, WILDCARD CER-
TIFICATE CONFLICTS, AND PROTO MISCONFIGURATIONS (HTTP
INSTEAD OF HTTPS) INDICATE GAPS IN ENCRYPTION POLI-
CIES, CERTIFICATE PROVISIONING, AND COMPLIANCE WITH
MODERN SECURITY STANDARDS.

e Permission and Access Issues (13/84, 15.48%) This cat-
egory contains the causes of the issues such as IAM role
misconfigurations and file permission errors that affect sys-
tem security and functionality. These issues RESTRICT AC-
CESS TO CRITICAL RESOURCES, CAUSE DEPLOYMENT FAILURES,
AND LEAD TO EXCESSIVE OR INSUFFICIENT PERMISSIONS, IM-
PACTING THE STABILITY AND SECURITY OF CLOUD-NATIVE
ENVIRONMENTS.

— Missing or incorrect IAM permissions (7/84, 8.33%) — These
issues occur due to misconfigured or missing IAM policies,
preventing proper access control and resource manage-
ment. Examples include MISSING EVENTS: REMOVETARGETS
PERMISSIONS LEADING TO DUPLICATE RESOURCES, MISSING
LAMBDA:GETFUNCTION PERMISSIONS CAUSING DEPLOYMENT
CONFLICTS, AND TEMPORARY AWS CREDENTIALS LACKING
IAM PERMISSIONS WITHOUT MFA ENFORCEMENT.

— Incorrect file or directory permissions (5/84, 5.95%) — These
issues arise when file and directory permissions are too
restrictive or improperly configured, preventing functions
from executing correctly. Examples include INCORRECT
FILE PERMISSIONS INSIDE DEPLOYMENT .ZIP PACKAGES, RE-
STRICTED MODULE LOADING IN AWS LAMBDA, AND IM-
PROPER OWNERSHIP OF DIRECTORIES SUCH AS /TMP/NGINX
DUE TO DOCKER MOUNTING, LEADING TO ACCESS FAILURES.

¢ Dependency and Versioning Issues (7/84, 8.33%): These
issues arise due to outdated, incompatible, or improperly
managed software dependencies and limitations imposed by
external APIs or third-party services. This category contains
further two sub categories.

— Outdated or incompatible software dependencies (5/84, 5.95%)
— These issues occur when applications rely on outdated li-
braries or frameworks, leading to compatibility errors and
system conflicts. Examples include the 'PseupoCoNTEXT’
OBJECT HAVING NO ATTRIBUTE 'ENVIRONMENT ERROR DUE
TO AN OUTDATED KAPPA VERSION, OWNERSHIP CONFLICTS
CAUSED BY SYMLINKED PYTHON 2.7 FILES, AND OUTDATED
ANSIBLE VERSIONS CAUSING REPETITIVE FAILURES . Ad-
ditionally, TENSORFLOW’S DEPENDENCY ON EASY_INSTALL,
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Table 3: Causes of the issues

Category Sub-category

Causes of the Issues

Configuration and Compatibility Issues (42)

Cross-environment compatibility (3)

Secret Generation Cross-Shell Issues
S3 Key URI Parsing Failure

Incorrect authentication & security configurations (7)

Incorrect Secret Mount Path in YAML
Missing/Awrong AUTHORIZER_FUNCTION Configuration

Misconfigured certificates & security keys (20)

OpenSSL CSR Whitespace in CN Field
Self-Signed Certificate Validation Issues

Missing AWS/Cloud service configurations (5)

Missing Domain in Route 53 (Cert Failure)
Incorrect zappa_settings.json Format (IAM Delay)

Networking misconfigurations (7)

Missing DNS Setup for TLS Resolution
TLS Termination Limited to Ingress

Permission and Access Issues (13)

Missing IAM permissions (7)

Missing events:RemoveTargets Causes Duplicates
Missing lambda:GetFunction Causes Deployment Issues

Incorrect file permissions (5)

Incorrect File Permissions in Deployment .zip
Incorrect File Permissions for PhantomJS

Security and Validation Issues (15)

Authentication & authorization (7)

Delayed Authentication Service Availability
_acme-challenge Resolves to Private Instead of Public Zone

SSL/TLS & certificate issues (8)

Symantec SSL Certificates No Longer Trusted (Chrome M70+)
Outdated Let’s Encrypt Agreement URL Failure

Dependency and Versioning Issues (7)

Incompatible software dependencies (5)

Kappa PseudoContext Attribute Error (Outdated Version)
Workaround (#720) Caused Incorrect Permissions

API & third-party service Issues (2)

GitHub API Rate Limit / Invalid GITHUB_TOKEN
Travis Environment Update Issues

System and Infrastructure Failures (7)

Service failures (5)

AWS Lambda Temporary Credentials Expired
Nginx Container Crash or Failure

Unclear error messages (2)

Subjects Database Connection Failure (Misleading Auth Error)
Error Message Lacks Resource Details

which requires root privileges, is restricted in Kubeless
environments due to securityContext settings.

— API and third-party service limitations (2/84, 2.38%) — Some
failures stem from limitations imposed by external ser-
vices, affecting automation and integration. Examples in-
clude GrtHUB API RATE LIMITING or invalid GITHUB_TOKEN,
preventing successful deployments, and updates in the Travis
environment that disrupt workflows.

System and Infrastructure Failures (7/84, 8.33%) encom-

pass service crashes, deployment errors, and unclear

system responses that disrupt the reliability and stability
of open-source serverless platforms. This category contains
two sub-categories.

— Service failures and crashes (5/84, 5.95%) — These issues
arise when cloud services or containerized applications
fail unexpectedly, causing disruptions in execution and
deployment. Examples include AWS LAMBDA’S TEMPORARY
CREDENTIALS EXPIRING, NGINX CONTAINER CRASHES, AND
DEPLOYMENT FAILURES LEADING TO MISSING SYSTEM PACK-
AGES. Additionally, bugs such as NET-KOURIER INGRESS PRE-
VENTING RECONCILIATION AND KNATIVE FAILING TO FETCH
IMAGES WHEN IMAGEPULLSECRETS ARE ABSENT FURTHER IM-
PACT SYSTEM STABILITY.

- Misleading or unclear error messages (2/84, 2.38%) — Cryptic
or misleading error messages make troubleshooting diffi-
cult, delaying issue resolution. Examples include misLeaD-
ING AUTHORIZATION ERRORS WHEN FAILING TO CONNECT TO
A DATABASE AND ERROR MESSAGES THAT FAIL TO SPECIFY THE
EXACT RESOURCE causing an issue.
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3.3 Solutions of the Issues (RQ3)

We provided a detailed taxonomy of the underlying solutions to
the issues in Table. The classification of solutions was derived from
an in-depth examination of developer discussions related to the
identified issues. It is worth noting that not all discussions explicitly
disclose the solutions to these issues. Through a detailed analysis,
we identified 82 discussions that provided relevant insights into
the solution to issues. These solutions were classified into three
main categories, further divided into 9 subcategories. The main
categories are Security and Access Management (31/82, 37.80%),
System and Infrastructure Configurations (31/82, 37.80%), and
Network Security (20/82, 24.39%).

e Security and Access Management (31/82, 37.80%) so-
lutions focus on enhancing secret management, improv-
ing IAM policies, strengthening authentication mechanisms,
and resolving file permission issues in cloud-native envi-
ronments. By addressing misconfigurations and enforcing
stricter security policies, these solutions mitigate unautho-
rized access risks, improve compliance, and enhance the re-
liability of serverless applications. This category comprises
five sub-categories.

— Secret Management (7/82, 8.54%) — These solutions im-
prove the handling of secrets to prevent misconfigura-
tions and expired tokens. Examples include IMPLEMENT-
ING A UNIFIED SECRET GENERATION METHOD (PR #929), EN-
SURING CORRECT SECRET CONFIGURATIONS, USING A VALID
GitHuB_TOKEN, AND ATTACHING IMAGE PULL SECRETS TO
KNATIVE SERVICE ACCOUNTS. Additionally, workarounds
like WRAPPING PASSWORDS IN SINGLE QUOTES PREVENT
SHELL MISINTERPRETATION ERRORS.

— IAM and Access Control Management (10/82, 12.20%) —
These fixes ensure that IAM policies are correctly defined
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Table 4: Solutions to identified security issues

Category Sub-category

Solutions of Issues

Configuration and Security Man

Secret Management (7)

Unified Secret Generation Method Implemented

Followed Docs & Fixed Secret Configuration

IAM and Permission Issues (10)

Added lambda:GetFunction Permission for IAM

Used assumeRole for JAM

nt (31)

(=)

Used wsk bluemix login Package in OpenWhisk

Authentication and Security Configurations (8)

Reset CLI Namespace

File and Permission Adjustments (6)

Skipped File Metadata Copy to Fix Permission Errors

Ensured Correct File Permissions Before Deployment

Network and Communication Security (20)

SSL/TLS Certificate Management (14)

Replaced SSL Certificate with Trusted CA

Added CA Certificates & Set NODE_EXTRA_CA_CERTS

Mounted Kafka Certificates as Kubernetes Secrets

TLS Configuration and Secure Communication (6)

Enabled Istio Sidecar Injection for CronJobSource (TLS Support)

System and Infrastructure Configurations

Filtered get_best_match_zone() to Use Only Public Hosted Zones

Security and Deployment Configurations (3)

Disabled securityContext for TensorFlow Deployment or Used Custom Runtime

Correct Domain Presence Resolved the Issue

Domain and Network Configuration (12)

Used AWS SSM with VPC Endpoint or NAT for Resolution

Bug Fixes and Version Updates (16)

Updated fn Tool to Fix SSL Handling Issue

fn Tool Updated

and applied, preventing access errors and permission con-
flicts. Examples include adding LAMBDA:GETFUNCTION
PERMISSION, USING ASSUMEROLE INSTEAD OF GETSESSION-
TOKEN, UPDATING IAM POLICIES WITH NECESSARY S3 PER-
MISSIONS, AND APPLYING STRICT AUTHORIZATION POLICIES
TO BLOCK UNAUTHORIZED REQUESTS.

- Authentication and Security Configurations (8/82, 9.76%) -
Solutions in this category address authentication failures,
incorrect security settings, and misconfigurations in cloud
services. Examples include using WSK BLUEMIX LOGIN FOR
IBM CLOUD, ENSURING PROPER AUTHENTICATION FORMATS
FOR GIT SERVERS, CONFIRMING OIDC ASSOCIATION WITH
EKS CLUSTERS, AND IMPLEMENTING SECURITYCONTEXT AD-
JUSTMENTS INSIDE CONTAINERS.

— File and Permission Adjustments (6/82, 7.32%) — These solu-
tions resolve file access and permission-related errors to
enable smooth deployments. Examples include ensuring
CORRECT FILE PERMISSIONS BEFORE DEPLOYMENT, MODIFY-
ING FILE PERMISSIONS IN LAMBDA PACKAGES USING CHMOD,
AND USING ALTERNATIVE DEPLOYMENT METHODS SUCH AS
WSL OR DOCKER CP TO PREVENT PERMISSION CONFLICTS

System and Infrastructure Configurations (31/82, 37.80%)
focus on optimizing security settings, refining deployment
strategies, resolving network and domain issues, and ap-
plying necessary bug fixes and version updates to enhance
system stability. These solutions ensure that deployments
run smoothly, services remain secure, and outdated depen-
dencies do not introduce compatibility issues.

— Security and deployment configurations (3/82, 3.66%) — These
solutions address security and execution constraints by
implementing best practices for deployment configura-
tions. Examples include FILTERING PUBLIC HOSTED ZONES
IN GET_BEST_MATCH_ZONE(), DISABLING SECURITYCON-
TEXT SELECTIVELY FOR TENSORFLOW INSTALLATION, AND
ENFORCING RUNASNONROOT: TRUE AND READONLYROOT-
FILESYSTEM: TRUE IN DEPLOYMENT TEMPLATES TO ENHANCE
SECURITY.
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- Domain and network configuration (12/82, 14.63%) — These
fixes ensure correct networking setups and domain resolu-
tions to avoid connectivity failures. Examples include cor-
RECTING DOMAIN SETTINGS, USING AWS SSM witH VPC
ENDPOINTS, MODIFYING DEPLOYMENT CONFIGURATIONS
FOR NON-ROOT CONTAINERS, VERIFYING DNS SETTINGS
FOR GCR.1I0, AND ENFORCING HTTPS URLSs IN ROUTING
poLICIES. Additional steps, such as RESETTING MINIKUBE
ENVIRONMENTS AND ENSURING PROPER INDENTATION IN
CONFIGURATION FILES, IMPROVE DEPLOYMENT STABILITY.

— Bug fixes and version updates (16/82, 19.51%) — This cat-
egory addresses software bugs and outdated dependen-
cies by applying updates and patches. Examples include
UPGRADING THE FN TOOL TO RESOLVE SSL ISSUES, UPDAT-
ING NUCLIO TO VERSION 1.10.2 TO OPTIMIZE FUNCTION
TEMPLATES, PROPAGATING KCERT STATUS FIXES, AND UP-
DATING NET-KOURIER TO v1.11. OTHER UPDATES, SUCH AS
INSTALLING THE LATEST VERSION OF ANSIBLE, UPGRADING
Up, AND UPDATING README DOCUMENTATION FOR ACM
SUPPORT, ENSURE THAT CLOUD-NATIVE APPLICATIONS RUN
ON STABLE AND WELL-DOCUMENTED CONFIGURATIONS.

Network Security (20/82, 24.39%) focuses on improving
SSL/TLS certificate management and secure communication
configurations to ensure encrypted and authenticated data
transmission in cloud environments. These solutions address
certificate provisioning, renewal, and integration challenges,
helping prevent unauthorized access and ensuring compli-
ance with security standards.

— SSL/TLS certificate management (14/82, 17.07%) — These
solutions improve SSL/TLS certificate handling to prevent
security risks related to expired, misconfigured, or un-
trusted certificates. Examples include REPLACING SSL CER-
TIFICATES WITH THOSE FROM A TRUSTED CERTIFICATE AU-
THORITY, ENSURING THE PROPER CREATION AND REFERENCE
OF TLS CERTIFICATE SECRETS IN ISTIO, AND INSTALLING
THE NET-CERT-MANAGER PLUGIN FOR AUTOMATED TLS
HANDLING. Additional measures include IMPLEMENTING
CERTIFICATE RENEWAL BEFORE EXPIRY, USING WILDCARD
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CERTIFICATES, AND ENABLING AUTO-TLS WITH CERT-MANAGER

TO REDUCE MANUAL CONFIGURATION OVERHEAD.
— TLS configuration and secure communication (6/82, 7.32%)—
These solutions ensure secure data transmission between
cloud components by enforcing TLS protocols and secure
communication mechanisms. Examples include MOUNT-
ING KAFKA CERTIFICATES AS KUBERNETES SECRETS, EN-
ABLING ISTIO SIDECAR INJECTION FOR INTERNAL TLS com-
MUNICATION, CONFIGURING PROMETHEUS TO USE ISTIO
MTLS CERTIFICATES, AND IMPLEMENTING TLS SUPPORT IN
PyTHON RUNTIME. Other fixes involve ALLOWING INSE-
CURE TLS CONNECTIONS FOR SPECIFIC WORKLOADS WHILE
MAINTAINING OVERALL NETWORK SECURITY POLICIES.

4 Related work

In recent years, serverless architecture has gained widespread atten-
tion among researchers and practitioners, particularly following the
launch of AWS Lambda. Numerous studies have investigated differ-
ent aspects of serverless computing, including strategies to mitigate
cold start delays, solutions to overcome resource constraints, and
challenges related to vendor lock-in. For example, Leitner et al.
[15] conducted a mixed-method study examining how develop-
ers utilize Function-as-a-Service (FaaS) in industrial environments,
highlighting the need for an alternative approach that prioritizes
composing existing services rather than developing applications
from scratch. Qiang et al. [23] utilized Intel Software Guard Ex-
tensions (SGX) alongside a WebAssembly sandboxed environment
to develop Se-Lambda, a security framework for protecting API
gateways. SGX establishes a trusted execution environment that se-
curely stores and processes sensitive data, preventing unauthorized
access and data breaches in serverless applications. Additionally,
Alder et al. [1] incorporated SGX with a trustworthy resource mea-
surement mechanism within the serverless platform to enhance
security and accountability. Similarly, Marin et al. [17] provide a
comprehensive analysis of security challenges in serverless com-
puting, highlighting the vulnerabilities inherent in its architecture
while also discussing potential mitigation strategies. Their work
categorizes threats at both application and infrastructure levels. Ni
et al. [20] introduce a multi-layer security quantification model for
serverless computing, utilizing Attack Tree and Attack-Defense
Tree methodologies to assess risks at different architectural layers.
They propose the Relative Risk Matrix (RRM) to estimate attack
probabilities, providing a structured approach to enhancing server-
less security. Ahmadi (2024) examines network security challenges
in serverless computing, identifying risks such as insecure depen-
dencies, cold-start attacks, and resource exhaustion. The study
proposes mitigation strategies including encryption, monitoring,
and the use of Al and blockchain to enhance security. Mondal et al.
[18] focused on the security aspects of serverless computing in their
empirical study, addressing issues like cold start delays, inadequate
function debugging, and vulnerabilities. They proposed security
quantification methods including attack tree and attack-defense
tree models to assess potential threats in a serverless environment

Several studies have investigated open-source software reposito-
ries to better understand the challenges developers face in serverless
application development. For example, Eskandani and Salvaneschi
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[9] examined nearly 2,000 serverless applications and identified key
obstacles, including restricted component reuse, limited platform
flexibility, and challenges with debugging and testing. Likewise,
Wen et al.[26] analyzed 619 Stack Overflow questions related to
serverless development, revealing common difficulties in configu-
ration and resource management, often attributed to inadequate
documentation and a lack of effective support tools. Expanding on
this, Eismann et al. [8] conducted a survey of both academic and
industry-based serverless applications, highlighting the benefits of
serverless adoption, such as reduced operational complexity and
improved scalability. However, their study also pointed out notable
drawbacks, particularly for workloads that are data-intensive or
highly sensitive to latency. Similarly, other empirical studies have
explored different perspectives, such as migration intentions and
strategies [11], decision model for selecting serverless platforms
[13], and migrating applications to serverless [12] .

However, no study has empirically analyzed closed issues of
open-source serverless platforms. To bridge this gap, this study
presents a taxonomy of security issues, their root causes, and po-
tential solutions.

5 Threats to validity

This section identifies potential threats that could impact the valid-
ity of this research and its findings. These threats are categorized
into four key areas: internal, construct, external, and conclusion
validity.

Internal Validity: concerns potential bias in project selection
and data collection [27]. To minimize selection bias, a structured
multi-step framework selection process was used. Interpersonal
bias in data analysis was reduced through strict inclusion criteria
and regular collaborative meetings.

Construct Validity: ensures that core concepts, such as issue
identification, are accurately represented [27]. To address this, stan-
dardized data extraction protocols were developed and refined
through discussions. Issues were systematically mined from 12
open-source serverless platforms and verified by all co-authors to
enhance data reliability.

External Validity: relates to the generalizability of findings [27].
The study analyzed 88 issues across multiple platforms, ensuring
diverse perspectives. A structured thematic analysis was applied
to minimize subjectivity, though findings may not generalize to all
serverless platforms.

Conclusion Validity: ensures accurate interpretations [27].
Data extraction and analysis were reviewed collaboratively to re-
duce individual bias. Clearly defined inclusion and exclusion criteria
ensured consistency and reliability in findings.

6 Discussion

The findings of this study provide an empirical understanding of
security issues in open-source serverless platforms by analyzing
developer discussions on GitHub. Our taxonomy categorizes secu-
rity challenges, their root causes, and potential solutions, offering
valuable insights for developers and researchers. The results in-
dicate that Certificate & Encryption Issues, Permissions & Role
Management Issues, and Security & Authentication Issues are the
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most frequently encountered security concerns. Many of these is-
sues stem from misconfigurations, missing or inadequate access
controls, and dependency-related failures.

One key observation is that configuration and compatibility
issues account for a significant proportion of security problems,
highlighting the complexities of setting up and managing security
policies in serverless environments. This aligns with previous re-
search emphasizing that serverless platforms require a different
security approach due to their event-driven nature and dynamic
execution model. Another critical insight is the prevalence of mis-
configured authentication mechanisms, which pose risks of unau-
thorized access and service disruptions. These findings suggest that
developers may struggle with integrating security best practices
into their serverless deployments, potentially due to inadequate
documentation or limited security tooling support.

The proposed solutions indicate that enhancing security con-
figurations, improving IAM policies, and automating certificate
management can mitigate many of these issues. Our analysis also
highlights the importance of collaborative issue resolution in open-
source projects, where developers actively discuss and refine secu-
rity fixes. The findings suggest that improved documentation, au-
tomated security testing, and better integration of security policies
within serverless frameworks can help address these challenges.

Despite these contributions, the study has certain limitations.
Since it focuses on closed GitHub issues, there is a possibility that
some unresolved or undocumented security problems were not cap-
tured. Additionally, the findings may not generalize to proprietary
serverless platforms, which have different security architectures
and support mechanisms. Future research should explore a broader
range of security concerns across multiple serverless environments,
including controlled experiments to validate mitigation strategies.

Implications for Researchers. Our findings open several av-
enues for future research. First, while existing studies on serverless
security focus on theoretical threat models, this study provides
empirical evidence of real-world security challenges. Researchers
can build upon this work by exploring automated techniques to
detect and mitigate these issues at different stages of serverless
application development. Additionally, future studies can examine
how security concerns evolve over time in longitudinal studies,
identifying trends and improvements in security practices. Another
area of interest is comparing security issues in open-source and
proprietary serverless platforms, investigating how different archi-
tectures and security policies impact vulnerability management.
Lastly, developing automated tools that integrate security best prac-
tices into serverless development workflows could significantly
benefit the research community.

Implications for Practitioners. For software developers and
security practitioners, the findings underscore the critical need
for proactive security management in serverless environments.
Since misconfigurations are the leading cause of security issues,
practitioners should prioritize automated security enforcement,
such as policy-as-code approaches, to ensure compliance with best
practices. The high frequency of authentication and access control
failures suggests that stronger identity and access management
(IAM) policies are required to prevent unauthorized access.
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Additionally, the study highlights the importance of community-
driven knowledge sharing. Practitioners can benefit from actively
participating in GitHub discussions, contributing to issue resolu-
tion, and adopting security recommendations from real-world cases.
Better documentation and security guidelines tailored for server-
less development could help address knowledge gaps and reduce
recurring security failures. By leveraging the insights from this
study, practitioners can make informed decisions about securing
their serverless applications.

7 Conclusion and future work

This study presents a systematic analysis of security issues in open-
source serverless platforms by examining 102 security-related dis-
cussions from GitHub. The resulting taxonomy provides a struc-
tured understanding of security vulnerabilities, their root causes,
and potential solutions. Our findings indicate that misconfigura-
tions, access control failures, and dependency issues are the primary
security challenges faced by developers. By analyzing real-world
discussions, this study contributes empirical evidence to the field
of serverless security, offering actionable insights for researchers
and practitioners.

Future work should expand this research by conducting lon-
gitudinal studies to track how security issues evolve over time,
exploring security practices in proprietary serverless platforms,
and developing automated tools to assist developers in identifying
and mitigating security risks in serverless applications with these
open-source serverless platforms.

8 Declaration

I hereby declare that Grammarly and ChatGPT were used while
preparing this research paper to improve the English language and
refine the manuscript. I have thoroughly reviewed and edited the
content after their use.

References

[1] Fritz Alder, N Asokan, Arseny Kurnikov, Andrew Paverd, and Michael Steiner.
2019. S-faas: Trustworthy and accountable function-as-a-service using intel sgx.
In Proceedings of the 2019 ACM SIGSAC Conference on Cloud Computing Security
Workshop. 185-199.

[2] Apache OpenWhisk. [n.d.]. Apache OpenWhisk Documentation. https://
openwhisk.apache.org/documentation.html. Accessed: 2024-10-04.

[3] AWS Lambda. [n.d.]. AWS Lambda Documentation. https://docs.aws.amazon.
com/lambda/latest/dg/welcome.html. Accessed: 2024-10-04.

[4] Microsoft Azure. [n.d.]. Azure Functions Documentation.
url: https://learn.microsoft.com/en-us/azure/azure-functions/. Accessed: 2024-
11-12.

[5] Jennifer Brings, Marian Daun, Markus Kempe, and Thorsten Weyer. 2018. On

Different Search Methods for Systematic Literature Reviews and Maps: Expe-

riences from a Literature Search on Validation and Verification of Emergent

Behavior. In Proceedings of the 22nd International Conference on Evaluation and

Assessment in Software Engineering 2018. ACM, Christchurch New Zealand, 35-45.

doi:10.1145/3210459.3210463

Google Cloud. [n.d.]. Cloud Run Functions Documentation.

url: https://cloud.google.com/functions/docs/. Accessed: 2024-11-12.

[7] Juri Di Rocco, Davide Di Ruscio, Claudio Di Sipio, Phuong Nguyen, and Riccardo
Rubei. 2020. Topfilter: an approach to recommend relevant github topics. In
Proceedings of the 14th ACM/IEEE International Symposium on Empirical Software
Engineering and Measurement (ESEM). ACM/IEEE, 1-11.

[8] Simon Eismann, Joel Scheuner, Erwin Van Eyk, Maximilian Schwinger, Johannes
Grohmann, Nikolas Herbst, Cristina L Abad, and Alexandru Iosup. 2021. The
state of serverless applications: Collection, characterization, and community
consensus. IEEE Transactions on Software Engineering 48, 10 (2021), 4152-4166.

[9] Nafise Eskandani and Guido Salvaneschi. 2023. The uphill journey of Faa$ in the
open-source community. Journal of Systems and Software 198 (2023), 111589.

G


https://openwhisk.apache.org/documentation.html
https://openwhisk.apache.org/documentation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://doi.org/10.1145/3210459.3210463

EASE Companion 25, June 17-20, 2025, Istanbul, Turkiye

[10]

[11]

[12]

[13]

[14

[15

[16]
[17]

[18]

Muhammad Hamza. 2023. Software architecture design of a serverless system.
In Proceedings of the 27th International Conference on Evaluation and Assessment
in Software Engineering. ACM, 304-306.

Muhammad Hamza, Muhammad Azeem Akbar, and Kari Smolander. 2023. The
Journey to Serverless Migration: An Empirical Analysis of Intentions, Strategies,
and Challenges. In International Conference on Product-Focused Software Process
Improvement. Springer, 100-115.

Muhammad Hamza, Muhammad Azeem Akbar, and Kari Smolander. 2025. Navi-
gating Decision-Making in Serverless Migration: A Socio-Technical Grounded
Theory Approach. SSRN Preprint. doi:10.2139/ssrn.5161731

Muhammad Hamza, Siamak Farshidi, Muhammad Azeem Akbar, Rafael Capilla,
et al. 2024. A Decision Model for Selecting Serverless Platforms. Preprint.
doi:10.21203/rs.3.rs-5795769/v1

Eric Jonas, Johann Schleier-Smith, Vikram Sreekanti, Chia-Che Tsai, Anurag
Khandelwal, Qifan Pu, Vaishaal Shankar, Joao Carreira, Karl Krauth, and Neeraja
Yadwadkar. 2019. Cloud programming simplified: A berkeley view on serverless
computing. arXiv preprint arXiv:1902.03383 (2019).

Philipp Leitner, Erik Wittern, Josef Spillner, and Waldemar Hummer. 2019. A
mixed-method empirical study of Function-as-a-Service software development
in industrial practice. Journal of Systems and Software 149 (2019), 340-359.
Xing Li, Xue Leng, and Yan Chen. 2022. Securing serverless computing: Chal-
lenges, solutions, and opportunities. IEEE Network 37, 2 (2022), 166—173.
Eduard Marin, Diego Perino, and Roberto Di Pietro. 2022. Serverless computing:
a security perspective. Journal of Cloud Computing 11, 1 (2022), 69.

Subrota Kumar Mondal, Rui Pan, HM Dipu Kabir, Tan Tian, and Hong-Ning Dai.
2022. Kubernetes in IT administration and serverless computing: An empirical
study and research challenges. The Journal of Supercomputing (2022), 1-51.

161

(19]

[20]

[21

[22

&
&

[24]
[25]

[26]

[27]

Muhammad Hamza, Muhammad Azeem Akbar, Kari Smolander, and Arif Khan

H. Muhammad. 2025. Security Perspective of Open-Source Serverless Platforms:
An Empirical Investigation. doi:10.5281/zenodo.15011010 [Data set].

Kan Ni, Subrota Kumar Mondal, HM Dipu Kabir, Tian Tan, and Hong-Ning Dai.
2024. Toward security quantification of serverless computing. Journal of Cloud
Computing 13, 1 (2024), 140.

Wesley O’Meara and Ruth G Lennon. 2020. Serverless computing security:
Protecting application logic. In 2020 31st Irish Signals and Systems Conference
(ISSC). IEEE, 1-5.

OpenFaaS. [n.d.]. OpenFaaS Documentation. https://www.openfaas.com/. Ac-
cessed: 2024-10-04.

Weizhong Qiang, Zezhao Dong, and Hai Jin. 2018. Se-lambda: Securing privacy-
sensitive serverless applications using sgx enclave. In Security and Privacy in
Communication Networks: 14th International Conference, SecureComm 2018, Sin-
gapore, Singapore, August 8-10, 2018, Proceedings, Part I. Springer, 451-470.
Shreyansh Surana, Smit Detroja, and Saurabh Tiwari. 2020. A tool to extract
structured data from github. arXiv preprint arXiv:2012.03453 (2020).

The Kubernetes Authors. 2021. Kubernetes Documentation. https://kubernetes.
io/docs/.

Jinfeng Wen, Zhenpeng Chen, Yi Liu, Yiling Lou, Yun Ma, Gang Huang, Xin Jin,
and Xuanzhe Liu. 2021. An empirical study on challenges of application develop-
ment in serverless computing. In Proceedings of the 29th ACM Joint Meeting on
European Software Engineering Conference and Symposium on the Foundations of
Software Engineering. ACM, 416-428.

Xin Zhou, Yugin Jin, He Zhang, Shanshan Li, and Xin Huang. 2016. A map of
threats to validity of systematic literature reviews in software engineering. In
2016 23rd Asia-Pacific Software Engineering Conference (APSEC). IEEE, 153-160.


https://doi.org/10.2139/ssrn.5161731
https://doi.org/10.21203/rs.3.rs-5795769/v1
https://doi.org/10.5281/zenodo.15011010
https://www.openfaas.com/
https://kubernetes.io/docs/
https://kubernetes.io/docs/

