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Europe relies more on giant global cloud providers, triggering EU worries about data control,
local rules, and foreign legislation risks. AWS offers cutting-edge technology and global
scale, but GDPR and NIS2 regulations drive interest in EU controlled cloud solutions. Still,
practical research on moving hyperscale systems to European providers remains scarce.

This thesis investigates migration feasibility of an AWS cloud architecture to a sovereign
EU platforms through a qualitative multicriteria framework extended with sovereignty
dimensions. Analysis uses a documented reference case and triangulates provider docs, EU
laws, and research literature. OVHcloud, Hetzner, and Scaleway are assessed across
performance, scalability, efficiency, automation, security, and sovereignty metrics.

European providers successfully support fundamental technical and operational needs. AWS
preserves advantages in international presence and ecosystem integration, but EU
alternatives offer superior compliance assurance and legal autonomy, rendering migration
both practical and strategically appropriate for EU oriented applications.
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1 Introduction

Organizations choose cloud computing to grow resources on demand, deploy software
rapidly, and access global infrastructure without owning data centers. Hyperscalers are the
major players in cloud computing, running global data centers with hundreds of available
services. Leading hyperscalers AWS, Microsoft Azure, and Google Cloud provide instant
resource scaling, automatic regional failover, and self-managing tools customers expect.
These platforms make it possible to serve millions of users globally with very little hands-

on work.

In recent years, the EU has got stricter regarding data sovereignty by implementing the
General Data Protection Regulation (GDPR, Regulation EU 2016/679) and the NIS2
Directive (Directive EU 2022/2555). These rules aim to protect personal data and secure
vital digital services. However, concerns are growing about digital sovereignty, foreign
access to data, and compliance costs raise, which bring us a big question: can EU-based
cloud providers really compete with US hyperscalers like AWS? This thesis assesses this
question by checking if it's practical to move an AWS instance to European sovereign cloud

platforms.

Earlier studies have analyzed cloud service models, migration decision tools, and the
economic and technical advantages of hyperscale clouds. Prior research (Khajeh-Hosseini et
al., 2012; Gholami et al., 2016) shows that cloud-migration feasibility depends on factors
like technical fit, organizational readiness, and financial considerations. The more recent
policy research has identified how concerns about sovereignty and regulatory constraints
have influenced cloud adoption in the EU. Still, much of this work focuses either on high-
level conceptual debates or on technical benchmarking of hyperscalers. Very few studies
bring these strands together to investigate how a real AWS-based system could be operated

on European sovereign cloud providers in practice.

What is not adequately covered is how technical feasibility analysis combines with
sovereignty-related considerations, particularly in cloud-to-cloud migration cases from
AWS to EU-based platforms. Previous literature has habitually reviewed sovereignty issues
at a policy level, with little or no relation to a specific system architecture, while technical

studies typically focus on performance or cost without consideration of regulatory
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implications. This leads to uncertainty for organisations needing to balance operational
imperatives with legal and strategic drivers. By examining a real production-grade system
architecture described by Ketonen and Smolander (2024) and analyzing whether European
sovereign cloud providers could meet its operational, technical, and regulatory needs, this

study aims to address the identified research gap.

This thesis aims to determine: (1) if the technical and operational characteristics of the case
system can be supported by European sovereign cloud providers, and (2) how sovereignty,
regulatory compliance, and jurisdictional factors shape the migration decision. The approach
is a qualitative multi-criteria evaluation framework based on Gholami et al. (2016) and
Khajeh-Hosseini et al. (2012), extended with sovereignty-specific dimensions drawn from
contemporary EU policy literature. Evidence is gathered from system-architecture
documentation, provider-specific technical documentation, and academic and policy
research on cloud sovereignty. The analysis conducted in this thesis examines whether
European cloud providers can cover the system’s main technical needs, including container
orchestration, scaling and secure storage. At the same time, the study considers known
limitations related to worldwide performance, integrated monitoring tools, and service
breadth when compared to AWS. Within this scope, the research evaluates whether a shift
to a European cloud represents a realistic and strategically justified option for EU-focused

workloads.

There are a few limitations in the scope of this thesis. As the study is based on feasibility,
rather than implementation, and relies upon a qualitative view of a single case system,
performance modelling, in particular, is excluded in the scope of this thesis, as well as cost
analyses, since these are more applicable in a fully implemented environment, rather than in
a feasibility study, especially in a cloud model supporting globally distributed users, for

example, cloud services in Europe.

The rest of this thesis will be organized in the following manner. Chapter 2 will address the
literature review of the fundamentals of cloud computing, hyperscale clouds, migration
methodologies, sovereign clouds, and the developments of regulations in the context of the
European region. Chapter 3 will introduce the research design and the approaches for this
work. Chapter 4 will state the results for the feasibility analysis based on the proposed set of
criteria. Chapter 5 will conclude this thesis by summarizing the findings, discussing

limitations, and outlining directions for future research.
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2 Literature Review

In this chapter, both the theoretical background and real-world evidence needed to assess
what it would mean to migrate from an AWS hyperscale environment to a European
sovereign cloud provider, is reviewed. The goal is to provide a comprehensive view of cloud-
computing principles, cloud-migration frameworks, sovereignty debates, and the specific
challenges associated with moving workloads between heterogeneous cloud environments.
Each section synthesizes major scholarly contributions, industry analyses, and EU policy
texts to create a strong theoretical base for the later evaluation of European cloud providers.
The chapter also highlights where existing research is limited, thereby clarifying why this

thesis is necessary.

2.1 Foundation of Cloud Computing and Hyperscale Platforms

Cloud computing is a paradigm shift for the deployment, management, and use of computing
capabilities. Since cloud computing involves accessing shared computing capabilities
delivered over the internet instead of relying upon self-owned infrastructures for computing
capabilities, this implies that cloud computing alters the way information technology is

consumed (Durao et al., 2014; Zhang et al., 2010).

A widely cited definition on what constitutes cloud computing has been given by NIST as
follows: "Cloud computing is a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly provisioned and released with
minimal management effort or service provider interaction. This cloud model is composed
of five essential characteristics, three service models, and four deployment models." (NIST
SP 800 145). It has five essential infrastructure characteristics, three service models, and
several deployment models that define the conceptual framework within which the entire
infrastructure operates. Early cloud definitions also emphasized key characteristics like

virtualization, scalability, and pay-per-use models (Vaquero et al., 2008).



12

One of the main drivers of adoption of cloud computing in various industries, as perceived,
is scalability and flexibility. This is because cloud computing allows, enables, and facilitates
firms to scale up their operations dynamically to meet varying levels of business. At the
same time, they can innovate, reduce time to market, and reduce initial investments (Miiller
et al., 2015; Zhang et al., 2010). By outsourcing the management of infrastructure, firms

focus on their activities.

Cloud computing services can be broadly divided into three fundamental service models:
Infrastructure as a Service, Platform as a Service, and Software as a Service. In Infrastructure
as a Service, infrastructure services like computing, storage, and network services can be
virtualized, and customers must manage their own operating systems, middleware,
applications, and data (Gibson et al., 2012). In Platform as a Service, management tasks
related to infrastructure can be further virtualized, and customers must focus on application
and deployment tasks since operating systems and infrastructure are controlled by the
provider (Mishra, 2023). In Software as a Service, end users can be provided applications,
and entire infrastructure, platform, and software management lies with the provider (Kavis,

2014).

Applications, Data, Software for end-users

PaaS

Databases,
Execution runtime,
Middleware/0S

“Build”

laaS

Servers, VMs,
Network, Storage,
Load Balancers, HW

“Host”

Figure 1. Cloud computing: the three layers of generic model (Sikeridis et al., 2018)
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Service architectures clarify the lines of responsibility between the providers and their
customers. At a larger scale, cloud platforms cleverly combine these architectures to manage
all sorts of workloads. This really matters during migrations, where services might look

similar across providers but split responsibilities in very different ways (Younis et al., 2024).

In the scaled environment, the present scenario in cloud computing is characterized by the
existence of hyperscalers, who manage gigantic global infrastructures of many
geographically distributed data centers, all of them linked by massive networks. In the
hyperscale design, there is a substantial use of automation, standardization, and software-
defined infrastructure to provide elastic and fault-tolerant global-scale hosting and online
services, with the main focus being based on efficiency and reliability to support many
millions of users concurrently (Sikeridis et al., 2018). However, hyperscale cloud platforms
also impose architectural assumptions on the design of the system. Cloud services are
designed in such a way that they can take advantage of highly integrated services, which
provides benefits of higher productivity to the developer but also raises the dependence on
the cloud platform (Opara Martins et al., 2016). Such dependencies take a crucial turn when
organizations opt for cloud-to-cloud migration, specifically moving from a hyperscale cloud

to a competing cloud provider working in a different environment.

Current studies make clear that lock-in problems with leading cloud providers reach beyond
their fundamental infrastructure. The problem is over-reliance on managed services, APIs,
and auto-tools from one provider which lock everything in place. Recent studies show that
even complex cloud migrations, with services like managed databases, analytics tools, and
event-driven setups, stay difficult. This happens even when switching should be possible in
theory (Hummel et al., 2021). This type of lock-in is created gradually through a focus on

efficiency.

Recent empirical studies carried out after the year 2020 indicate that exit barriers of
hyperscale clouds are often underestimated during the first adoption of the cloud. Companies
find their expertise, in-house tools, and DevOps processes depend heavily on provider-
specific cloud features. Switching clouds then becomes difficult from a migration standpoint

(Ketonen and Smolander 2024; Hummel et al., 2021).
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2.2 Hyperscale Cloud Providers and the AWS Ecosystem

Amazon Web Services (AWS), Microsoft Azure, and Google Cloud lead the hyperscale
cloud market. Since AWS started offering infrastructure and platform services back in 2006,

it has built a strong lead through being first to market, its huge range of services, and massive

global infrastructure (AWS, 2024; Patel, 2020).

The services are provided on various cloud service models such as Infrastructure as a
Service, Platform as a Service, and Software as a Service. The infrastructure provided
consists of virtual compute platforms, managed container execution environments, object
and block storage options, and robust networking. Moreover, there are various other
managed services offered through Amazon Web Services such as relational and non-
relational databases. In addition to this, there are other facilities of identity and access
management, monitoring and logging, and automation (Patel, 2020; Singh, 2021; AWS,
2024).

CloudTrail CloudFormation

Figure 1. List of AWS services (Oloruntoba et al., 2023)
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One of the major defining features of Amazon Web Services is the focus on automation and
elasticity. This means that the cloud resources can be created and terminated dynamically,
and the capacity can be scaled depending on the demand for the applications. This allows
for the possibility of economies of scale, and as such, the pricing and the availability of the
service, no matter what the geographical distribution, can be favorable due to economies of

scale (Hashemipour and Ali, 2020; Mukherjee, 2019).

Amazon Web Services has adopted the shared responsibility model. This is the model that
explains the division of responsibilities in relation to security, as well as ensuring that it is
observed. The company has the responsibility for protecting the cloud infrastructure. On the
other hand, clients have the responsibility for protecting their applications, data, as well as
configurations. This has made it appealing for use among organizations that have security

measures (AWS, 2024).

The rich service ecosystem provided by AWS has enabled innovation for all these
companies. Additionally, managed services such as object storage, use of relational
databases, among others, have become common solutions for the industry. These solutions
enable software developers to focus on the applications instead of the infrastructure. Service
integration has improved developer productivity by simplifying deployment, monitoring,

and day-to-day operations (Sikeridis et al., 2018; Patel, 2020).

Nevertheless, it is exactly these strengths that make Amazon Web Services so attractive that
also pose some issues. The high level of integration of these services and their reliance on
provider-specific interfaces can result in a high dependency on this platform. This is because,
as systems grow in complexity, there could be a reliance on specific services, tool sets, and
practices that could make portability a problematic aspect when there is a need to migrate in

the future (Opara Martins et al., 2016; Alhosban et al., 2024).

Apart from technology, other factors such as regulation and jurisdiction have in recent years
become notable, especially in the European setting. With various pieces of legislation being
applied globally other than in Europe, there have been matters arising regarding sovereignty
and issues around complying with legislation. Although some initiatives have since been
rolled out to accommodate legislative matters in Europe, matters around jurisdiction control
and access to information continue to be a concern to those operating through strict

legislative compliance laws (Schwartz, 2018; Hummel et al., 2021). Taken together, the
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significance of Amazon Web Services lies in the fact that the platform comprises a mature
and highly capable hyperscale cloud that scores considerably on the parameter of scalability
as well as on automation and services. On the flip side, the architectural structure and
integration operating across the platform develop dependencies and regulatory concerns that
come into prominence when the notion of feasibility related to the migration from the

existing cloud to another cloud is examined.

2.3 Cloud Migration Concepts

Cloud migration is essentially the migration of applications, data, or workloads from one
environment to another, which common cases move from on-premises infrastructure (Tati¢
et al., 2020; Wen et al., 2024). Cloud migration occurs because it has been associated with
scalability, flexibility, and efficiency in operations, thus eliminating the need for capital
expenditure in infrastructure (Wen et al., 2024). However, cloud migration has been
evolving from basic moving from one environment to another to organizational change,

among others, due to its complexity (Zhang et al., 2020).

The initial cloud migration processes mainly attempted to lift and shift traditional systems
to cloud infrastructure with little to no change. But studies indicate that such processes are
ineffective in fully utilizing cloud potential and may cause inefficient results (Gholami et al.,
2016). Consequently, cloud migration strategies began to vary and cover processes such as
rehosting, replatforming, refactoring, and rebuilding. Each of the above processes requires
varying degrees of technological and organizational investments. Many of such
considerations are typically dependent on the degree of system complexity and overall

business Criticality.

Cloud migration is now understood as a complex issue with multiple dimensions that go
beyond the technical process of implementation. Besides architectural issues related to the
applications and infrastructure themselves, other dimensions include security and regulatory
issues in industries that are subject to data protection and auditability. Other organizational
factors related to talent employability and change management capabilities are also
important issues in cloud migration. According to Kalu (2024), other factors include security

and regulatory issues.
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Several research papers have suggested frameworks for structured migration, assessment,
and evaluation processes that help in decision-making, thereby lowering the risk of
migration. These frameworks highlight phases ranging from system assessment, dependency
assessment, target architecture design, execution, and optimization after migration (Gholami

etal., 2016).

Nonetheless, these frameworks are mostly focused on migrating from non-cloud setup
scenarios, thereby having little significance for those covering cloud-to-cloud portability,

provider dependency, among other issues, that occur due to cloud-to-cloud migrations.

As the adoption process for cloud services has become more mature, organizations have
increasingly had to make considerations for migration between cloud service providers. Such
considerations may arise for purposes such as cost optimization, performance optimization,
for regulatory considerations, or for strategies that minimize dependence on one cloud
service provider. Consequently, cloud migration has progressed from being an event to being

part of the cloud lifecycle.

2.3.1 Cloud-to-Cloud Migration

Cloud-to-cloud migration is the specific process of moving an application, data, or workload
from one cloud provider to another (Khajeh-Hosseini et al., 2012). Unlike moving an
application from an on-premises environment, the cloud-to-cloud migration process
contemplates the system to be cloud native and up and running on a managed cloud platform.
Thus, the attention of the cloud-to-cloud migration process turns to matters of service

equivalency and interoperability.

Cloud to cloud migration is also distinguished and challenged by the presence of services
and interfaces that are provider specific. The contemporary cloud environment provides a
wide range of managed cloud services that make the underlying infrastructure more
abstracted and give a convenient environment for application development (Buyya et al.
2009). These services make it more productive and reliable; however, they also create strong
linking between the application and the cloud. Such linking becomes problematic when

cloud migration happens between the cloud environments.
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Vendor lock-in has been identified as a major risk in cloud-to-cloud migration by various
research studies. It could be caused by the application programming interfaces, data format,
automation infrastructure, or procedures which cannot be easily transferred from one vendor
to another (Alhosban et al., 2024). Even if the infrastructure components can be transferred
from one cloud to another by using standard technology, the managed services may not have

equivalents.

Besides the technology issues associated with the process, the migration between the two
clouds can also present organizational issues. This includes qualifications that are affected
by the transition between the two platforms. This can result in retraining personnel. In the
process management area, there may be a need to re-design tasks such as monitoring and
response to deployed applications based on the strengths and weaknesses associated with the
second cloud (Gholami et al., 2016). On the other hand, regulations are also factors in cloud-

to-cloud migration, especially when considering the scenario in the European region.

Regulations related to data protection, control, and sovereignty can act as a reason for
organizations to move their data out from hyperscale cloud service providers to cloud
services within certain regions. In such circumstances, it becomes uncertain to measure the
possibility of cloud-to-cloud migration from a technical perspective in relation to legal,
business, and strategic aspects (Hummel et al., 2021; Schwartz, 2018). In general, the topic
of cloud-to-cloud migration involves a new and rising area in research that is distant from
the generally investigated cases related to the adoption of the cloud paradigm. A holistic
view on its feasibility would have to consider a set of factors. These factors serve as the base

on which the methodology used in this work will be developed.

2.4 Infrastructure as Code and Cloud Portability

Infrastructure as Code is the concept of managing and orchestrating computing infrastructure
using machine-readable configuration files as opposed to manual procedures. In the cloud
setup, Infrastructure as Code helps implement the definition and delivery of infrastructure
resources such as computation, network, storage, and security in a cloud environment in a
systematic and repeatable way (Tankov et al., 2021). The concept of Infrastructure as Code

represents one of the key principles of cloud setup procedures.
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Talking specifically about cloud migration, the role played by IaC in this scenario cannot be
overstated, as it has improved the aspects of reproducibility and drift in configurations to a
large extent. This is because [aC makes it easy to set up an environment in an organization
in a specific stage, such as “dev” in terms of development, “test” in terms of testing, and
“prod” in terms of “production.” The same is very important in cloud migration, where
source and target environments need to be identical to some extent to avoid operational risks

in the validation process (Gholami et al., 2016).

Infrastructure as Code is also frequently cited as facilitating portability in the cloud. By
encapsulating the definition of the infrastructure within code that is under version control,
organizations can potentially move the workload across various clouds with ease. The tools
that can support multiple clouds allow the reusability of infrastructure definitions. This
enables the capability to move the workload across various clouds. Research has, however,
asserted that this capability is usually hindered by various support services on clouds

(Tankov et al., 2021).

In hyperscale cloud, Infrastructure as Code is known to be used in conjunction with managed
services and platform-specific tooling. Although it has been observed to enhance developer
productivity, it has been found to increase dependence on specific APIs and services
(Ketonen and Smolander, 2024). For instance, automated scripts might include dependence
on resources, identity, or network models specific to cloud providers, which might not exist
in other clouds or platforms. Therefore, Infrastructure as Code might decrease manual labor
required for migrating applications; however, architectural changes are still required for

migrating applications from one cloud to another (Ketonen and Smolander, 2024).

In such a way, there is no simple nexus between Infrastructure as Code and portability in
cloud computing. In other words, standard technologies ensure portability at the basic
infrastructure level. However, for other levels such as databases, identity, and monitoring,
portability can be feasible if similar services and models for operation exist. Research studies
have particularly clarified that lock in within the cloud providers’ infrastructure services is
not necessarily in their basic infrastructure services, rather in their closer ties to platform

services and tools (Opara Martins et al., 2016; Alhosban et al., 2024).

From an organizational viewpoint, the skill effects of Infrastructure as Code are extended to

operations as well. To efficiently apply the concept of Infrastructure as Code, one would
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require knowledge of software development as well as cloud platform understanding. This
might raise issues regarding the complexity of the projects related to migration, since one
would be required to integrate the automated environments of an existing provider (Gholami
etal., 2016). In the context of cloud-to-cloud migration, Infrastructure as Code can be treated
as a supporting mechanism and not the complete solution. It may help to provide easy
replication of the environment, assist with controlled experimentation, and lower manual
configuration complexity. To be effective, though, Infrastructure as Code may have to be
dependent on a service selection that considers the architecture and the extent to which the
automation would be dependent on the provider-agnostic abstractions. This becomes
important when the analysis regarding the possibility of migration from hyperscale to the

European clouds needs to be carried out.

2.5 Empirical Insights from an AWS Based Cloud Migration Case

Research from real cloud migrations highlights both difficulties and advantages of large-
scale cloud adoption. Whereas substantial literature addresses migration issues from on-
premises environments to public cloud platforms, case-based research underlines structural
dependencies and operational trade-offs arising after actual migration. Such evidence is
particularly relevant when assessing the feasibility of cloud-to-cloud migration, as it reveals

complicating factors in future platform transitions.

In a detailed case study, Ketonen and Smolander (2024) discuss how a Finnish startup
replatformed the migration of a mobile payment system from a smaller cloud provider to
Amazon Web Services. The system has been redesigned to take full advantage of managed
services and automation, where Infrastructure as Code is used for provisioning and managing
cloud resources. The aim of migration was to improve scalability, reliability, and operational

efficiency and decrease manual infrastructure management.

The case illustrates several of the advantages commonly cited in moving to hyperscale cloud:
more rapid deployment cycles and reduced site downtime due to automation, improved
system reliability and monitoring due to managed services. Infrastructure as Code allowed

increases in reproducibility with less configuration drift between environments. These
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outcomes support findings in the broader cloud migration literature that emphasize the

advantages of automation and platform managed services in modern cloud architectures.

Simultaneously, the case study puts into focus some challenges that directly relate to cloud-
to-cloud migration scenarios. As the system evolved, it became more dependent on Amazon
Web Services-specific services and tooling. This reduced portability and therefore increased
the effort toward the replacement or replication of functionality in alternative environments.
Cloud Development Kits connect app code too tightly to platform features, so moving to

another platform gets really tough (Ketonen and Smolander, 2024).

Further to this, another major challenge was that of the skillset. To leverage Infrastructure
as Code and managed services effectively, both deep programming skills and technical
knowledge of the Amazon Web Services ecosystem were needed. This currently increases
organizational dependency on provider-specific skills, though it facilitates agile operation
within the platform. Such dependency may influence migration feasibility in terms of
increasing the costs of retraining and reducing flexibility in case a transition to different

cloud environments should be considered.

The case also shows continued issues with compliance and data protection. Even though
migration increased efficiency, European data protection laws continued to matter greatly.
These did not hinder initial migration to a hyperscale provider but were brought more to the

fore when considering long-term dependence on the platform and potential exit strategies.

In the context of this thesis, the case of Ketonen and Smolander (2024) offers empirical
underpinning. It proves that hyperscale cloud adoption can bring about significant technical
and operational advantages while at the same time introducing dependency structures, which
complicate future migration decisions. This dual result points out the gap in the literature,
since most studies underline the aspect of migration into hyperscale platforms without

systematically analyzing the feasibility of migrating away from them.

This thesis locates migration feasibility as a multidimensional problem rather than a purely
technical challenge in relation to this case about cloud-to-cloud migration and the concerns
of data sovereignty. The results indicated that service dependency, automation tooling, skill
availability, and the regulatory context are the key factors in the process of evaluating
migration away from hyperscale platforms. The factors discussed directly feed into the

evaluation criteria and the analytical framework used throughout this thesis.
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2.6 European Cloud Providers and Market Structure

The European cloud market (€70 billion) is dominated by US hyperscalers with 70-72%
share, while local providers have just 15% (Synergy Research Group, 2025). Although
hyperscale clouds lead in terms of market share, European clouds play an increasingly
important role in all matters concerning digital sovereignty and autonomy. To determine
whether it will be possible to move hyperscale loads to European clouds, it will be necessary

to fully understand the European cloud landscape.

European cloud vendors usually have their data centers based exclusively inside the
European Union, and these vendors are under European law. Services offered by vendors
such as OVHcloud, Hetzner, and Scaleway include cloud infrastructure, computing, object
and block storages, cloud databases, and container orchestration. The cloud vendors allow
organizations to use cloud computing while retaining jurisdictional control over their data

(Rone, 2024; Michels, 2023).

Nevertheless, European cloud service providers do not rely on hyperscale clouds in terms of
size, geographical reach, and services offered. For instance, hyperscale clouds receive
significant investment, as well as globally developed infrastructure networks and innovation
ecosystems that can facilitate the rapid development of new cloud services (Hummel et al.,
2021). European clouds usually concentrate on overall optimization and alignment within a

region other than the overall coverage of the services offered by cloud computing.

Market analyses indicate that the European cloud industry still has a high concentration
level, where there are substantial shares controlled by non-European hyperscale cloud
vendors. This can be attributed to both technological supremacy and path dependency, where
initial adoption leads to long-term dependency on the service integration, operation tools,
and development of human skills (Michels, 2023). This leads to high barriers in changing

organizations even where there are better alternatives within closeness.

Economically, cloud services offered in Europe can demonstrate predictability and
transparent pricing. The nature of services offered is based on models that involve simpler
pricing models in comparison to hyperscale complex consumption-based models. Although
this is seen as an advantage in terms of costs, it may pose limitations on access to specialized

cloud services that depend on large-scale economies (Rone, 2024).
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Technological differences between hyperscalers and European companies are other factors
that may affect the practicability of migration between the two. While hyperscalers are likely
to have highly integrated managed services and automated tooling, European companies are
likely to focus on standardized technologies and open source-based solutions. Such an
approach may help to make the supplier less dependent and easier to port, and the

organization may have to rely on itself for system integration and management (Hummel et

al., 2021).

The implication of cloud service providers in Europe is closely aligned with policy
discussions about digital sovereignty and strategic autonomy. European authorities and
policymakers have drawn attention to the problem of being overly reliant on non-European
digital infrastructure, especially in strategic sectors. This has led to policy initiatives to
promote and develop the European cloud environment and to favor cloud service providers

based in Europe. (Michels, 2023)

However, there has been observed a discrepancy between the aims of these policies and the
realities of the market. As sovereignty initiatives and regulatory policies encourage the use
of European cloud solutions, economic viability, along with technological development, has
made the choice of hyperscale clouds preferable for various applications (Hummel et al.,
2021). With respect to migrating their clouds to other clouds, the European market structure
for the cloud industry is opportune as well as challenging. European vendors offer support
for primary workloads in the cloud as well as capabilities for close alignment with
government and sovereignty needs. In contrast, the general differences in service portfolios
and automation capabilities, as well as ecosystems maturity, may require architectural
adjustments and operational changes during migration. Carefully, these must be evaluated
against the assessment of feasibility regarding the migration of workloads from hyperscale

platforms to European cloud providers.

European cloud services such as the offerings from OVHcloud, Hetzner, and Scaleway are
recognized to be notable but prominent players in the European cloud market. These
European cloud services rely on datacenters that exist within the boundaries of the European
Union. These cloud services have specifically focused on the European jurisdiction. Unlike
the global cloud services that involve the creation of global digital ecosystems, the European
cloud services rely on cloud core services and platforms. According to relevant research,

European cloud services have specifically focused on being an alternate solution that is in
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line with organizations that would like to be aligned with the digital sovereignty strategies.
They also provide organizations with the means to operate away from the jurisdiction of
non-European regions (Hummel et al., 2021; Michels, 2023; Rone, 2024). Based on the
given attributes, the cloud services from OVHcloud, Hetzner, and Scaleway are chosen to

be evaluated within this thesis.

2.7 European Digital Sovereignty and the Regulatory Context

Digital sovereignty is one of the prominent concepts that have been developed within the
context of cloud computing and digital infrastructure. Hummel et al. (2021) define it as "the
ability to control data, digital services, and infrastructure according to European legal
frameworks." The problem appeared because the U.S. CLOUD Act lets American authorities
access data from U.S. cloud providers, even when stored in Europe, which conflicts with EU
privacy rules (Schwartz, 2018). This tension has grown as more organizations rely on global

cloud services.

European regulations regarding data protection have been pivotal in defining the landscape
of adopting and migrating to the cloud. The General Data Protection Regulation provides
tough norms on handling personal data both within and beyond countries within the
European Union today. Organizations are tasked with ensuring that they are adhering to
norms of handling personal data through compliance that transcends geographical
boundaries where respective cloud infrastructure is installed. This means that the process of
defining whom to work with in the cloud or its design will not only focus on economic and

technological elements (Schwartz, 2018).
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Figure 3. Three layers of cloud sovereignty (Alexandre and Okano-Heijmans 2024)

Alexandre and Okano-Heijmans (2024) developed a 3 layers of sovereignty model. A first
step to enhancing European digital economic security in the long term is to develop and act
on a clearer understanding of cloud sovereignty: as a national security matter, as a data
sovereignty question, as a regulation compliance challenge or as a mix of the three. Having
such clarity will enable governments to make informed decisions as they contemplate
investments to take their own data to the public cloud as well as to enhance the
competitiveness of European cloud companies and environments (Alexandre and Okano-

Heijmans, 2024).

Apart from data security, there are broader regulations that pertain to the resiliency as well
as security of digital infrastructure. Regulatory measures like the Network Information
Security Directive, as it has been updated over time, pertain to risk management, reporting
of incidents, as well as business continuity related to essential as well as important
organizations. This again impacts the deployment of cloud computing, as it moves from data

security to digital infrastructure security in general (Hummel et al., 2021).

One of the major issues in the European regulatory environment is that it must interact with
non-European legal systems. This is especially true for cloud service providers whose
headquarters are not located in countries within the European Union, as they could be
governed by laws requiring requests for access to data under specified circumstances. There

has therefore been concern about possible conflict-of-law issues with respect to the
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implementability of European guarantees concerning data security, although these issues
have been addressed by measures introduced by cloud service providers to ensure security

(Schwartz, 2018).

To address such concerns, European policymakers and cloud sector participants have been
advocating for measures that can strengthen the European cloud ecosystem and facilitate a
clear understanding of sovereignty requirements. Such certification programs and policies
are intended to provide a clear set of standards regarding the location of data, control of

cloud operations, and cloud sovereignty (Michels, 2023).

There are conceptual frameworks that have been advanced by scholars to capture the
different levels of sovereignty in cloud computing. These include the sovereignty that
pertains to the law, the sovereignty that pertains to the operation, as well as the sovereignty
that pertains to the modification of the system, its audit, and its migration without much
reliance on other parties. This kind of framework brings out an important aspect that
sovereignty exists on a continuum, which may be affected by architecture, contracts, and

organizations (Hummel et al., 2021).

For those organizations contemplating the cloud-to-cloud migration process, the concept of
digital sovereignty adds more layers to the factors associated with technical feasibility. The
process of cloud-to-cloud migration may not only involve cost and optimization factors for
technical feasibility but could include the factor of mitigating jurisdiction risk or meeting the

regulatory requirements associated with infrastructure (Rone, 2024).

Paradoxically, however, there exists a tension between the policy goals that promote
sovereignty and the realities of the market. The hyperscale cloud giants presently provide
unparalleled scale, integration, and innovation, which may readily outweigh sovereign
concerns in a business scenario. The existing tension poses a challenge for organizations,
especially as there may exist functional constraints and operational responsibilities
associated with migrating away from hyperscale cloud computing (Michels, 2023). In the
present thesis, the European regulatory and sovereignty environment is a domain that creates
a relevant set of criteria for the assessment of cloud-to-cloud migration. The European
regulatory and sovereignty aspects affect a set of criteria according to which cloud service
vendors might be evaluated, and this set of criteria, in turn, affects evaluation results related

to migration from hyperscale cloud vendors and European cloud vendors.
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2.8 Synthesis of Literature and Implications for Cloud-to-Cloud Migration

According to the literature reviewed in this chapter, adopting and migrating to cloud
computing brings both benefits and challenges. Basic cloud studies show how it supports
easy scaling and strong automation. But research on migration and Infrastructure as Code
finds that new system dependencies often appear after adoption. These changes can affect

many levels of an organization’s daily work and long-term operations.

Hyperscalers, including Amazon Web Services, are created to ensure the highest levels of
efficiency and innovation, which are accomplished through extensive service integration and
the hyperscale architecture. There is evidence in the literature that such properties lead to
rapid development and reliability in running the applications (Sikeridis et al., 2018), yet also
promote architectural styles that lead to service dependency against specific providers
(Opara-Martins et al., 2016). Empirical research reveals that service dependency is not
always an issue at the early stages of migration processes, yet it is an essential aspect to
consider when organizations think about migrating to different providers of cloud services

(Ketonen and Smolander, 2024).

There are structured ways of handling cloud migration models that help design and
implement cloud migration projects (Khajeh-Hosseini et al., 2012; Gholami et al., 2016).
However, these models and their approaches to migration are based mostly on migration
from non-cloud environments. As cloud technology matures, this model is no longer an
accurate assumption. Cloud-to-cloud migration is faced with various complexities associated
with equivalence, support for different services, and different models of support for services

and their portability. There is an existing gap within the models of cloud migration.

IaC simplifies some parts of cloud-to-cloud migration but on the other hand it hinders some
other parts (Tankov et al., 2021). Although automation, productivity, and configuration
management have their benefits (Tankov et al., 2021), vendor lock-ins due to custom
abstractions and tools prevent the reusability of infrastructure definitions (Ketonen and
Smolander, 2024). It reinforces evaluating cloud migration across infrastructure, platforms,

processes, and organizations (Gholami et al., 2016).

Analysis on cloud services offered by European cloud providers and the regulatory

environment adds further depth to the scope of feasibility for migration (GART Solutions,
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2026; LinkThat, 2025). European cloud services demonstrate close alignment on data
protection and sovereignty agendas, although they typically differ in terms of maturity and
scope from hyperscale clouds (GART Solutions, 2026; Holori, 2025). General Data
Protection Regulation and other initiatives on digital sovereignty demonstrate how
regulatory elements add new dimensions on feasibility of migration that involve risks and
concerns that reach beyond technical and economical realms (GART Solutions, 2026).
According to the existing literature, this is indeed an intersection of perspectives that require

evaluation on multiple levels (LinkThat, 2025).

Analysis on cloud services offered by European cloud providers and the regulatory
environment adds further depth to the scope of feasibility for migration. European cloud
services demonstrate close alignment on data protection and sovereignty agendas, although
they typically differ in terms of maturity and scope from hyperscale clouds. General Data
Protection Regulation and other initiatives on digital sovereignty demonstrate how
regulatory elements add new dimensions on feasibility of migration that involve risks and
concerns that reach beyond technical and economical realms. According to the existing
literature, this is indeed an intersection of perspectives that require evaluation on multiple

levels.

Taken together, the literature reviewed indicates that cloud-to-cloud migration constitutes a
multidimensional process, which cannot be explained by a simple technological explanation.
The analysis of existing literature has shown that there are insights into individual
dimensions of this challenge but no concerted approach that takes into consideration the
migration from hyperscale clouds towards cloud service providers in Europe. This difference

provides the rationale upon which the approach in this thesis is based.

Through the integration of theoretical perspectives on cloud computing, findings in cloud
computing migration, practical realities in cloud computing cloud-to-cloud migration cases,
as well as regulations on cloud computing, this thesis also provides the framework within
which cloud computing cloud-to-cloud migration can be evaluated in the European scenario.
Notably, this framework enables the evaluation of cloud computing cloud-to-cloud

migration on different criteria, different from just the practicality of its execution.
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3 Methodology

This chapter describes and explains the methodological approach adopted for the evaluation
of migrating an existing hyperscale cloud infrastructure on Amazon Web Services (AWS)
to a sovereign cloud provider within Europe. As described above, because the research
focuses on an hypothetical migration project and does not simulate a real-world migration
scenario, it uses an approach dominated by qualitative analysis and based on a framework
for making an scientific judgment. The methodology aims to make sure that it stays as
objective as possible and focuses on a paradigm that fits academic migration theories and
the current state of sovereignty in Europe. The methodology is designed specifically to
answer the research question of whether an existing AWS-based architecture can be
migrated to European sovereign cloud providers when both technical and sovereignty-

related factors are considered.

3.1 Research Design and Approach

The research adopts a qualitative case study research methodology. A qualitative case study
research methodology fits well with socio-technical issues that cannot be quantified and need
multiple criteria analysis. Cloud migration problems and challenges include several criteria,
performance, readiness, constraints, cost, and feasibility. Literature pertaining to cloud
migration shows various challenges associated with making judgments about cloud
migration at an early stage due to uncertainties associated with unavailability of information
and changes associated with cloud capabilities. Therefore, qualitative multi-criteria research

methodology has been adopted.

The case element also extends the current AWS-based reference architecture, which is
documented by Ketonen and Smolander (2024). This offers a realistic technical baseline to
ensure that the evaluation is attached to an actual system rather than one that has been
conceptual in nature. The qualitative nature of the study enables the incorporation of
regulatory and sovereignty considerations that cannot be directly measured but hold huge

influence within European cloud adoption strategies.
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3.2 Case Description

The reference AWS system in this study is provided by Ketonen and Smolander (2024)
which is a Finnish company’s mobile payment platform. The system uses microservices, [aC
and containerized applications (Docker in Kubernetes). Most AWS setups rely on AWS-
specific services but this system uses portable standard technologies which make it ideal for

European cloud migration analysis.

The case study uses fundamental AWS cloud services that have been commonly used for a
scalable environment: managed container orchestration, elastic compute capabilities, cloud-
native networking, and deployment pipelines managed by automation. These have been
integrated with a focus on high availability, operational automation, and scalability. These

criteria form the baseline for comparing other cloud vendors.

In this thesis, a migration of the case system is not performed. Rather, it is a reference
architecture used in assessing feasibility. Architectural attributes of a system, dependencies,
and service assumptions of relevance in this study have been identified in Ketonen and
Smolander’s documentation. By doing this, it is possible to investigate migration feasibility

in a system, even in an early stage.

The involvement of an already existing, documented, and successful AWS-based system
adds to the overall validity of the assessment in two aspects. First, this allows the entire
assessment process to focus on a real-world technological context, which is practical, and
not on abstract requirements. Second, it enables the entire comparison with the European
sovereign cloud providers to meet the expectations that already exist in terms of successful

systems functioning at a hyperscale environment.

3.3 Justification for a Qualitative Multi-Criteria Evaluation

A cloud migration requires trade-offs, which cannot be expressed and compared with
performance criteria alone. Results from previous academic work, for instance, Gholami et
al. (2016) and Khajeh-Hosseini et al. (2012), clearly highlight that cloud adoption considers

multiple criteria, including technology, business, organizational, and security
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considerations. These references make it clear that no organization adopts cloud based solely

on benchmarking capabilities. Organizations assess risks and compliance.

A quantitative benchmarking approach would call for controlled experiments, production-
grade workloads, and long-term operational data, none of which can be obtained for the set
of all assessed European providers. Given the nature of the investigation, which is
exploratory rather than optimization-oriented, a qualitative multi-criteria evaluation is

methodologically more adequate.

Given that this thesis deals with the feasibility of migrating a system from a hyperscale
provider to sovereign European alternatives, qualitative evaluation allows the incorporation
of sovereignty related dimensions, like jurisdictional control, GDPR alignment, and
independence from extra-territorial legislation. These issues cannot be reduced to numeric
scores but are essential to determine if European providers are viable for workloads that

require strict regulatory assurance.

3.4 Multi-Criteria Evaluation Framework

The framework used in this thesis is adapted from the model suggested by Gholami et al.
(2016). Their framework has four main perspectives: technical performance, economic
consideration, organizational readiness, and security factors. In conducting the present
research, these perspectives were extended to include sovereignty-specific dimensions
anchored in recent European policy literature. Such adaptation ensures relevance to cloud-

to-cloud migration rather than movement from on-premises environments.

The set of criteria with a total of six factors applicable for consideration within this research
work comprise Performance and Latency, Scalability and Elasticity, Cost Efficiency,
Maintainability and Automation, Security and Compliance, and Data Sovereignty and
Vendor Lock-In. All these factors are considered and address all operational and regulatory

demands on cloud service providers within Europe.

A three-level scale: Fully Supported, Partially Supported, and Not Supported, is employed

for the assessment of each criterion. It still maintains structure and at the same time permits
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the degree of interpretation with regards to comparisons among various suppliers with

differing capabilities and services.

3.5 Evidence Collection and Triangulation Strategy

The study is employing a triangulation approach to ensure the validity of the research by
using diverse independent sources of evidence. The triangulation technique has widely been
utilized in research to boost the validity of findings. The technique has been utilized to
examine different kinds of information instead of the findings of data collected from a sole
source. The research employs the triangulation technique to make use of the technical system
documentation, provider-specific documentation, regulation, and the existing literature to
boost the findings of the research. The triangulation technique utilized aims to ensure that

the research has balanced and sound findings during the feasibility investigation.

The first source of data used is the AWS environment of the case, which is described by
Ketonen and Smolander (2024) and includes information on the container orchestration, use
of Infrastructures as code, networks, automation paths, and database functionalities. This
source supplies the requirements according to which the European cloud providers are to be

assessed.

The second source would be provider documents from OVHcloud, Hetzner, and Scaleway.
These documents include service offering descriptions, cost models, geo-availability,
Kubernetes adoption, automation tools, and security functionality. Provider documents are
recognized as the most reliable source for detailed specifications. Using multiple sources
helps eliminate any issue of bias due to dependence on market information from a single

provider.

The third source for evidence is the regulatory framework within Europe. GDPR and NIS2
are considerations within compliance for data protection and cybersecurity. More modern
initiatives at an EU level, such as the EU Cloud Services Scheme, help offer more

clarification on levels of assurance and standards for certification.

The fourth relates to the recent academic and policy literature on European cloud

sovereignty, digital autonomy, and strategic independence. Among others, Alexandre
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Ferreira Gomes and Okano-Heijmans (2024), Michels (2023), and Rone (2024) underpin
jurisdictional control, resilience of digital infrastructure, and geopolitical repercussions

arising from dependence on cloud providers.

With the combination of these varied sources, it can be ensured that the viability analysis for
migration will be based on neither pure technical consideration nor pure conceptual thoughts
but on a realistic understanding of the cloud scenario in Europe. Together, these sources
ensure that each evaluation criterion is supported by at least two independent forms of

evidence, strengthening the validity of the qualitative assessment.

3.6 Analytical procedure

There are several steps followed in the analysis. First, there is an examination of the
reference solution based on AWS. This examination aims at identifying various technical
and operational requirements. It should be noted that it is these system requirements that
determine which capabilities are necessary on the part of the European cloud service
provider. The next step involves evaluating every single aspect introduced within the criteria
framework and comparing these with what OVHcloud, Hetzner, as well as Scaleway, have

to offer.

To conclude on each criterion, the evidence collected from documents of the providers as
well as from literature related to sovereignty has been synthesized. The results from different
components are verified for mutual confirmation to avoid any confirmation being sought
from prejudiced assessments. The degree of a criterion being fully supported would depend

on how well it meets the entire basic need of the reference architecture without any redesign.

Lastly, the outcome based on all criteria will be summarized within a feasibility table. The
interpretation of the data will be put within context based on the aspects that have high degree
of fit with the European service providers compared to the gaps or trade-offs against the

capabilities that exist with AWS.
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3.7 Limitation of Methodology

There are several methodological limitations to be acknowledged. First, the deployment or
testing of the application on European cloud platforms is not considered in this study. As a
hypothetical evaluation, the findings rely on documentation, prior studies, and logical
inference rather than empirical performance testing. Second, provider capabilities evolve
rapidly, which means that documentation does not fully capture emerging features or
ongoing deprecations. Third, the sovereignty assessments themselves are subject to
regulatory interpretation, which may vary within different legal entities and may evolve over

time.

These limitations taken into consideration, the triangulated evidence base reduces any risks
of misinterpretation of the data and ensures that any conclusion reached is based on many

reliable perspectives rather than on individual assumptions.

3.8 Ethical and Data Management Considerations

The study does not involve personal data collection or experiments involving human
subjects. All information used originates from publicly available documentation, academic
publications, policy sources, or non-sensitive system descriptions. No confidential or
proprietary information from AWS, OVHcloud, Scaleway, or Hetzner is used. The findings

therefore do not introduce security risks to the reference system, or the providers evaluated.

3.9 Summary

In this chapter, the research approach was described that was employed to assess the
feasibility of migrating an AWS-powered hyperscale system to that of a European Sovereign
Cloud provider. Based on this methodology, the following chapter presents the evaluation
results of migrating the reference AWS architecture to European sovereign cloud providers

across the defined criteria.
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4 Evaluation and Results

In this chapter, the assessment of the feasibility regarding the migration from the reference
Amazon Web Services-based architecture to the chosen European cloud providers will be
presented. In the context of the assessment, the respective European cloud provider will be
individually compared to the criteria discussed in Chapter 3. In order to provide a clear
context regarding the content of the following chapter, at the outset, the description
concerning the reference architecture and criteria shall be reiterated. Subsequently, the

chapter shall be closed with the final assessment regarding the similarities and differences.

4.1 Evaluation Context and Scope

A qualitative multi-criteria analysis framework has been employed to test the feasibility of
upgrading the case environment from AWS to a European sovereign cloud provider in this
research work. A migration framework developed by Gholami et al. (2016), stressing that
the technical criterion, security issue, cost factor, and organizational issue are integral to
reaching a conclusion about the feasibility of cloud migration. A degree of uncertainty
always prevails in preliminary research inquiries on cloud migration; hence, it would be
preferable to proceed with a qualitative method for decision-making purposes instead of

pursuing a quantitative measure of efficiency during the decision phase.

In Khajeh-Hosseini, Greenwood, and Sommerville (2012) work, whose empirical study
introduces the Cloud Adoption Toolkit for supporting enterprise cloud decisions, the same
principle is reflected. Their findings demonstrate that cloud-adoption feasibility depends not
only on quantifiable measures such as cost and performance but also on qualitative
organizational factors, including internal capabilities, stakeholder impact, and perceived
risk. The authors stress that relying solely on cost modelling is inadequate and should be
supplemented with socio-technical evaluation methods, highlighting the importance of

structured qualitative judgment in exploratory or early-stage migration studies like this one.

The migration model was expanded with sovereignty factors to better fit Europe’s cloud

rules and goals. Current studies in EU policy show that when choosing where to host data,
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there are some important factors such as legal control, freedom from outside laws, and local
compliance (Alexandre Ferreira Gomes & Okano-Heijmans, 2024). Organizations that deal
with personal or sensitive data under GDPR and follow NIS2 security rules should manage

these issues.

Following the recommendation of Gholami et al. (2016), this thesis uses a three-tier

qualitative evaluation scale:
e Fully supported
e Partially supported
e Not supported

This decision model allows a systematic yet flexible interpretation of the feasibility of
migrating the existing architecture to a European sovereign cloud setting. The goal is to
determine whether the required capabilities are available, rather than to perform empirical
benchmarking of production workloads, which is beyond the scope of this hypothetical

evaluation.

4.2 Evaluation Assumptions and Scope Limitations

The qualitative assessment appearing in this chapter is rooted in a set of specific
assumptions. The justification for explicitly stating these assumptions is the need for
transparency in the methodological process while specifying the context of validity for the

feasibility assessment.

First, the assessment begins by assuming that the main target users, data streams, and
regulatory risks for the case system are in Europe. This assumption is tied to the context of
digital European sovereignty that is discussed in the thesis and may be considered relevant

for cases involving companies that mainly operate within the European Union.

Second, the assessment assumes that there can be a migration to the current system
architectures without requiring architectural redesign at a transformative level. Even with
cloud-to-cloud migration projects that include a variety of tooling modifications and service

level changes, architectural overhaul does not factor into the assessment. This fits the view
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of migration feasibility studies because in those studies the goal is to move the system, not

replace it.

Third, the evaluation makes use of public technical documentation, policy announcements,
and certification details publicly available from cloud providers. Public documentation is
considered a proxy for platform capability based on previous studies in cloud computing,
which make use of documentation analysis in the absence of actual benchmarking data.
However, the view also suggests that the evaluation of cloud services is based on the

availability of capabilities rather than actual performance.

Finally, the assessment relies on the hypothesis that open-source and platform-standard
tooling can be used for replacement in hyperscale-native services for which direct functional
equivalents are not provided by European cloud platforms. This is synonymous with
practices in cloud-native development and relies on the use of platform-agnostic tooling for
portability and interoperability. The hypothesis does, however, place greater reliance on

internal expertise and maturity and is covered in the qualitative assessment.

With these assumptions combined, the parameters for conducting an evaluation are set,
where the outcome can only be interpreted as an estimation related to the strategic viability
as opposed to an assessment related to performance optimization or costing. In this process,
while these assumptions set limitations to conducting an evaluation, they also stay focused

on making an exploration.

4.3 Migration Readiness Mapping and Evaluation Logic

To operationalize the qualitative evaluation framework, selected criteria are interpreted with
respect to different phases and dimensions of the cloud migration readiness. Other than
regarding the criteria as an attribute in isolation, this study regards it as indicative of whether
the existing system and the target cloud environment are jointly prepared to support the

execution of a successful migration and a sustained operation.

From the perspective of technical readiness, criteria that concern performance and latency,
scalability and elasticity, and maintainability and automation reflect the ability of a system

to function effectively after migration. Performance and latency are primarily concerns



38

during the operational phase, as this is where user experience and responsiveness have to be
kept within acceptable limits. Scalability and elasticity will be concerns over both the
migration and the postmigration growth phases because they determine whether the platform
will support changing workloads without any architectural changes. Maintainability and
automation are important throughout the life cycle, given their impact on the effort needed

to deploy, update, and operate the system in its new cloud environment.

Economic and readiness aspects of the organization are mainly addressed via the cost
efficiency and the automation factors. The former shows the efficiency of the new system
from a sustainability point of view once it has been migrated. On the other hand, the latter
describes the efficiency of the currently established DevOps processes. Previous works in
this area have underlined the point that the feasibility of migration goes beyond technical
issues since the integration of new platforms with the current operational processes of the

organization needs not be overly complex (Khajeh-Hosseini et al., 2012; Gholami et al.,

2016).

Finally, a readiness for strategic and governance issues is addressed through the criteria of
security and compliance and data sovereignty and vendor lock-in. These factors not only
enhance the concept of readiness for migration by considering functions related to the system
but also consider legal and dependency factors. Readiness to address jurisdictional along
with other compliance factors is a crucial determinant for cloud service adoption within the

European region.

Through this identification of evaluation criteria mapping with these integrated readiness
factors, the framework can ensure that migration feasibility is considered in a holistic
manner. This is considered to assist in a structured interpretation of non-quantitative
evidence with a clear rationale on individual criterion relevance to the totality of migration

feasibility in the subsequent sections.

4.4 Evaluation Criteria

To determine whether the system can be successfully transferred from AWS to a European
sovereign cloud provider, this study adopts the multi-criteria evaluation perspective outlined

by Gholami et al. (2016). Their original framework evaluates cloud migration from four
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interconnected perspectives: technical performance, economic factors, organizational
readiness, and security requirements. Because this research focuses on a cloud-to-cloud
migration rather than a movement from on-premises infrastructure, the framework has been
tailored to fit modern container-oriented, Infrastructure-as-Code-driven deployment
environments. This adaptation also reflects established benchmarking and organizational

perspectives that both technical and socio-organizational dimensions are captured (Li et al.,

2010; Khajeh-Hosseini et al., 2012).

Recent developments in European cloud governance emphasize that cloud-adoption
decisions increasingly involve considerations that extend beyond technical capability or cost
alone. Issues such as jurisdictional control, regulatory compliance, and long-term digital
autonomy now play a central role in cloud strategy (European Commission, 2023; Alexandre
Ferreira Gomes & Okano-Heijmans, 2024; Rone, 2024; Michels, 2023). All these issues

result in a new criterion in evaluation model which is sovereignty.

Based on these foundations, the first version of the framework included eight criteria:
* Performance and Latency

* Scalability and Elasticity

* Cost Efficiency

* Maintainability and Automation

* Security and Compliance

* Data Sovereignty and Vendor Lock-in

* Reliability and Availability

* Observability and Monitoring

Together, these criteria capture the main technical, operational, and strategic factors that are

commonly highlighted in cloud-migration research.

However, after reviewing the availability and quality of evidence across European sovereign
cloud providers, two criteria, Reliability and Availability and Observability and Monitoring
were removed from the final assessment. The main reason for this adjustment is

methodological. To test reliability and observability well, you often need real performance
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data, long-term logs, or test results from different cloud platforms. However, for OVHcloud,
Hetzner, or Scaleway, such a data is not available. Independently obtaining this type of data
would necessitate setting up and running test systems for extended durations and collecting
comprehensive metrics, which falls outside the scope and time limitations of this thesis. In
addition to these academic limitations, the removal also reflects practical constraints related
to time, resources, and the exploratory nature of the study, which prioritizes criteria for

which reliable and comparable evidence can be obtained through documented sources.

Therefore, the final evaluation focuses on six criteria supported by reliable and publicly
verifiable information. The first one is Performance and Latency, which looks at how fast
and smooth the provider’s service feels, especially for tasks that need quick response in the
European regions. Earlier comparative studies such as CloudCmp (Li et al., 2010) show that
cloud providers differ noticeably in their performance stability and geographic latency

patterns.

The second criterion is Scalability and Elasticity. This evaluates the maturity of autoscaling
features, container orchestration, automated provisioning, and load-balancing capabilities
that fit the system’s microservice-based design. These attributes embody key principles of
cloud computing, in which flexibility and on-demand resource scalability are considered

essential traits (Armbrust et al., 2010; Andrikopoulos et al., 2013).

The third criterion is Cost Efficiency. This looks at how clear and predictable a provider’s
pricing structure is, covering areas such as compute, storage, and network-egress charges.
Earlier studies show that transparent pricing and the ability to estimate long-term costs play
an important role in shaping cloud-migration decisions (Marston et al., 2011; Gholami et al.,

2016).

Maintainability and Automation forms the fourth criterion and evaluates whether the
provider supports [aC-based configuration, CI/CD pipelines, and consistent deployment
management. These factors are related to the concepts of organizational readiness in prior
migration research and contribute to long-term operational stability (Khajeh-Hosseini et al.,
2012). Infrastructure as Code research also puts a stronger emphasis on its role for
maintainability, consistency, and controlled change across cloud-native systems (Rahman et

al., 2019).
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The fifth criterion is Security and Compliance. This criterion assesses the availability of
strong protective measures such as encryption, identity and access management, and
vulnerability mitigation, alongside adherence to European regulatory frameworks. GDPR
(Regulation EU 2016/679) and the NIS2 Directive (Directive EU 2022/2555) impose strict
obligations on cloud environments within the EU, and both the EU Cloud Services Scheme
(European Commission, 2023) and recent ENISA guidance (2023) stress the importance of

verifiable security assurance in sovereign cloud infrastructures.

To set rules in processing, storage, and protection of personal data for EU residents, GDPR
(Regulation EU 2016/679) has introduced. It requires companies to build privacy protections
into their systems from the start, report data breaches within 72 hours, and let people view
or delete their data. The NIS2 Directive (Directive EU 2022/2555) focuses on cybersecurity
for key services like power plants, transport networks, hospitals, and online platforms. It
demands better risk checks, security for suppliers, and incident reports within 24 hours, and

took full effect in October 2024.

The final criterion is Data Sovereignty and Vendor Lock-in. This criterion evaluates if the
provider guarantees full data residency within EU jurisdiction and avoids exposure to extra-
territorial legislation such as the U.S. CLOUD Act. This criterion also considers the use of
open standards and portability mechanisms that reduce long-term dependency risks. These
factors lie at the center of current debates on European digital autonomy (European
Commission, 2023; Michels, 2023; Rone, 2024; Alexandre Ferreira Gomes & Okano-
Heijmans, 2024).

Together, these six criteria represent a consistent and evidence-based framework that
balances technical, economic, organizational, regulatory, and sovereignty-related
considerations. By concentrating only on aspects with solid and consistent data, the study

keeps its approach clear, defensible, and manageable within the limits of the research.

4.5 Evidence Collection

This chapter is an assessment informed by a variety of complementary information sources
to ensure methodological robustness and contextual relevance (Denzin, 2017; Flick, 2018).

Case material documented by Ketonen and Smolander (2024) outlines the technical
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architecture and operational practices of the reference system. These materials provide the
necessary insight into the architecture of the system, such as container orchestration,
Infrastructure as Code, managed database services, and how the network is configured. The
evaluation thereby stays true to realistic system requirements through its grounding in an

existing production-grade implementation.

The capabilities of European sovereign cloud providers are examined by reviewing publicly
available, technical documentation and service descriptions from OVHcloud, Hetzner, and
Scaleway (OVHcloud, 2024; Hetzner, 2024; Scaleway, 2024). These documents detail the
compute services provided by each vendor, along with their Kubernetes/container
orchestration features, storage solutions, availability zone configurations, automation
capabilities, and security measures. Provider documentation is the most authoritative and
current source of technical specifications, so it offers a direct comparison with the existing
AWS environment. While such documentation provides detailed architectural and functional
information, it does not supply operational performance metrics such as long-term reliability
or platform-specific observability data, which limits the extent to which some criteria can be
evaluated. Using vendor documentation as an evidence source follows established
approaches in cloud-evaluation research (Li et al., 2010; Khajeh-Hosseini et al., 2012), and
cross-checking information across multiple providers supports a balanced and credible

assessment.

The regulatory landscape is covered by two main EU laws, the GDPR (Regulation EU
2016/679) and the NIS2 Directive (Directive EU 2022/2555). These establish fundamental
standards for data protection, cybersecurity, and jurisdictional oversight that govern cloud
services throughout Europe. European Commission guidance published in 2023 and ENISA
publications from the same year are particularly relevant, as compliance and jurisdictional
certainty are central considerations in cloud adoption decisions within Europe. These
provide additional details on assurance standards and compliance conditions relevant to

sovereign cloud deployments.

Finally, the academic and policy scholarship of European digital autonomy and cloud
sovereignty provides additional context regarding some of the strategic considerations
shaping migration decisions. The works of Alexandre Ferreira Gomes & Okano-Heijmans
(2024), Rone (2024) and Michels (2023) stress the need for jurisdictional control,

independence from extra-territorial legal exposure, and long-term capability development
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within the European digital ecosystem. Such works underpin the inclusion of the
sovereignty-related evaluation criteria and locate the analysis within the broader policy

discourse.

The evidence base only includes criteria for which reliable and comparable documentation
exists across providers, including official cloud provider documentation (OVHcloud, 2026;
Scaleway, 2026; Hetzner, 2026), in line with the final evaluation framework. Dimensions
that require empirical measurement, such as long-term reliability characteristics or detailed
observability metrics, could not be included due to the limited data publicly available, the
absence of operational logs, and the pragmatic constraints of this exploratory study. Taken
together, these sources offer a triangulated and methodologically sound basis for the six-
criterion evaluation: a real-world system baseline, validated provider capabilities, relevant
legal and regulatory regimes, and contemporary scholarly and policy perspectives. This
combined evidence base strengthens the reliability and contextual validity of the feasibility
assessment. The following sections rely on these sources to evaluate each European cloud

provider based on the defined criteria in a transparent and consistent way.

4.6 Provider-Specific Evaluation Overview

Although the feasibility assessment results are summarized at an aggregated level in Table
4.1, the evaluated European cloud providers differ in their service portfolios, operational
models, and strategic positioning. OVHcloud, Hetzner, and Scaleway represent distinct
segments of the European cloud ecosystem, and these differences influence how individual
evaluation criteria are satisfied in practice. Providing a provider-specific overview is
therefore necessary to contextualize the qualitative ratings and to demonstrate that the

assessment does not assume equivalence among the evaluated platforms.

OVHcloud represents the most prominent provider among the ones shortlisted, providing
also a quite wide range of cloud infrastructure and managed services in European
jurisdictions. OVH cloud services include managed Kubernete, object storage, block storage,
software-defined networking, all of them well aligned to the needs described in the cloud
reference architecture described by Ketonen et al. (2024). OVH cloud also strongly positions

itself among the providers of European sovereign clouds. The OVH cloud framework meets
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the security, compliance, and sovereignty requirements. However, it has been identified in
previous studies that while OVH cloud stands out with solid core cloud infrastructure, other
enhanced cloud services often adopted within AWS architectures need to be reimplemented
or need extra work by adopting cloud solutions provided by OVH cloud (Rone, 2024;
Michels, 2023).

Hetzner cloud infrastructure is marked by a cost-efficiency strategy, simplicity of
infrastructure, and transparent pricing. However, the provided services feature high-end
virtual machines, simple managed Kubernetes features, and simplified automation
interfaces. These features are good enough to handle the workload of container and
microservice applications, which is similar to the workload of the reference system (Ketonen
and Smolander, 2024). From previous research and studies, it is observable that Hetzner
cloud infrastructure is a strong contender when the workload is predictable and the target
users are European, i.e., geographically European (Marston et al., 2011; Gholami et al.,
2016). However, Hetzner cloud infrastructure lacks additional fully managed features
compared to hyperscale cloud providers. This makes the infrastructure dependent on open
and free software and custom processes to implement similar features (Khajeh-Hosseini et

al., 2012).

Scaleway’s target is to establish itself as a developer-friendly European cloud computing
services provider with a strong focus on modern cloud-native deployment models. Its
Kubernetes management functionality, automation tool support, and container-oriented
environment make it highly suitable for environments defined through Infrastructure-as-
Code approaches (Rahman et al., 2019). Scaleway has a wider number of managed platform
services than Hetzner, but these remain fewer than those offered by AWS. Scaleway’s
infrastructure is geographically contained within the European Union, a fact that is stressed
by the vendor to ensure it adheres to European Union regulations, an important factor for
data sovereignty but not necessarily vendor lock-in (Alexandre Ferreira Gomes & Okano-

Heijmans, 2024).

In each of the three cloud providers, it can be ensured that the basics of the reference
architecture are met, and this is true for those environments in which the main users as well
as data are in Europe. The main differences among cloud providers can be observed by
looking at how developed environments for managed services are, how much automation is

possible out-of-the-box, and how comprehensive globally spread networking capabilities
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are. This helps explain why some criteria have been considered as being partially supported
in terms of the overall results and despite still being able to draw the overall conclusion that

it is feasible to move to a European-sovereign cloud environment within the defined scope.

4.7 Criterion-Provider Capabilities comparison

This section provides a clear, structured comparison of AWS and the selected European
cloud providers using the criteria defined earlier in this chapter. The purpose of this
comparison is to make explicit the qualitative capability differences that underlie the
aggregated feasibility ratings presented in the results section. Rather than presenting
benchmark measurements, the comparison synthesizes documented service characteristics,
regulatory positioning, and architectural support for the reference system. AWS is included
as a baseline to contextualize the capabilities of the European providers relative to the

originating environment of the case system.
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Table 4.1 Qualitative comparison of provider capabilities across evaluation criteria

Evaluation

Criterion

AWS

OVHcloud

Hetzner

Scaleway

Very strong global

and regional

Strong regional

performance

Strong

performance in

Strong European

and Automation

automation and

managed services

Terraform, fewer

native integrations

supported, limited

Performance and o ) performance,
performance, within Europe, European regions, o
Latency ) o o limited global
extensive edge limited global minimal global
reach
network edge edge
) Managed
Highly mature Kubernetes-based Kubernetes and
Scalability and ) ) i ) ) Kubernetes with
o autoscaling, wide | scaling and elastic | VM-based scaling )
Elasticity o ) autoscaling and
service integration | compute supported supported )
elastic resources
o Transparent
Complex pricing, Transparent ) o
Simple and pricing,
Cost Efficiency high data-egress pricing, lower ) o -
predictable pricing competitive for
costs egress costs
EU workloads
) ) ) IaC and Strong 1aC and
o Extensive native IaC supported via )
Maintainability automation CI/CD support,

moderate service

Security and

managed services integration
) EU-based
Broad security )
EU-based EU-based compliance,

tooling, global

compliance, ISO

compliance, strong

security tooling

portability

Compliance compliance ) ) ] ] )
certifications security controls aligned with EU
coverage )
regulations
Full EU Full EU
Data Sovereignty | Exposure to extra- o Full EU o
jurisdiction, jurisdiction, open
and Vendor Lock- territorial jurisdiction,
emphasis on standards and
in legislation minimal lock-in

portability

"Egress refers to all data leaving a cloud provider's network for external destinations such as the public internet or outside systems. In

contrast to ingress (data entering the cloud), egress often carries charges that impact operational costs.” (Fluence Network, 2025, p. 2).

Table 4.1 compares the relative positioning of AWS and the selected European cloud
providers across the set of evaluation criteria defined earlier in this chapter. The table does
not constitute a quantitative benchmark but rather a qualitative synthesis of documented

platform capabilities, regulatory positioning, and architectural support for the reference
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system. AWS is included only as a baseline, to put the capabilities of the European providers

into context concerning the originating environment of the case system.

The comparison underlines the fact that providers of European clouds basically align well
with the technical requirements of container-based, Infrastructure-as-Code-driven systems
operating within Europe. While AWS enjoys advantages in global scale, service breadth,
and deeply integrated automation tooling, the European providers are strong on pricing
transparency, jurisdictional control, and regulatory alignment. This structured overview
provides a background to the detailed, criterion-by-criterion discussion that follows and puts

into perspective the trade-offs that underlie the qualitative feasibility assessments.

4.8 Results

The feasibility assessment results of migrating the system from AWS to a European
sovereign cloud provider are presented in Table 5.1. Each criterion has been assessed using
the qualitative scale defined earlier, based on the case system's technical and operational
characteristics by Ketonen and Smolander (2024), the capabilities listed in official
documentation from European cloud vendors, and applicable regulatory frameworks. The
assessment reflects both the technical suitability and sovereignty-oriented priorities

identified in the most relevant contemporary European cloud governance literature.

Table 4.2. Summary of migration feasibility

Criterion Feasibility Rationale
Performance & Latency Partially Strong perf(?rmance within El%rope; AWS remaips more
supported mature in global edge delivery and acceleration
Scalability & Elasticity Fully European pr.oviders supp01.'t Kubernetes, autoscaling, and
supported container orchestration comparable to AWS
Cost Efficiency Fully Transparent. pricing, reduced data-egress c.harges, and lower
supported operational costs for European-centric workloads
Maintainability & Partially IaC and CI/CD workflows fully supported, but AWS still
Automation supported offers broader integrated automation tooling
. . Fully Certifications such as ISO 27001/27701, strong encryption
t 1
Security & Compliance supported and native GDPR compliance
Data Sovereignty & Fully Full EU jurisdiction guarantees and avoidance of extra-
Vendor Lock-in supported territorial legislation; reliance on open standards
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The criteria assessed as partially supported in Table 4.2 reflect trade-offs rather than
fundamental obstacles to migration. In particular, differences in global infrastructure scale
and the availability of tightly integrated native management services explain why
performance and latency, as well as maintainability and automation, do not reach the same
level of maturity as in AWS-centric environments. These limitations are well recognized in
prior research as typical distinctions between hyperscale platforms and regionally focused
cloud providers. However, under the operational scope within Europe as determined for this
evaluation, these differences do not impede the successful implementation and functionality
of the reference system. Rather, they imply areas where more system configuration might
need to happen or where open-source tools might need to be leveraged, or practices altered

after migrating to the new system.

The results indicate that migration to a European sovereign cloud infrastructure is technically
feasible and offers clear advantages from a legal and regulatory standpoint. Core capabilities
to operate existing architecture, such as container orchestration, elastic compute, secure data
management, and automated deployment tooling, are available across European providers.
One of the most clearly supported dimensions is regulatory and sovereignty alignment:
European vendors provide full jurisdictional control, which they guarantee to be compliant
with EU regulations, thereby addressing data residency and jurisdictional exposure concerns

that are central to European regulatory requirements.

The most important issues are those of operational convenience, specifically in regions
where AWS provides broader global distributed infrastructure and management support.
Nonetheless, these issues would not prevent the success of a deployment with users in
Europe as the primary target base for the workload. The capability for open-source tools to
address issues regarding monitoring and automation can overcome this issue with higher

setup complexity.

The evaluation demonstrates that European cloud platforms can provide the required
capabilities while aligning closely with European sovereignty and data-protection
requirements. Hence, this migration is considered feasible and strategically appropriate

within the studied context.
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4.9 detailed Criterion Discussion

This section explains in depth each of the evaluation criteria introduced earlier through a
qualitative discussion, aiming to explain and justify the ratings that were given in the result
section. The discussion interprets the findings by linking the characteristics of the reference
system, documented provider capabilities, and relevant regulatory as well as scholarly
sources without introducing new evidence. Each subsection develops the rationale behind
the rating assigned, explains the identified limitations and trade-offs, and underlines how
criterion-specific factors drive the feasibility of migration of the system from AWS to a

European sovereign cloud provider.

4.9.1 Performance and Latency

The performance and latency assessment are based on the architectural specifications given
in the case documentation by Ketonen and Smolander (2024) and comparative service
information found in the technical documentation of OVHcloud, Hetzner, and Scaleway.
These providers operate modern European data centers connected via high-capacity

backbone networks. They offer services within Europe at low latencies.

For workloads hosted in the EU region, latency performance should remain within
acceptable bounds for interactive API-driven systems. However, AWS continues to maintain
more global edge-delivery and acceleration infrastructure and therefore provided advantages
for globally distributed traffic. The above observation is consistent with previous
benchmarking research by Li et al. 2010, who identified latency and network reach as one
of the main differentiators between providers. Performance overall is therefore assessed to
be partially supported, fully adequate for Europe-focused deployments, though not yet

equivalent to AWS in terms of global reach.
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4.9.2 Scalability and Elasticity

Evidence for scalability and elasticity comes from the dependence on container orchestration
and microservice-based scaling, as documented in the case system by Ketonen and
Smolander (2024), and the orchestration and auto-scaling facilities described in European
provider documentation. All three vendors offer managed Kubernetes services, OVHcloud
Managed Kubernetes, Scaleway Kapsule and Hetzner Cloud Kubernetes along with

automatic provisioning, load balancing, and API-level scaling features.

These correspond to the case system's operational model and achieve the architectural
requirements for dynamic scaling. The functionality available matches closely with best
practices in modern cloud engineering (Andrikopoulos et al., 2013), which means a fully

supported result in the evaluation outcome for this criterion.

4.9.3 Cost Efficiency

A cost evaluation is performed using transparent pricing models and data-egress policies as
stated in provider documentation. Compute, storage, and networking resources are available
at predictable pricing from OVHcloud, Hetzner, and Scaleway, each with much lower egress
fees than AWS. These characteristics align with findings from prior analyzes showing that
European clouds can deliver competitive total cost of ownership for EU-centric workloads

(Marston et al., 2011).

If workloads keep most of the traffic within Europe, they will have better cost predictability
due to lower data-transfer costs. Transparent billing is also a key benefit. Thus, the rating is

fully supported regarding cost efficiency.

4.9.4 Maintainability and Automation

This maintainability and automation assessment is based on the operational practices
described by Ketonen and Smolander (2024) and reflects validation against automation

tooling documented by European providers. All three platforms have support for [aC through
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Terraform, for container registries, for continuous integration/continuous deployment

pipelines, and also for configuration management.

While AWS provides an integrated management toolset, most of the functionalities can be
replicated using open-source tools. Organizational readiness and process maturity are
mentioned as relevant to the exploitation of such tools in the Cloud Adoption Toolkit
(Khajeh-Hosseini et al., 2012), including automation and human capability among the
enablers of adoption. This means that this criterion is only partially satisfied: full
maintainability is possible, but more configuration effort is needed compared to using

AWS’s own automation suite.

4.9.5 Security and Compliance

Security and compliance findings are based on provider documentation, formal
certifications, and relevant regulatory frameworks. Each of the following providers,
OVHcloud, Hetzner, and Scaleway, have internationally recognized certifications such as
ISO 27001 and ISO 27701 and has implemented encryption, identity management, and

vulnerability monitoring consistent with enterprise-grade standards.

Compliance is assessed against the GDPR (Regulation EU 2016/679), NIS2 (Directive EU
2022/2555), and the principles set out in the draft framework of the EU Cloud Services
Scheme (EUCS) (European Commission, 2023; ENISA, 2023). All these sources together
confirm the fact that European sovereign providers are bound by legal and technical

safeguards highly effectively, hence full security and compliance is well ensured.

4.9.6 Data Sovereignty and Vendor Lock-in

Evidence for data sovereignty and vendor independence has been taken from provider
policies, official EU certification frameworks, and recent academic and policy literature. All
the evaluated providers operate entirely under EU jurisdiction, ensuring that customer data
is subject exclusively to European legal authority and safeguarded from extra-territorial

legislation such as the U.S. CLOUD Act.
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This is supported by recent scholarship on European cloud sovereignty, which emphasizes
the strategic relevance of jurisdictional control and technological autonomy related to cloud
services (Rone 2024; Michels 2023; Alexandre Ferreira Gomes & Okano-Heijmans 2024).
Second, European vendors emphasize open standards and interoperability, limiting long-
term risks of vendor lock-in. With these two points, data sovereignty and vendor

independence are rated as fully supported.

Each of the above-mentioned criteria is clearly supported by triangulated evidence from
Ketonen and Smolander (2024) system documentation, provider specifications, European
legal frameworks i.e., GDPR, NIS2, EUCS, and academic and policy literature related to
cloud sovereignty. This integrated evidence base ensures that every qualitative judgment
will be transparent, verifiable, and in accordance with accepted academic and technical

standards of evaluation of cloud-migration feasibility.
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5 Conclusions

This thesis investigated the technical and strategic viability of migrating an AWS-based
hyperscale application to a European sovereign cloud provider. Based on the results, this
migration seems feasible from a technical perspective and strategically suitable for
organizations whose operations, users, and regulatory obligations are at least positioned
within the European Union. Major European cloud providers do support the set of essential
architectural capabilities required by the case application: container orchestration, scalable
compute resources, secure storage services, and automation based on Infrastructure as Code.
Thus, without fundamental redesigns or changes to its engineering principles, the
deployments of the case application are very well possible in a European sovereign cloud

environment.

Among the most important benefits derived in this study is improved alignment with
European data sovereignty and regulatory requirements. Cloud providers operating
exclusively within the EU deliver superior assurances on data residency, jurisdictional
authority, and legal accountability. This minimizes the exposure to extra-territorial
legislation and facilitates compliance with the regulatory frameworks of general data
protection regulation and the NIS2 Directive. To organizations working under regulated
sectors for instance, public administration and critical infrastructure, these characteristics
would provide increased legal certainty as compared to continuous dependency on non-

European hyperscale providers.

At the same time, the analysis reveals some clear trade-offs. The big difference with AWS
1s its giant global setup, tons of service choices, and a well-honed toolset built up over time.
These were not directly mentioned in the six evaluation criteria, yet they are important
considerations when selecting a cloud platform. In the case of the European sovereign
clouds, much of what you'd get as services directly in the others could be replicated with
open-source tools and third-party solutions, although that usually equates to more set-up
work and operational responsibility on your part. For workloads mainly serving European
users, however, these compromises don't outweigh the strong gains in data sovereignty and

regulatory compliance.



54

The results align well with earlier research that stresses governance, compliance, and risk
management as key drivers in cloud migration decisions. While most studies focus on
moving from on-premises systems to the cloud, this thesis shows those same principles apply
to cloud-to-cloud migrations between hyperscalers and sovereign providers. Ultimately, it
adds to the broader conversation about European digital sovereignty by demonstrating that
regulatory and strategic needs can be met through practical, technically feasible migration

paths.

Moreover, the implications of the research could be extended beyond the current
applications. The increasing relevance of digital infrastructure, and especially public sector
applications in highly regulated environments, makes the running of cloud services within
tightly defined borders ever more strategic. In supporting the evaluation of European
sovereign cloud solutions relative to the large cloud providers, the research assists the

European vision of achieving increased control over the cloud market.

The research has limitations. It studies just one system qualitatively, so the findings cannot
be generalized broadly. Detailed performance benchmarking, real-world cost modelling, and
long-term operations testing were also outside this scope. Note that by using mostly public

documents instead of hands-on operational data, some platform details remain unexplored.

Researchers could expand this work by examining various cases across different industries
and legal settings. Investigation on a case-specific basis can also reveal long-term
implications related to sovereign cloud adoption by considering qualitative performance
parameters, as well as comparative evaluations for costs. Some potential areas for future
research might also involve analyzing hybrid approaches that can combine hyperscale cloud

services with European cloud providers.

In conclusion, the study proves that by using the above migration framework, a migration
from the AWS environment to a European sovereign cloud is a viable option for
organizations which follow EU rules. In these scenarios, a European sovereign cloud is a
credible alternative to AWS, offering a strong hybrid balance between their respective

technical-enabled strategies, regulatory fit, and degree of control.
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