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District heating (DH) systems play an important role in providing efficient heat supply for
residential and industrial buildings, particularly in Finland because of its cold climate zone.
With increasing digitalization of energy systems, operational data from DH networks
enables the development of data-driven monitoring methods for improving system reliability
and anomaly detection.

This thesis investigates the use of Artificial Intelligence (Al)-based predictive models for
anomaly detection in DH systems. Particularly, linear regression and decision tree models
are applied to predict system behavior using operational variables. Anomalies are detected
using Shewhart Statistical Process Control (SPC) charts applied to residual signals between
measured and predicted values. The proposed approach is also compared with a traditional
threshold-based anomaly detection method.

The case study is conducted using operational time-series data from the PreDist dataset
obtained from a German district heating operator. The results show that both machine
learning models were capable of detecting anomalies in DH operation, with the decision tree
model detecting a larger number of anomaly samples and the linear regression model
producing fewer false alarms compared to the traditional model. Overall, the study
demonstrates the potential of Al-based methods for supporting operational monitoring in
DH systems.
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1 Introduction

District Heating (DH) systems are the most common way of supplying heat to industrial,
commercial and residential buildings through centralized production and distribution
networks (Guo et al. 2024). DH is widely used in countries with cold climates, such as
Finland, and plays a significant role in efficient use of energy, which is achieved using
diverse energy sources. However, there is a tendency to transition towards greater
sustainability and integration of renewable energy technologies thus providing more

complexity in the operation of DH networks (Jodeiri et al. 2022).

With advances in digitalization, large amounts of operational data can be currently obtained
from DH systems through sensors and monitoring systems. This has created opportunities
for applying Artificial Intelligence (AI) and, more specifically, Machine Learning (ML)
methods, which can substantially improve system performance and management
(Strusnik & Avsec 2024). Previous studies have shown that AI/ML techniques can enhance,
for example, heat load forecasting and operational planning in DH systems
(Serra et al. 2025). Al-based approaches have also been explored for monitoring tasks,
enabling earlier identification of abnormal behaviors, improving system reliability

(Van Dreven et al. 2023).

Despite these developments, many DH systems still rely on conventional monitoring
approaches based, for example, on fixed alarm thresholds and rule-based control
(Van Dreven et al. 2023). These methods may not properly capture the adequate weather-
dependent or dynamic behavior of DH networks. Thus, there is a demand for data-driven
monitoring approaches, which has the potential to better identify anomalies
(Yang et al. 2025).

The objective of this thesis is to evaluate how Al-based forecasting methods or models can
be used to support anomaly detection in DH systems. The focus of this study is on analyzing
deviations between predicted and measured operational values which are used as a warning

to identify abnormal behavior in the system.



2 District Heating Systems and Operations Monitoring

In general, DH systems are used to provide centralized heat production and distribute it for
certain types of consumers such as residential, commercial and industrial buildings. The heat
is generated in centralized plants rather than being produced locally in each building and
delivered through insulated pipeline networks throughout area. By implementing a

centralized plant approach, it allows more efficient use of fuels and enables large-scale heat

generation technologies which cannot be achieved by local production (Guo et al. 2024).

In the past, there was a development in DH with efficient supply heat in urban areas in which
heat demand was concentrated. However, earlier versions of DH networks significantly

evolved into modern networks which are now considered as an important component of

urban energy infrastructure.

In recent years, DH systems have been experiencing large transformation towards
sustainable energy systems. It has been becoming increasingly common to integrate
renewable heat sources such as biomass, geothermal energy, and solar thermal technology.
Jodeiri et al. (2022) emphasize that the transition toward sustainable heat sources is an

essential step in reducing the environmental impact of heating systems. Figure 1 compares

DH system’s network evolution from traditional to modern generations.
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Figure 1. Comparison of district heating system generations (Yao et al. 2024).
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However, this renewable transformation causes more operational complexity of DH
networks. These complexities vary from expanding urban networks, fluctuating renewable
heat sources to changing consumer demand patterns, thus requiring more advanced system
operation and management. Modern DH concepts, often described as fourth or fifth
generation systems (Figure 1), aim to operate at lower temperatures and integrate diverse

energy sources to improve overall efficiency (Yao et al. 2024).

Digitalization is another aspect that is becoming important in DH system operation. With
sensors and monitoring tools, it is possible to allow operators to collect large amounts of
real-time operational data from production plants and distribution networks. The available
operational data then can be used for monitoring, maintenance planning and operational
optimization. Schmidt et al. (2026) note that digital technologies are increasingly used to

enhance operational control and support decision-making in modern DH systems.

2.1 Structure and Operation of District Heating Systems

Usually, DH system consists of three main components: heat production, heat distribution
and heat consumption. These components are interconnected with each other to generate

heat and, deliver it to the buildings that are connected to the network system.

To generate thermal energy, heat production facilities use different technologies depending
on available fuel types or resources and energy policies. Traditionally, one of the most
common heat sources that simultaneously produce electricity with heat especially with high
efficiency are Combined Heat and Power plants (CHP). In modern power plants, there are
renewable energy and large-scale heat pumps have also been integrated to reduce emissions

and improve sustainability in the heating sector (Jodeiri et al. 2022)

Typically, the produced heat is transported through the DH network where insulated
pipelines are used. The heat transfer medium is continuously circulated from production
plants and consumer buildings. While the supply pipelines run heated water to the buildings,
the return pipelines serve as carriers of cooled water which circulates back into the heat
production facilities where water is reheated again. Several technical factors should be

considered while designing thermal networks, such as heat losses, pressure levels, and
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requirements of pumping. Figure 2 describes the CHP plant with district heating systems

operation.

Apartment buildings
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Figure 2. Schematic representation of a CHP plant integrated with DH infrastructure,

thermal storage, and end-user distribution (Lavikainen & Frinti 2024)

As observed in Figure 2, the system operates as a centralized energy hub where a CHP plant
simultaneously generates electricity for the grid and thermal energy for urban distribution.
The schematic illustrates a closed-loop infrastructure where outgoing heated water is
delivered to diverse consumers, such as apartment buildings and detached houses, via heat
exchangers, while return water is sent back to the plant for reheating
(Lavikainen & Franti 2024). Furthermore, the integration of thermal storage units allows the
network to balance supply and demand, providing the flexibility necessary to manage peak

loads and ensure consistent system efficiency (Lavikainen & Frénti 2024).

Heat substations are used to connect buildings with the heat DH network. There are heat
exchangers that these substations contain, and they transfer thermal energy from the DH
water to the building's internal heating system. Garbai et al. (2025) describe how proper
operation of heat exchangers is essential for maintaining efficient heat transfer and stable

system performance.

The operation and management of DH networks should meet the requirements and respond
continuously to variations in heat demand. Sometimes there are colder conditions where heat

demand is significantly increased. Moreover, the adjustments and proper distribution of heat
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are required in heat production, which improves the flexibility of the DH systems. Thus,
these variations are becoming an important research topic particularly in terms of demand -

side management and energy efficiency of building (Guo et al. 2024).

2.2 District Heating systems in Finland

District heating is a crucial part of Finland’s heating sector and is widely developed in urban
areas where centralized heat production and distribution are implemented efficiently. DH
networks cover a large geographical area in Finland with a total length of 16,700 km of
distribution pipelines that are used to supply heat. Moreover, these pipelines are widely
distributed between 160,000 consumer areas and connect 3 million inhabitants to the system
(Finnish Energy 2025). This large infrastructure highlights the importance of DH in Finland,

being considered as one of the main heating solutions.

Typically, DH networks in Finland have been heavily reliant on CHP production as it allows
a simultaneous generation of electricity and heat with the high overall fuel efficiency. This
production model has enabled efficient use of energy resources, contributing to Finnish
electricity supply. Paiho and Saastamoinen (2018) considered that historically CHP plants
were used as the main DH production in Finland. But as there is a high demand for low -
carbon energy systems, the country has transitioned towards more sustainable DH

production.

Importantly, there have been dramatic changes in the Finnish DH sector, particularly in the
energy sources used for heat production. Historically, DH production used mostly fossil
fuels such as coal and peat, but their rates have significantly decreased during the past

decade. Figure 3 shows the energy sources used for district heat supply in 2019 and 2025 in
Finland.
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Figure 3. Changes in energy sources used for district heat supply in Finland in 2019 and

2025 (Finnish Energy 2025)

It can be observed from Figure 3 that the combined share of fossil fuels (oil, coal and natural
gas) and peat has reduced dramatically from approximately 47% in 2019, to around 13% in
2025, thus indicating a strong sustainable transition in heat production technologies. In
recent years, new implementations of renewable energy sources and recovered energy have
become increasingly popular. Now there is a significant increase in the share of forest
fuelwood (29%), industrial wood residues (13%) and other biofuels (9%), which make up
the renewable energy sector, and waste heat recovery rate (18%) has also increased
significantly. Particularly, heat technologies such as heat exchangers and heat pumps have
enabled the use of recovery heat from the industrial processes, wastewater systems and data
centers. Tervo et al. (2025) stated that DH networks system efficiency can be significantly
increased with the implementation of waste heat sources as well as with the reduction of the

overall carbon footprint.

Electrification is also becoming an increasingly important element of Finnish DH systems.
The introduction of electric boilers and large-scale heat pumps enables DH networks to
interact more closely with electricity markets and renewable electricity production. Research
on the electrification of DH indicates that these technologies can improve the flexibility of
energy systems and support the integration of renewable electricity sources

(Koivunen et al. 2025).
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2.3 Monitoring of District Heating Systems and Operational Challenges

It is essential to monitor DH systems for achieving efficient and reliable operation of
networks of production and distribution. One of the critical aspects is maintaining the
physical condition of the network infrastructure over time. For instance, corrosion is an
example of such an important condition that should be inspected because of its effect on pipe
degradation, leakages and increased maintenance costs. For this purpose, various
electrochemical approaches are applied for monitoring corrosion rates such as Linear
Polarization Resistance (LPR) and Electrochemical Impedance Spectroscopy (EIS).
However, these techniques have limitations, as the requirement for prolonged measurements

can lead to unreliable results across various conditions (Hilbert 2006).

Additionally, there has been an increase in use of multi-sensor approaches when it comes to
modern-systems-real-time supervision. For example, temperature sensors, flow meters and
thermal imaging devices. This data can be obtained and combined to detect anomalies such
as leaks or heat losses that are unexpected. As for instance, more advanced, data-driven
spatio-temporal monitoring systems can be integrated with sensors and image data that can
automatically identify faults in the network (Triapitcin et al. 2021). Even though these
methods significantly improve detection capabilities, they generate large volumes of data

that require efficient analysis.

On the other hand, several operational challenges still exist while there are advancements in
identifying faults. Fault detection is often difficult because of limited coverage of sensors
and the system behavior complexity. As for early stages, equipment issues such as heat
exchanger fouling, pump failures and malfunction of compressors, can occur gradually and
slowly, remaining undetected for a reasonable amount of period (Aguilera et al. 2021). As
another example, it is very difficult to maintain optimal temperature levels under varying
conditions of demand, especially in low heat density areas, where some inefficiencies and

heat losses can be found (Rdmi & Sipild 2010).

Overall, although current monitoring approaches have been valuable to provide operational
insight, they are not sufficient to capture dynamic and complex behavior of modern DH
systems (Falay et al. 2020). Thus, there is a need for more advanced data-driven methods
that can detect anomalies and support decision-making. This motivates the theme of this

thesis on the use of Al-based methods, which are discussed in the following chapter.
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3 Anomaly Detection and Artificial Intelligence in Energy Systems

It is essential to monitor the reliability of DH systems to maintain the overall efficiency and
stability of their operation. Otherwise, it will cause abnormal system behavior, such as
equipment malfunction, sensor errors or unexpected operational disturbances, resulting in
reduced performance or energy losses (Van Dreven et al. 2023). Therefore, there is a demand
for process monitoring and detectionapproaches to identify the deviations or potential errors
from normal operating conditions in energy sector (Melo et al. 2024). Figure 4 illustrates the

overlap between process monitoring, fault detection, anomaly detection, abnormal operation

detection as well as outlier detection systems.

Process Monitoring

* Continuous observation of system variables
* SCADA-based supervision

Abnormal Operation
Detection

Anomaly

Fault 5
Detection

Detection

Inefficient or Unexpected Conditions e
* Deviations from

 Equipment Failure N | Patt
ormal Patterns

Identification

Outlier
Detection

Statistical Extreme Values

Figure 4. Conceptual relationship between monitoring and detection approaches in energy

systems (adapted from Melo et al. 2024; Van Dreven et al. 2023)

It is demonstrated in Figure 4 that process monitoring represents the overall system
supervision, while fault detection focuses on identifying failures. Anomaly detection
captures deviations from normal behavior, including but not limited to faults, and outlier
detection forms its equivalent term. Abnormal operation detection spans these concepts,
representing broader inefficient or unexpected system conditions (Melo et al. 2024). This

study focuses on anomaly detection during the system operation of DH systems.

This chapter will observe the traditional approaches for anomaly detection and discuss
further about their limitations in DH monitoring. Finally, an introduction of Al-based

methods are presented for anomaly detection during system operation.
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3.1 Traditional Anomaly Detection Methods

There are several traditional anomaly detection methods in energy systems based on
statistical monitoring techniques such as alarm threshold-based rule definition and residual
analysis which are derived from system models (Van Dreven et al. 2023). In industrial
monitoring and power systems, these methods are widely used because of computational
simplicity and the easy implementation in the direct Supervisory Control and Data
Acquisition (SCADA) systems. Schmidt et al. (2026) states that SCADA systems compare
the typical measured values of operational variables such as supply temperature (T;), return
temperature (7,.), pressure (p) and mass flow rate (q,,), against the expected (normal)

operating conditions.

Threshold-based monitoring is considered as a widely used traditional anomaly detection
method that operates with prescribed operational limits that are set for each monitored
variable. When the acceptable range of measured values exceeds the operational limit, the
monitoring system generates an alarm that indicates potential abnormal operating behavior.
These methods are generally derived from engineering knowledge of system operation or
the data that has been historically operational system, thus making it common in the basic

supervision of the DH system. (Van Dreven et al. 2023).

Another widely used approach is Statistical Process Control (SPC), which monitors the
statistical descriptive characteristics of system variables over time. A common SPC model
is the Shewhart control chart, which detects anomalies when a measurement exceeds

statistical control limits defined as:

UCL = u, + 30, (1D
LCL = u, — 30, (2)

where p, is the mean (usual value) of the monitored variable and o, is its standard deviation.
If the observed measurement lies above the Upper Control Limit (UCL) or below the Lower
Control Limit (LCL), there will be a potential anomaly suggestion in the system operation.

Statistical quality monitoring and process control applications widely use Shewhart control
charts (Senturk & Erginel 2009).

In addition, there are time-series monitoring techniques such as CUSUM (Cumulative Sum

Control Chart) and EWMA (Exponentially Weighted Moving Average) which are used for
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the detection of small deviations, using the normal system behavior as a reference. These
methods primarily analyze the temporal changes in monitored variables for the identification

of abnormal operating conditions in the system. In CUSUM chart, for example, the

accumulated deviations are obtained from:
S, = max(0,S,_; + (x, — poy — k)) 3)

where S, is the cumulative sum at time #, x, is the measurement observed at time ¢, p, is the
expected (target) mean value, and k is a reference (sensitivity) parameter. Also, max(0,")
resets if the sum becomes negative. Enhanced CUSUM techniques have been widely
investigated for detecting small process deviations in monitoring applications

(Abujiya et al. 2015). Such statistical monitoring techniques have been widely applied in

energy system supervision and fault detection (Van Dreven et al. 2023).

Also, there is a commonly used approach in monitoring the energy systems named Residual-
Based (RB) anomaly detection that compares measured system values with the estimated

numbers that were obtained from simple system models. RB approach is calculated by

following equation:
=Y~V (4)

where y, represents the measured (real) value and J, represents the estimated value from the

system model.

If the predefined threshold value is exceeded in the residual, the monitoring system sends an
alarm because of potential anomaly. RB detectors are widely used in monitoring and
controlling applications as they also provide simple way to detect abnormal behavior
between expected and observed system measurements (Hashemi et al. 2019). Residual
signals are often observed statistically to determine the cause of deviation whether by

measurement noise or an actual system fault.

3.2 Limitations of Conventional Monitoring in District Heating

In general, traditional monitoring approaches in DH systems have a heavy reliance on fixed
thresholds and simple statistical models that are used for detecting abnormalities in system

behavior. The common methods used to monitor operational variables such as temperature
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supplied, temperature returned and flow rate include Shewhart control charts, CUSUM and
EWMA. On the other hand, these models define only relatively stable operating conditions
and statistical prescriptions for measured variables. These assumptions pose a challenge for
more complex systems, such as integrated DH systems using multiple energy sources,

including renewable energy.

Practically, DH systems operate within dynamic conditions which are influenced by weather
fluctuations and changing heat demand, thus resulting in failure of conventional monitoring
methods for detecting these gradual system deviations as well as generating false alarms

during normal operating variabilities. (Van Dreven et al. 2023).

Another common limitation is related to sensor coverage and data resolution. DH networks
oftenrely on limited monitoring points that might effectively lower the effective capturing
of local variations in system behavior. As a result, some anomalies or small operating

deviations will remain undetected (Yao et al. 2024)

In addition, an increase in DH system’s digitalization has resulted in the generation of large
operational data volume. Schmidt et al. (2026) stated that in such datasets with complex
relationships, it is not well suited to get a traditional rule-based monitoring analysis, thus

enabling a demand for the use of more advanced data-driven monitoring methods.

3.3 Al-Based Methods for Anomaly Detection

Artificial Intelligence (AI) methods have been widely used in anomaly detection in DH
systems as they have ability to analyze complex and high-dimensional operational data.
Apart from traditional monitoring approaches, Al-based methods can learn normal system
behavior from historical data and identify deviations without relying solely on predefined
thresholds. Such methods are suitable particularly for DH networks, where there is an
influence from weather conditions, demand variability and distribution of energy sources

into system dynamics (Van Dreven et al. 2023).

There are three common classes for Al-based anomaly detection methods: supervised,
unsupervised and hybrid approaches, depending on the labelled data availability, as stated
by Melo et al. (2024). Typically, supervised machine learning methodssuch as decision trees

are used because of their interpretability and low computational complexity. Decision tree
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models can capture nonlinear relationships between system variables and provide clear

decision rules, thus making these models suitable for DH systems operational monitoring

(Abdullin & Isavnin 2025).

Also, when it comes to supervised learning methods, there is a heavy reliance on labelled
datasets that contain both normal and faulty operating conditions. These approaches are
widely applied to, for example, leak detection tasks, where deep learning models can detect
anomalies from thermal imagery. To cite an example, SegFormer-B2 was introduced for
detecting underground leaks by analyzing thermal patterns, thus outperforming traditional
computer vision techniques (Vollmer et al. 2025). Furthermore, explainable Al techniques
such as Shapley Additive Explanations (SHAP) have been commonly integrated into
anomaly detection frameworks, which improve interpretability by quantifying contribution
of input variables for anomaly detection (Park et al. 2020). Thermal imaging and remote
sensing methods have also been used to detect faults in DH systems by using remote thermal
imaging; Al-based image analysis techniques such as salience-based detection and
histogram thresholding, identify thermal anomalies caused by pipeline leaks. Therefore, they
allow for comprehensive monitoring of the DH infrastructure, and for detecting faults that

would otherwise be undetected using traditional sensor data (Xu et al. 2016).

Labelled fault data are limited in many DH applications, which consider integration of

unsupervised and hybrid learning approaches more suitable.

Also, there are pattern recognition techniques considered as wunsupervised learning
approaches that have also been applied to identify the abnormal behavior concerning
deviations in patterns of consumption (Mbiydzenyuy & Sundell 2025). Particularly, there
are clustering methods, such as hierarchical clustering, which can be applied to group similar
operational states and detect potential outliers as anomalies. Moreover, neural network—
based approaches are widely used for modelling complex system behavior. In particular,
autoencoder-based models and variational autoencoders (VAE) are commonly applied for
anomaly detection by learning compressed representations of normal system operation. For
example, LSTM-based variational autoencodermodels have been successfully used to detect
anomalies in DH substations by combining temporal modelling with reconstruction error
analysis (Zhang & Fleyeh 2020). These models can capture both nonlinear relationships and

temporal dependencies in system data.
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There is strong performance shown in anomaly detectionby hybrid approaches that combine
physical system methods with ML techniques. Integration of simplified physical models
with data-driven methods has enabled these approaches toimprove detection accuracy while
the interpretability is maintained. For example, combined physical modelling with LSTM-
based architecture shows enhanced fault detection performance in DH substations
(Zhang & Fleyeh 2020). Different models can also be combined, such as the integration of
convolutional and recurrent neural networks, which can demonstrate high detection accuracy

in DH applications (Yang et al. 2025).
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4 Methodology

The objective of this methodology is to illustrate the application of Artificial Intelligence
and, more specifically, machine learning—based predictive models for anomaly detection in

DH system operation. The approach is based on modelling normal system behavior using

data-driven methods and identifying deviations between predicted and measured values.

The overall procedure enables the evaluation of how machine learning models can support
monitoring of DH systems and improve the detection of abnormal operating conditions
compared to conventional methods. The methodological workflow applied in this study is

illustrated in Figure 5.

Model
Training

=~ Machine Learning i ; .
l Data Model L Prediction Output Residual Calculation Threshold . ::':::aly Detected
m Preprocessing (e.g. Linear Regression, y(t) r(t) = y(t) - 9(t) Check e
Decision Tree)

@ Normal Operation

Figure 5. Methodological framework for anomaly detection based on predictive modelling

and residual analysis.

As shown in Figure 5, the methodological framework consists of three main stages. In the
design phase, the anomaly detection process begins by using preprocessed industrial data to
build a linear regression model or a decision tree model, to generate a predicted value (9).
Once the models are validated, the system, in the operating phase, performs every sampling
time, a residual calculation (y — ¥) to determine the deviation between the actual (y) and
behavior predicted by model (9). Finally, a threshold check evaluates this residual value to

either trigger the suggestion for anomaly detected alarm or confirm normal operation.
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4.1 Data Preprocessing

In this study, the analysis is based on time-series data which represents the behavior of DH

system’s operation. Such data are commonly interpreted in monitoring and DH network

modelling, and system variables are continuously recorded over period.

Dataset preprocessing: Before model development, to have consistency and suitability, the
dataset has to be preprocessed for further analysis. To improve model reliability, there was
an implementation of basic data cleaning procedures in energy system analysis
(Abdullin & Isavnin 2025). For example, missing values are removed or handled by simple
interpolation, as well as erroneous measurements are filtered out. Advanced features of

engineering applications are avoided, because the focus of this work is on demonstrating the

applicability of simple predictive models.

Final preparation of the dataset: The dataset was divided into training, validation, and
testing subsets. Approximately 83% of the normal-operation data was used for model
training, while approximately 16% was used for validation and determination of residual
control limits. A separate chronological testing dataset containing reported fault events was
used for final anomaly detection analysis under unseen operational conditions. This type of

approach is commonly used in data-driven modelling, which improves model reliability by

reducing, for example, model overfitting risks (Abdullin & Isavnin 2025).

4.2 Building and Validation of Al Predictive Models for Anomaly Detection

The reason for development of predictive models is to represent the normal operational
behavior of a DH system. Such models are commonly used for expected system estimations
that are based on input measurements, thus enabling anomaly detection through analysis of

deviations. In this study, two data-driven machine learning approaches are applied: linear

regression and a decision tree approach.
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Linear regression model: The linear regression model is used due to its simplicity and
interpretability. The model assumes a linear relationship between the input variables and the

target variable:

Treturn(t) = :80 + ﬁlTsup (t) + ﬁzv(t) + B3Tout (t) (5)
where f,is the intercept, 5; are the regression coefficients, and t is the time that the
prediction was processed through. These parameters are estimated by minimizing the

prediction error on the training dataset. Although linear regression provides a transparent

representation of variable relationships, its ability to capture nonlinear system dynamics is

limited (Senapati et al. 2025).

Decision tree model: Decision trees as stated by Senapati et al. (2025) are well suited for the
mentioned application since they can capture and model non-linear relationships, and they
also produce interpretable decision rules. Decision trees work by dividing data into smaller
groups based on specific feature thresholds, allowing them to model complicated

relationships without needing to assume a particular functional form.

The prediction of the decision tree model can be expressed as:

Treturn (t) = fDT (X(t)) (6)
where f,; represents the mapping defined by the tree structure.

Then, predicted value is followed by comparison of measured value to obtain the residual

value that will enable it to further analysis:

e(t) = Treturn (t) - Treturn (t) (7)

Model building: Both models are obtained using the training subset of the dataset described
in Section 4.1. The models learn the relationship between input variables and the target

variable under normal operating conditions.

Model validation: Afterbuilding, the models are applied to the validation dataset to generate
predicted values T, (t). The testing dataset was then used for final anomaly detection

analysis underunseen operational conditions. Model performance is evaluated by comparing

predicted and measured values using standard error metrics.
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The mean absolute error (MAE) is defined as:

1% A
MAE = Nz | Ty () = Ty (O | (8)

and the root mean square error (RMSE) is given by:

N

RMSE = (Trae (O = T ®)’ ©)

2| =

t

These metrics are eligible for the predictive accuracy of the models and enables relevant
comparison between the linear regression and decision tree methods. Moreover, common

usage of similar models has been observed in data-driven monitoring of DH systems
(Imer & Saloux 2023).

4.3 Analysis of the Results

In this work, anomaly detection is performed using residual analysis combined with a
Shewhart control chart approach within the framework of Statistical Process Control (SPC).
While traditional Shewhart charts are typically applied directly to measured variables, in this
study the method is applied to residuals obtained from predictive models. The residual e(t),
defined in Section 4.2, represents the deviation between measured and predicted return
temperature. This enables monitoring deviations relative to expected system behavior rather

than absolute values (Senturk & Erginel 2009).

Model generated predictive values represent the expected behavior of the system during
normal operational conditions. In this regard, the results from these predicted values are
subsequently utilized to identify anomalies by analyzing deviations from measured data via

residual thresholds. Large deviations for the residuals are an indication of abnormal

operation.
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To construct the Shewhart control chart, the statistical properties of the residual signal are

evaluated. The mean of the residuals is defined as:

1 N
o = Nzem (10)

where (N) is the total number of observations. For a well-calibrated predictive model, the

mean residual is expected to satisfy u, = 0.

The variability of the residual signal is quantified using the standard deviation:

o, = %Z(e(t) —u,)? (11)

The parameters pu, and o, represent the central tendency and dispersion of the residual
signal, respectively. Based on these parameters, the upper and lower control limits are
defined according to the Shewhart control chart formulation presented in Equations (1) and
(2) which were presented in Section 3.1. These limits define the acceptable range of
variations under normal operating conditions. An observation is classified as anomalous if
the residual exceeds the control limits. This formulation follows the classical three-sigma
rule used in statistical process control to detect statistically moderate deviations

(Kaczynski & Leemis 2017).
e(t) > UCL (12)

e(t) <LCL (13)

In comparison with conventional monitoring methods in DH systems, which are heavily
reliant on fixed thresholds that are applied to measured variables, the residual-based
Shewhart approach is highly suitable for its adaptability for changing operating conditions
by implementing model-based predictions. This approach may support more adaptive

anomaly detection by evaluating deviations relative to expected system behavior rather than

relying only on fixed measured-value thresholds. (Van Dreven et al. 2023).

The anomaly detection results were evaluated using the False Alarm Rate (FAR) for the

testing dataset. Each residual exceeding the control limits was treated as one anomaly
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sample. A false alarm was defined asan anomaly detected during normal operation presented
in Equation (14).
false alarm samples

FAR = x 100 14
total number of samples 1

To support evaluation of anomaly detection results, two fault flags were defined for the
testing dataset: an actual fault flag and a model-based fault flag. The actual fault flag was
constructed from the reported fault event by defining an anomaly window around the fault
report. In this study, the anomaly window was defined from 12 hours before the reported
fault time to 33 hours after the reported fault time. This window was used to account for
possible early fault development before the report and delayed system recovery after the
reported event. Timestamps within this window were assigned a value of 1, while all other

timestamps were assigned a value of 0.

The model-based fault flag was generated from the residual analysis. Ifthe residual exceeded
the control limits defined in Equations (12) and (13), the corresponding timestamp was
marked as 1, otherwise 0. For visualization, a persistent 24-hour fault flag was also applied
after each exceedance. These fault flags are used in the Results section to compare detected

anomalies with the reported fault periods.

4.4 Dataset description

The dataset used in this thesis is obtained from the PreDist dataset introduced by
Roelofs et al. (2025). The dataset was created to support research on predictive maintenance
and fault detection in DH substations. One of the main motivations for developing this
dataset was the lack of publicly available labelled operational datasets for DH systems. The
dataset combines operational time-series measurements with maintenance reports and fault
events, which enable potential use of data-driven monitoring and anomaly detection

methods.

The PreDist dataset contains operational data from 93 DH substations operated by Enercity

Netz GmbH. The substations originate from two different German manufacturers and

include various operational configurations and monitoring variables.
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In this thesis, Substation 13 from Manufacturer 1 is selected to illustrate the proposed
anomaly detection method. The selected substation contains 16 operational variables, whose

measurements are recorded with a 10-minute sampling interval, resulting in approximately

283,544 observations for each variable.

Although the dataset originates from a German district heating operator, the monitored
variables and operational principles are comparable to those used in Finnish district heating
systems. Both Germany and Finland operate district heating networks within the European
energy system and follow similar technical standards and monitoring practices
(Ju et al. 2021). Operational measurements such as return temperature, supply temperature,
outdoor temperature and volume flow rate are commonly recorded in district heating
SCADA systems in both countries. Therefore, the dataset provides a representative case

study for evaluating the proposed anomaly detection methodology.

Table 1 presents the output variable and the input variables used for its description by the

models.
Table 1. The output variable and input variables of the case study.
Variable Description Unit
Return temperature Temperature measured at °C
(Output variable) the DH return line
Supply temperature Temperature measured at °C
the DH network supply line
Outdoor temperature Ambient outdoor air °C
temperature used for
heating demand estimation
Volumetric flow rate Net flow rate of DH water L/h
circulating through the
substation

Figure 6 illustrates the temporal behavior of the measured return temperature during a one-
day observation period in the substation. The measurements were recorded at 10-minute
intervals, which are represented by individual markers in the figures. Variations in the

variable can be observed throughout the observation period, indicating continuously

changing operating conditions within the DH system.
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Figure 6. Temporal plot of the measured return temperature in the selected substation.
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5 Results

The results of the study are presented in this section. First, the predictive performance and
anomaly detection results of the linear regression and decision tree models are presented.
Finally, the results are compared with those obtained using the traditional threshold-based

method.

5.1 Linear Regression Model

A linear regression model was developed to estimate the return temperature (target variable)
of the DH system using outdoor temperature, supply temperature, and flow rate as input

variables. The model was trained using data representing normal operating conditions and

evaluated using validation and testing datasets.

The resulting regression equation is given as:

Troturn = 23374+ 0556 T, 100, + 0.292 - Toppyy — 0.001777 - 14 (15)
where T, is the return temperature, T, ;... is the outdoor temperature, Typpiy 18 the

supply temperature, and V is the volumetric flow rate. The performance of the model is

presented in Table 2.

Table 2. Performance of the linear regression model

Dataset Observations RMSE (°C) MAE (°C) R?
Training 105,154 4.18 3.38 0.424
Validation 20,796 4.19 3.39 0.425

Table 2 shows that the RMSE values are 4.18 °C and 4.19 °C for the training and validation
datasets, respectively, while the MAE values are 3.38 °C and 3.39 °C. The R? values are
0.424 and 0.425 for the training and validation datasets, respectively. The similarity between
the performance metrics indicates consistent model behavior between the shuffled training

and validation datasets.
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It is important to note that dataset shuffling was applied only for predictive performance
evaluation between training and validation as they both operate in normal conditions.
Without this shuffled evaluation, the chronological training and validation datasets would
reflect different seasonal operating periods, which could affect the comparability of
predictive performance metrics. Chronological ordering was nevertheless preserved for

residual analysis, control limit calculation, fault flag generation, and FAR evaluation.

Residuals were calculated as the difference between measured and predicted values. Control
limits were determined from the validation dataset using the three-sigma rule. The calculated

limits are shown in Table 3.

Table 3. Linear regression model control limits from validation residuals

Parameter Value
Mean residual (u,) 0.07 °C
Standard deviation (o) 5.19°C
UCL 15.65 °C
LCL -15.51 °C

Table 3 shows that the mean residual value is 0.07 °C and the standard deviation (g,) is 5.19

°C. Based on these values, the upper control limit (UCL) is calculated as 15.65 °C and the
lower control limit (LCL) as —15.51 °C.

The residual behavior of the validation dataset is illustrated in Figure 7.
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Figure 7. Residual control chart for the validation dataset
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Figure 7 shows residual values distributed around the control limits, with 45 residual
exceedances observed in the validation dataset with most occurring above the control limit.
It should be noted that small residual exceedances may also occur during validation under
assumed normal operating conditions. This can result from natural operational variability,

measurement noise, or minor fluctuations in district heating system behavior that are not

necessarily related to actual faults.

The residual behavior of the testing dataset is presented in Figure 8.
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Figure 8. Residual control chart for the testing dataset

Figure 8 shows 26 residual exceedances only below the control limits. Several exceedances

occur within the anomaly window around the fault event.

The corresponding actual and model-based fault flag is shown in Figure 9 and Figure 10

respectively.
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Figure 9. Actual fault flag based on reported fault events
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Figure 10. Linear regression model-based fault flag using residual exceedances

Figures 9 and 10 show that the model-based detections partially overlap with the actual

anomaly window. A total of 22 anomaly samples are correctly detected within the anomaly

window, while 4 anomaly samples occur during normal operation.

The FAR was calculated according to Equation (14):

FAR = 0.40 %

This corresponds to 4 false alarms out of 1008 observations in the testing dataset.

5.2 Decision Tree Model

A decision tree regression model was developed using the same input variables as the linear

regression model. The model was trained using the training dataset and evaluated using the

validation and testing datasets.

The performance of the decision tree model is presented in Table 4.

Table 4. Performance of the decision tree model

Dataset Observations RMSE (°C) MAE (°C) R?
Training 105,154 2.30 1.73 0.825
Validation 20,796 2.32 1.75 0.823

Table 4 shows that the RMSE values are 2.30 °C and 2.32 °C for the training and validation
datasets, respectively, while the MAE values are 1.73 °C and 1.75 °C. The R? values are

0.825 and 0.823 for the training and validation datasets, respectively.
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Control limits for the decision tree model were determined from the validation residuals and

are shown in Table 5.

Table 5. Decision tree model control limits from validation residuals

Parameter Value

Mean residual (u,) 0.01 °C
Standard deviation (a,) 3.23°C
UCL 9.70 °C
LCL -9.68 °C

Table 5 shows that the mean residual is 0.01 °C and the standard deviation is 3.23 °C. Based

on these values, the upper control limit (UCL)is 9.70 °C and the lower control limit (LCL)
is -9.68 °C.

The residual behavior of the validation dataset is illustrated in Figure 11.
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Figure 11. Residual control chart for the validation dataset using the decision tree model

Figure 11 shows residual values distributed around the control limits, with 156 residual

exceedances observed, mostly above the Upper Control Limit (UCL), in the validation

dataset. The residual behavior of the testing dataset is presented in Figure 12.
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Figure 12. Residual control chart for the testing dataset using the decision tree model

Figure 12 shows 81 residual exceedances beyond the control limits in the testing dataset.

Several exceedances are observed within the anomaly window.

The model-based fault flag for the testing dataset is shown In Figure 13.
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Figure 13. Decision tree model-based fault flag using residual exceedances

Figure 13 shows that 66 anomaly samples are detected within the anomaly window, while

15 anomaly samples occur during normal operation.
The FAR was calculated according to Equation (14):
FAR =1.49 %

This corresponds to 15 anomaly samples detected during normal operation out of a total of

1008 observations in the testing dataset.
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5.3 Traditional Threshold-Based Anomaly Detection and Method Comparison

In addition to the machine learning—based approaches, a traditional threshold-based method
was applied for anomaly detection. Unlike the predictive models, this method detects
anomalies directly from the measured return temperature without using model predictions

or residual analysis. The upper and lower control limits were determined from the validation

dataset using the three-sigma rule.
The calculated threshold parameters are presented in Table 6.

Table 6. Control limits for the traditional threshold-based method

Parameter Value
Mean return temperature 51.08 °C
Standard deviation (o) 4.10 °C
UCL 63.37 °C
LCL 38.79 °C

Table 6 shows that the mean return temperature of the validation dataset is 51.08 °C with a
standard deviation of 4.10 °C. Based on these values, the upper control limit (UCL) was

calculated as 63.37 °C and the lower control limit (LCL) as 38.79 °C.

The testing control chart for the traditional threshold-based method is presented in Figure
14.
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Figure 14 shows the measured return temperature together with the calculated threshold
limits. A total of 60 threshold exceedances are observed in the testing dataset. Several

exceedances occur within the defined anomaly window around the reported fault event.

The corresponding threshold-based fault flag is illustrated in Figure 15.
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Figure 15. Threshold-based fault flag for the testing dataset.

Figure 15 shows that the threshold-based method produces a continuous fault flag during a

large portion of the anomaly window. The fault flag is activated after the first threshold

exceedance and remains active due to the persistent fault flag implementation.
Comparison of anomaly detection models:
The anomaly detection performance of the evaluated methods is summarized in Table 7.

Table 7. Comparison of anomaly detection performance for the evaluated methods

Method True anomalies False alarms FAR (%)
Linear regression 22 4 0.40
Decision tree 66 15 1.49
Traditional threshold | 38 22 2.18

Table 7 shows that the linear regression model produced the lowest false alarm rate, with 4
false alarms corresponding to a FAR of 0.40%. The decision tree model detected the largest
number of anomaly samples within the defined anomaly window, with 66 true anomalies
and a FAR of 1.49%. The traditional threshold-based method detected 38 true anomalies and
produced the highest FAR of 2.18%.
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6 Discussion

This chapter discusses the obtained results and evaluates the predictive and anomaly
detection performance of the applied methods. The behavior of the machine learning models
and the traditional threshold-based method is interpreted in relation to district heating system

operation, anomaly detection capability, and practical applicability.

6.1 Evaluation of Predictive and Anomaly Detection Performance

The results demonstrate that both machine learning models were capable of representing the
operational behavior of the DH system to some extent. The decision tree model achieved
lower RMSE and MAE values than the linear regression model, indicating improved
predictive capability for the selected operational variables. This is likely related to the ability

of the decision tree model to capture nonlinear relationships between the input variables and

the return temperature.

The linear regression model produced lower predictive performance, particularly in the
validation and testing datasets. Since linear regression assumes linear relationships between
variables, its capability to represent the complex operational behavior of DH systems is
limited. DH operation is influenced by several interacting factors, including outdoor

conditions, flow variations, and changing heat demand.

Seasonal and operational variations between the chronological training and validation
periods also affected the predictive performance of the models. To reduce the influence of
these variations, shuffled performance evaluation was additionally performed for the
normal-operation datasets. However, chronological ordering was preserved for residual

analysis and anomaly detection to maintain realistic operational conditions.

The anomaly detectionresults showed clear differences between the evaluated methods. The
linear regression model achieved the lowest false alarm rate, indicating stable behavior
during normal operation. In contrast, the decision tree model detected a larger number of

anomaly samples within the defined anomaly window, suggesting higher sensitivity to

abnormal operational behavior.
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The residual-based anomaly detection approach enabled the machine learning models to
evaluate deviations relative to expected operational conditions rather than relying only on

measured values. This allowed the models to account for changing operational conditions

represented by the input variables.

6.2 Comparison with the Traditional Threshold-Based Method and Study

Limitations

The traditional threshold-based method produced a higher false alarm rate than the Al-based
methods. Since the method evaluates only measured return temperature values against fixed
statistical limits, it cannot adapt to changing operational conditions. As a result, normal

operational variations may be incorrectly detected as anomalies.

In contrast, the machine learning models utilize operational input variables to estimate
expected system behavior before evaluating deviations through residual analysis. This
enables more adaptive anomaly detection under varying operating conditions. The d ecision
tree model detected the largest number of anomaly samples within the defined anomaly

window, while the linear regression model achieved the lowest FAR.

It should also be noted that some anomaly samples classified as false alarms may not
necessarily represent incorrect detections. In practical DH operation, abnormal system
behavior may develop gradually before a maintenance report is officially recorded or may
continue after the reported event. Therefore, some detected anomalies occurring close to the
reported fault timestamp could represent actual abnormal operational behavior that was not
explicitly labelled in the dataset. This uncertainty should be considered when interpreting
the obtained FAR values.

Several limitations should be considered in this study. The analysis was performed using
data from only one district heating substation, and only a limited number of operational
variables were included in the models. In addition, relatively simple machine learning
methods were applied. The use of multiple substations, additional operational variables, and
more advanced machine learning approaches could improve anomaly detection performance

in future work.
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7 Conclusion

District heating systems play an important role in providing efficient and reliable heat supply
for residential, commercial, and industrial buildings, particularly in countries with cold
climates such as Finland. As district heating networks become increasingly digitalized and
integrate more renewable and distributed energy sources, the importance of advanced

monitoring and anomaly detection methods continues to increase.

This thesis investigated the applicability of machine learning—based anomaly detection for
DH system monitoring using operational data from the PreDist dataset. Linear regression
and decision tree models were developed to predict return temperature and detect abnormal

operational behavior through residual analysis combined with Shewhart control charts.

The results showed that both machine learning models were truly able to detect anomalies
in DH substation data. The decision tree model achieved better predictive performance and
detected alarger number of anomaly samples within the defined anomaly window, while the
linear regression model achieved the lowest false alarm rate. Compared to the traditional
threshold-based method, the machine learning approaches showed capability to support

anomaly detection under varying operating conditions.

Although the dataset originates from a German district heating operator, the monitored
variables, operational principles, and monitoring practices are comparable to those
commonly used in Finnish district heating systems. Therefore, the obtained results provide
relevant insight into the potential applicability of Al-based anomaly detection methods for

improving monitoring and operational reliability in Finnish district heating networks.

Overall, the study demonstrated that residual-based machine learning methods can support
fault detection and operational monitoring in modern district heating systems by identifying
deviations between measured and predicted system behavior instead of relying only on fixed
thresholds. Future work could include the analysis of multiple substations, additional
operational variables, and more advanced machine learning approaches to further improve

anomaly detection performance.
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