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This thesis examines whether the observable network behaviour of smart home appliances
aligns with the privacy and data handling practices described in their privacy policies. The
increasing amounts of smart devices in household environments has raised concerns
regarding transparency, continuous background communication, and the extent to which
users understand how their data is processed and shared. While previous studies have
focused either on traffic analysis or privacy policy assessment, comparatively few studies
have systematically combined these perspectives.

The research combines empirical network traffic analysis with structured privacy policy
evaluation. Three consumer-grade smart home appliances were selected to represent
different behavioural categories: a robot vacuum, a smart bulb, and an indoor security
camera. A controlled household testbed was constructed using a Raspberry Pi 5 configured
as a wireless access point to capture network traffic. Traffic data was collected during both
idle-phase and intensive-phase measurements, where predefined user interactions were
performed and timestamped. In parallel, privacy policies associated with the devices were
decomposed into atomic statements describing data collection, sharing, and communication
practices. The comparison between observed traffic behaviour and privacy policy statements
revealed varying levels of transparency. Some documented practices were supported by
empirical observations, while other observed network behaviours were only partially
explained or remained unverifiable due to limited observability or the lack of privacy policy
completeness.
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Tassd tutkimuksessa tarkastellaan, vastaako dlykotilaitteiden havaittava
tietoliikennekdyttdytyminen niiden tietosuojaselosteissa  kuvattuja tietosuoja- ja
tiedonkisittelykdytintdji. Alylaitteiden lisdéintynyt kiyttd Kkotitalousympiristdissi on
herdttdnyt huolta ldpindkyvyydestd, jatkuvasta taustaviestinnéstd sekd siitd, missd méérin
kayttdjat ymmartivit, miten heidin tietojaan kisitellddn ja jaetaan. Aiemmat tutkimukset
ovat keskittyneet joko tietoliikenteen analysointiin tai tietosuojakdyténtdjen arviointiin,
mutta vain harvat tutkimukset ovat systemaattisesti yhdistdneet niméa ndkdkulmat.

Tutkimus  yhdistdd  empiirisen  tietolitkenteen  analyysin  ja  rakenteellisen
tietosuojakdytintdjen arvioinnin. Tutkimukseen wvalittiin  kolme kuluttajakayttoon
tarkoitettua &lykotilaitetta edustamaan erilaisia kéyttdytymiskategorioita: robotti-imuri,
dlylamppu ja sisdkdyttoon tarkoitettu valvontakamera. Tietoliikenteen tallentamista varten
rakennettiin hallittu kotitalousympéristoon sijoitettu testiympéristd, jossa Raspberry Pi 5
toimi langattomana tukiasemana. Tietoliikennettd keréttiin sekd passiivisissa ettd
toiminnallisissa mittauksissa, joissa ennalta madritellyt kdyttdjatoiminnot suoritettiin ja
aikaleimattiin. Samanaikaisesti laitteisiin  liittyvdt tietosuojakdytdnndt  pilkottiin
rakenteellisiksi vdittdmiksi, jotka kuvasivat tiedonkeruu-, tiedonjako- ja viestintdkéytantoja.
Havaitun tietoliikennekdyttdytymisen ja tietosuojakdytintdjen vertailu osoitti vaihtelevia
lapindkyvyyden tasoja. Osa dokumentoiduista kaytdnndistd sai tukea empiirisistd
havainnoista, kun taas osa havaituista tietolitkennekdyttdytymismalleista jdi vain osittain
selitetyiksi tai mahdottomiksi varmentaa rajallisen havaittavuuden tai tietosuojakéytintojen
epéselvyyksien vuoksi.
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1 Introduction

Ever wondered how much your home knows about you? The boundary between convenience
and surveillance is becoming increasingly difficult to define as smart home appliances have
become popular in our everyday lives. According to EuroStat (2025) 12.8% of individuals
in EU used smart home appliances like robot vacuums and ovens in 2024. These sorts of
devices among with other Internet of Things (IoT) devices require Internet connectivity to
transfer and receive data to be functional as otherwise they cannot e.g. update their firmware
or synchronize with cloud services. However, beyond enabling core functionality, these
devices may also establish additional network connections whose purpose and scope are not
immediately observable from a user perspective. Privacy is considered a concern from the
perspective of Internet users and an understanding of how personal information is handled
seems mostly complex (Winkler & Zeadally, 2016). Therefore, the distinction between
technically necessary data and additional data exchanges are not completely self-evident.
This raises questions about the extent to which observed network connections correspond to

the descriptions provided in product privacy policies.

This research seeks to find answers to transparency concerns from the perspective of a
regular user. Furthermore, this research combines two systematic methods to get a grasp of
the current smart home ecosystem. To accomplish this, smart home appliances are monitored
in a controlled household environment, which is considered ideal for these kinds of
experiments (Nguyen-An et al. 2021). Simultaneously their corresponding privacy policies
are taken into consideration, and the policy statements are systematically filtered into atomic
statements for clear comprehension. By doing this, the goal is to find general alignments
between what is being stated versus what is really happening and realize how regulations

like GDPR have influenced privacy policies currently.

Privacy policy disclosures and network traffic data have been examined multiple times in
different circumstances. However, their corresponding correlations are still insufficiently
studied. By empirically comparing smart home appliances network observations with their
respective privacy policy statements, this study seeks to contribute to a more nuanced
understanding of transparency. This study does not attempt to eliminate privacy risks, but

rather to improve empirical understanding of transparency within smart-home ecosystems.



1.1 Goals and delimitations

The word home appliance is defined as “a device, machine, or piece of equipment, especially
an electrical one such as a cooker or washing machine, that is used in the house” according
to the Cambridge dictionary (Cambridge University Press, n.d). For this research, home
appliances tested are considered single purpose which exclude e.g. smart television or
gaming consoles. While all the devices inspected in this study can be categorised as “smart
home appliances”, they still serve a different placeholder. This is due to the wide range of
different types of smart home appliances products, which are been sold in the market. The
inspected devices are also selected based on their expected behaviour, which goal is to
illustrate the huge domain of smart products. One of the main objectives of this study is to
gain attraction of the regular users of these smart home appliances. That is why, the devices

are also selected based on their general availability and price range.

Considering this, it is important to note that this study aims to not generalize the market,
manufacturers, regulations, devices or the users in this domain. Instead, this research tries to
create a replicable and feasible model for anyone to seek findings regarding this topic.
Simultaneously, this research is fair and unbiased in terms of how privacy policies, network
data or their comparison is being constructed. What this specifically means is that the aim is
not to find what is right or wrong, but rather to find what is consistent and what contradicts
between the two inspected dimensions. By comparing these dimensions, the goal is to answer

these following research questions:

1. Are there discrepancies between observable network data and privacy policy

documentations?

2. How transparently do privacy policies describe data collection, sharing, and

communication practices?

3. Can direct conclusions be made from empirically collected network data?



1.2 Thesis structure

This thesis is divided into 5 main sections. Section 1 contains the introduction and the context
of the theses. Section 2 covers the literature background. Section 3 contains the construction
of the research, which covers crucial aspects and possible variables, which might occur along
with the research methodology. Section 4 contains reflections from the testbed and section
5 contains the results and discussion, where the completed research will be evaluated along

with the conclusions.



2 Literature background

This section reviews the existing literature related to smart home environments, network
traffic analysis, behavioural inference and privacy policy assessment. It introduces the
theoretical and methodological foundations relevant to this research and examines how
previous studies have approached smart home privacy concerns. The section ends with the
identification of a research gap and positions this study within a broader smart home privacy
research domain. The goal is to get a grasp of the existing studies, which have had an impact
on the research domain, ideally find initial answers to the research questions. This is

accomplished by doing a reverse snowballing literature methodology.

2.1 Methodology

Literature review was collected systematically using the snowballing method similarly to
Danglot, B., Vera-Perez, O, et al. (2019) article on snowballing literature study on test
amplification. For this research, four initial seed articles were selected, which cover the
relevant areas of this study, which are network traffic analysis or privacy policy analysis.
These articles were selected by using Elicit Al for research paper findings with the following
question: “To what extent do network-connected home appliances transmit user-related data
that is not clearly required for device operation, and how does this behaviour align with the
devices” stated privacy policies and license terms? Articles in the most relevant section were
inspected, and the following papers were manually selected. Their existence and validity
were clarified by searching them through LUT Primo Database search function (Table 1).
The four seed articles are all published and they have been citated in numerous events. While
these seed articles were initially found using Elicit Al the goal was to perform a backwards

snowballing method to get more information within the research domain.

Table 1: First four seed articles found with the help of Elicit Al

Authors Title Year Journal

Database
Copos "Is Anybody Home? Inferring Activity From Smart Home Network | 2016 ArXiv
et.al Traffic




Yu et.al The Truman Show: Attack On The Privacy Of Smart Homes | 2021 IEEE
Through Traffic Analysis

Apthorpe | A Smart Home is No Castle: Privacy Vulnerabilities of Encrypted | 2017 ArXiv

et.al IoT Traffic

Heino An assessment of privacy policies for smart home devices 2023 ACM

et.al

2.1.1 Backwards snowballing

The backwards snowballing technique was used in this literature review as we expand our
set of papers from the initial start set. During the iterations, the papers were examined and
the goal was to find literature relative to the research objective. This meant that multiple
papers were excluded as they are not relevant to this study or they are insufficient in some
sort of way for this specific instance. The key criteria of backwards snowballing were to
obtain 1) empirical network traffic analysis studies 2) privacy policy evaluation and
framework studies 3) Both done in the same study. This was done in a set of iterations (Table
2), where all the references from a paper were either included or excluded. This was done
through three iterations, covering over 1200 papers in total, where nearly 40 duplicate
articles were found. The reason why iterations were done to only three sets in total was
because the topic relevance started to bypass the intended research domain. However, the
reverse snowballing was found successful as studies, which cover both manufacturer’s
statements transparency in privacy policies were tested with empirical results. While some
research were not conducted within a smart household appliances device domain, they
provided valuable insights. In addition, a foundation of privacy policy studies along with
empirical network traffic analysis studies were collected to find a solid base ground for this

research.

Table 2: Iteration sets of literature during backwards snowballing

Start Set Iteration 1 Iteration 2 Iteration 3
Examined 4 63 956 243
Duplicates 00 2 29 8
Excluded 0 36 919 243
Included 4 25 8 11
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Total 4 29 37 48

included

2.2 Smart Home IoT Data Ecosystems

The evolution of IoT is a by-product of roughly 25 years of development and research. IoT
was initially proposed to be an expanded system network, which enables real-time
interaction. While maintaining it, it is now been implemented everywhere from industry to
consumer homes, being considered one of the most important technologies renovations
(Wang et al., 2021). The rapid increase in IoT technologies has transformed into domestic
environments where homes are built around an interconnected ecosystem. From a functional
perspective, a smart home is a monitored and sensed environment which allows active
control or automation (Sovacool & Furszyfer Del Rio, 2020). They also argue that the level
of smartness is evolving as the aggregation level of smart home technology is evolving
towards a sentient version, where homes become interconnected with neighbourhoods, cities

and even states.

The growth of these home-based IoT devices have caught attention across researchers
regarding their security and privacy vulnerabilities. The nature of IoT devices is to have
sensors, which are used to collect and transfer data to optimize their processes (Chen et al.,
2018). While this is used primarily for product enhancement, Chen et al. (2018) mention that
the collected data can indirectly reveal different kinds of sensitive information about the
user. The research mentions that the data gathered by IoT devices is thought of as innocent
by users and enterprises, but the way cloud services protect larger scales of user data is not

standardized.

2.3 Network Traffic Analysis and Behavioural Inference

As discussed in the previous section, smart home IoT devices routinely collect and process
user-related data, often justified as necessary for functionality or service improvement.
These data practices are typically described within privacy policies and are assumed to
reflect how information is handled by manufacturers and associated services. However,

beyond explicitly stated data collection, recent research indicates that additional insights
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about user behavior can be inferred through the analysis of network traffic generated by

these devices.

Network traffic analysis provides a means of observing device behavior externally, without
requiring access to internal system data. By examining characteristics such as
communication frequency, packet size, timing patterns, DNS queries and destination
endpoints, it may be possible to identify device activity and infer user interactions. Network
traffic analysis therefore provides a method for empirical examination of smart home devices
data behavior while doing it with publicly and accessible data. Network traffic analysis has
been used in other information technology (IT) domains like mobile devices (Stober et al.,
2013) or web services (Heino et al., 2022) to provide information regarding network

interactivity.

This section reviews prior studies that analyze smart home IoT devices through network
traffic monitoring, focusing on what types of information can be derived from observable
traffic patterns. These findings are particularly relevant in the context of this study, as they
establish a basis for comparing empirically observable device behavior with the data

practices described in corresponding privacy policies.

2.3.1 Device identification

Device identification or fingerprinting is a fundamental step in network traffic analysis, as it
allows researchers to map network activity of specific devices. When the objective is to do
traffic analysis it is possible to recognize device types, models and manufacturers without

accessing the payload content (Dong et al., 2020).

The reason why device identification is done first is straightforward. If the objective is to
analyse specific devices, they firstly need to be identified. There are 3 core ways of smart
home device identification according to Apthorpe et al. (2017). First, MAC addresses can
be used to identify smart home devices as the first 3 bytes of a device’s MAC address holds
a unique identifier. Second, DNS queries of smart home devices can directly be associated
with a particular device. Usually, the DNS query addresses contain information which leads
directly to a device. For example, Amazon Echo has a DNS query address to Amazon and

Spotify related addresses. Third, traffic rates can be used to device identification as well, but
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they require a more demanding solution, for example using algorithms like the K-nearest

neighbour.

These three methods demonstrate that device identification in smart home environments can
be achieved reliably without accessing payload as it most likely is encrypted. This mapping
is essential for further analysis as it enables researchers to isolate device specific data. The
next step in network traffic analysis is to examine how these identified traffic patterns can

be correlated to user activity and device behaviour.

2.3.2 Activity inference

To avoid passive network observers like the Internet Service Provider (ISP) from inferring
private in-home activities, devices implement an end-to-end transport-layer encryption,
creating an encrypted tunnel that prevents external observers from accessing packet content
(Dyer et al., 2012; Yu et al., 2021). Nevertheless, it has been examined in multiple studies
that encryption alone does not secure the privacy of a user in a smart home environment.
Network traffic analysis allows us to analyse traffic rate and other publicly available data
like endpoints and DNS queries. Packets sent and received alone can reveal activity
inference. For example, Apthorpe et al. (2019) demonstrate that the rate of encrypted packets
from Google Home reflects voice call activity. Similarly, devices such as Sense sleep
monitors, Nest security cameras, and Amazon Echo exhibit traffic patterns correlated with

specific user interactions (Apthorpe et al., 2017, 2019).

It should be noted that the studies referenced in chapter 2.3 focus on the exploitable aspects
of smart home devices, internet protocols, encrypted traffic patterns. These studies often
assume that a passive observer has access to Local Area Network (LAN) or Internet Service
Provider (ISP) and the goal of these studies has often been to evaluate the security of smart
home devices, IoT and network protocols in general. The reason why these studies are
important for this research specifically is because they prove that traffic analysis of smart
home devices can lead to relative user activity information. Also, these studies have clearly
done a definitive environment for data collection, which will be implemented similarly in

this study.
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2.4 Privacy Policies in Smart Home IoT

With the rise of always-connected devices such as smart home IoT devices, it is increasingly
important to address user privacy. This is particularly relevant in Europe, where regulations
such as the General Data Protection Regulation (GDPR) define user rights regarding how
personal data is collected, processed, and shared. Privacy policies serve as a primary
mechanism through which companies inform users about their data collection and sharing

practices (Andow et al., 2019).

In the context of I0T, including smart home devices, concerns have been raised regarding
the transparency and effectiveness of privacy policy documentation (Heino et al., 2023).
This section introduces the role of privacy policies in IoT and examines key challenges
related to their readability and regulatory aspects. Furthermore, it establishes a basis for how

privacy policies are evaluated within the scope of this research.

2.4.1 Readability and User comprehension

Privacy policies are intended to provide users with a clear and structured understanding of
how manufacturers collect, use, and share personal data. However, multiple studies suggest
that, despite this intention, privacy policies are often ineffective due to their complexity and

lack of accessibility for average users (Shayegh & Ghanavati, 2017).

This complexity arises from the length and technical nature of policy documents. Shayegh
et al. (2017) argue that to obtain informed consent, policies must include a wide range of
legal and technical concepts, resulting in the use of specialized terminology that many users
do not fully understand. In some cases, policies require higher levels of education to be
properly interpreted (Paul et al., 2018). Additionally, McDonald and Cranor (2008) estimate
that reading a typical privacy policy takes approximately 10 minutes, which discourages

thorough engagement and contributes to user uncertainty.

As a by-product of extensive and complex policy documentation, users experience increased
cognitive load (Heino et al., 2023). Steinfeld (2016) further demonstrates this through an
eye-tracking study, showing that when users are given the option to accept a policy without

reading it, they are highly likely to do so. This suggests that, in practice, privacy policies
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often fail to effectively inform users, despite being designed for that purpose. These findings
indicate that, despite their intended purpose, privacy policies often fail to clarify users about
data practices due to their complexity and length. As a result, user consent may not be fully

informed in practice.

2.4.2 Transparency

While privacy policies might be lengthy and complex, which can make them challenging
readability wise, that does not fully reflect on the privacy policies completeness. In fact,
Smart Home IoT privacy policies have been broken down to truly evaluate their
completeness in multiple studies. These studies show that even popular smart home products

privacy policies are partially inadequate in relation to what they truly need to inform.

Heino et al., (2023) formed a privacy policy assessment study based on popular smart home
products. The results show that there were 4 types of unclarities, which could be found in
privacy policies: “unclear privacy policy scope, inadequate information about the
transmitted personal data and third parties, opt-out consent and sensitive personal data and
unclear data retention period”. These unclarities raise questions in regards of vagueness,

transparency and missing details.

Unclear privacy policy scope can be found in Heino et al., (2023) study where privacy policy
terms like services and software are very non-specific. Similarly, inadequate information
about the transmitted data was found in Phillips Hue ceiling light where personal information
was said to be shared with 3™ parties but not further specified. While opt-out consent and
sensitive personal data was questioned in iRobot privacy policies where it collects GPS-data
of homes and must be deliberately turned off from the policy settings. Lastly, unclear data
retention period was very vaguely mentioned in most of the products as they claim to store
it “as long as necessary”. These findings illustrate that unclarities are still an issue despite
the policies having length and content. According to the findings, some manufacturers do
not emphasize the punctuality of certain policy entities to the extent to which they should

be.
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2.4.3 Regulatory compliance (GDPR)

Regulatory compliance like GDPR has had a major impact on smart home devices data
management. Despite this, there are complications in IoT environments where GDPR is hard
to implement. For example, the word ‘consent’ is challenging in an always-on sensor
environment as questions arise: “Can we control which data are collected about who, or

which data are collected at all?” (Bastos et al., 2018).

Other complications, which GDPR has in loT are the following: data minimisation,
transparent processing, right to be forgotten, data breach reporting, privacy by design and
data security. Notably data minimisation is the principle of collecting only necessary data in
relation to the product. Smart home environments include multiple sensors, which can

constantly collect even very personal data.

As the research of this study is conducted in Finland and the devices tested are sold in
Europe, GDPR will most likely have impact on the outcome of the study. Even though Heino
et al. (2023) mentioned in his study that some of the European smart home products have
not proceeded following GDPR regulations, there is still a possibility that this has changed

after the study as privacy regulations have been updated.

2.5 Comparative analysis in previously conducted IT studies

Previous research has already shown that inconsistencies may exist between documented
privacy practices and empirically observable network behavior. Heino et al. (2022)
formalized a study, which focused on how there are discrepancies and inconsistencies in
privacy policy documents and empirically collected network traffic of studied web services.
Although this study was not conducted on specifically smart home appliances, it has laid
groundwork for this study, providing significance to a comparative model for privacy policy

and network traffic comparison.

Similarly, Perez et al. (2018) did empirical analysis on privacy policies for consumer IoT.
The study was mostly a review of privacy policies within the smart home domain, but
empirical traffic analysis was used to concretize some of the narratives behind consumer

IoT. Perez et al. (2018) specifically focused on voice-enabled communication between an
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Amazon Echo Dot 2.0 and a Google Home device. The conducted study used Raspberry Pi
as a wireless access point and did network analysis with Wireshark, which has a similar

intent to what this study aims to achieve testbed-wise.

These two studies were found as pillars for this study. These studies conceptually validate
comparative analysis in network traffic analysis in contrast to privacy policies. While these
studies are slightly different in terms of their approach or intention, they provide value for
this research, particularly in how these dimensions are systematically compared with one
another. There are probably more studies where comparative analysis has been done in this

specific research domain, but these two were found during the reverse snowballing process.

2.6 Research gap

Although previous studies have been done in a comparative fashion in the same domain,
there remains limited research where systematic comparison is done especially around the
smart home appliance category. While Perez et al. (2018) used it as validated evidence for
their conducted research, this research aims to truly address the gap further by combining
these two perspectives within the same research. This study also factors in GDPR-
regulations as the research is conducted in Europe, Finland and it is expected to have
implications in the results in some regard. The research gap presented at hand is that a
systematic comparison between policies and network data in this device domain is
insufficiently covered and the goal is to evaluate whether observable communication

patterns support or remain inconsistent with documented practices.
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3 Research methodology and testbed environment

This section describes the research methodology, experimental setup and data collection
process used in this study. It explains how smart home devices were selected, how the
controlled household testbed environment was constructed and how network traffic data was
capture and analysed. Additionally, this section covers the structure of the privacy policy
analysis framework and how comparative evaluation approach is used to relate observable

network behaviour to documented privacy practices.

3.1 Research Design

This study adopts a structured privacy policy analysis with quantitative network traffic
analysis. The methodology is organized as a pipeline where network traffic analysis and
policy analysis are processed independently and then combined through a comparative
evaluation framework. To make this design as transparent as possible, inspected devices are
first selected and experimental setup is initialized before the devices are even first used. This
enables the constructing of plans for the respective devices and ensures that data collection

works sufficiently.

The privacy policies associated with the respective devices are decomposed into structured
statements using a formal representation consisting of actor, action, data object, and entity
(Andrew et al., 2021). These statements are further categorized into data practice types and
evaluated based on their empirical observability through network traffic. In parallel, network
traffic data is collected in a controlled household environment and analysed to extract

observable indicators such as communication endpoints, frequency and timing.

Finally, the results of these processes are integrated together to compare where policy
statements are assessed based on their level of empirical support in observed network traffic.
What this process enables is to identify supported, suggestive and unverifiable policy claims

from empirical data gathering.
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3.2 Device selection

The empirical analysis focuses on three consumer-grade smart home appliances. Rather than
relying on popularity-based metrics, as used in some prior studies (e.g. Heino et al., 2023),
this study adopts a purposive sampling strategy based on functional characteristics and
expected network behavior. This approach is consistent with prior work in network traffic
analysis of smart home devices (Apthorpe et al., 2017), where device selection is guided by
the ability to represent diverse behavioral patterns rather than market share. In similar
fashion, Apthorpe et al. (2017) conducted research on four devices, based on the type of
traffic rates the device will be having. For example, a sleep monitor’s traffic rate is expected
to reveal consumer sleep patterns, a smart switch traffic rate is expected to reveal when a
physical appliance in a smart home is turned on or off and Amazon echo traffic rate should
reveal how a user interacting with the assistant. These traffic rates are expected to differ as

the devices communicate with different purposes.

The primary objective of the selection is to capture variation across key dimensions that are
relevant to network traffic analysis and privacy assessment. The selected devices are

therefore assumed to differ along the following dimensions:

1. Interaction modality, referring to how the device is operated, including autonomous

operation, user-triggered interaction, and continuous listening or monitoring

2. Data generation type, referring to the expected nature of produced data, including

sensor-based, event-driven, and state-based data generation

3. Network behavior complexity, referring to the expected variability and intensity of
network communication, including factors such as traffic frequency, volume, and
temporal patterns, which can be broadly categorized into low, medium, and high

complexity

These dimensions are used as an analytical framework to guide the selection of devices and
the subsequent analysis. While the devices are selected to reflect variation across these
characteristics, the actual network behavior is determined empirically during the data

collection phase.
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Categorizing the diverse field of smart home appliance products is conducted in this research

by expected behavior. Dong et al. (2020) verify that devices in the same category have

similar traffic patterns e.g Amazon Echo Dot and Google Voice Assistant. Previous studies

have also implemented this, where different sorts of smart home appliances are inspected to

gain variance in results. Table 3 shows devices and how they are classified by their expected

behavior based on previously conducted studies.

Table 3: Set of different devices inspected in previous literature covering network traffic analysis

Example product | Description Device type Expected Expected Expected
interaction data type network
modality behavior

2" gen  Nest | Smart automated | Autonomous | Autonomous Sensor Medium

thermostat control of | appliance environment based

(Copos et al., | environment/ detection

2016) temperature

2" gen  Nest | Smoke alarm with | Autonomous | Autonomous Sensor Medium

Protect Wired | Nest app compatibility | appliance environment based

(Copos et al., detection

2016)

Geeni  lightbulb | “On/Off lightbulb | Event-driven | User Triggered State-based | Low

(Apthorpe et al., | with remote control

2019) through application”

Sense sleep | “Detects sleep | Autonomous | Autonomous Sensor Low

monitor behavior and | appliance environment based

(Apthorpe et al., | environment  using detection

2017) sensors”

Nest Cam Indoor | “Always-on smart | Continous Video interaction | Video High

Security Camera | camera with motion | monitoring metadata

(Apthorpe et al., | detection and live

2017) streaming through

“cloud and mobile
app”

Belkin ~ WeMo | “Smart plug which | Event-driven | User-triggered State-based | Medium

switch (Apthorpe | detects  states  of

et al., 2017) connected smart

devices (On/Off)”
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Amazon  Echo | “Smart speaker / | Continous Audio interaction | Audio High

(Apthorpe et al., | voice-controlled monitoring metadata

2017)

personal assistant”

Device selection was made by checking the nearest electronics stores in the area where the
research was constructed. The device had to match the previous literature in category while
simultaneously being a consumer-friendly solution, which practically means that they are
low-end price range. These three devices selected (Table 4) fulfill the set criteria for this
research while following similar selection purposes as previously conducted studies. Robot
vacuum covers autonomous appliances with environmental recognition, in-door security
camera covers continuous monitoring with video interactions and WiZ Smart bulb covers
basic event-driven functionality. These devices are expected to have different interaction
modality, data type and network behavior which covers most of the field similarly to
previous studies. While only three devices were inspected, their interaction modality range

covers a reasonable set of the now expanding Smart device ecosystem.

Table 4: Inspected devices in this research

Device Description Expected interaction | Expected data | Expected
modality type network
behavior
POINT Robot Hoover with multiple | Autonomous Sensor-based | Medium
Dusty520WET | presets and control options | appliance with
Robot Hoover (remote and mobile application | environment
with Wi-Fi) detection
WIZ Wi-Fi BLE | Smart Bulb with preset modes, | Event-driven, User- | State based Low
60W A60 | automation and connectivity | triggered
E27 827-65 TW | through 2.4Ghz Wi-Fi channel
TP-Link Tapo | In-door security camera with | Continuous Video High
C100 In-Door | motion detection and Wi-Fi | monitoring through | metadata
Security Camera | connectivity video interaction




21

3.3 Experimental setup

The network traffic data is collected in a controlled household environment designed to
isolate and monitor inspected devices communication patterns. Each device is connected to
a dedicated wireless network, which is routed through a controlled gateway that enables full
visibility into network traffic. All outbound and inbound traffic from the devices is routed
through the monitoring point, where it is captured for eventual analysis. This setup ensures
that no device communication bypasses the measurement infrastructure. The controlled
environment is designed to minimize external noise and ensure that observed traffic

originates solely from the tested devices and their associated services.

There are multiple ways of creating this experimental setup, but this research follows a
similar path to previously done experimental setup (Apthorpe et al., 2017), where a
Raspberry Pi 5 is used as a wireless access point, while simultaneously monitoring all
connected devices and having accessibility to packet capture software to capture network
traffic. The reason why this experimental setup was chosen was because it was proven to
work in the previously mentioned study. The addition of Raspberry Pi also gives this
research more validity, as traffic analysis will be transparently set based on available tools,

software and operating systems with publicly available documentation.

As this research was conducted in a household environment, it was especially important to
make the data collection as isolated as possible. Figure 1 shows the network graph of the
given household where the research was conducted. The left side of the figure represents
the regular household network, which is not going to be affecting traffic observations. The
right side of the image represents the experimental setup, where a Raspberry Pi 5 will serve
as a wireless access point for the selected devices. Importantly, the research PC is connected
to the research router to enable SSH connections to the wireless access point, but it will not
be directly connected to it. However, the research smart phone will be connected to wireless
access for a brief period as the inspected smart devices will have to be in the same network

to perform dedicated behavioral actions.



Figure 1: Network graph of the experimental setup
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This chapter describes how Raspberry Pi 5 and other devices were set up before the traffic

data collection was started and what caused challenges during the very first setup. During

this phase, the inspected smart home appliances were not used. It is important to consider

that there are multiple ways of initializing the experimental setup. Crucially, the setup

requires that Raspberry Pi 5 acts as a wireless access point or as a bridge, which captures the

network continuously. For this setup, the Raspberry Pi 5 will serve as a wireless access point

as Nguyen et al. (2021) used it for the same purpose, instead of a network bridge.

3.4.1 Raspberry Pi 5 and RaspAP

Raspberry Pi 5 was set up to be a wireless access point, while simultaneously capturing the

network traffic using packet capturing tools. The initialization of Raspberry Pi 5 followed a

similar path to a tutorial, which sets up Raspberry Pi 5 with RaspAP (TricknologyY outube,
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2025). This solution covers key software for this research like DHCP, DNSMasq and
Hostapd along with a web interface which can be accessed from a PC connected to the host
network, which is the research PC in this instance. Similarly, Nguyen-An et al. (2021) used
Raspberry Pi 3 and manually downloaded the previously mentioned software, but RaspAP
provides these all as default. Initially, Raspberry Pi 5 needed to be flashed with an operating
system. Raspberry Pi Imager was downloaded to the research computer, and the microSD
card was connected to the research PC through a USB-reader. The selected operating system
was the Raspberry Pi OS 6.12 Legacy. A legacy OS in Linux primarily means older, more
stable and widely tested operating system and it was chosen as the instructions from RaspAP
installation recommended this (TrickonologyYoutube, 2025). After the MicroSD card was
flashed, it was important to enable SSH for the operating system. The operating system
documentation states that “SSH disabled by default; can be enabled by creating a file with
name “ssh” in boot partition” (Raspberry Pi OS Release Notes, 2016). After creating a no-
extension SSH file to boot partition, the MicroSD card was removed from the research
computer and added to the Raspberry Pi 5. Note that, SSH connection is not necessary, but

it was done for the sake of accessibility and documentation purposes for this research.

Furthermore, the IP address of the Raspberry Pi was not known and therefore, it was figured
out from the research routers configuration page. The research PC was connected to the host
network and therefore SSH connection was possible. However, there was initial trouble with
SSH connection at start due to it being disabled from the OS despite adding the SSH file in
boot partitions. To solve this, the Raspberry Pi 5 was briefly connected to an external
keyboard and monitor to enable SSH and create a user. SSH status was confirmed to be
disabled, and it was enabled later manually. This process can be seen in figures 2 and 3,
where SSH-connection was manually activated within the Raspberry Pi 5 using a set of
commands and after SSH-connection was corrected, SSH-connection was plausible from the

same host network.

Figure 2: Resolving SSH issues with commands

: sudo systemctl enable ssh
~t ssh
zing state of ssh.service with SysV service script with /lib/systemd/systemd-sy

sv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh
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Figure 3: Connecting to Raspberry Pi 5 with SSH

/Linux system are free software;
gram are described in the

After the SSH connection was successful, it was time to download necessary components to
make Raspberry Pi 5 a wireless access point using RaspAP. The commands used can be
found in Figure 4. The installation of iptables is important as RaspAP relies on it to manage
to control and secure network traffic by defining packet-filtering rules. After successfully
installing RaspAP, it was possible to access the web-interface, where configuration to the
wireless access point could be made (Figure 5). Web-interface usage is not necessary, but

for the sake of accessibility and documentation, it was used for this research.

Figure 4: RaspAP installation (TricknologyYoutube, 2025)

Switch iptables to Legacy Mode:

sudo apt install iptables -y

sudo update-alternatives --set iptables
Jusr/sbin/iptables-legacy
sudo update-alternatives --set ipbtables

fusr/sbin/ip6tables-legacy

Run the RaspAP Installer:

curl -sL https://install.raspap.com | bash

After done Reboot your system using below commnad:

sudo reboot
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Figure 5: RaspAP web-interface dashboard
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The Raspberry Pi 5 was now a functional wireless access point using RaspAP. However,
some initial tweaks had to be made to the settings from the RaspAP (Table 5). These changes
enable or enhance the functionality of Raspberry Pi 5 as a wireless access point. For
example, the devices selected require a fixed Wi-Fi standard. Similarly, DNS servers were
changed to CloudFlare (1.1.1.1) and Google (8.8.8.8) as their role is to provide translation
of domain names into IP addresses and online services, and they are proved reliable

(Geekbots, 2022). Everything else in RaspAP was kept as default for now.

Table 5: Initial RaspAP settings changed

Changed setting Reasoning

DNS server 1 changed to: 1.1.1.1 Static  DNS server to CloudFlare to allow

consistency in traffic capture

DNS server 2 changed to: 8.8.8.8 Static DNS server to allow consistency in traffic
capture
Fixed Wi-Fi standard 802.11g, 2.4Ghz channel 1 Inspected smart home appliance devices work only

on 2.4Ghz Wi-fi standard
Changed SSID and PSK Security
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3.4.2 Router configuration

The router which is connected to the ISP uplink is a ZTE MC801A, which is primarily used
for mobile networking. The reason why this router was used is due to the availability as it
was already in possession. The router, however, can be changed to function through Ethernet
and it was done enable this research. The router model nor specifications are not as important
in this research as it will just serve as the host router to our Raspberry Pi 5. Practically this

means that ZTE router is just providing consistent access to the internet to Raspberry Pi 5.

It is important that the router is configurable as there are a few steps to be taken to make this
research consistent. In this instance, the router uses dynamic DHCP lease as a default option
and the DHCP timeout is 24 hours. What this means is that the IP address may not be
available near expiration, which is not ideal. To avoid this, the IP address was bound static
for Raspberry Pi 5 so that it won’t change address during the period of network traffic
recording (Figure 6). This made SSH connection seamless as the source address did not
change during the research. Finally, tweaks were done to the router itself as automatic boots

and updates were disabled as these settings will otherwise hinder the data collection.

Figure 6: DHCP static lease for Raspberry Pi 5 from ZTE MC801A configuration page

Cable device

Host
soft name MAC address IP binding
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3.5 Traffic data collection

This section focuses on the data objects which are going to be collected for this research. To
understand which data objects are most important, an observability model was created where
previously conducted studies were used as reference to pinpoint network characteristics,
which have the most significance. This section also concentrates on the packet capturing,
error handling and possible outliers like the research smart phone to further enhance the

success of this data collection period.
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3.5.1 Observability model for network traffic data

Once the data collection is started, the goal is to obtain all observable network activity within

the defined measurement scope. The experimental setup is designed to allow this as the

Raspberry Pi 5 functions as a wireless access point where all devices are connected. This

setup excludes Bluetooth and other local communication protocols, as they do not traverse

the access point. Table 6 demonstrates what kind of traffic is observable and what is not

along with what kinds of insights can be made from the given data. Most of these

observations are indirect references to previously conducted studies where network data has

been collected or network characteristics have been assessed in other ways. (Apthrope et al.,

2017, Wu et al., 2021, Copos et al., 2016, Heino et al., 2023).

Table 6: Wireless access point as a traffic capturing device

Observable traffic data from wireless access

point

Not observable or unlikely from wireless access

point

DNS queries which lead to service providers like
Google (Apthorpe et al., 2017)

Payload content most likely is encrypted. Encrypted
payload traffic will still be analyzed, but content is
most likely not obtainable. (Apthorpe et al., 2017)

IP_ endpoints which give geographic and

organizational inference (Wu et al., 2021)

Data storing as endpoints do not directly correlate to

data storing

Packet size and timestamps which can be used to

track possible behavioral inference (Apthorpe et al.,

2017)

Internal device processing as its output is unlikely

through a wireless access point

Frequency helps with usage patterns and possible
user tendencies. (Copos et al. 2016)

Data retention methods as these are handled by the
manufacturer independently, not by the network

itself (Heino et al. 2023)

Session duration which correlates to interaction

modality and network complexity (Wu et al., 2021)

Bluetooth protocol which is outside of the scope of

this research (Wu et al., 2021)

Network Protocol which correlates to security e.g

TLS/SSL (Copos et al., 2016)

Other local protocols e.g ZigBee which are outside

of the scope of this research (Wu et al., 2021)

3.5.2 Packet capture tools and storage handling

Network traffic is captured using packet analysis tool tcpdump which is running on the

Raspberry Pi 5. Traffic is recorded at the network interface level to ensure that device

communications are visible. The capture interface will focus on wlan0 channel as this is the
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wireless network which the wireless access point is creating with RaspAP. ethO interface is
tied to the research router and research pc, which is going to be excluded as it will likely

create unnecessary noise.

Packet capture software tcpdump will be continuously running for the period of this research.
Initially, tcpdump was installed to the Raspberry Pi 5 with the relative bash command.
Importantly tcpdump has been used in other network traffic analysis studies and allows file
saving in .pcap format which is going to be important for the traffic analysis (Wu et al. 2021).
As the data collection process is continuous, it is important to ensure that the traffic data
collection does not stop unexpectedly. That is why it is highly recommended to use up-to-
date gear, which enable full functionality of Raspberry Pi 5 like correct power supply unit
(PSU) and active cooling system (Raspberry Pi Documentation, nd.). Otherwise, the
Raspberry Pi 5 may shut down or have other performance issues if these aspects are not

addressed.

Device identification will also be done to enable true visibility to each device. To do this
consistently over a certain period, the inspected devices along with the research mobile
phone will be assigned a static IP address from RaspAP DHCP settings once identified. This
allows consistent data results as the IP address of these devices will not need to be identified
multiple times. The devices in this instance are probably easy to recognize as the host names
of individual devices are likely shown in the active wireless client’s section in the RaspAP

web-interface.

The reason why device identification and static addressing are also important is so that
filtering is achievable during the data collection period based on a certain parameter like
device. This research aims to implement Raspberry Pi 5, tcpdump and other tools in a way
which flourishes as a repeatable and justifiable data collection (Table 7). Primarily, the
hardware was updated to support consistent Raspberry Pi 5 performance, periodic saving
was implemented for operational purposes, and time was synchronized using “timedatect]”
command to enable pinpointing of actions to network activity. The consensus around these
error handling methods is to eliminate possible risks, which may occur during a continuous

data collection period.



Table 7: Traffic data collection error handling methods
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Data collection error handling | Description Reasoning
entity
Raspberry Pi 5 — Hardware Designated PSU, Active Cooling | Enable thriving in

and External Memory

continuous load

Raspberry Pi 5 - Network Ethernet connection & Proximity to | Stability
wireless inspected devices Avoid packet loss
RaspAP — DHCP settings Static bound IP to inspected | Allowing IP filtering

devices

tcpdump — Periodic saving

Hourly saving to external memory

Avoid research failure e.g
7-day packet capture file

corrupted

System —
offload

Daily memory

Manual transfer of packet capture

files to Research PC

Avoid memory overload

Raspberry Pi 5 — System

Time synchronization

Enable valid

timestamping

3.5.3 Research mobile device role and usage

The research mobile device will be used to obtain privacy policy documents from the

respective applications where smart home appliance device management is possible. The

applications are checked directly from the manual of the respective device. Along with that,

the research phone will be connected to the same wireless access point to test out

functionality during “intensive-phase” (Chapter 3.6). During this time, it is important to

consider that mobile device is very likely to use loads of bandwidth to necessities which are

irrelevant in this traffic data collection. To solve this problem, the traffic analysis will

primarily focus on the three known hosts which are connected to the same wireless access

point. These three known hosts are the inspected devices and they can be monitored with

filtering based on IP address or other parameters.
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3.6 Measurement procedure

This section covers the two different measurement procedures, which will be applied for the
selected smart home appliance devices. The goal of this measurement is to obtain data which
is unaffected by user interaction and affected by user interaction to enable analysis on these
two perspectives. To ensure systematic and reproducible measurement of traffic data, the

experiment is done in two phases similarly to Wu et al. (2021):
Idle-phase

- Devices are monitored continuously for a week to capture real-world usage patterns
and variations in network behavior. The devices are turned on, but no interactions
are purposefully made. The smart phone will not be connected to the wireless access

point during this time
Intensive-phase

- A set of pre-planned interactions are made for a set period with multiple repetitions
(Table 9). During this time the smart phone will be connected to the wireless access
point to test functionalities and possibly find client to client communication (Wu et

al., 2021).

Crucially, having the research smart phone and the inspected devices in separate networks
forces the IoT-based devices to utilize cloud infrastructure and this will be visible in the
wireless access point. Similarly, the inspected devices will be forced to utilize cloud
infrastructure, if the smart phone is not connected to the host network. On the other hand,
having mobile devices and IoT devices in the same network enables different capturing and
these captures can directly lead to different results. Timestamping, which is the process of
attaching time to activity is used similarly in Apthorpe et al., (2017) study to connect actions
to their correlating data. This differs from (Wu et al., 2021) research where they also record
phone traffic locally through a “pcap recoding app”, which therefore does not require
timestamping. Device actions made in “intensive-phase” can be found in Table 9.
Importantly, user interactions will be made with and without the application control to gather

information particularly in the differences these datasets have.



Table 8: Preplanned set of actions during intensive-phase

Inspected device

Actions during intensive-

phase

Repetitions

POINT Dusty520WET

Robot Vacuum

Power button press
“Automatic cleaning”

Back to docking station

4 times in 1 hour
2 times in 1 hour

2 times in 1 hour

WIZ Wi-Fi BLE 60W
A60 E27 827-65 TW

On/Off

Change color

4 times in 1 hour

4 times in 1 hour

TP-Link Tapo C100 In-

Door Security Camera

On/Off
Alarm On

Voice call camera

4 times in 1 hour
2 times in 1 hour

2 times in 1 hour
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During the “idle-phase”, the devices will be idling and set to a default position (Table 9). As

mentioned earlier in chapter 3, the mobile device will not be connected to wireless access

point during idle-phase. As Wu et al (2021) mentioned, this will force the inspected devices

to utilize cloud-based communication protocols. The primary goal of this phase is to obtain

a large set of data, which illustrates the normal network behavior of a device, despite the

devices being in a passive state.

Table 9: Device states in idle-phase

Inspected device

State during idle-phase

POINT Dusty520WET
Robot Hoover

Robot will stay in sleep mode for the remaining of the research as it
defaults to sleep mode after 10 minutes of idling. The robot will be also

in the charging socket. (POINT Dusty520WET Manual).

WIZ Wi-Fi BLE 60W
A60 E27 827-65 TW

The smart bulb will stay on for the remaining time of the research where

the color of the light will be set to a specific color.

TP-Link Tapo C100
In-Door Security

Camera

The in-door security camera will be placed near the household’s

entrance with power on with no additional setting for the rest of the data

collection period.
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3.7 Traffic data analysis

The collected network traffic data will be analyzed where both idle-phase and intensive-
phase are inspected. The process is divided into two perspectives corresponding to the
measurement procedure. The key difference of these sections comes from the results what
are analyzed. Data collected during the idle-phase is not used for behavioral conclusions, but
rather only for deterministic data. On the other hand, intensive-phase data is primarily
focused on behavioral data aspects and values. The analysis primarily focuses on recurring
and repeated patterns across the collected datasets, which gives validity to the later discussed

conclusions.

The idle-phase data focuses on deterministic data aspects where conclusions can be made.
This includes traffic characteristics like communication frequency, destination endpoints,
DNS queries and protocol usage. These network characteristics are more objective, and
better conclusions can be made from these data values. In parallel, intensive-phase data is
going to be primarily focusing on more probabilistic aspects. This narrows down our focus
to characteristics of traffic spikes and variations in upload and download. However,
anomalies like new destination endpoints and DNS queries are also considered in this
section. These characteristics can be tied chronologically to the timestamps, which will be

considered during the intensive-phase.

Traffic analysis is therefore conducted primarily through network metadata rather than
payload inspection. Packet captures with tcpdump are therefore restricted to 96 bytes of snap
length, which truncates captured packets per frame. This decision is expected to capture all
the network characteristics mentioned previously while shrinking down the size. The reason
why capturing is truncated is because the payload is encrypted either way like previously
done research has proven. With this capture modification, inspection of all the capture files
will be performed individually. Roughly 170 capture files of idle-phase data will be analyzed
where the respective network characteristics are sought. On the other hand, intensive-phase
data will be roughly 4-5 capture files in total. These capture files are a result of a continuous

monitoring period and behavioral functionality tests.
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3.7.1 Bulk extraction of network characteristics

All files within idle-phase are included in analysis, but only key network characteristics are
extracted, and this will be done individually for all devices inspected. To achieve this data
analysis, extraction will be done in bulk. By doing this in bulk it is possible to save lots of
resources particularly in time and manpower without compromising key findings. First the
device’s identification will need to be verified and once they are verifiable to preferably IP
addresses, it is possible to extract results. First protocol summary is extracted from all the
files. This will generate a general protocol hierarchy. After that DNS queries are extracted
and are arguably one of the most important network characteristics for this research due to
the concrete data they give and their correlation to privacy policies. After that endpoint
targets are extracted, which will be in an IP address format, which will later be verified with
WHOIS and other kinds of tools. Lastly communication frequency is extracted to find
periodic behavior. The extraction will be formalized into a .json file format with a python

script which extracts the desired network characteristics for this research.

3.7.2 Behavioral data illustration

The behavioral data is extracted from the files which were separately recorded in the
intensive-phase. With separate recordings and device filtering, it is possible to analyze each
individual device and the timestamped actions accordingly. The focus is on probabilistic
observations rather than just objective conclusions. During this analysis, device actions are
chronologically correlated with observed network activity, allowing identification of traffic
spikes, increases in upload and download rates and other anomalies occurring during
interactions. To illustrate the behavioral characteristics, traffic rates are presented
graphically where traffic is correlated to timestamped actions. In addition, anomalies
detected like new DNS query and previously unknown endpoint connections are taken into

consideration.

Throughout the intensive-phase measurements, the controlling research smartphone remains
connected to the same network because device interactions are performed through the
respective applications. This inevitably creates additional network traffic, but it will be

minimized using filtering parameters within the tcpdump command. What this means is that
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communication between the smartphone and respective devices are still captured, but the
research smartphone-generated traffic is excluded. While idle-phase focuses on consistent
data results, intensive-phase focuses on clear anomalies to give insight into how smart home

appliances possibly collect behavioral data.

3.8 Privacy policy analysis

This section applies a structured content analysis approach to examine privacy policies
associated with the selected smart home devices. The objective of the analysis is to transform
possibly unstructured policy text into systematically comparable elements that can be
evaluated against empirically observed network behaviour. Furthermore, this approach is

helping with the general comprehension of the policy documentation.

3.8.1 Policy decomposition

Privacy policy documents are decomposed into atomic statements, where each statement
represents a single data-related claim. To reduce ambiguity and enable systematic analysis,
each statement is further structured using a decomposition model adapted from prior work
on automated privacy policy analysis similarly to PolicyLint (Andow et al., 2019) where
each statement is expressed in terms of four core elements (Table 10). With the help of this
decomposition, it is easier to interpret policy statements as they are converted to follow a

structured representation.

Table 10: Policy statements decomposed (Andow et al., 2019)

Actor the entity performing the action (e.g manufacturer)
Action the data processing operation (e.g collect, transmit)
Data object Category of data involved (e.g device or personal data)
Entity The target of the action (e.g cloud service)

3.8.2 Data practice categorization

Along with the decomposing of policy statements, it is important to verify what data

practices in privacy policies are even relevant to empirically observable network traffic. This
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solution is motivated by categories of data practices in privacy policies by Perez et al. (2018)
and Wilson et al. (2011) where IoT devices data practices are analyzed and tested empirically
(Table 11). Importantly all these data practices are not visible from network traffic and Table
11 justifications are based on Table 6. This leads to privacy practices categorization where
policy statements on data handling can be categorized. Importantly, the focus around these
data practice categories needs to be relevant to empirically collected network data, which
were defined in Chapter 3.7. The practices, which are not connected to the device itself, are
also disqualified. Finally, some statements may appear vague to the point that it is very hard
to understand whether it fits these categories or can it be observable from network traffic
defined in this research. In these instances, the text will be included and discussed later in

Chapter 6.

Table 11: Categories for data practices in privacy policies (Perez et al., 2018)

Privacy Description Observations from network traffic
practice
Data “How and why the IoT service provider | DNS queries

collection | collects data (or metadata) from the IoT | Packet size and timestamps
device?” Frequency

Session Duration

Data “Who can claim ownership of the data | DNS queries

ownership | collected from the loT device or service?” | IP endpoints

Data “How is the wuser-collected data | Network protocol
security protected/stored?” Data storing is not observable from
network

External | “How are data shared with third parties and | DNS queries
data services?” IP endpoints

sharing

3.9 Comparative analysis

The final stage of the research consists of a comparative evaluation between decomposed
privacy policy statements and empirically observed network traffic behavior. Rather than
assuming a direct correspondence between policy descriptions and observable data, the

comparison is conducted based on levels of empirical support. A set of policy statements are
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evaluated based on example Table 12, where importantly the classification reflects on the
distinctions between deterministic observations, probabilistic observations and unverifiable
observations based on empirical network traffic analysis. Not all the statements are used for
comparative analysis, but the most illustrative ones to further improve discussion. All the
decomposed statements and network data collected are still available publicly in a GitHub
repository (Koskinen, 2026). The repository has a policy folder, which has the original
policies in .HTML format and the filtered and decomposed versions of respective policies.
The repository includes also the idle-phase and intensive-phase data in raw .pcap format, but
also in analyzed version, which is a byproduct of the three different python scripts used to
extract data bulk. The data analysis can be found in “idle results” and “intensive results”
directories, which include processed data in .JSON format along with a timestamping excel

and graphs.

The comparison is conducted individually for each device, focusing on policy statements
that are either directly or indirectly observable. Statements that fall outside the scope of
network observability are acknowledged but excluded from empirical validation. The goal
of this approach is to identify areas of alignment, ambiguity and non-verifiability between

documented privacy practices and observable device behaviour.

Importantly edge-case scenarios are covered and demonstrated as well. This is a precaution
as this will unlikely be happening. The reason why edge-cases may occur is due to omission

where:

a) There is no evidence for a specific claim e.g privacy policy states third-party

communication to AWS, but network traffic shows only manufacturer domains.

b) There is no claim for specific evidence e.g network traffic shows third-party
communication to Spotify, but there is no mention of any third-party

communications in privacy policy.

Edge-case scenarios are also hard to interpolate due to the complexity of the combination of
privacy policy statements especially product policy versus manufacturer policy or cross-

reference policies (Perez et al., 2018).

Table 12: Example table row of comparative evaluation framework implementation with parameter explanation

ID | PS CAT XI ONB ov EV
Cl, | Actor- Category
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C2, | action- of Expected Observed network | Observability | Evidence
C3 | data object- | data indicator: behavior: What data, | Value:  what | value: Is
entity handling How it is | where, how? kind of | the

expected to conclusions evidence
be shown can be made | concrete
from the | or partial
observation
Cl | Company- Data . Constant outbound | Probabilistic Supported
Continuous
collects- collection traffic during both
traffic
video ) measurement phases
independent
metadata- (idle & interactive)
of user
continuously ) )
Interaction

3.10 Research limitations

This study has its’ limitations, and they are important to consider. First, the analysis is based
on a limited number of devices, which restricts the generalizability of the findings, but as
reasoned earlier generalization is not the goal of this study. Second, due to encryption, the
study is unlikely to access payload content, and therefore conclusions are based solely on
network metadata. However, numerous studies have shown that metadata alone may indicate
user inference. Third, behavioral inference from network traffic is inherently probabilistic,
and correlations between traffic patterns and user actions do not imply definitive causation.
Fourth, it is important to consider that the laboratory environment is conducted in the
author’s household. What this practically means is that possible tendencies which may
happen in author's household can affect the results of this research. Yet, this can be argued
to be an ideal condition for traffic monitoring as there will be variance in what happens in
the household like any other household which happens to own smart home appliance
products. Lastly, the privacy policies are systematically collected and filtered using
frameworks like data practice categorization (Perez et al., 2018) and PolicyLint (Andow et
al., 2019). However, this process is done manually and individually by the author. The
original statements will be brought as reference (Koskinen, 2026), but their interpretation is
done by the author based on the systematic criteria previously defined. The original
statements may be in Finnish due to geolocation and the translation of these statements back

to English may create slight ambiguity around the completeness of these statements. What
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this can practically mean for this research is that some policy statements may or may not be
interpreted the same way by everyone. Yet the key focus is to find consistency and therefore
network data or statements which are challenging to interpret will be given less focus as

conclusions regarding their consistency are vague.
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4 Insights into a household testbed

While everything was planned initially, there were a couple of factors that perhaps
negatively and positively influenced the research. These factors are bound to happen in a
household environment where everything cannot be controlled. Some of the decisions made
during the network data collection had an impact on the research, but nothing significant
happened where the test results would have been completely compromised. This section
focuses on the specific factors that happened and what kind of challenges can occur in a

household testbed.

4.1 Initialization challenges

During the initial connection between Raspberry Pi 5 and inspected devices, problems
occurred crucially with internet-connection, memory insufficiency and general system
control. The initial plan was to use an external drive for network traffic data saving, however
issues with that regard happened. The external drive was a 16Gb USB memory card and
despite mounting the drive with system administration rights to handle saving of .pcap files,
it seemed like a dead end. To solve this issue, the external memory was removed from
Raspberry Pi 5 and only the 128GB microSD flashcard was used. This made memory
offloading difficult as file transferring within the Raspberry Pi did not work. The decision
was made to not memory offload at all, but this decision was made after realizing that
snaplength of tcpdump command was set to the first 96 bytes, meaning that the file sizes
should not exceed over the memory limit. Despite this, memory was monitored daily to

ensure that the network data collection is successful.

The second challenge occurred with the operating system Linux and tcpdump, primarily
their interaction flow together. This section covers mostly mishaps, which caused some data
loss during initialization. After making the decision that no external drive will be used, a
couple of test sets with tcpdump were performed to ensure that continuous recording is
possible. A mistake happened in the test sets as “-Z” parameter was not included, despite
using sudo commands. The initial command can be found from Figure 7. While this

command covers the necessary sections for capturing, it does not cover for the fact that after
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each hour passes, it will create a new file and start writing on it again. This was troublesome
as after the first hour passed the tcpdump recording ended. This was since tcpdump drops
administration rights after the initial file, because the “-Z” parameter was not given. This
resulted in the fact that setup of the inspected devices was not fully captured, which includes
making users and accepting privacy policies among other things. During this time, issues
with the network environment happened as well as the Ethernet cable between the Raspberry

Pi and research router loosened up, which caused the device to lose connectivity.

Perhaps all these mistakes could have been avoided if better environmental testing had been
covered. Crucially, these mistakes were not major incidents, but certainly some data from
the initial setup phase is damaged and therefore it will be excluded from the results once
they are being covered. These mistakes also helped us to understand the complexity of what

truly needs to be covered in a household testbed.

Figure 7: Initial tcpdump command

ux-host:~$ sudo tcpdump -i wlan@® -nn -tttt -s 96 \
-w pcap_captures/idle-%m-%d_%H.pcap \

-6 3600 |

4.2 Difficulties in continuous monitoring

As the mistakes from the initialization were handled, the inspected devices were ready for
continuous monitoring. This was ensured by running a tcpdump command with the addition
of -Z parameter over a set of many hours (Figure 7). The results were then inspected by
checking the folder content and realization of a successful monitoring was present. However,
problems occurred when static IP addresses were bound from the RaspAP web interface. As
stated earlier during the planning, the goal was to bind the three smart home appliances and
the research phone to ensure that proper filtering for data analysis would be easier. Figure 8
shows how the static IP addresses were bound and initially everything seemed to be working.
However, at some point during the data capture process, the DHCP settings completely reset.
This was probably due to IP address binding and the initial changes in DHCP settings
changed because of this (Table 5, Table 7).



41

What ended up happening was that the wireless access point was connected to the internet,
but it did not provide DHCP access to the inspected devices. In the planning specifically,
there was no specific mention of doing analysis on the output files during the data collection
process. However, suspicion started after seeing indicators physically from the devices. The
Tapo C100 In-door camera had a red power light, which normally was green. During this
time the research mobile phone was not connected to the wireless access point either, but as
the suspicion of a network error occurred, there was an attempt to connect the mobile device
to the wireless access point to find out whether the wireless access point works as intended.
Turns out the wireless access point is accessible, but internet connections do not work, and

repair officially began.

At this point, there was no idea that DHCP was the issue, but it was likely that this is the
case. To solve this issue, the web interface of RaspAP was accessed and immediately the
problem was visible. Every setting regarding DHCP was set to default. The decision to start
DHCP configuration all over again was made and after getting DHCP back on, a decision
was made to not use static bound IP addresses. Reason being is that MAC address filtering

also works in data analysis and is totally justifiable for this specific environment.
Figure 8: Static IP addresses bound

Static leases

18:47-2d:da: 50 21

Restrict access

All the challenges and difficulties were eventually resolved and continuous monitoring
lasted for roughly 6 days before the next problem occurred. The problem was ISP and
scheduled maintenance which lasted roughly 9 hours. The tcpdump was running during this
time, but obviously devices were not accessing the network. Although the continuous
monitoring did not last for seven days straight it was a sufficient amount of continuous data
to start the dissection of results. In total about 160 pcap files from idle and intensive phase

are going to be analyzed.
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5 Results

This section covers all the results of the experiment conducted. Idle-phase data, intensive-
phase data and privacy policy decomposition are covered in this section and some of the key
results are covered. All results can be found in a pcap analyzer Github Repository (Koskinen,
2026). The repository includes subdirectories, including idle results, intensive results and

policies along with the scripts used for the results gathering.

5.1 Idle-phase network data

Idle-phase network data was extracted in bulk using a Python script, made with the intent of
extracting all the network characteristics that were defined in the research methodology.
After all the data was extracted from the dataset, endpoints were further analyzed with a
Python script designed to run WHOIS on all extracted endpoints. This was done as the
extracted endpoint addresses in the analysis were restricted to public addresses and therefore
this was feasible. As a result, network metadata was extracted quickly into readable format

from all the files within the 7-day idle-phase.

The key results of the 7-day idle-phase can be found in Table 13. Despite not interacting
with the devices during the idle-phase, all inspected devices generated continuous network
traffic throughout the observation period. The patterns of communication varied between
each device, but each appliance maintained a periodic connection to the cloud infrastructure.
The Tapo C100 security camera demonstrated the most diverse behavior including cloud
connectivity to TP-Link infrastructure along with endpoint connectivity to Amazon AWS,
Google, Microsoft and CloudFlare. Some other connections included University of
Colorado, MammothMedia-AP and NIST-B. The Wiz smart bulb was heavily dependent on
DNS query connectivity, where ntp.wiz.world was connected 13670 times during the phase
and endpoints were mostly Amazon based addresses. Finally, Dusty520WET was connected
to just Amazon based endpoint addresses located in Europe and DNS connectivity was only

used to an address m3-eu.lifeaiot.com.
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Table 13: Idle-phase notable results

Device Notable Idle-Phase Characteristics

Dusty520WET Robot Vacuum | Periodic communication every ~3.7 seconds. Frequent DNS queries with

m3-eu.lifeaiot.com. 10 endpoint connections in total.

Tapo C100 Security Camera Periodic communication every ~8.28 seconds. DNS queries to 9 addresses

and endpoint connections 31 in total.

WiZ Smart Bulb Periodic communication every ~4.92 seconds. WiZ-based DNS query

connections and 17 endpoint connections in total.

5.2 Intensive-phase network data

The intensive-phase measurements focused on behavioral anomalies relative to idle-phase
traffic and timestamped actions to possibly find differing network behavior from
functionality. The figures 9, 10 and 11 represent a network traffic graph where the X-axis
represents the time where the device was monitored and Y-axis download and upload bytes.
A traffic spike is illustrated as an event where the download and upload traffic exceeds
double the average traffic. The traffic spikes are visualized as blue dots to help pinpoint
possible behavioral inferences to the timestamped actions. Table 14 represents the
timestamped actions and logs during the phase for each device. The X-axis of the graphs are

aligned with the time represented for each device.

Manual power state change of a device was performed first for the respective devices. It
seems like WiZ smart bulb had the strongest reaction as download and upload spiked and
traffic spikes are aligned with the actions (Figure 11). On the other hand, the Tapo C100
barely reacted to the restart (Figure 10). POINT Dusty was not turned off, because the press
of the power button should have been held instead of tapped. Instead, an automatic cleaning
program started after the 2™ power button press and that is partially why the traffic can be

seen more volatile (Figure 9).

Designated functionality for each device resulted in different outcomes in terms of network
traffic. WiZ smart bulb had barely any upload or download differences when the color of the
lamp was changed (Figure 11), whereas Tapo C100 had huge and lengthy upload spikes
during the voice call and alarm activation (Figure 10). POINT Dusty however, had an

unstable traffic flow, where the actions mesh in together and it is challenging to spot where
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the exact action happened from the graph. This is partially since the device was never turned
off unlike Wiz smart bulb or Tapo C100 (Figure 9). The intensive-phase results show that

the different categories of smart home appliance devices have differing network traffic

during functionality.

Table 14: Timestamping during intensive-phase

Wiz Smart Bulb

Tapo C100

POINT Dusty

tcpdump capture start

18:48:30

19:43:30

19:15:00

Manual action

On/Off every minute

On/Off every minute

Power button pressed 9

between 18:50:00- | between 19:44:00- | times between 19:16:00-
18:57:00 19:51:00 19:21:00

Application opened | 18:58:00 19:52:00 19:23:00

from research mobile

phone

Designated functionality | 18:59:04-19:02:00 every | 19:56:00-19:57:17 19:24:00 — 19:34:30

#1 1 minute

Designated functionality | - 19:59:00-20:02:00 -

#2 Every | minute

tcpdump capture end 19:04:00 20:04:00 19:36:00

Figure 9: Dust520WET intensive-phase traffic
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Figure 10: Tapo C100 intensive-phase traffic

Tapo C100 Intensive Phase Traffic
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Figure 11: Wiz Bulb intensive-phase traffic
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5.3 Privacy policy decomposition

The privacy policies of POINT Dusty, TP-Link Tapo C100 and Wiz smart bulb were filtered
to include statements related to data collection, ownership, security and external data sharing
categories. The selected statements were then decomposed into atomic Actor-Action-Data
Object-Entity structures using the PolicyLint framework (Andow et al., 2019). Cross-
references and conditional clauses were not retained in the final atomic structure.
Consequently, statements containing conditional clauses were represented as if the condition
was fulfilled. Duplicate decomposed statements were also kept in the results. The

decomposed results showed differences in the amount and specificity of disclosed data
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handling practices between the three vendors. POINT Dusty contained the largest number
of decomposed statements with 34 atomic statements, TP-Link contained 25 statements and

Wiz contained 16 statements.

The POINT Dusty privacy policy contained the largest variety of decomposed categories.
The policy included statements related to mobile device information, system logs, smart
device telemetry, Wi-Fi scanning, analytics, cloud storage, cross-border transfers and
encryption practices. The decomposition also includes detailed references to device
generated datasets and estimated data volumes for multiple smart device categories,

importantly robot vacuum, which is the inspected device for this research.

The TP-Link Tapo C100 policy decomposition focused more on cloud integration and third-
party connectivity. Multiple decomposed statements refer to AWS cloud storage, Google
Firebase and other integrations. The policy also contained several statements concerning
analytics, marketing and cross-border data transfers. Compared to POINT Dusty, the TP-
Link included fewer categories related device details but included more explicit references

to external service providers.

The Wiz privacy policy decomposition was shorter and more generalized in comparison to
the other two. Most statements focused on personal information processing, product
improvement, and data sharing practices with third parties. Unlike the POINT Dusty
decomposition, the Wiz policy did not contain detailed descriptions of device usage or data

volumes or specific operational datasets.

The policy results themselves are just a processed version of the actual privacy policy
statements regarding data handling methods. The results were composed to make
comparative analysis more systematic, where the statements have less room for
interpretation. The filtered and decomposed policy statements are a result of two methods
combined from previously conducted studies (Andow et al., 2019, Perez et al., 2018). Some
of the key statements are later discussed in Chapter 6, but all the privacy policy results are

available in the GitHub repository (Koskinen, 2026).
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6 Discussion

This discussion section further analyses the results of this research and refers to the
similarities found in previously conducted research. The discussion starts by looking at each
section of the research on a general face-level and later combines and compares the findings
altogether with the assistance of comparative analysis. The comparative analysis can be
found from Appendix 1, 2 and 3. The research methodology and limitations are also
considered to find out whether they hindered the results. Initially, the sections by themselves
prove mostly expected behavior, but once comparison is made between each other, the
respective dimensions cherish the whole process together and more awakening conclusions

on this regard can be made.

What does the network behavior of these inspected devices mean? To start, idle-phase data
results prove the general nature of smart home appliances. Their activity, despite devices
being in idle mode, clearly aligns with the (Apthorpe et al., 2017) research where their
communication frequency and periodic behavior alone are insightful. This is simply how
these smart home appliances operate, as their behavior consists of cloud architecture which
fulfills persistent communication. Devices make generally normal endpoint activity and by
first glance it seems like they are just connected to necessary endpoints in a periodic manner.
What this idle-phase data proves is that when the devices are activated, they are truly on,
despite them being idle. When it comes to intensive-phase data, the results show that
behavioral inference is mostly probabilistic. The reason why it is challenging to make direct
conclusions of these observations is because it is truly hard to pin-point metadata alone to a
specific user interaction. This was assumed however, as multiple studies (Apthorpe et al.,
2017, 2018) which focused on encrypted network traffic analysis acknowledged it. There
are probable and very probable conclusions which can be made, but there is not a clear-cut
solution to whether a certain traffic spike indicates specific behavior. More importantly the
inspected devices did not act abnormally during intensive-phase in terms of endpoint or DNS

query connectivity, which was to be expected.

The privacy policies themselves had significant differences. It was clear that some of the
policies like Tapo or POINT had more depth compared to the Wiz policy. Yet again, this

can be because Tapo and POINT policies focus on a larger domain of smart home appliances,
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whereas Wiz generally produces smart lighting products to the market. This can also
partially be reasoned by their device category. An event-driven smart bulb will most likely
have non-complex behavior, whereas a sensor-based robot vacuum or a continuously
monitoring video camera has a complex behavior by their functioning alone. The device
categorization and justification for this research were assured based on these findings alone

and their expected indicators were as assumed.

The decomposed and filtered privacy policy statements show that simply dissecting them
into atomic statements alone does not solve their lack of completeness. The dissection helps
with the general readability and comprehension of policies, which was referred to as a
problem (Shayegh et al., 2017). However, by decomposing the statements, some ambiguity
still appears as each word’s emphasis becomes more important (Heino et al., 2023). What is
the difference between user information, personal data or sensitive personal data? When is
the data used for the service, product or governance? How is the statement affected by cross-
references, regulations or conditional clauses (Perez et al., 2018). These questions constantly
appeared during the analysis and comparison of privacy policies. However, some statements
were transparent to a point where it was easy to recognize what it was about. For example,
one of the clearest decomposed statements was that: “AWS provides cloud storage and cloud
computing to TP-Link Systems” (Appendix 2). This decomposed statement is transparent
and there is little to no uncertainty of what that sentence means. On the other hand,
decomposed statements like “Signify shares personal data with service providers and
associates” (Appendix 1) sounds like a reasonable sentence, but there is not a clear definition
of what is personal data, service provider or associate in the policy. This was considered one
of the major issues in Heino et al., (2023) study as well, where smart home devices were
done a privacy policy assessment. This decomposition makes the statement comprehensive,
but this does not really address empirical value since the policy does not define these objects.
It is important to note that one of the limitations of the policies was that cross-references or
other regulations were not taken into consideration. It may be possible that Signify’s partners
have further defined what these objects are in other sources and they are just not included

here.

Interestingly, when privacy policies are added to the spectrum, the role of idle and intensive-
phase data becomes more useful. Privacy policies represented three completely different

practices in terms of quality as some of the policy sections prove that empirically collected
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network data can be comparable and some simply prove that the statements are practically
untraceable. POINT Dusty privacy policy was an illustrative example of a rather complete
privacy policy. A large part of it, is due to the “EU Data Act Transparency” as it clearly
illustrated how for example, robot vacuum collects data in what regards and in what
volumes. These statements provide a foundation for comparability in terms of empirically
observable network data. Appendix 3 has an example statement about state reporting with a
rough estimate of daily volume. Daily data volume itself was not analyzed, as otherwise the
results could have been too over saturating. Something which caused confusion though was
the difference between the two main vendors mentioned, Volcano Technology Limited and
Tuya gmbH (Appendix 3). It was unclear whether which policy rule applied for this specific
instance as the research was done in the same location, Europe to be exact. That is why these
possible contradictions are mentioned in Appendix 3. The endpoint and DNS query traffic
is aligned with Tuya gmbH, “the data holder”, but simultaneously Volcano has exceptions
for European data sharing. So, which one is it? Despite this, the technicality and concreteness
of the general policy enable empiric comparison, which was honestly not expected to this

margin.

On the other hand, most of Wiz decomposed statements are vague to a point where no real
observations can be made. While behavioral data, data collection and external data sharing
were stated, these bits of information are not empirically comparable in contrast to the
decomposed statements. As mentioned previously, some lack of completeness was in the
decomposed statements as it is truly hard to illustrate what a vendor or a stakeholder is. That

is why most of these observations are valued as probabilistic in comparative analysis

(Appendix 1).

Lastly, the Tapo decomposed statements showed that emphasis around the declaration of
external parties was prioritized (Appendix 2). AWS was mentioned multiple times and other
external parties like OhmConnect was mentioned. By mentioning the external party alone,
it significantly increases the probability of concrete empirical comparison. However, some
omissions and possible contradictions occurred. Omissions were considered edge-case
scenarios for this research. OhmConnect was mentioned as a committed service provider,
but no network traffic indicated this behavior alone, which is slightly contradicting.
However, it is likely that OhmConnect does not have their own endpoints or DNS queries

where the device information is sent. Also, third parties like Mammoth media and University
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of Colorado have endpoint connections and their significance is not mentioned despite the

earlier emphasis on third parties within the policy statements.

The methodology of this research was constructed to be a user-friendly and easy to
implement solution for practically anyone to try. The observability model of data was
justified by previously conducted studies (Perez et al., 2018 & Wilson et al., 2011), and it
was validated. However, some categories like session duration are relatively easy to capture,
but it provides no significant comparative value when it comes to contrasting it with privacy
policies. The PolicyLint framework of decomposing statements into atomic statements was
methodologically important along with data practice categorization. The policies alone are
so complex and lengthy that interpretation would have significantly become more
challenging without their implementation. However, data practice categorization model by
(Perez et al., 2018) could be further developed into subcategories which would serve better
purpose for research among this one. Simultaneously, the PolicyLint framework (Andow et
al., 2019) contradictions and statement structuring methods were not considered in this
research. This caused challenges when decomposing process started and therefore some

statements could be restricted to interpolation by the author.

The research was conducted as a household testbed, solely done by the author. This alone
limits some of the true capabilities of what could have been explored. However, the concept
of a testbed in this research domain is considered ideal (Nguyen-An et al. 2021) and it makes
the research transparent despite possibly hindering the explorative aspects of this research.
The device selection was restricted to three devices, which is a suboptimal sample size. The
expansion of smart home appliances could have been further increased, but this change
would possibly not have affected the true conclusions of the research. Similarly, the metadata
analysis of the devices was partial. The most important aspects expected were considered
and the different types of extracted metadata could have been expanded to make better
conclusions. Similarly, the policies were solely filtered by data categorization and statement
decomposition and the analysis itself was not fully semantic. Simultaneously, the fact that
cross-references, conditional clauses or other external factors were not assessed can risk that
these conclusions made are just simply false. However, the conclusions still show that
despite the policy analysis being interpolative and overexaggerated to an extent, there are
clear distinctions between consistent and inconsistent policies especially when compared to

empirically collected network metadata.
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What this implicates is that maybe data handling transparency is partially dependent on
observability in general network behavior. Does this mean every single privacy policy
should be written in technically demanding language, so its’ interpretation becomes even
more complex? No, but these observable elements could be dumbed down to more natural
and cohesive language, which would make the privacy policy more transparent and
comprehensive. By just mentioning how the devices function, users would likely get a more
matured understanding of what product do they truly own. Was there an instance of this
found in this research? Partially, and it also answers RQ2. The word transparency can be
found subjective, and in this research, it was done from the perspective of observability. If
the observable factors could be tied to supportive or deterministic conclusions, then it is
considered somewhat transparent. For example, when EU Data Transparency Act was
included in the policy, it made data collection, sharing and communication practices more
understandable even if the language was at times challenging to interpret. GDPR is likely to
influence this and while being a regulation, not all parties and entities follow this kind of

structure as Heino et al., (2023) also mentioned in their study.

To answer RQ1, whether there were any discrepancies between the observed network and
the privacy policy documentation, it can be stated that by the boundaries this research had,
there were discrepancies, but only in minimal instances. For instance, why is University Of
Colorado one of the endpoints of Tapo C100 and more specifically, why is it not further
mentioned in their third-party policy when other vendors like AWS were given lots of
emphasis? Yet, most of the policy statements are consistent with the actual network data of
the inspected devices. However, privacy policies were analyzed using a tunnel-visioned
approach and if all the privacy policies were analyzed word for word, the consistency could
have majorly differed. The discrepancies found in this research could be further analyzed by
widening the scope of the research to policy cross-references or regulations like GDPR. To
answer RQ3, whether direct conclusions can be made from empirically collected network
data, the answer is yes. While this research only provides a couple of true examples of this,
the privacy policies’ completeness affects comparability significantly. Simply by evaluating
public endpoints found within the data collection, it was clear that if the privacy policy
clearly stated their dependency of a certain service, it was feasible to tie it down to network
metadata. For example, Tapo C100 policy had lots of emphasis particularly on their
relationship with AWS. However, most results found in this research did not transparently

and completely address their dependence on a specific source or action.
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7 Conclusions

This thesis examined the relationship between observable network traffic behaviour and the
privacy policies of consumer smart home appliances. The study combined empirical traffic
monitoring with structured privacy policy analysis in a controlled household environment.
Three smart home devices representing different network behaviour were selected and
monitored through a Raspberry Pi 5 acting as a wireless access point. In parallel, the
associated privacy policies were decomposed into atomic statements and compared against
observable network characteristics such as DNS queries, communication frequency,

endpoints, and traffic patterns.

The research was motivated by increasing concerns regarding transparency in smart home
ecosystems and the difficulty users face in understanding how their devices collect and
communicate data. While previous studies have either focused on network traffic analysis
or privacy policy evaluation as their own research field, relatively few studies have
systematically combined these perspectives. The study therefore aimed to investigate
whether observable device behaviour aligns with the data practices described in privacy
policies and whether meaningful conclusions about device behaviour can be inferred from
the metadata. Furthermore, the research sought to provide a replicable framework for

evaluating transparency from the perspective of an ordinary consumer.

The results demonstrated that all inspected devices generated continuous network traffic
even during idle conditions, although the amount and nature of communication varied
significantly between devices. Observable patterns included periodic communication
intervals, DNS requests, and traffic spikes associated with user interactions during the
intensive measurement phase. Devices with continuous monitoring capabilities, such as the
Tapo C100, produced more persistent and complex traffic behaviour than event-driven
devices such as the WiZ smart bulb. In the privacy policy analysis, a few statements could
be linked to empirically observable behaviour, while other claims remained unverifiable or
probabilistic due to the limitations of metadata-based traffic analysis. In addition, some
policy descriptions appeared vague or generalized in comparison to the specificity of

observed network behaviour.
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The findings suggest that privacy policies and observable device behaviour are partially
aligned, but not always transparently connected from the perspective of the user. The study
showed that deterministic observations, such as communication endpoints and DNS queries,
can support certain policy claims directly, whereas behavioural interpretations based on
traffic patterns remain probabilistic. This answers the research questions by demonstrating
that discrepancies may exist between stated and observable practices, that transparency
levels vary across policies, and that empirical traffic analysis can reveal meaningful
indicators of device behaviour even without access to payload content. At the same time, the
results highlight the limitations of interpreting encrypted traffic and the difficulty of drawing

definitive conclusions regarding their respective privacy policies.

The results of this research may be useful for future studies examining transparency and
privacy within smart home environments. The methodological framework developed in this
thesis could be expanded to a larger set of devices to improve generalizability. Future
research could also incorporate automated traffic classification methods, machine learning
techniques, or deeper analysis of cloud-based communication. In addition, combining
empirical traffic analysis with legal and regulatory perspectives could provide further
understanding of how GDPR and other privacy regulations requirements are reflected in
practical smart home implementations. Finally, the research may contribute to improving
consumer awareness and encouraging manufacturers to provide clearer and more verifiable

privacy policy documentation by making the statements reflect on observable traits.
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Appendix 1: Comparative analysis insights for Wiz Smart bulb

ID PS CAT XI ONB oV EV

Cl Signify = — | Data Behavioral | Traffic Probabilistic | Supported
processes — | collection | data spike during
user intensive-
information phase and
— based on variance in
user download
interaction /upload

C2 Signify =~ — | External Endpoint- Roughly Probabilistic | Suggestive
shares — | data based 14000 DNS
personal data | sharing queries  to
— with family Wiz domain
company

C3 Signify — | External Endpoint- Endpoints Probabilistic | Suggestive
shares — | data based to AWS and
personal data | sharing Cloudflare
- with
service
providers
and
associates

C4 Signify =~ — | External Endpoint- AWS and | Probabilistic | Suggestive
shares — | Data based Cloudflare
personal data | sharing addresses
- across which are
borders outside

Europe

C5 Signify ~ — | External Endpoint No Probabilistic | Unverifiable
shares — | data based observation
personal data | sharing
- with
councils




58

Appendix 2: Comparative analysis insights for TP-Link Tapo C100

ID PS CAT X1 ONB oV EV

Cl AWS — | Data Endpoint Multiple Deterministic | Supported
provides — | ownership | based endpoints to
cloud storage AWS
and cloud
computing —
to  TP-Link
Systems. Inc

C2 TP-Link Data Network Encrypted Deterministic | Suggestive
Systems. Inc — | security protocols transport
encrypts and protocols
secures - were  used
personal like TLS
information —
for safety
purposes

C3 TP-Link External Endpoint- Endpoints to | Deterministic | Supported
Systems. Inc — | data based AWS
transfers ~ — | sharing endpoints
video data — to
AWS

C4 TP-Link External Endpoint- Endpoints to | Probabilistic Potential
Systems. Inc — | Data based mammoth contradiction
does not share | sharing media-ap and
- personal University of
information — Colorado
to third parties

Cs TP-Link External Endpoint No Deterministic | Omission
Systems. Inc — | data based observation
shares — user | sharing
and  device
information —
to
OhmConnect




Appendix 3: Comparative analysis insights for POINT Dusty520WET
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ID PS CAT XI ONB ov EV
Cl1 Tuya GmbH — | Data Endpoint All Deterministic | Suggestive
holds - data — | ownership | based endpoints
in EU indicate to
Europe
C2 Small Data Data Idle-phase | Deterministic | Out-of-scope
appliances — | collection | volume daily
status reports volume
- ~979 KB
environmental
data — to Tuya
GmbH
C3 Tuya GmbH — | Data Endpoint- Endpoints | Probabilistic | Suggestive
collects — | collection | based to AWS
product data — endpoints
in EU
C4 Tuya GmbH — | External Endpoint- Endpoints | Deterministic | Suggestive
shares — data— | Data based Amazon
with  service | sharing and Google
providers
G5 Volcano External Endpoint All Probabilistic | Potential
Technology Data based endpoints Contradiction
Limited — | sharing and DNS
transfers - queries
personal data indicate to
- across Europe
borders
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