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This thesis explores the governance issues and risks associated with generative Al voice
mimicry, taking the voice-cloning function of Doubao as an example. While voice cloning
has its advantages in terms of personalisation and convenience, it also poses potential
challenges related to privacy, security, and the right to one's own voice.

The study is of mixed methods including document analysis, policy review and semi-
structured interview with 8 student users. It examines the technological, informational,
economic, social, ethical and legal risks of voice cloning based on Wirtz et al.'s (2019) six
categories of Al risk. It also examines current regulation in China and the EU, and platform-
level governance.

The results indicate that even though voice mimicry has its merits, it also has great challenges
such as privacy leakage, fraud, impersonation, and violation of the right to one's own voice.
The thesis suggests an integrated governance system that includes openness and
transparency, user consent and authorisation, technological risk control and safeguards, and
multi-stakeholder collaboration, based on these results.

The results add to the current debate on deepfake regulation and voice ownership, and can
be used to guide regulators, platform developers and users.
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1 Introduction

1.1 Background and Research Context

With the rapid development of generative artificial intelligence (Al), transformational
capabilities have arisen in fields such as content creation, entertainment, and information
services (Dwivedi et al., 2023). Among them is voice mimicry, also known as voice cloning,
which is especially attractive and controversial. Al-driven voice cloning can create personal
interactions using a human-like voice from limited audio, increase accessibility, and support

creativity. But there are also significant risks, such as privacy leaks, identity theft, fake

accounts, and the broader erosion of trust in online communication. Therefore, governance

of voice-mimicry technologies has become a regulatory issue for regulators, platforms, and

users (Kietzmann et al., 2020) (Zhang et al., 2025; Amezaga and Hajek, 2022).

This thesis takes Doubao’s voice cloning function as a representative example of a
generative Al application. Doubao, a widely used Al content creation tool, offers voice-
mimicry services that allow users to replicate and modify voices. These kinds of functions,
although improving users’ engagement and the platform’s utility, also exemplify the duality
of Al technologies, in which technological progress intersects with ethical, legal, and social

concerns.

1.2 Research Problem and Objectives

In this study, the main research issue is that there is very little research on voice-mimicry
governance in the context of existing Al risks and regulations (Jobin et al., 2019). Although
plenty of previous research (Busuioc, 2021; Wirtz et al., 2019) has built discussions about
Al governance, machine learning algorithmic accountability, data ownership, and ethics
(Mittelstadt et al., 2016), investigation of voice cloning, a specific type of generative Al, is
hardly involved. More analysis is needed on users’ relationships, platform governance, and

regulatory responses. To fill this gap, this research will use the Wirtz et al. (2019) risk



framework to study Doubao’s voice cloning features, review laws and regulations relevant

to China and the EU, and examine the outcomes of user interviews.
The main research goals are shown as follows:

e touse Wirtz et al.’s Al risk framework to assess voice cloning risks;

e toreview and compare regulatory methods in China and the EU;

e to propose and evaluate platform-level governance measures;

e to explore users’ perceptions and concerns through semi-structured interviews;

e to develop an integrated governance proposal and practical recommendations.

1.3 Thesis Structure

This thesis is written using six chapters. Chapter 2 provides a detailed literature review of
the governance of Al, voice cloning technology, and relevant regulations. Chapter 3
describes the research method, which is the application of the risk framework and interview
design. Chapter 4 presents the main analysis, including risk, regulatory, and user analyses.
Chapter 5 ends with a discussion, recommendations, and limitations. Chapter 6 concludes

the thesis by summarising the key findings and outlining directions for future research.



2 Literature Review and Framework

2.1 Al Governance and Risk Management Framework

Al governance has become a key topic of academic and policy concern due to the rapid
deployment of Al technologies (Jobin et al., 2019; Floridi and Cowls, 2019; Wirtz et al.,
2019; Busuioc, 2021). The governance framework tries to ensure transparency,
accountability, fairness, safety and ethics. Wirtz et al. (2019) present a risk classification
which comprises six categories: technological/data, informational, economic, social, ethical,
and legal. This framework provides a way to examine different kinds of problems related to
using Al, such as generating voices that imitate a specific person. The technological/data
part discusses system breakdowns, uneven data, and evasion of detection. Informational
risks relate to misinformation and the circulation of misleading synthetic audio. Economic
risk also needs much more attention, particularly market-disruption risk and unfair-
competition risk (Frey and Osborne, 2017). Social risk — usually indicated as the loss of
trust and behaviour change— brings large concerns in daily life. Ethical risks usually involve
autonomy and discrimination, which weigh more heavily across every area of the workplace.
Legal risks involve non-compliance, while intellectual property risks complete this

framework, providing a good foundation for studying voice-copying threats.

Other research has demonstrated that integration should be achieved via a combination of
technical norms and standards, regulatory and institutional oversight, as well as stakeholder
(Cath, 2018) engagement and acceptance (Busuioc, 2021; Zhang et al., 2025). Therefore,
this paper will also cover these parts. Ethical Al auditing provides a useful industry example:
they can offer certain ways to ensure complicated compliance and reduce harmful actions
and outcomes. First, most such audits target healthcare or general Al governance and are
unrelated to voice issues. Second, such Al auditing will only focus on specific problems,
for example, algorithmic bias and data privacy. This means voice-specific Al problems get
rare attention and engagement from regulators. Even for the literature on deepfake
governance, which mostly focuses on visual materials, it lacks attention to voice cloning.
This will become an influential issue, as this technology is becoming more popular and raises

different issues.



2.2 Voice Cloning Technology and Applications

Voice cloning technology with deep learning models, such as neural vocoders and speech
synthesis systems (Tolosana et al., 2020; Khanjani et al., 2023), can generate speech audio
from text and from a reference audio recording. The technical base is typically a multi-stage
process, which includes voice sample collection, selection of acoustic features from a set of
candidate samples, training of a neural network with those features, and finally, the
generation of imitation speech which resembles the speech of the speakers. This technology
can be used in diverse scenarios, from entertainment, virtual helpers, to access aids for those
with speech difficulties - all kinds of applications. In particular, voice cloning in the
entertainment sector enables the creation of custom content, celebrity voice imitation for
movies, and improved gaming experiences. It is accessible for voice restoration for
individuals with speech problems and personalized text-to-speech systems for individuals

with reading problems.

The tech is still emerging, and in its early stages; however, the potential for misuse is large.
There are multiple deepfake voice attacks in various contexts (Chesney and Citron, 2019;
Westerlund, 2019). For instance, financial fraud schemes are carried out by voice-cloned
executives or family members. They can be used to impersonate politicians and deliver
speeches or statements from public figures, or to harass victims by manipulating their voices
to say things that compromise them. In the democratization of voice cloning tools via
platforms like Doubao, both legitimate and malicious users have lowered the technical
barriers, exacerbating the problem. This technology can be good or bad, making regulatory

decisions difficult between tech growth and the prevention of trouble.

2.3 Generative Al Regulatory Landscape

Governments and international organisations adopted different regulatory methods to solve
the problems caused by generative Al In China, it is an interim measure for managing
generative Al services and takes a big step towards comprehensive Al governance (Roberts
et al., 2021; Wu, Huang and Gong, 2020). These require synthetic content to clearly mark
itself as such; training datasets must comply with privacy and security requirements; and

service providers must make content protection and moderation for their users available.



Regulations emphasise “development and governance at the same time”, being innovative
but also keeping in check any harm that may come from it. But critics also demonstrated that
today’s regulations lack detailed technical standards for voice cloning, and the current

enforcement method is too generic, instead of being specified to certain issues.

The European Union’s Al Act involves a risk-based classification system which can
categorise different Al applications into different classes based on its potential harm (Veale
and Zuiderveen Borgesius, 2021). While no explicit classification of voice cloning is pointed
out, it could be classified as high-risk or limited-risk depending on the context and
application. Transparency from Al systems is required by the EU’s Act when interacting
with or producing synthetic content — it must be clear to show that the content is Al-generated.
This Act also demonstrates that human supervision, data management, and technical details
should be considered as high risk (Veale, Binns and Edwards, 2018). Compared with China,
the EU framework is more legally binding and contains more detailed requirements, but it
would struggle to keep pace with rapidly evolving technologies in the long term, such as

voice cloning.

Beyond the regional frameworks discussed above, self-regulatory models can be seen in the
industries (Taeihagh, 2021; Mirsky and Lee, 2021). All major technology platforms have
taken actions, such as labelling synthetic content, obtaining user permission, using
algorithms to detect misuse, and providing instructions on how to use software or products
carefully and safely. But they vary widely across platforms and are usually neither
independently verified nor transparent. Public opinions about the effectiveness of self-
regulation remain very controversial. Some believe formal regulatory oversight cannot be
replaced, while others value it as an indispensable part of agile governance in the technology

industry at a rapid pace.



3 Research Methodology

3.1 Research Design and Approach

This study adopted a mixed-method approach, combining qualitative documentation and
policy research with semi-structured interviews with eight participants (see Table 2). The
research is exploratory and case-based; the main unit of analysis is Doubao’s voice-cloning
function. The mixed-method design enables the researcher to conduct triangulation across
various data sources, thereby enhancing the credibility and overall quality of the study. In
this study, we use interpretive research because voice cloning governance involves

operations affected by different stakeholders.

The research process followed a sequential design beginning with a review of documents
used to map the theoretical and regulatory landscape (see Table 1). This paper used the risk
framework to structure my analysis, and concluded by conducting an interview with users
to ground the research in their experiences and perceptions (Guest, Bunce and Johnson,
20006). It allows for deductive testing of the risk framework and inductive discovery of new
ideas from user information. The case study is carried out on Doubao, but the level of detail
is not specific to other platforms or technologies, which limits the generalisability of the

findings.

3.2 Application of Risk Framework

The main framework for the risks of Al in this study is the six categories proposed by Wirtz

et al. (2019). For each risk category, it specifies the context of use of voice cloning:

e Technological/Data Risks: examined with technical documentation, analysis mainly
in system architecture, data handling process, safety measures and possible failure
situations.

e Informational Risks: analysed according to the content policies, labelling practices,

and potential misinformation scenarios caused by voice cloning.



e Economic Risks: assessment done via market analysis and thinking about
displacement in voice-related fields.

e Social Risks: this paper did this through user interviews and analysing the trust
dynamics of human-Al interaction.

e Ethical Risks: evaluated according to different ethical principles and evaluations
from users about their consent and autonomy.

e Legal Risks: analysed from the perspective of regulation and responsibility.

As for the framework application: the framework was applied through mapping evidence

from different data sources to each risk category, identifying links between risk

categories (Tsamados et al., 2022), and assessing the severity and probability of different

risk manifestations. This enabled all risks to be identified whilst maintaining rigor.

3.3 Data Collection Methods

Document Analysis: Multiple documents were gathered and analyzed to gain insight into the
regulatory and platform environment. The policy documents covered China's interim policy
on the management of generative Al services, the EU Al Act (proposed & adopted), and
data protection policies. The platform documents include Doubao's terms of service, privacy
policies, community guidelines and tech white papers. Academic literature included peer-
reviewed articles related to Al governance, voice cloning technology, deepfake ethics, and
regulation. From the industry reports by the technology analysts and think tanks, there is

more to the market trends and implementation challenges.

Table 1. Documents analysed in the study.

Document category Specific documents / sources Role in analysis
China’s Interim Measures for the Management of Reoulato

Policy documents Generative Al Services (2023); EU Al Act proposal, mag P ry
COM(2021) 206 final; PIPL; GDPR pping

Platform documents Do.ubqo terms of service, privacy policy, community Self—regulatlon
guidelines, technical white papers review
Peer-reviewed work on Al governance, voice cloning, Theory and

Academic literature deepfake ethics and regulation (e.g. Wirtz et al., 2019; evi degce
Busuioc, 2021; Zhang et al., 2025)
Reports from technology analysts and think tanks on Context and

I . .
ndustry reports market trends and implementation trends



Semi-Structured Interviews: To achieve the goal, eight student participants were recruited
via purposive sampling to represent different user types (Guest, Bunce and Johnson, 2006).
There were four current Doubao Voice Cloning Function users, two potential users who
knew about but hadn’t used it, and two technical peer participants with knowledge of Al or
ethics. This paper can conduct comparative analyses among different users, and the sample

size is appropriate for conducting in-depth qualitative investigations.

Table 2. Interview participant profiles.

4 Interview

Participant User type Background length
Current Doubao VCL Undergraduate, frequent voice-content .

P1 62 min
user creator

P2 Current Doubao VCL Postgraduate, uses cloning for study 58 min
user notes

P3 Eslzrrrent Doubao VCL Undergraduate, short-video hobbyist 71 min

P4 Eslzrrrent Doubao VCL Postgraduate, accessibility use (TTS) 49 min
Potential user (aware, not | Undergraduate, concerned about .

P5 . 45 min
used) privacy
Potential user (aware, not .

P6 used) Postgraduate, follows Al-fraud news 53 min

P7 Technical peer MSc Computer Science, ML 68 min

background
P8 Technical peer MSc, Al ethics research interest 75 min

The interview is designed with open-ended questions (the full interview guide is provided in
Appendix 1). It focuses on the following four sections: (1) experiences and feelings when
using voice cloning technology, (2) risks and awareness of risks, (3) expectations for the
platform itself and its governance, and (4) the view of regulation. Probes and follow-up
questions were allowed to explore any new themes. Online interviews were conducted
through video conferencing and obtained consent from participants for recordings; each
interview lasted between 45 minutes and 75 minutes. Transcripts were analysed word-for-

word, and participants were kept anonymous using pseudonyms.



3.4 Data Analysis Approach

A thematic analysis approach was used, following the six phases of Braun and Clarke (2006),
to analyse the interview data. After I familiarised myself with the transcripts, [ systematically
coded them with both deductive codes based on the risk framework and inductive codes
derived from the data. Coded segments were then combined into candidate themes, which
were reviewed and refined after iterations of comparison with the whole dataset (Braun and

Clarke, 2021). Then, we defined and named the themes.

Thematic analysis (Braun & Clarke, 2006)

1. Familiarisation with
transcripts and documents

.

2. Coding
(deductive: Wirtz et al. risk
categories + inductive: data)

.

3. Generating candidate
themes

.

4. Reviewing and refining
themes against the dataset

.

5. Defining and naming
themes

.

6. Integrating interview
themes with document analysis

Figure 1. The data analysis process.

The data analysis process is summarised in Figure 1. Document analysis used systematic
content analysis, with documents coded into pre-determined categories corresponding to
questions, while remaining open to emergent themes. Policy documents were reviewed on
governance principles, requirements, and enforcement. Platform documents were examined
for self-regulatory measures and risk mitigation strategies. Academic literature was reviewed

to identify theory and evidence on how to run voice cloning (Kiger and Varpio, 2020).
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I used comparative analysis to integrate the findings with data sources and find similarities
and differences between the documentary record and user opinion. This created rich

understandings that integrated both formal governance and lived experience.

3.5 Ethical Considerations and Limitations

I followed the ethical guidelines from HEBUT and LUT University. All participants gave
their written informed consent, having been fully informed about the aim of the research, the
procedures to be followed, the use of the data and their rights. The consent form highlighted
voluntary participation, the right to withdraw, and confidentiality. Data were securely stored
and only accessible to the researcher. Transcript and analysis results were anonymized. The

study has passed the relevant institutional review board procedures.

A few restrictions need to be admitted. Eight interviews are sufficient for an in-depth
qualitative study (Braun and Clarke, 2021), but are not generalizable. The analysis is in-
depth but limited to Doubao, so the findings may differ for other voice cloning services. Al
policy analysis is akin to a snapshot of policies, which are continually changing. Finally, in
terms of the student participants, this group may be able to contribute accessibility and
specific views, but not necessarily all views of voice cloning users. These are addressed

through transparency in the instruments used and by avoiding excessive hype.



11

4 Analysis and Findings

4.1 Doubao voice cloning function risk evaluation

Based on Wirtz et al.'s Risk Framework for Doubao's Voice Cloning Function, it was
determined that all six categories pose risks, with technological/data risks, informational

risks, and ethical issues being particularly high.

Technological and Data risks: Doubao's technical documentation and user agreements were
analyzed, and several vulnerabilities were found. The user must upload voice samples to the
site to be cloned, and the samples should be 30-60 seconds of clear speech. The privacy
policy mentions that voice data is encrypted and kept secure, but provides little detail on the
encryption standards, how long data is retained, or how it is shared with third parties. People
are concerned about other uses of the voice that is uploaded for “service boost and research”,
and Doubao has extensive rights to use it. According to the tech docs, the voice is kept on a
cloud-based server, which means that it can be tracked and stolen. It also appears that the
cloning algorithm works better with standard Mandarin and shows some bias (Verdoliva,

2020), as well as irregularity in regional tones and minority languages.

Informational Risks: Doubao has some platform-design information risks. Generated voice
content is not automatically labelled as synthetic, but the interface shows that the voice
cloning function has been used. This kind of partial labelling does not hold for contexts in
which cloned voice content has been shared outside the platform. Al makes it easy to produce
voice clones, with few content-verification methods, and the chances of incorrect
information and cheating increase. During interviews, they had worries that cloned voices
might be used in fraud, especially about the psychological effects compared to text scams

(Westerlund, 2019; Zhou and Zafarani, 2020).

Economic Risks: The voice cloning tech brings economic risks to various levels. If cloning
tools are accessible to the public, it will lessen the demand for live recording services for
ordinary, standardised content (Frey and Osborne, 2017) for individual voice performers
such as actors, narrators and translators. Voice cloning can be used for scalable, personalised

communications in businesses.
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Social Risks: The interview data suggest that the interviewees perceive social risk. There
was concern about the loss of trust in audio; one participant stated, “If I can't trust that the
voice that I'm hearing is from who it says it is from, it completely alters the way we
communicate.” Some respondents shared their worry about “voice deepfake anxiety” and
overall unease with voice-driven interactions in personal and professional relationships
(Chesney and Citron, 2019; Glikson and Woolley, 2020). Social engineering was
emphasized, and participants were asked to speculate on what a clone voice could do to trick
connections or gain personal information. Voice manipulations were also viewed as a social
problem because they could cause people to be indifferent to the truth, and allow bad people

to do more deceptive things over time.

Ethical Risks: Consent, autonomy and ownership of voice are ethical issues. Current users
were not sure how their voice samples would be used in the future. One participant
commented, “I just clicked through to see the feature — I didn't have a really good idea of
what would happen to my own vocal sample after.” The concept of ‘voice rights' was a
recurring theme in the interviews, where participants shared thoughts on whether people
should have the property rights to portions of their voice, and whether platforms should
always ask for permission before using a voice clone. More serious scenarios were also
raised, such as the use of a cloned voice in coercive scenarios, including fabricated
confessions or manipulated testimony. Several technologically knowledgeable participants
discussed algorithmic justice issues: they assumed that the voice cloning setups, which were
largely comprised of most demographic information, would be difficult to replicate for

underrepresented voices or accents.

Legal risks: Legal analysis identified some compliance gaps. Voice data in China’s Personal
Information Protection Law (PIPL) is classified as personal information, so its collection
and use require permission (Calzada, 2022). The way that Doubao is currently collecting
consent may not meet the PIPL definition of informed, voluntary consent. Requirements for
the Interim Measures for Generative Al involve labelling synthetic content and security
evaluation, which may necessitate a change in platform. Globally, Doubao will have extra-

territorial compliance issues if it provides services to European users, thanks to the EU's

GDPR.
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4.2 Regulatory and Governance Analysis

Regulatory approaches and difficulties in relation to voice cloning rules were found to be

different when compared.

Chinese Regulatory Framework: China has a top-down approach to managing Al, along with
industry guidance (Roberts et al., 2021). The Interim Measures for Generative Al Services
set out important requirements related to voice cloning. Article 4 requires generative Al
services to adhere to socialist values and not provide content that endangers national and
social safety. Article 10 requires that Al-made content be clearly labelled. Article 12 does
not allow discrimination based on ethnicity, belief, gender, age, work or health conditions in
the algorithm design process. Article 14 requires lawful data sourcing and model training.

Article 17 has public-facing security checks for generative Al services.

The implementation of the above measures creates challenges for voice cloning platforms.
Labelling needs to be open, but it also can’t hurt the user experience, especially in real-time.
Data compliance means verifying the sources of training data; this can be challenging for
models trained on many internet-sourced audio recordings. Security checks should also
examine new attack techniques involving voice deception. Regulations emphasise content
control and social stability; it may be valued differently than western regulations, which

emphasise individual freedom.

European Union Regulatory Framework: The EU Al Act takes a risk-based approach with
four classification tiers (Veale and Zuiderveen Borgesius, 2021): unacceptable risk, which
is prohibited; high risk, with strict requirements; limited risk with transparency obligations;
and minimal risk, which is largely unregulated. A voice-cloning application could be high
risk or low risk, depending on the situation. For the high-risk class, the Act requires a risk
management system, data governance, technical documentation, human supervision, and
robust, accurate criteria. For limited-risk, transparency is all that is needed, meaning that

users are informed they are interacting with an AL

As far as voice cloning is concerned, article 52(3) of the Al Act states that “ Al systems
creating or manipulating images, audio or video content that generate deep fakes shall
indicate that the content is artificially generated or manipulated. ” This is a greater

transparency requirement than in China, where it is limited to certain contexts. And there are
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provisions concerning Fundamental Rights Impact Assessments and Regulatory Sandboxes

for innovations testing.

Comparative Insights: There are commonalities between the Chinese and EU frameworks,
including transparency requirements and expectations of data governance, but there are
differences in how the frameworks are implemented (Wu, Huang and Gong, 2020). China
emphasizes social stability and control of content via administration. The EU emphasises the
need to protect basic rights with legally binding measures. Both have trouble keeping up
with the rapid pace of technological development, especially with newly created generative

Al, which outpaces regulatory measures.

Platform-Level Governance: Doubao has introduced self-regulation with user agreements
(Taeihagh, 2025) that content should not be used inappropriately, and that users can report
violations. The platform appears to use voice watermarks, which add identifiable signals to
the generated sounds, and misuse detection programs, which search for unusual behaviour
patterns. However, it's not clear how effective these measures are, and the technical
documentation doesn't give much information about the system architecture or safeguards.
There was scepticism regarding the effectiveness of the governance of the platform, with
younger interviewees posing more specific questions about institutional support and how to

keep the system safe and flexible in the long term.

4.3 User Perspectives and Experiences

The interview showed that trust dynamics, control expectations and responsibility

allocations were the main themes in user opinions.

Trust Dynamics: Current users first reported being excited about voice cloning, and then,
after the excitement, began to think about its misuse (Glikson and Woolley, 2020; Hoff and
Bashir, 2015). One user said, “It was initially just fun to hear my own voice saying things I
don’t actually say, but then I considered what if someone were doing this with my voice

without asking me, and it would be less funny.”

Control Expectations: The participants were very willing to have more control over their
voice data and cloned information (Wachter, Mittelstadt and Russell, 2018). The desired

control mechanisms were: (1) different consent options for different cases, (2) cloning
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permission times, (3) revocation rights for given consents, (4) usage monitoring tools: where
and how cloned voices were used, (5) deletion guarantees for voice data and model. A few
people brought up voice rights management as if it were managing rights for media content,
sort of like a DRM interface. Control expectations vary by user type; tech-informed
participants want more technical control, while general users just want simplicity and clear

explanations.

Responsibility Allocation: Users share responsibilities with a large number of people
(Busuioc, 2021; Cath et al., 2018). The platform could not be irresponsible, it had to provide
good protection, if something went wrong, it had to provide clear facts and if it did something
wrong, it had to correct it as soon as possible. The responsibility of the regulator was to make
clear the rules, follow the rules and protect the weak. Careful consent decisions and ethical
use of cloning capabilities were included in user responsibility. Some participants discussed
shared responsibility, one participant commented, “Everyone has a job, platforms need to
have safe systems, regulators need to have rules, and people need to think before copying.”
Education was regarded as a shared responsibility, with a recommendation for greater

information on risks and ethics in platforms.

Risk-Benefit Trade-offs: Users recognize the benefits of voice cloning, including
accessibility, creative voice and personal voice (Lee and See, 2004), but also raise concerns:
some of the users said they liked personalised audio for family members or for education.
The interview information identified the principle governance concern as being
maximisation of benefit and minimisation of risk by means of appropriate safeguarding and
controls. As long as it is transparent and there are controls, users will take some risk and

perhaps risk avoidance is not as critical as risk management with the user in control.
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5 Discussion

5.1 Integrated Governance Framework

The analysis shows that for effective voice-cloning governance, we need a mix of technical
measures, regulations, platform rules, and support for users (Taeihagh, 2021). The findings
of the research suggest that the proposed governance framework is a multi-layered one as

follows:

Integrated multi-layered governance for voice cloning

Technical Safeguards Layer

Privacy-by-design, data minimisation, encryption, detectable
watermarking, bias testing, misuse detection, voice authentication

Regulatory Framework Layer

Transparency, informed & revocable consent, accountability
& audit trails, redress, risk-based rules, international cooperation

Platform Governance Layer

Clear ethical-use standards, transparent terms, reporting channels,
content tracing, third-party audit, user education, stakeholder input

User Empowerment Layer

Consent dashboard, usage statistics, easy revocation, clear rights
& risk information, digital literacy, community norms

Multi-stakeholder collaboration across all layers

Figure 2. The proposed multi-layered governance framework.
The proposed framework is summarised in figure 2. Technical Safeguards Layer: Voice
cloning systems should be privacy-by-design, with data minimization (only collecting the
voice samples needed), purpose limitation (using voice samples only for a specific purpose)
and security-by-default (encryption and access controls, and regular security audits).

Technical measures should involve watermarking of generated voices that is detectable,
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algorithmic bias testing on a large number of people (Felzmann et al., 2019; Mirsky and Lee,
2021), and systems that detect attempts to misuse the technology. For critical applications,

voice authentication techniques can be used to differentiate between the original and a clone.
Regulatory Framework Layer:

(1)Transparency: insist on transparent labelling of synthetic voice content;

(2)Consent: to get informed, specific and revocable consent to use related voice data;
(3)Accountability: create audit trails and reporting mechanisms;

(4)Redress: put procedures in place to address any harms.

Risk-based regulation should distinguish between high-risk uses (Veale and Zuiderveen
Borgesius, 2021; Taeihagh, 2021) (e.g., financial or legal) and low-risk uses (e.g., fun or
personal use) and give the correct standards to each. Regulatory convergence through
international cooperation is needed to ensure that the same safeguards are in place across

various areas and prevent regulatory divergence.

Platform Governance Layer: Platforms need to have a detailed governance protocol, with
strict ethical guidelines, transparent terms of use, reporting mechanisms and active content
tracking. Self-regulation needs to be validated through a third party audit or certification
process. Information about risk and control resources should be easily accessible to people
on platforms, for example, through interactive learning or tools that enable people to access
consent options. In governance structures, it is essential to bring in the views of different

stakeholders, for example through advisory boards or user councils.

User Empowerment Layer: Users need to be empowered with tools and knowledge to deal
with voice information and cloned content, so they can manage their use. These are an easy
to use consent interface, a display board of usage statistics, an easy to use revocation function
and clear rights and risk information. Digital literacy programmes should educate people of
all ages on this new technology. The user community can set up norms and practices for the
proper use of voice cloning, and formal governance mechanisms (Wachter, Mittelstadt, and

Floridi, 2017).
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5.2 Theoretical and Practical Contributions

This study makes several contributions to the academic literature and real-world guidance:

Theoretical Contributions: The study uses Wirtz et al.’s risk framework in a generative Al
application, extending it beyond the business context (Tsamados et al., 2022) for which it
was originally designed. Using the framework for voice cloning shows that the research
recognises the risks of interaction and amplification in audio synthetic media. The
combination of risk analysis with the user helps us know how the technical risks we take
will cause the average person to be worried and do things. The comparative regulatory
analysis is also part of the growing scholarship on the different Al governance models in

different political and cultural contexts.

Practical Contributions: For policymakers, this research provides evidence on how to design
rules (Jobin et al., 2019), stating that rules should include clear information, people must
agree, and different things have different levels of danger. Platform developer findings
reveal users’ wishes and concerns, which should be taken into account when designing the
system and its rules. The proposed framework outlines voice cloning governance. It strikes
a balance between pushing innovation and reducing the risks associated with voice cloning.
For users and CSOs, it helps them understand their rights and risks with voice cloning tech

and make fuller contributions to tech policy debates.

Based on these points, a mixed-method approach is required to conduct this study on
technology governance, which includes document analysis, framework analysis (Clarke and
Braun, 2017), and user interviews (Kiger and Varpio, 2020). Sequential step, deductive risk
analysis, and inductive user research are ways to consider other models of developing
technology. The study also uses interview protocols for different user types (current users,

potential users, and technical peers).

5.3 Limitations and Future Work

A few limitations of this study point out the directions for further research:

Scope Limitations: One platform and user group are highlighted; even if it is comprehensive,

it is not necessarily more generalizable. Future research could involve comparing various
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voice cloning systems in different cultural settings and with different user groups. Long-
term studies could also monitor the changes in users' perceptions and platform practices as
voice cloning becomes more prevalent. We could conduct comparative case studies across
different kinds of generative Al such as text, image, audio, and video, to determine which

governing principles work across all kinds of synthetic media.

Methodological Limitations: The qualitative interview method is effective at providing rich
information (Guest, Bunce and Johnson, 2006), but adding quantitative data from surveys
that measure risk perceptions and preferences for governance across larger groups would
also be useful. Experimental methods could also test whether different transparency or
consent mechanisms work. Technical analysis of the voice cloning system can be improved

with a better understanding of risks and safeguards.

Thematic Limitations: The focus of this study was primarily on a consumer-based voice-
cloning application (Taeihagh, 2025). Future work could examine enterprises and
governments, which would have their own sets of risk profiles and governance requirements.
Voice cloning blends with biometrics (authentication), emotion (recognition), and so on,
offering further opportunities for investigation. Economic impacts on voice professionals

and the creative industries should be examined through a specific-sector analysis.

Regulatory Evolution: The AI governance framework will continue to develop, so the
following studies should pay attention to implementation effects and unintended
consequences (Stahl et al., 2023; Taeihagh, 2025). A comparative analysis of regulations
across different jurisdictions could identify the best regulatory practices and policy

innovations that can be transferred.
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6 Conclusion

Voice cloning technology presents both significant opportunities and serious risks within the
field of generative Al It allows people to be imaginative and productive in their daily life
and workplace with new technology; however, it also opens the door to deception, harm, and
manipulation without notification or even under careful usage. This research examines both
of these aspects through a comprehensive analysis of Doubao’s voice cloning product and
its features, under Wirtz et al.’s risk frameworks. This research also develops an in-depth
review of various Al voice technique-related regulations drafted and approved by China and
the EU. Finally, this paper conducted a qualitative interview incorporating user opinions

regarding multiple feedback questions to address their user experiences.

Specifically, significant threats cross multiple areas that need immediate attention (Chesney
and Citron, 2019), from the technology side, information side, economic side, societal side,
ethical side, to the legal side. Such threats can be identified, while some specific issues may
be addressed through consent, openness, and misuse prevention. Many regulatory
frameworks actually exist, but they struggle to keep pace with the rapid technological
advancements that are currently ongoing, particularly the dilemma of distinguishing cloned
voices from real audio. Global users of different software and platforms emphasise the

importance of regulation, transparency, and shared responsibility within the government.

To enforce effective and efficient voice-cloning governance, collaborations among technical
protections, government and company rules (Floridi and Cowls, 2019; Taeihagh, 2021) are
needed, which can considerably support and guide how current Al voice products and
technology should be used by the public. The multi-layer structure proposed in this paper
provides a valid path to stay responsible for rapid innovation so that users will benefit from
voice cloning without the associated problems and potential harmful costs. As synthetic
media technologies grow, this kind of balanced governance will be necessary to ensure Al
supports human flourishing from a positive and legible perspective rather than leading

problematic behaviours and concerns.

This research has demonstrated that governance issues are not only present in current voice
cloning technology, but they can also be extended to much more general and serious

questions, such as human identity and ethics, genuineness and transparency, and trust and
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faith in the synthetic media context, not limited to fake voices or fake news. Despite these
systematic issues, there are still many solutions that can overcome such challenges. For
example, ongoing dialogue among technologists, developers, policymakers, entrepreneurs,
ethicists, lawyers, and users can help. This is the purpose of this research: to develop

meaningful analysis as well as actionable recommendations.
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Appendix

Appendix 1. Interview Guide

The semi-structured interviews followed the guide below. The questions were grouped into
four thematic areas. Probes and follow-up questions were used to explore emerging themes;

therefore, the wording and order of the questions varied slightly between participants.
Warm-up and background

1. Could you briefly describe how familiar you are with Al voice cloning and with Doubao’

s voice cloning function?
2. How and why did you, or might you, use a voice cloning feature?
3. Experiences and feelings when using voice cloning technology

4. Can you walk me through a time when you created or heard a cloned voice? How did it

feel?

5. What did you find useful, enjoyable, or uncomfortable about the experience?
6. How realistic did the cloned voice seem to you?
7. Risks and awareness of risks

8. What risks, if any, do you associate with voice cloning, such as privacy leakage, fraud, or

impersonation?

9. Have you ever worried that your own voice could be cloned and misused? Why or why

not?

10. How do you think a cloned voice differs from a text-based scam in its impact?

11. Expectations for the platform and its governance

12. What should a platform such as Doubao do to protect users of the voice cloning feature?

13. What kinds of consent, control, or deletion options would you want over your voice data?
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14. How clearly do you feel the platform explains what happens to your voice sample?

15. Views on regulation

16. Who do you think should be responsible for governing voice cloning: platforms,

regulators, users, or a combination of these actors?

17. Are you aware of any rules or laws on Al-generated content? Do you think current rules

are sufficient?

18. What single change would most improve the safe and ethical use of voice cloning?

Closing

19. Is there anything important about voice cloning that we have not discussed and that you

would like to add?
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