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ABSTRACT 
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This Master's Thesis deals with researching techniques of watermark embedding into 
spectral images, and methods of watermark extraction and detection. Using the 
principal component analysis (PCA) algorithm, the spectral domain of the original 
images was reduced. The watermark embedding was performed in the transform 
domain. According to the proposed model, in the PCA domain an eigenimage was 
replaced by the linear combination of the watermark and another eigenimage. A set of 
embedding parameters was investigated. The quality of the resulted watermarked 
images was measured and analysed. Recommendations for the embedding system 
were stated. Several methods of watermark extraction were used. Results were 
analyzed. Watermark robustness against several various attacks was verified. Number 
of detection experiments with accordance to embedding parameters was made. The 
independent component analysis (ICA) was considered as a possible way to detect 
embedded watermark. 
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Tässä diplomityössä tutkitaan tekniikoita, joilla vesileima lisätään spektrikuvaan, ja 
menetelmiä, joilla vesileimat tunnistetaan ja havaitaan spektrikuvista. PCA (Principal 
Component Analysis) –algoritmia käyttäen alkuperäisten kuvien spektriulottuvuutta 
vähennettiin. Vesileiman lisääminen spektrikuvaan suoritettiin muunnosavaruudessa. 
Ehdotetun mallin mukaisesti muunnosavaruuden komponentti korvattiin vesileiman ja 
toisen muunnosavaruuden komponentin lineaarikombinaatiolla. Lisäyksessä 
käytettävää parametrijoukkoa tutkittiin. Vesileimattujen kuvien laatu mitattiin ja 
analysoitiin. Suositukset vesileiman lisäykseen esitettiin. Useita menetelmiä käytettiin 
vesileimojen tunnistamiseen ja tunnistamisen tulokset analysoitiin. Vesileimojen kyky 
sietää erilaisia hyökkäyksiä tarkistettiin. Diplomityössä suoritettiin joukko 
havaitsemis-kokeita ottamalla huomioon vesileiman lisäyksessä käytetyt parametrit. 
ICA (Independent Component Analysis) –menetelmää pidetään yhtenä mahdollisena 
vaihtoehtona vesileiman havaitsemisessa. 
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µ   - Estimated mean vector 
 
ψ   - Mother wavelet with zero average 
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1. Introduction 
 

In the recent years, a huge amount of digital information is circuiting through all 

over the world by means of the World-Wide Web. Most of this data is exposed and 

can be easily forged or corrupted. The need for intellectual property rights protection 

arises. Digital watermarking has been proposed as one of the possible ways to deal 

with this problem, to keep information safe.  

The watermarking of digital data has become very popular approach for 

intellectual property rights protection. Several watermarking techniques were 

developed and a large amount of methods were proposed, but still the most of known 

ways to protect data are far from ideal. The digital data of the various types such as 

text, images, audio, video can be processed by the watermarking procedure. In 

general, all types of data watermarking techniques have similar simple ideas – to hide 

a set of owner’s data within the materials, which should published, with the purpose 

to be able to prove his ownership. The requirements for watermarked data quality and 

safety for all types are also the same. Watermark should be imperceptible for 

unauthorized user, should not affect an original data quality and should be robust 

against various types of attacks [1] [2]. 

 

The steganography is the ancient practice coming from Greek roots to hide 

messages within public messages, e.g. papers. Usually, the messages to be hidden are 

unknown and methods of embedding are secret as well [2] [3].  

 

The watermarking procedure for the audio, video and digital images is 

approximately similar, it is performed within the digitally transformed or original 

data. Various PCA-based, DCT-based and wavelet-based transforms can be applied 

for the watermarking purposes. These transform-domain techniques are popular due 

to convenient compatibility with well-known compression algorithms and quality of 

result data comparing with other techniques [2]. 

 

Let us concentrate on the digital watermarking of the image. The digital image is 

one of the most convenient and commonly used types of digital data. It is widely 

spread in the numerous kinds of applications and it can contain a lot of informative 



 6

data. A huge number of the investigations in digital image watermarking domain 

were already done. The gray-scale and RGB images have a noticeably broad range of 

use. To the present time, a large amount of the watermarking systems for gray-scale 

and RGB images exist, some of them are based on the Fourier, DCT, PCA, wavelets 

and so on transforms. The example of such systems are described in [4] [7] [8]. In 

spite of former images, spectral images contain more information and can be applied 

in tasks demanding high accuracy and strong precision. Watermarking systems for the 

spectral images were intensively researched as well [1] [5] [6], but still these 

watermarking schemes are not perfect and they could be improved. Investigation and 

invention of the new watermarking methods still has a lot of issues to be done. 

 

In this master’s thesis the spectral image watermarking systems are reviewed. 

Calculations and various measurements were applied to results of the generalized 

model of the embedding, a set of system parameters was analyzed. The whole study 

can be subdivided into three fundamental parts: 

 

Watermark embedding: 

 

The system that used for the watermark embedding is following: the original 

image was undergone to the Principal Component Analysis (PCA) transform. The 

watermark image is mixed with eigenimages within the transform domain. After 

watermark insertion into eigenimages the watermarked image is reconstructed by 

means of the inverse PCA transform. The quality of the reconstructed watermarked 

image is calculated as a function of the embedding system parameters. The peak 

signal-to-noise ratio (PSNR) and the correlation coefficient are used for image quality 

calculations. 

 

Watermark extraction:  

 

Watermark extraction assumes to have some original data, e.g. the original image, 

eigenvectors, etc. Watermark extraction is performed in two different ways – 

Independent Component Analysis (ICA) is applied to the bands of original and 

watermarked images and extraction by the backward embedding formula is done. The 

procedures of an extraction after various attacks, by means of several various filters 
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and the compression, that was applied to the watermarked image, are realized in 

purpose to check the watermark robustness against attacks. The quality of the 

extracted watermark is calculated using the correlation coefficient. 

 

 

Watermark detection: 

 

In watermarl detection, one tries to find the watermark from the spectral image 

without any embedding information. The watermark should be detectable for 

authorized persons and imperceptible for the rest. The procedure of watermark 

detection is rather similar to the procedure of extraction. But the owner of the original 

image has an extra information for detecting purposes. Taking into account this fact, 

the detection procedures are performed. The technique of watermark detection based 

on the ICA algorithm is applied. This technique can be considered as an attack with 

the intention to forge or corrupt the image.  

 



 8

2. Watermarking images 
 
2.1. Background 

 

From the ancient times, people were trying to steal modern inventions, pieces of 

art and etc. from each other - as a result the need to protect private intellectual 

property appeared. A huge amount of various methods were invented, a numerous 

'copyright' laws were proposed. One of the most relevant and famous 'copyright' laws 

was the 'Statute of Anne' introduced by the English Parliament in 1710 [3]. 

 

Nowadays, the protection of intellectual property rights has become one of the 

most required conditions for business and science proceedings. Very convenient and 

widely used way to keep safe your data or object, such as painting or money, is to 

insert certain sign/watermark inside, but the object should not be altered by this 

insertion. The watermarking as the way to protect copyrights is widely spread in 

today world. It has long-live history – the first paper watermarks mentions belong to 

the 13th century times – watermarks were embedded for paper makers differentiating 

[3]. Today the paper watermarking is almost everywhere: money, securities, paintings 

and so on.  

 

As soon the world has begun to use worldwide web for business purposes – 

copyright protection of digital data has become relevant. Huge amounts of digital data 

such as text, images, audio and etc. are circuiting in the Internet. Due to the modern 

technologies, such as peer-to-peer systems, which are used in following well-known 

file sharing programs – NapsterTM, KaZaATM and etc., the risk of forgery stops the 

progress of business convenient interaction within the Internet [2]. The reasons are 

free access and easy copying of all these data. Development of the protection systems 

became necessary. As one of such systems - like in the real world, the digital 

watermarking became the very powerful and needed technique for the intellectual 

property rights protection.  

 

Several approaches of digital watermarking based on type of the watermark exist. 

Digital watermark can be visible or invisible, in turn, - the former watermarks can be 
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fragile, semi-fragile or robust. Fragile watermarks are used to detect slight alterations 

of the watermarked data. Semi-fragile can be undergone to stronger changes, but 

essential transformations will lead to watermark removal. And finally, robust 

watermarks should be viable through the crucial alterations [9]. 

 

The digital watermarking can be applied for almost all types of the digital data. 

The digital “watermark” can be embedded into audio, video, image or even text data. 

Main requirements for the inserted watermark are imperceptibility and robustness 

against various attacks. Taking into account, that various modern software deals with 

all of these media types, it is easy to remove perceptible watermark - consequently, 

the watermark should be invisible for everyone except owner and people, who knows 

key-information. It is obvious that using the same software digital data can be altered, 

modified somehow – that can lead to watermark removal as well, so the watermark 

should be viable through all these attacks and alterations. 

 

Digital image is the most commonly used digital data type from the spectrum of 

the all possible. Digital images are widely spread through the set of all possible 

computer tasks. Digital images are applicable in almost all branches of the human 

activities. The range of digital image application is extremely wide: from the art to 

heavily technological industries and open space technologies. Often, digital images 

are essential part of someone’s intellectual property, which should be kept safe. Thus, 

digital images require procedure of protecting as well. In the recent years, several 

systems for digital image watermarking were developed. A numerous systems for 

gray-scale and RGB images were elaborated. Bases for such systems were various 

numerical transforms – various Fourier transforms, DCT-s, DWT-s and others [2]. 

Examples of watermarking using Fourier transform can be found in [10].   

  

As mentioned before, spectral images can be used in more precise and accurate 

tasks, among them medical, remote-sensing and some industrial tasks can be referred. 

Sometimes, spectral images are also in need to be protected - the task of proper 

watermarking system development appears. 
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2.2. Watermarking RGB images 
 

The RGB images spread widely in the current time and they are the most wanted 

objects to be forged. In the recent years, the watermarking of RGB images was one of 

the most popular research topics in digital watermarking domain. 

 

In digital image watermarking process watermark information is mostly inserted 

into the pixel values directly in spatial domain or it can be added in the transform 

domain. The most common used transforms for watermarking are Fourier transforms, 

discrete cosine transforms, discrete wavelet transforms. 

 

2.2.1. Spatial domain watermarking 
 

Some of earliest techniques embed m-sequences into the least significant bit 

(LSB) of the data to provide an effective transparent embedding technique. The 

reason for such embedding was good correlation properties so that correlation 

operation can be used for detection purposes. Furthermore, these techniques had 

inexpensive implementation. Other methods propose using check sums for LSB 

watermark embedding [11]. 

 

The technique, which consists of embedding a texture-based watermark into a 

portion of the image with similar texture is proposed [12]. 

 

The other technique described as the patchwork method divides the image into 

two subsets A and B where the brightness of the one subset is incremented by some 

small value and the brightness of the other set is decremented by the same amount. 

The incremental brightness level is chosen so that the change in intensity remains 

imperceptible. The location of the subsets is secret and assuming certain properties 

for image data, the watermark is easily located by averaging the difference between 

values in the two subsets. Several variations of this method were also proposed  [13, 

14, 15]. 
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One more technique proposes to insert watermark into the blue component of 

RGB image to ensure robustness while remaining fairly intensive to human visual 

system (HVS) factors [16].  

This is a reasonable heuristic watermarking approach since watermarks inserted in 

the high frequencies are vulnerable to attack whereas the low frequency components 

are perceptually significant and sensitive to alterations [2]. 

 

 

2.2.2 Transform domain watermarking: 
 

Methods based on transform-domain embedding have several advantages in 

following aspects: 

 

- Perceptual criteria 

- Robustness against common compression techniques 

- Easier embedding of compressed bit streams 

 

The most common transform for images is the block-based DCT, which is a 

fundamental building block to wide range of well-known compression techniques 

such as JPEG, video coder MPEG and ITU H.26x family of codecs. In one of the 

firstly proposed DCT-based techniques transform was performed on 8×8 blocks of 

data, a pseudorandom subset of the blocks are chosen and a triplet of midrange 

frequencies are slightly altered to encode a binary sequence. This approach seems to 

be reasonable because in high frequencies components inserted watermark is 

vulnerable to attacks and low frequencies bands are very sensitive to the slight 

alterations [2]. 

 
One of the most influential watermarking works [17] [18] describes, “how spread 

spectrum principles borrowed from communication theory can be used in the context 

of watermarking. The published results show that the technique is very effective both 

in terms of image quality and robustness to signal processing and attempts to remove 

the watermark. The technique is motivated by both perceptual transparency and 

watermark robustness. One of the significant contributions in this work is the 

realization that the watermark should be inserted in the perceptually significant 
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portion of the image in order for it to be robust to attack. A DCT is performed on the 

whole image and the watermark is inserted in a predetermined range of low 

frequency components minus the DC component. The watermark consists of a 

sequence of real numbers generated from a Gaussian distribution, which is added to 

the DCT-coefficients. The watermark signal is scaled according to the signal strength 

of the particular frequency component. This is a reasonable and simple way to 

introduce some type of perceptual weighting into the watermarking scheme. The 

watermark embedding algorithm could be described as follows: 

 X = S (1+ α W),  

where S is the original host signal, X is the watermarked signal, and W is the 

watermark consisting of a random, Gaussian distributed sequence α is a scaling 

factor, which the authors suggest to set to 0.1 to provide a good tradeoff between 

imperceptibility and robustness.“ [2]. 

 
In our study we use analogous principles for the embedding purposes. Signals and 

the watermark are images. And we mix weighted watermark and the host image to 

obtain . 
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3. Watermarking spectral images 
 

3.1 Watermark 
 

This master’s thesis have been written at Information Technology Department of 

the Lappeenranta University of Technology, so watermark was taken as a gray-scale  

image with abbreviating letters from the name of university with the small logo below 

(Figure. 1).  

Pixel values of this image were normalized to range from 0 to 1. This study 

utilizies a gray-scale, visual watermark image, but as an alternative RGB or spectral 

images are suitable as well. Spatial size is different for each image, but all of them 

have approximately same size 150x100. 

 

The watermark was obtained by means of the Adobe Photoshop tool. 

 

 The choice of the watermark is random, but obviously that relation between 

image and watermark can have essential influence on the result. Possibly, 

  

Figure 1. The watermark 
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investigation of the watermark dependencies on different images can be a topic of the 

future research.  

 

3.2 Methods of watermarking  
 

In our study for watermarking purposes the transform-domain technique was used 

due to the claim of robustness to various attacks. Analogously to [5], the PCA 

transform was used for reducing of the image spectral domain. 

 

“Principal Component Analysis (PCA) is frequently used to reduce a large 

number of variables to a smaller set of their linear combinations that adequately 

describe the system. For example, one may have a data set that contains the weights, 

heights, waist sizes, foot sizes and intelligence quotients (IQ) of a group of people and 

try to find a correlation between weight and the other variables. If one performs PCA 

on those data sets, one most likely will find that height, waist size, and foot size can 

be combined into one variable, since they are all positively correlated to weight, but 

not intelligence quotient. So, the data can be plotted as height vs. intelligence and the 

new variable, which is combination of height, waist, and foot size.” [20] 

 

Procedure of watermark embedding includes following steps: 

 

a) The PCA transform algorithm is applied to the spectral domain of original 

image. The eigenimages and eigenvectors are obtained. The eigenvectors are kept 

with purposes of extraction. 

 

b) The watermark image is inserted into PCA transformed spectral domain of 

the image. One of the eigenimages is replaced by the linear combination of the 

watermark image and some eigenimage: 

 

watermarkmeigenimageneigenimage 21 )()( αα +=  (1) 

 

1 ≤ m ≤ n. where the nth component of reduced spectral domain of image(the gray-

scale image) is replaced by mth component mixed with gray-scale watermark  image 
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with α1 and α2 strength coefficients. These coefficients define the watermarking 

system and responsible for resulting image quality and watermark robustness, the 

most of experiments calculate suitable ranges for these coefficients. 

This is the simplified, but not less informative, model, which was used in [13]. 

 

c) After insertion, the image is reconstructed by the inverse PCA algorithm 

using the kept eigenvectors. 

 

Figure 2. Watermark Embedding Scheme 
 

In our investigation number of PCA transformed spectral domain bands k is less 

then number of original bands l. 
 

Let us describe the model more precisely.  

 

As mentioned before, the PCA is the transform, which allows us to reduce 

number of task variables. In our case, the PCA transform reduces the spectral domain,  

collecting the most information of an image in a compressed form. The PCA 

algorithm works in the following way [5]:  

A covariance matrix C from the spectral data is calculated. Eigenvalues and 

eigenvectors are computed using matrix C. Usually, for the practice purposes, matrix 

C is replaced by an estimated C,  

                               ∑
=

−−=
1

1
))((1

i

T
ii xx

n
C µµ      (2) 
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where xi is a sample vector, µ is the estimated mean vector of the sample set and 

the sum is over all samples. The PCA selects eigenvectors corresponding to the 

largest eigenvalues and presents original image spectra through the selected 

eigenvectors.  

 

After the watermark is inserted into the PCA transformed spectral domain, the 

reconstruction procedure is taking place. Using eigenvectors, which we keep for 

reconstruction and watermark extraction purposes, we restore the image spectra. The 

result of reconstruction – the watermarked image – differs from the original image, 

and difference depends on strength coefficients and the PCA spectra-reducing ratio, 

which we used in procedure of watermark embedding. 
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3.3. Watermark extraction 
 

First algorithm is based on a backward embedding formula defined in Eq. 1:  

                              
2

1 ))()((
α
α mbandnbandwatermark wm −

=     (3) 

where α1, α2 are strength coefficients used for embedding, the band(m) is a mth 

component of PCA-transformed spectral domain of the original image and bandwm(n) 

is the nth one of the PCA-transform result applied to watermarked image. The PCA 

transform uses eigenvectors kept by owner. So, it is assumed that owner of the 

original image has all information, needed for watermark extraction. 

 

 As alternative way to extract the watermark, the ICA algorithm can be applied. 

Input data for the ICA algorithm are bandwm(n), nth component of the PCA result, as 

mentioned before, and band(n), the same component of transformed spectral domain 

of the original image. The advantages of this approach are less information stored by 

the image’s owner and quality of the extracted watermark in the case of attacks. 

Let us shortly describe the ICA technique, as it was done in [21]: 

Independent component analysis (ICA) is a statistical and computational 

technique for revealing hidden factors that underlie sets of random variables, 

measurements, or signals.  

ICA defines a generative model for the observed multivariate data, which is 

typically given as a large database of samples. In the model, the data variables are 

assumed to be linear mixtures of some unknown latent variables, and the mixing 

system is also unknown. The latent variables are assumed to be nongaussian and 

mutually independent, and they are called the independent components of the 

observed data. These independent components, also called sources or factors, can be 

found by ICA.  

ICA is superficially related to principal component analysis and factor analysis. 

ICA is a much more powerful technique, however, capable of finding the underlying 

factors or sources when these classic methods fail completely.  



 18

The data analysed by ICA could originate from many different kinds of 

application fields, including digital images, document databases, economic indicators 

and psychometric measurements. In many cases, the measurements are given as a set 

of parallel signals or time series; the term blind source separation is used to 

characterize this problem. Typical examples are mixtures of simultaneous speech 

signals that have been picked up by several microphones, brain waves recorded by 

multiple sensors, interfering radio signals arriving at a mobile phone, or parallel 

time series obtained from some industrial process.  

 

 

Figure 2 Extraction Scheme Using ICA 
 

Usually, for realization of the ICA rather complicated algorithm with use of 

neural networks is applied [22]. 

 

 

 

 

 

 



 19

 4. Attacks for spectral images 
 

To reduce the watermark presence with the goal to forge or corrupt the digital 

image, one can apply various attacks on the watermarked image. The attacks can be 

applied to spectral components of the watermarked image or to transformed spectral 

components as well.   

 

Usually, the attacks are performed like applying some filters to the watermarked 

image. Very often images are undergone to compression procedure, especially 

spectral images. So, compression as an attack leading to watermark removal is also 

considered. In our study, we used following compression and filtering algorithms: 

 

- compression with PCA/wavelet transform, 

- mean filtering with 3×3 and 5×5 windows, 

- median filtering with 3×3 and 5×5 windows, 

- filter based on the Laplacian of the Gaussian transform. 

 

Let us precisely describe these attack algorithms. 

 

4.1. PCA/wavelet compression 
 

As it was mentioned before, compression applied to the watermarked image can 

lead to watermark removal. In this algorithm two compression steps are performed. 

 

First one is reduction of spectral domain by the PCA algorithm as described in 

section 3.2. 

 

Spatial reduction, the second step, uses the wavelet technique. The wavelet 

transform can be described as following: 

“In signal and image processing it is often convenient to represent a function as a 

series of approximations of lower resolution, i.e. as a coarse part plus details to 

examine and analyze then its local and global features. In Multiresolution Analysis 

(MRA), a scaling function is used to create a series of approximations of a function or 

an image, each differing by a factor of 2 from its higher-level approximation. After 
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the scaling function is derived from the concept of resolution, the wavelet functions 

will be derived from it. Wavelets are used to encode approximations.” [23] 

And mathematical base of this approach can be found below:  

“ The wavelet transform wf  of a function )(tf  provides a time-frequency 

localization 

dt
a

bttfabaf w ∫
−

= − )()(),( 2/1 ψ  

where ψ  is called a mother wavelet with zero average 0)( =∫ dttψ . The 

mother wavelet )(tψ  is defined as a double-indexed function 

)()( 2/1,

a
btatba −

= − ψψ  

The zero average property gives an additional freedom of introducing the scaling 

index a . The second index, b , controls translates of the function ψ . As a changes, 

the )/()( 2/1, atatoa ψψ −= covers different frequency ranges: large values of a  

correspond to low frequencies and small values of a  to high frequencies or to very 

fine scale oa ,ψ . Changes in the index b controls the time localization center: the 

function ba ,ψ  is around bt = . Thus, the wavelet functions ba ,ψ have time-widths 

adapted to their frequency: at high frequencies ba ,ψ are narrow and at low 

frequencies ba ,ψ are broader. 

The original function )(2 RLf ∈  is recovered by the inverse transform 

dadb
a

tbaf
C

tf ba
2

, 1)(),(1)( ψω

ψ
∫ ∫=  

where the constant ψC depends on ψ  and is given by 

ω
ω

ωψ
ψ dC ∫=

2^
)(

 

The inverse transform exists and it maintains the energy conservation, if the 

admissibility condition is satisfied, 
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∞<ψC  

In practical applications, it is written as 0)0(
^

=ψ , i.e. 0)( =∫ dttψ . A 

function )(tψ  is called a wavelet of class m  if the following four properties hold: 

a) )(tψ  and all its derivatives up to order m  belong to )(RL∞  

b) )(tψ  and all its derivatives up to order m decrease rapidly as ∞→t  

c) ∫
+∞

∞−

= 0)( dttt kψ  for mk ≤≤0 . 

d) collection of functions Zbatba ∈,),(,ψ  is an orthonormal basis of )(2 RL . 

 

The properties above provide the regularity (a), the localization (b) and the 

oscillatory (c) requirements for the wavelet. The localization of the mother wavelet 

appears as compact support, and the oscillatory condition implies, that all the 

moments of order mk ≤ are zero.” [24] 

The discrete wavelet transform is often used for the calculation purposes: 

“In the wavelet case, the basis functions φ  are translates and dilations of one mother 

wavelet. This will lead to a filter bank implementation of the discrete wavelet 

transform.” [24] 

In our study we used the digital implemetation of the biorthogonal based wavelet 

compression. 

 

4.2. Mean Filtering 
 

The algorithm of this filtering is following: 

After applying this filter, pixel value of each point in the spatial domain of the 

two-dimensional image is replaced by the result of averaging pixel values of the 

neighboring points. This filter belongs to the class of lowpass or smoothing filters. 
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(1+2+1+1+9+1+1+1+1)/9=2          

 

The size of the window defines how many neighboring pixel values are used to 

calculate desired one. [25] 

 

4.3. Median Filtering 
 

Median filter algorithm works in the following way:  

Defining the size of the window like in the previous method we specify the 

number of neighboring points to be considered. In this filtering technique neighboring 

values are sorted and the median value is chosen. So, if we have the window of the 

following size 3×3 then the 5th largest or smallest value will replace the central pixel. 

The algorithm is applied to all pixels of the image. 

 

 

   1, 2, 2, 4, 5, 6, 6, 6, 9  

 

               → 

 

This filter is used when the need to smooth noise with spikelike values exists. [25] 
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4.4. Laplacian of Gaussian Filtering 
 

This algorithm assumes to use the following mask: 

 

0 0 -1 0 0 

0      -1 -2 -1 0 

-1 -2 16 -2 -1 

0 -1 -2 -1 0 

0 0 -1 0 0 

 

 

In spatial domain pixel’s neighboring block of 5×5 size is multiplied with the 

mask-matrix element by element. Elements of the result are summed and divided by 

the size of the mask, i.e. 25. Achieved value is assigned to the desired pixel. This 

procedure is performed through all the pixels of the host image. [25] 

 

Result of the algorithm distinguishes possible edges in the image. So, applying 

this algorithm, the edges of the embedded watermark might be found.  

 

4.5. ICA Attack 
 

Also, the ICA algorithm can be considered as an attack. The one who wants to 

remove watermark can try to distinguish a watermark from the image. As it was 

mentioned before, the ICA algorithm tries to separate components of assumed linear 

combinations of signals. Having the watermarked image, it is possible to use 

components of the spectral domain or transformed spectral domain as source for the 

ICA. In case of such actions, the watermark should be invisible and should resist 

extraction attempts.    
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Figure 3 An ICA attack scheme 
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5. Detection of a watermark using ICA 
 

One can need to detect a watermark within some spectral image due to the two 

reasons: 

- Hostile purposes 

For the hostile purposes an ICA attack mentioned in section 4.5 is used. 

- Friendly purposes 

The ICA can be regarded as a detection technique. The whole procedure looks 

pretty similar to the watermark extraction one, but the initial data, which we know, 

differs. In the case of the watermark extraction - we have the original image and an 

entire embedding knowledge such as input parameters and obtained by means of the 

PCA transform eigenvectors database or just eigenvectors database. In case of the 

detection we have almost nothing – no knowledge about the embedding method or 

any useful data except original image. 

 

In this study, we proposed the next approach: 

 

Data set for this approach is the original image and watermarked one. Using as a 

base these facts we can try to detect whether watermark is emedded or not. The main 

advantage of this approach is following – we don’t have to know the method of the 

watermark embedding. The ICA algorithm is applied to all bands of these images, 

and by result images we obtained we make a conclusion .  

 

 
 

Figure 4 Detection scheme (“friendly” case) 
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6. Watermarking spectral images 
 

This section describes experiments, which were carried out during this study. 

Experiments were realized by means of the Matlab®. Watermarking techniques 

applied to several different spectral images were performed (see Fig. 6). 

a)                 b)                 c)   

 

 

 

 

 

 

 

 

 

   d)       e) 

Figure 5 Set of spectral images used for the  experiments: a) naisen kasvot b) nainen lukee c) 
young girl d) sun girl e) old lady 
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These images were obtained from Department of Computer Science of the 

University of Joensuu. Every image has 81 components in spectral domain. Spatial 

sizes of images are different. Pixel values of tested images were normalized to values 

from 0 to 1. Experimental results for the different images, various parameters and 

methods were compared. 

 

6.1 Comparison of methods 
 

 

In this section we will have a look through the various sets of embedding parameters 

and a method, which was used previously. 

 

6.1.1 Embedding: 
 

As it was mentioned above, we did the PCA transform first, after that we 

embedded watermark and compared qualities of the images after reconstruction. For 

the quality measurement we used the Peak-Signal-to-Noise Ratio, which can be 

calculated in the following way: 

                                           WME
xymsPSNR

2

10log10=                                            (4) 

where EWM is the energy of difference between the original image and the 

watermarked one. Parameters x and y are spatial sizes of the image, m is a spectral 

size, s is the peak value of the original image. The correlation coefficient was used for 

image quality measurement as well. Following equation describes the way it can be 

calculated:  

                   
))()()((

))((

2
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2
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____

∑∑∑∑
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−−

−−
=
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mn

m n
mn
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BBAA

BBAA
CC                    (5) 

where A and B are images to be correlated. The A and B images are represented as 

two-dimensional matrices. The correlation coefficient can be calculated for the 

spectral images performing original data reorganization into the two-dimensional 

matrix. The value of correlation coefficient CC is between –1 and 1, where the border 

value equal to 1 means the similarity of these images. 
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The choice of components to embed watermark 

 

First of all, we should choose numbers of components to perform component and 

watermark mixing. For these purposes we made following calculations (α1 = α2 = 1, 

see Eq. 1):  

 
             band(n) 

 band(m) 1 2 3 4 5 6 7 8 9 10 
1 19,69 2,665 5,742 4,716 4,868 5,047 5,048 5,04 5,027 5,069
2 5,261 19,69 16,284 20,064 19,554 18,896 18,893 18,923 18,974 18,818
3 9,419 9,396 19,69 15,159 15,705 16,372 16,375 16,347 16,297 16,457
4 8,03 11,351 26,026 19,69 20,546 21,728 21,733 21,682 21,594 21,884
5 8,235 11,033 24,885 18,805 19,69 20,725 20,73 20,684 20,604 20,865
6 8,479 10,674 23,577 17,948 18,717 19,69 19,683 19,642 19,57 19,804
7 8,48 10,673 23,582 17,948 18,717 19,679 19,69 19,642 19,57 19,804
8 8,47 10,688 23,641 17,984 18,756 19,723 19,727 19,69 19,613 19,849
9 8,452 10,714 23,736 18,044 18,823 19,797 19,801 19,759 19,69 19,924

10 8,509 10,632 23,431 17,852 18,613 19,563 19,568 19,527 19,456 19,69
11 8,493 10,656 23,518 17,907 18,673 19,63 19,634 19,593 19,522 19,755
12 8,505 10,638 23,455 17,867 18,629 19,582 19,586 19,545 19,474 19,706
13 8,442 10,729 23,79 18,079 18,86 19,838 19,843 19,801 19,728 19,966
14 8,468 10,692 23,653 17,992 18,765 19,733 19,737 19,696 19,623 19,859
15 8,471 10,687 23,636 17,981 18,753 19,72 19,724 19,683 19,61 19,846
16 8,487 10,664 23,549 17,926 18,694 19,654 19,658 19,616 19,545 19,778
17 8,498 10,648 23,493 17,89 18,654 19,609 19,613 19,572 19,501 19,734
18 8,471 10,686 23,633 17,979 18,752 19,718 19,722 19,68 19,608 19,844
19 8,482 10,67 23,573 17,942 18,71 19,672 19,676 19,635 19,563 19,797
20 8,483 10,67 23,573 17,941 18,71 19,672 19,676 19,635 19,563 19,797

Table 1. PSNR values for the watermarked Young Girl image in Db (n=1..10). 
 

These tables describe embedding procedure using Eq. 1. In these experiments we 

assume that number of PCA-achieved components is equal to 20. The larger numbers 

are insignificant, because they lead noises wtihin the watermarked images, i.e. quality 

of watermarked image decreases .  
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           band(n)     
 band(m) 11 12 13 14 15 16 17 18 19 20 

1 5,057 5,066 5,02 5,038 5,041 5,053 5,061 5,041 5,049 5,049 
2 18,863 18,831 19,003 18,932 18,924 18,88 18,848 18,923 18,892 18,892 
3 16,411 16,445 16,27 16,341 16,35 16,396 16,426 16,352 16,383 16,383 
4 21,8 21,862 21,547 21,674 21,691 21,773 21,828 21,694 21,75 21,751 
5 20,79 20,846 20,561 20,676 20,691 20,765 20,815 20,694 20,745 20,745 
6 19,737 19,786 19,531 19,635 19,648 19,714 19,759 19,65 19,696 19,696 
7 19,737 19,787 19,531 19,635 19,648 19,715 19,759 19,651 19,696 19,697 
8 19,781 19,831 19,575 19,679 19,692 19,759 19,804 19,694 19,74 19,741 
9 19,855 19,906 19,647 19,752 19,765 19,833 19,878 19,768 19,814 19,814 
10 19,62 19,67 19,417 19,52 19,533 19,598 19,643 19,535 19,58 19,581 
11 19,69 19,737 19,483 19,586 19,599 19,665 19,71 19,602 19,647 19,647 
12 19,639 19,69 19,435 19,538 19,551 19,617 19,661 19,553 19,599 19,599 
13 19,897 19,948 19,69 19,793 19,807 19,875 19,92 19,809 19,856 19,856 
14 19,791 19,841 19,584 19,69 19,702 19,769 19,814 19,704 19,75 19,75 
15 19,778 19,828 19,571 19,675 19,69 19,755 19,8 19,691 19,737 19,737 
16 19,711 19,761 19,506 19,609 19,623 19,69 19,734 19,625 19,67 19,671 
17 19,666 19,716 19,462 19,565 19,578 19,644 19,69 19,581 19,626 19,626 
18 19,776 19,826 19,569 19,673 19,687 19,753 19,798 19,69 19,735 19,735 
19 19,73 19,779 19,524 19,628 19,641 19,707 19,752 19,643 19,69 19,689 
20 19,729 19,779 19,524 19,627 19,641 19,707 19,752 19,643 19,689 19,69 

Table 2. PSNR values for the watermarked Young Girl image in Db (n=11..20). 

  
 

          band(n)     
 band(m) 1 2 3 4 5 6 7 8 9 10 

1 19.710  5.146  5.969  5.774  5.627  5.730  5.763  5.721  5.714  5.762 
2 8.182 19.710  21.777  20.986  20.371  20.832  20.970  20.791  20.761  20.974 
3 9.218  15.655  19.710  18.630  17.972  18.443  18.592  18.401  18.369  18.594 
4 8.993  16.332  20.727  19.710  18.931  19.459  19.626  19.411  19.375  19.629 
5 8.815  16.853  21.637  20.482  19.710  20.261  20.443  20.209  20.170  20.446 
6 8.939  16.491  21.004  19.913  19.160  19.710  19.874  19.653  19.616  19.877 
7 8.978  16.382  20.818  19.746  19.004  19.537  19.710  19.489  19.453  19.709 
8 8.929  16.525  21.066  19.968  19.210  19.756  19.929  19.710  19.670  19.932 
9 8.920  16.550  21.110  20.008  19.247  19.795  19.969  19.746  19.710  19.971 
10 8.978  16.382  20.817  19.745  19.004  19.537  19.706  19.489  19.452  19.710 
11 8.954  16.450  20.935  19.851  19.102  19.641  19.812  19.592  19.555  19.814 
12 8.932  16.516  21.050  19.954  19.197  19.742  19.915  19.693  19.655  19.917 
13 8.960  16.436  20.910  19.829  19.081  19.619  19.789  19.570  19.534  19.792 
14 8.943  16.484  20.994  19.904  19.150  19.693  19.865  19.644  19.607  19.867 
15 8.944  16.482  20.991  19.900  19.147  19.689  19.861  19.641  19.603  19.864 
16 8.952  16.458  20.950  19.864  19.114  19.654  19.825  19.605  19.568  19.827 
17 8.955  16.451  20.937  19.852  19.103  19.642  19.813  19.594  19.557  19.816 
18 8.953  16.456  20.946  19.861  19.110  19.650  19.821  19.602  19.565  19.824 
19 8.949  16.466  20.963  19.876  19.125  19.665  19.837  19.617  19.580  19.839 
20 8.948  16.469  20.968  19.880  19.129  19.669  19.841  19.621  19.584  19.843 

Table 3. PSNR values for the watermarked Naisen Kasvot image in Db (n=1..10). 
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           band(n)   

 band(m) 11 12 13 14 15 16 17 18 19 20 
1 5.743  5.724  5.747  5.733  5.734  5.741  5.743  5.741  5.738  5.738 
2  20.888  20.805  20.906  20.846  20.849  20.878  20.888  20.881  20.869  20.865 
3  18.502  18.415  18.522  18.458  18.461  18.492  18.502  18.495  18.482  18.478 
4  19.525  19.427  19.547  19.475  19.479  19.514  19.525  19.517  19.502  19.498 
5  20.333  20.226  20.357  20.279  20.282  20.321  20.333  20.324  20.308  20.304 
6  19.770  19.669  19.793  19.719  19.722  19.758  19.770  19.762  19.747  19.743 
7  19.604  19.505  19.627  19.554  19.557  19.593  19.604  19.596  19.581  19.577 
8  19.825  19.723  19.848  19.773  19.776  19.813  19.824  19.816  19.801  19.797 
9  19.864  19.762  19.887  19.812  19.815  19.852  19.864  19.855  19.840  19.836 
10  19.604  19.505  19.626  19.553  19.557  19.592  19.603  19.596  19.581  19.577 
11  19.710  19.608  19.731  19.657  19.661  19.697  19.708  19.700  19.685  19.681 
12  19.810  19.710  19.833  19.759  19.762  19.798  19.810  19.802  19.787  19.783 
13  19.687  19.586  19.710  19.635  19.639  19.675  19.686  19.678  19.663  19.659 
14  19.761  19.660  19.783  19.710  19.713  19.749  19.761  19.752  19.737  19.733 
15  19.758  19.657  19.780  19.706  19.710  19.746  19.757  19.749  19.734  19.730 
16  19.722  19.621  19.744  19.670  19.674  19.710  19.721  19.713  19.698  19.694 
17  19.710  19.610  19.733  19.659  19.662  19.698  19.710  19.702  19.686  19.682 
18  19.718  19.618  19.741  19.667  19.670  19.706  19.718  19.710  19.695  19.691 
19  19.733  19.633  19.756  19.682  19.686  19.721  19.733  19.725  19.710  19.706 
20  19.737  19.637  19.760  19.686  19.690  19.726  19.737  19.729  19.714  19.710 

Table 4. PSNR values for the watermarked Naisen Kasvot image in Db 
(n=11..20). 

 

In our case we used α1 and α2 equal to 1, those are rather rough and strong 

parameters for the embedding system – as a result PSNR values are low, but being 

based on these tables it is possible to decide which components will be used for future 

calculations and goal of these calculations is to determine best n and m 

combinations. Image quality is rather bad due to strong influence of the embedding 

parameters. The highlighted areas of tables present optimal components combinations 

for watermark embedding. The diagonal highlighted elements accord to the case 

when n is equal to m, i.e. component of transform domain replaces itself with added 

watermark information. The horizontal and vertical highlighted areas cover the 

regions of the best embedding. As mentioned in [2] and [19], preferably watermark 

should be embedded into midrange frequencies – in frames of our task it means that 

the most part of energy contains in the first components of the PCA transform domain 

and watermark addition will essentially distort original image. Another moment is 

that it can be easily replaced from the last components – so, horizontal and vertical 

highlighted regions accord to results achieved before. 
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The choice of strength coefficients 

 

The next step of investigating embedding system is to define a set of suitable 

strength parameters.  

 

With this goal we did following 2 experiments for different images (0.1 ≤α1≤1 , 

0≤α2≤0.2): 

 

Figure 6 Strength Coefficients Dependencies for Naisen Kasvot image (n=m=3). 
 
Comparison of Fig.7 and Fig.8 shows us values for the strength parameters, α1 and α2. 

The quality of the obtained image is reflected on these plots. The good result for this 

image is more than 40 dB – so we can make recommendation for α1 and α2. 
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Figure 7 Strength Coefficients Dependencies for Old Lady image (n=m=3). 

 
  

Being guided by this information, we can make recommendation such that values of 

α1 should be larger than 0.6 and values of α2 should not exceed 0.1.At the same time, 

we should keep in mind that these values have an influence on the extraction 

procedure. 

 

We compared proposed methods with already existing ones. 

From Figure 9. we can see that new method works better than the one considered  in 

[5]. 
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                    a)                                                                               b) 

Figure 8 Comparison of the methods: a) old method, b) new one ( note different 
scales ) 

 

6.1.2 Extraction 
 

There are several possible ways for the watermark extraction exist. Each of them 

depends on the parameters which owner has to extract watermark. For example, we 

can have eigenvectors database, which we kept for the reconstruction purposes, 

original image, embedding parameters, so procedure of extraction uses Eq. 3. In this 

case, result of extraction is the original watermark. But these requirements are too 

high. To reduce them we can use the ICA algorithm instead of backward formula. For 

calculations we used JADE realization of the ICA algorithm. In this case we extract 

watermark by applying ICA to corresponded badns of the PCA transform domain of 

the original and watermaked images, i.e. only eigenvectors database is kept. You can 

see illustrations for these approaches below: 
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Figure 9 The backward formula and ICA extraction algorithms comparison 

(Correlation coefficients between original and obtained watermarks, take into 
account a small scale)  

  
The quality differs by value of 0.6-0.7% (see Fig. 10): so let us try to apply both 

methods. 

 

Below, we can see an attacks influence on the watermarked image, it will reduce a 

quality of the extracted watermark.   

 

6.2. Experimental attacks 
 

The attacks using spectral image compression were performed in first turn. 

 

A structure of the experiment is described below: 

 The PCA transform is performed. After that spatial domain was compressed by 

wavelet transforms. The watermark was embedded as described in eq. 1 with α1 = 

0.7, n = m = 3. We used biorthogonal wavelet transform. The built-in Matlab® [26] 
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functions wavedec2 and wrcoef2 have been applied. The both extraction methods are 

used for watermark revealing. 

 

 

Figure 10 Using ICA and Backward formula for watermark extraction after 
wavelet compression (Sun Girl Image, Correlation coefficients between original 

and extracted watermarks)  
We should mention that the image was compressed by the PCA algorithm as well.  

We can describe these results as following: 

- Compression ratio, increased with the decomposition level, will lead to the 

watermark removal (each level accords to 1/2n compression ratio)   

- The ICA extraction for the case of compression attack works better than 

backward formula extraction. 

 

The next step of the attack experiments was to apply various filters to the 

watermarked image. The filters were applied to components of the watermarked 

image and to components of the reduced spectral domain as well. 

 

On Figure 12 we can see the result of the median filtering, it was applied to the 

reduced spectral domain (α1 = 0.7, n = m = 3 ) 
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Figure 11 Using ICA and Backward formula for watermark extraction after 
median filtering (5x5 window)(Young Girl and Sun Girl Images, Correlation 

coefficients between original and obtained watermarks) 
 

 
In Figure 12, we can see the results of the median filtering (with 5x5 window), 

and it was applied to the original spectral domain of the watermarked image. The 

both extraction methods are used for watermark revealing. From this plot it is obvious 

that the ICA and backward formula extraction are working approximately the same. 

The watermark is robust to median filtering with the α2 approximately equal to 0.1. 
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Figure 12 Upper row:  left) Median Filtered third band of PCA reduced 
watermarked image right) Third band of PCA reduced watermarked image. 

Lower row: Results of the ICA. (Sun Girl α1=0.7, α2=0.1, m=n=3) 
 
 

Next, we applied the mean filtering with the 3x3 window to watermarked images. 

And tried to extract watermark using both methods. Then we compare extracted 

watermark with the original one. Results are presented below. See Figure 14: 
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Figure 13 Watermark extraction from mean filtered (3x3 window) image. Both 
extraction methods applied. (Correlation coefficients between original and 

obtained watermarks) 
 

From this plot it is obvious that everything strongly depends on the image, i.e. 

every single image has his own color content and lines shape.  

For different images extraction methods are working in a different way. 

Analogously to the case of median filters, the watermark is robust to mean filtering. 

 

The one way to detect watermark is to find its edges – some filters distinguishing 

edges can be applied: 

 

We applied Laplacian of Gaussian filter to each band of the watermarked image. 

The resulted и bands are compared with the original watermark. Figure 15 describes 

this experiment (α1 = 0.7, α2 = 0.1, n = m = 3) . 
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Figure 14 Laplacian of Gaussian Filter was applied to every band of 
watermarked image. α1=0.7, α2=0.1, n=m=3  

 

We can say that the watermark cannot be detected using Laplacian of Gaussian 

filter for these parameters values. Value of correlation coefficient on this figure is 

quite low. 
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An ICA attack:  
 

The idea of an ICA attack is very simple. As it was described in section 4.5, we 

don’t need anything special but only watermarked image. As it is evident from 

Figure. 4, to implement this attack we should have only a watermarked image: input 

data for the ICA algorithm is two neighboring bands in reduced spectral domain. An 

exact numbers of bands to be processed are arbitrary( α1 = 0.7, n = m = 3 ). 

 

 

 

 

As we can see on the Figure 16, results of applying ICA algorithms are not very 

clear. So, the watermark is robust to the ICA attack, or by the other words - we have 

to greatly increase influence of the watermark to detect it, but it will lead to 

deterioration of the image quality. 

Figure 15 The results of applying the ICA algorithm to different bands of the 
watermarked image (Correlation coefficients between original and obtained 

watermarks) 
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7. Detection of a watermark by ICA 
 

 

The watermark detection was performed in following way: 

 

Hostile detection. 

 

It has another name An ICA attack and was described above. 

 

Friendly detection. 

 

The watermark is detected by applying the ICA algorithm to all equivalent bands 

of the watermarked and original image. The correlation coefficient was calculated 

between result images of the ICA algorithm and original watermark. The corrcoef 

function of Matlab® [26] was used. 

 

From the Figure 17, we can say – it is possible to find such bands that the 

watermark will be detectable.  

 

The main advantage of this approach is following:  

 

For the detection we did not use embedding system parameters and needed data – 

consequently, we know nothing about the embedding system, how it was embedded. 
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Figure 16 Nainen Lukee Image: Bands of the watermarked image and original 

were undergone to the ICA algorithm. 

 
Figure 17 Upper row: Third bands of the original and watermarked images. 

Lower row: Results of the ICA. 
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8. Conclusions 
 
8.1 Discussion 
 

Finally, we can say following: 

 

For watermark embedding – the system proposed in the beginning of the Master’s 

Thesis requires a lot of input data. Initial parameters are very important for the 

embedding results. Based on the fulfilled researches and with respect to human visual 

system (HVS) factor we can make recommendations. If the original image and gray-

scale watermark are normalized to the values from range 0..1, then strength 

coefficients for mixing within the PCA domain should be following: 0.7<α1<1, 

0.07<α2<0.12. It is obvious from the results of experiments, particularly from the 

Figures 7 and 15. 

 
 The watermark should be embedded into the midrange frequencies of the reduced 

spectral domain, due to the fact, which tells us that most of the image energy contains 

in the first bands of compressed image and watermark embedding will lead to the lose 

of resulting image quality. Watermark information should not be inserted into the last 

bands, or it was asserted - less informative, a probable reason is easiness of the 

watermark removal. So, the recommendation is to embed watermark into the middle 

part of reduced PCA domain (In our case n = m = 3 were the optiimal combinations). 

 

For the extraction – Two extraction methods were proposed.  

 

The both of them it is possible to say, that they are working pretty good. 

Comparing each other, the Backward Formula approach works insignificantly better, 

but when various filters are applied – the ICA can produce more accurate results. 

 

Various attacks were applied to the watermarked image. In the most cases the 

watermark stays robust against them – the range proposed for the α2 defines the 

embedding system where robustness is good and where is not. 
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For the detection  – The ICA algorithm is suitable. 

 

The ICA can be used to detect the watermark with friendly purposes and with 

hostile purposes as well. The main advantage is that the method does not depend on 

the embedding system or method. 

 

The influence of the image content is great, i.e. for the different images we can 

obtain different results. So, every procedure of the watermark embedding must take 

into account the individual properties of the image. 

 

 

8.2 Future goals 
 

 

A lot of researches for the watermarking were made. A large number of good 

embedding systems were proposed, but still every system can be improved.  

 

In our study, an efficient system for watermark embedding-extraction was 

proposed, but as it was mentioned before, everything strongly depends on the image 

contents. So, a certain topic was not discussed yet, but as possible future research we 

can make investigation of the dependencies on the image contents. As a particular 

case or an alternative way, probably it is possible to find similar areas for the 

watermark embedding in the spectral images and analyze their characters. 
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