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any knowledge of the user’s identity. As application layer protocol was chosen HTTP,
which allows this system to deliver information to most users using wide variety of

terminal devices.

The system works as an extension to interception web proxy, that consults various
databases to decide whether some information needs to be delivered or not. The system
also includes simple software for locationing of users, with precision of single access
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Chapter 1

Introduction

Wireless local area networks (WLAN), based on IEEE 802.11b standard, are commonly
used for several years already. The most common use is to extend or replace wired
networks in offices or homes. Wireless networks are preferred over wires for their easy
installation and moving to new premises. Transmission speed (11 Mbit/s) is good for
end user stations, price affordable, and coverage (few hundred meters) is sufficient for
office use. Details about wireless LANs and IEEE 802.11 standards can be found in [1].

Another area of common use for WLAN is connecting two separated networks via wire-
less point-to-point link. With directional antenna, WLAN can build links even few
kilometres long. Of course, direct visibility is necessary for good connection. WLAN
operates in 2.4 GHz band that does not handle obstacles very well.

However most wireless networks are private, not public. Public wireless networks have
appeared in last few years. Most of them at airports, hotels and shopping malls. These
so-called hotspots offer Internet connectivity for visitors. Connection is paid either as a
part of other service (hotel room, or frequent flyer service) or by extra payment at the
place. Prices are clearly targeted at business users. (Tourists do not carry notebooks

with WLAN card around much nowadays.)

Other approach are community networks [2] built by volunteers or non-profit organi-
sation. These networks offer local connectivity, but Internet access must be arranged
by other means, either individually or by some third party connected to community
network and providing Internet access for a fee. Such networks may need to have a
way to inform all users about important network related issues, like upcoming network



CHAPTER 1. INTRODUCTION 8

maintenance, temporary outages or new services. Also location based information such
as interactive maps, timetables and advertisements may be beneficial for the network.
As the network can be open to many users, administrators may not know each users e-
mail to inform them, moreover users may decide not to give administrators their e-mail

address in fear of spam.

Research presented in this thesis, provides a way how to deliver, or “push”, information
to network users. Example implementation uses HTTP and interception web cache
[3] to deliver location based advertisements. Users moving around the network get
localised information according to their position. For example in vicinity of theatre,
tonight programme is shown, nearby restaurant may advertise its menu of the day,
railway station can display actual train timetables, etc. Deploying of this technology in
public wireless networks may attract more companies to join the network and sponsor
building of more access points, as they will have more customers attracted to their busi-
ness. In addition to location based information, also user authentication for Internet
access is addressed in this thesis.



Chapter 2

Internet and push

technologies

At first place let’s define what is considered a push technology in the scope of this thesis.
Push technology is method to send some information to the user without user’s explicit

request.

Most of Internet protocols are pull technologies. User sends a request to server and
gets requested data in response. Typical examples can be HTTP, Gopher, DNS and
FTP. FTP allows also sending of files from user to server, but it is always initiated by

the user sending or receiving data, not the server.

2.1 E-mail

The oldest and most popular push technology is e-mail. Users receive e-mail without
explicitly requesting them. In other words, the user receiving e-mail has no means of
choosing what and when will be delivered to him in e-mail. Unfortunately this feature
of e-mail has been soon discovered by many people and abused to send unsolicited e-

mail known as spam or junk mail.

This behaviour led to implementation of e-mail filters and mail blacklists. Filters can
automatically discard e-mail coming from known spammers or perform some kind of

heuristic to determine whether particular e-mail may be spam or not. Filters can also
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protect against e-mail worms, but that is out of the scope of this thesis. However best

protection against spam is keeping the e-mail addresses as secret as possible.

E-mail is very useful, even though it is abused a lot. It is one of the few ways how to send
messages to other people when the sender wants. And the sender can be person as well
as machine. It is quite common that Internet servers inform their administrators about
problems, attacks or failures by e-mail or other push technology, for example by sending
short message (SMS) to administrator’s mobile phone. E-mail is also sometimes used by
Internet Service Providers (ISP) to inform their users about important news concerning

their networks.

2.2 Instant messaging

In last few years several instant messaging services appeared on Internet. The first
and perhaps the most popular is Mirabilis ICQ (pronounced as “I seek you”). Others
are AOL Instant Messenger (America OnLine), MSN Messenger (Microsoft), Yahoo!

Messenger, and Jabber.

Unlike e-mail, these technologies are proprietary. Jabber is the only exception being
developed as free software under GNU General Public License. These technologies
allow users to send messages and files to each other in real time. Online users see
received messages on their screens immediately and can respond. Also real time chat
is possible, where messages are transfered immediately as they are written, char by
char or line by line. Some technologies allow also voice communication (a kind of Voice

over IP).

Users can search in “white pages” to find if their friends are registered and can watch
when other users are online. Many of these messengers have gateways to other mes-

saging technologies like e-mail, SMS or competing instant messengers.

Unfortunately spammers are abusing these technologies as well as e-mail. In my opin-
ion any future public push technology will be abused by spammers. These technologies
also invade user’s privacy because other people can watch if they are online.

2.3 WLAN hot-spot differences

Now, let’s think about a WLAN hot-spot open for public use. (Of course with some limi-

tation or payment for connection.) In such a network, the operator does not necessarily
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know the e-mail address or ICQ number of the users. Moreover, user’s may not even

use e-mail or ICQ or anything similar.

Using instant messengers is also very unlikely because of wide variety of incompatible
and proprietary protocols. Special client software is necessary for instant messaging.
Network operator cannot rely on fact, that users will use some of these technologies.

Also users cannot be forced to use instant messaging at all.

In this situation, push technology must be based on protocol that is used by most people
using standard clients on their devices. The most popular protocol used on Internet is
without doubt HTTP, the core of World-Wide Web. But HTTP is traditionally a pull
technology, not push.

To push some content to users via HTTP, it is necessary to intercept their communica-
tion and modify it. So users will not need any special setup of their software, operator
does not need any information about users. Of course, this technology will require spe-
cial network infrastructure to intercept the traffic and deliver some content.

The next chapter analyses different methods of traffic modification and delivery of push

information.



Chapter 3

Analysis of methods of content

delivery

In this chapter several methods of content delivery are analysed. Demo versions of

most of them were created for evaluation purposes.

3.1 Response rewrite

In first demo of push technology all HTTP responses were rewritten on the fly to include
some additional information. Of course, modification was possible only for messages

with content-type: text/html.

Demo version was created using free WWW-proxy software FilterProxy [4], which was
originally designed as a personal proxy. Its main purpose is to filter out unwanted stuff
like advertisement banners, JavaScript [5], cookies or to improve the appearance of
poorly designed webpages by removing small fonts or blinking headings. FilterProxy
is written in Perl [6] and takes full advantage of Perl regular expressions to find out

where to apply particular rules.

For the purpose of content delivery a simple rule was written. It is adding a piece of
HTML [7] code right behind the <BODY> tag. This code included banner image and link
to project’s webpage. The FilterProxy rule follows:

12
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rewrite tag <body> as
<body>
<center>
<a href="http://www.it.lut.fi/comlab/wlan/indexes.html">
<img src="http://www.it.lut.fi/comlab/wlan/wlanl.jpg">
</a>
</center>

<hr>

The problem is that FilterProxy does not have an insert rule so it is necessary to rewrite
the whole <BODY> tag, thus losing all its attributes like background colour, image or text
colour, unless they are defined in style sheet.

After setting the browser to use FilterProxy, some unexpected behaviour was experi-
enced. Due to the way the filter works, the banner appears in every frame shown by
browser. This is fine when there are just a few clearly determined frames. Unfortu-
nately many web designers (including our project webmaster) use frames in abundance
for visual aligning of text pieces. Normally these frames are not seen but delivered
content shows where they are and totally destroys the precise page layout. As an ex-
ample of this unwanted effect, two screenshots of home page of town of Lappeenranta
are included as figures 3.1 and 3.2.

Another strange effect was that many advertising banners have been replaced by our
own. Quick look into the source code of affected pages revealed that they were included
as inline frames using <IFRAME> tag. Therefore they come in form of a short HTML page
that was, of course, rewritten by the FilterProxy rule.

It is almost impossible for proxy to know whether particular page is a part of mul-
tiframe web page, so this technique cannot be much improved. Moreover modifying
other people’s web pages and distributing this modified content might violate copyright

law.

3.2 Pop-up windows

JavaScript offers the possibility to create additional browser windows with arbitrary
content and configurable appearance. Many web-servers use JavaScript to create “pop-
up” windows with advertisements. This was considered as another possibly useful tech-

nique.
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This method is very similar to the previous one. It was needed to rewrite the HTTP
responses to include a piece of JavaScript code that shows our pop-up window. This
was accomplished using this FilterProxy rule:

rewrite tag <head> as
<head>
<script>
banner=window.open("http://www.lut.fi/ kurz/school/DT/Banner.html",
"banner", "width=400, height=100");
banner.focus();

</script>

The JavaScript code is then executed when pages are loaded by web browser. If the
pop-up window already exists, it is just focused, i.e. made visible on top of all other
windows. It must be noted that the file Banner.html must be accessed without filtering.

Otherwise the browser could run into infinite recursion.

This approach has several advantages when compared to previous method of rewriting
the HTML code:

e It does not modify the appearance of downloaded web pages. Even if the page

consists of multiple frames, only one pop-up window is shown.

e Rewriting the <HEAD> tag is much less problematic than rewriting <BODY> tag,

because it is commonly used without any attributes.

However there are also disadvantages:

e Users can easily get rid of the pop-up window by switching off JavaScript support

in their browser.

e There are still browsers that do not support JavaScript at all, especially those on

PDA devices cannot show pop-up windows.

e Different browsers have different bugs that make JavaScript less portable.

At last the same legal problem appears as with the previous method — distributing

modified content, that can be considered as copyright violation in some circumstances.
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3.3 Redirect with frames

This method was inspired by several free web hosting services. They do not require
users to put banners on their sites. Instead they add a small frame at the top or bottom

of the page that includes the advertisements.

Usually they do it so that the users’ home pages have official address in the form of
http://user.free.web/ where a page defining two frames is stored. One of the frames
then contains advertisements, the other one points to real home page address that is
something like http://pages.free.web/ user/. By direct access to the later address
one can easily get rid of the advertisements.

As we cannot affect the addresses of all pages on Internet, we have to find another
way. We need to redirect only the first page to the frame definition. Then all browsing
continues inside the frame, and the information frame is left intact. First idea was to

use Referer header to detect the beginning of user’s browsing.

3.3.1 Referer triggered redirect

RFC 2616 [8] defines Referer header like this:

The Referer[sic] request-header field allows the client to specify, for the
server’s benefit, the address (URI) of the resource from which the Request-
URI was obtained (the “referrer”, although the header field is misspelled.)
The Referer request-header allows a server to generate lists of back-links to
resources for interest, logging, optimised caching, etc. It also allows obsolete
or mistyped links to be traced for maintenance. The Referer field MUST
NOT be sent if the Request-URI was obtained from a source that does not

have its own URI, such as input from the user keyboard.

According to the above mentioned specification, a FilterProxy module was developed,
that checked whether incoming request had a Referer header. If it had none, the re-
quest was redirected to a frame definition page that included pushed information and
originally requested page. As the pages included in a frame are referred by the frame
definition page, they should have a Referer header and the proxy module would for-

ward them unmodified.


http://user.free.web/
http://pages.free.web/~user/

CHAPTER 3. ANALYSIS OF METHODS OF CONTENT DELIVERY 17

Requests without Referer header were redirected to Framer.shtml with originally re-
quested address as query string. That page defines two frames. One points to our
info-page, Banner.html, the other to originally requested page. The resulting page is
shown on figure 3.3.

Testing this proxy settings revealed that different browsers are not consistent in send-
ing the Referer header. As specified in RFC 2616 it is not sent when the URI is typed on
the keyboard or selected from user’s bookmarks. However RFC does not require send-
ing this header at all. It suggests to give users an option whether this header should be
sent or not. Current practice is that most browsers send it. Some lightweight browsers
do not send it at all. Only Opera allows user to switch Referer header sending on and
off.

Problem is that some browsers do not send Referer header for some special cases when
it could be sent. Example situations of this behaviour are requests for style-sheet files,
background images, flash animations and redirects. Some browsers even did not send
Referer when loading framed pages thus getting recursively redirected by our filter.
This inconsistencies forced us to drop the idea of using the Referer header as a trigger

for redirect.

3.3.2 Access time triggered redirect

As HTTP headers are not reliable and they can be also easily forged by users, an-
other independent way of finding whether pushed information is shown to user, must
be used. One way is to make the pushed information to reload regularly and to mark the
time to some database. Self reloading of web page (for example every minute) can be
accomplished by including this tag into HTML header: <META HTTP-EQUIV="Refresh"
CONTENT="60"> Then this time can be checked and user’s browsing redirected to framer

page if the time is longer than the reload period.

Using a database for storing reload times can be extended to store also authentication,
user location and other necessary stuff. In WLAN hot-spot network the proxy module

could do processing like this:

1. Check if the user is authenticated. If not, show login page.

2. Check if the self-reloading frame reloaded in last minute. If not, show framer
page.
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3. Frame was shown recently, so leave the request unmodified.

However framed approach has also some disadvantages. One is that the browser’s title
bar and URL input box show title and address of the framer page instead of the one
the user is browsing. Thus bookmarking and navigation is complicated. Other issue
is that the banner always occupies some space. For usual laptops or desktops this is
not a problem but handheld devices have really small screens. Some web pages render
really bad on such screens and frame with banner will make the situation even worse.

Furthermore not all browsers support the self-reloading <META> tag.

3.4 Full page redirect

Another easy way of forcing users to see some information is to redirect their HTTP
requests to some other page that contains the information we want them to see. Of
course, we have to allow users to browse WWW, so we cannot redirect every request.
Good place to put the push information is for example a login page (if it exists). In case
of our test network, users are already being redirected to login page where they have to
authenticate before using Internet connection, so this seems easy to do.

This may not be feasible solution, as pushed information has to appear independently
of user authentication. User authentication is valid usually for several hours, while we
may want pushed information to show with period of several minutes or irregularly.
This is also because we want the pushed information to be location sensitive. For loca-
tion based information, the redirection can be triggered also by sensing the location of

users and redirecting the traffic only if their location has changed.

For this method popular open-source web cache Squid [9] was used. It is widely used,
actively developed, freely available and freely modifiable. Squid has implemented in-
terface to redirector. Redirector is a program that takes URL, source IP and HTTP
request method on input and returns (possibly different) URL. Squid can be configured
to consult a redirector prior to satisfying a request. Redirectors are commonly used
to extend Squid’s access control lists. Anyone can write redirector that does arbitrary

processing to determine the return value.

Squid usually fetches documents from the changed URL and returns them to clients
instead of originally requested data. FilterProxy module from previous section did the

same. This lead to confusion of some browsers, when they had cached the framer page,
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believing it to be the requested data, and ended up in infinite recursion. Squid redi-
rectors can indicate permanent or temporary redirection to clients by returning HTTP
response 301 (Moved Permanently) or 302 (Found) instead of just fetching different

document.

This method was implemented as a special redirector for Squid that checks users last
and current position and determines which information page shall be shown to the user.
Location of users was detected using locationing software developed by Antti Seppéanen
as a part of his MSc. thesis [10]. The redirector process works as follows:

1. Read and parse the HTTP request
2. Ask locationing server (using XML-RPC) for user’s location
3. Query SQL database for last user’s location

4. If the two locations are different, write new location to database and redirect

user’s browser to information (advertisement) page.

5. If the locations are same or user’s location is unknown let the request intact.

SDL diagram for the above algorithm is shown on figure 3.5. The data flow is described
on figure 3.4. Ovals denote processes, disk icon is database table, thin lines show the
direction of data flow, thick dashed lines show the redirection of HTTP requests.

This redirector could also access database of authenticated users and redirect to login
pages if necessary. For non-mobile users that are using only one access point or wired
connection, redirector can also check the last time of redirection and push the informa-

tion page occasionally, for example once a day or so.

Drawback of this method is that user’s location is being searched during every single
request, i.e. when one Web page is downloaded, the locationing will be done several
times, once for each included image. Thus for this method it is absolutely necessary
to have fast locationing service, preferably in form of database where current locations

are stored and updated when users move and reassociate with different access points.

Another problem might be user that is moving around while accessing Internet, i.e.
traveller in a bus or taxi. Such user can be changing access points so often that the
redirection to info pages would make web browsing practically impossible. On the other
hand this method gives us the opportunity to make customised information pages for
different browsers, especially with respect to limited display size. After considering all
methods from this chapter, decision was made to implement this one, because it is the
most portable and flexible method.
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Figure 3.5: Squid redirector (demo) — SDL diagram
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Chapter 4

Implementation of content

delivery system

This chapter descri