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Tama tutkimus keskittyy Vendjan kryptografian standardeihin ja niiden toteutukseen
sertifioiduissa tuotteissa. Tdssd tydssd myoOs pohditaan menetelmid, jotka parantavat
suorituskykyd. Tutkimus jatkuu turvallisuuspalveluiden toimittajien vertailulla niitten
saadun sertifikaattimddrdn perusteella. TAm& auttaa arvioimaan Vendjdn nykyistd
markkinatilannetta. Sen lisdksi tyossd kuvataan venéldisten algoritmien integraatiota TLS-,
PKI- ja IKEvl-protokolleihin. Tavoitteena on protokollien yhteensopivuus erilaisiin
tuotteisiin. Diplomity6téd jatketaan tutkimalla IKEv2-protokolan integroinnin vaatimuksia.
Lopuksi diplomity0ssé todetaan, ettd venéldiset algoritmit ovat turvallisia ja standardisointi
auttaa ulkomaisia yrityksid saamaan tarvittavat sertifikaatit.
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This study focuses on the Russian cryptographic standards and their implementation by the
certified cryptographic products. In addition, this work describes the techniques for
improving performance. The research continues with the comparison of security vendors
on the amount of received certificates. It will inevitably help to evaluate the current market
situation in Russia. The paper also describes integration work of integration Russian
algorithms with the TLS, PKI and IKEv1 protocols. The goal is to achieve compatibility
with other products. The thesis continues by investigating some of the requirements for
integrating of the Russian algorithms to the IKEv2 protocol. Finally, the thesis concludes
by claiming that Russian algorithms are secure to use and that the standardisation will help

foreign companies pass the required certifications.
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