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RFID-tekniikka on radiotaajuudella toimivaa etdtunnistusta, jossa hyddynnetddn RFID-
tunnisteiksi kutsuttuja tageja, sekd RFID-lukijoita. RFID-tekniikan kayttokohteet ovat
erittain lagjat. Tassa kandidaatintydssé tutkitaan RFID-tekniikan
hyodyntdmismahdollisuuksia  teollisuuden huoltopalvelusuhteessa. Tyo  keskittyy
huollettavien laitteiden etdtunnistamiseen mobiileja RFID-lukijoita hyédyntden. Laitteiden
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RFID-technology is an automatic identification technique using radio waves to exchange
data between RFID tags and RFID readers. RFID technology is used in wide area of
applications. In this bachelor’s thesis, the utilization possibilities of RFID technology in
industrial after-sale service are analyzed. The thesis focuses on identifying serviced
machines by using mobile RFID readers. The data associated with the machines is
retrieved from current database using web user interface. Comparison between different
tag types must be made because the machines consist mostly of metal. The effect of
conductive materials such as metal and liquids to the read-range of tags is highly negative.
The study focuses on the design of such system using current research but the actual
implementation of such system is not part of this study. In the end, preliminary design of

the system is presented.
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1 INTRODUCTION

This chapter describes the background and context of the thesis; defines the problem and
key objectives; discusses the scope and limitations of the study and outlines the structure of

this bachelor’s thesis.

1.1 Background

The use of different kinds of AIDC-methods (Automatic Identification and Data Capture)
in industries world-wide has risen considerably over the past decade. Especially different
types of barcodes and RFID-technology (Radio Frequency Identification) have stabilized
their position not only in faster and more efficient stock and process control but also in
maintenance management. Large retailers such as Wal-Mart, Target and Albertsons
already began implementing RFID-systems in their warehouses and distribution centers
back in 2006, in order to improve inventory accuracy and inventory [1]. In conjunction,
global software suppliers such as Oracle, SAP, Microsoft and IBM are accelerating efforts
in order to play a higher role in the RFID business. This network effect is driving the use
of RFID-technology forward and the more people use it, the more valuable it becomes.
That encourages even more people to use it, creating exponential growth. One advantage
of RFID-technology when compared with barcodes or other code carriers is the ability to
store multiple pieces of information on the small RFID-tag and this information can still be
modified or extended [2]. RFID also has the advantage of bulk reading and high resistance

to hostile environments including dust, dirt or vibration [3].

This bachelor’s thesis focuses on the utilization of suitable AIDC-methods in Sulzer Pump
Finland’s customer targets as a part of after-sale service and on integration with the current
identification system. The new system will make use of mobile readers, using either
WLAN (Wireless Local Area Network) or cellular network. RFID will be the identification
technology of choice in this thesis, but other identification methods (such as barcodes) will
be weighed in and considered as well from the usability and economic efficiency

viewpoints. The primary aim of using RFID technology is to reduce the transaction cost of

4



operational processes at the interface between the real worlds and the virtual world [4].
Limitations and drawbacks of RFID will be presented also.

Current internal research and documentation from Sulzer Pumps Finland will be used in
conjunction with more recent researches and solutions. Both customer and supplier side’s
needs will be taken into consideration when producing the requirements specification,

since the final solution has to please both parties.

1.2 Goals and limitations

The main goal of this thesis is to create a new, mobile identification solution for Sulzer
Pumps Finland’s after-sale service targets. No present mobile system exists, although the
current database holding all the needed device information will be used with the new
system. The system should include identification of device or object via mobile reader,
fetching the data from the existing database based on serial number and execution of
certain commands straight from the mobile reader (such as viewing the maintenance
history). No additional information will be stored into to tag, since it leaves an opportunity
for clandestine tracking and inventorying [5] and there is no real benefit for replicated

information being held in the tag in this project.

The present system consists of serial number attached to the device or object in question
and inputting that to a terminal, which connects to the database and outputs the current
information on that particular device or object. Since there is no mobility in this current
system, information collection tends to be tedious and inconvenient which in turn costs
money. The new solution should consist of a mobile reader, connected to the middleware
which in turn is connected to the main database via WLAN or cellular connection. RFID
middleware processes the streams of tag or sensor data from the readers. [6]. Tag type may
vary from location to location, depending on the information required. Passive tags are
ideal when only the static information on device or object is needed, and semi-passive tags
or active tags are used when real-time information is needed. Because RFID tag acts as a

certain type of sensor (identity sensor) it is possible to integrate more sensors into the chip,



such as temperature and acceleration sensors [7]. Unique authentication for customers must
be implemented and data retrieved from the database must be filtered in such way that only

relevant data is presented through the mobile reader to the customer.

The challenges and demands set by the present system must be taken into account and
possible development areas are to be outlined. Data retrieval methods and the actual

identification method and devices must be weighed against other possible options.

This thesis only covers the design of such system, not the actual implementation. The
design will include the definition of demands, basic architecture plan and a suggestive

estimate of cost.

1.3 Structure of the study

The first chapter acts as an introduction, giving background information on the thesis and
lists goals and the scope of this study. It also reveals the structure of the thesis which is
illustrated in table 1. In the second chapter, RFID technology and affiliated concepts are
explained. Security issues concerning RFID technology and system in design are discussed
in chapter three, along with possible attacks and threats. In chapter four the design of
RFID-system is presented. Basic architecture of an RFID system is shown along with the
proposed architecture plan for the designed system. The main system components and

users are also revealed.

Results of this study and further development areas are discussed in chapter five and
finally, a summary of the research is presented in chapter six.



Table 1. Structure of the study.

Chapter # Theme
Chapter 1 Research setting
Introduction Purpose and scope of the study
Chapter 2 RFID technology and affiliated concepts explained
RFID Overview
Chapter 3 Security questions concerning an RFID system
Security
Chapter 4 The design of an RFID system for target environment
System Design
Chapter 5 Findings of the study and future development
Discussion and Conclusions
Chapter 6 Summary of the findings and conclusions
Summary




2 RFID OVERVIEW

RFID is rooted in discoveries made by Faraday during the mid-nineteenth century and
discoveries made between 1900 1940 in radio and radar technologies [8]. It is an automatic
identification method, relying on storing and remotely retrieving data using devices called
RFID tags or transponders [9]. The technology can be used for identification of humans,
animals or objects. Unlike many other identification methods used (such as barcodes)
RFID-identification does not require straight visual contact between the tag and the remote
reader. High-inventory speeds are also a benefit of RFID-system, since multiple tagged

items can be scanned at the same time.

In RFID-system, an antenna emits radio waves generating voltage in the inductor of the
passive tag or triggering the active tag to send data. The transponder chip starts working
with this voltage, uses the inductor as antenna, and sends its ID to the reader antenna in bit-
serial form [2]. Tags can also have their own power source which they use for transmitting
data or for other functions. Tags relying solely on their own power source are called active
tags and tags relying partially on their own power source are called semi-active or semi-
passive tags. The typical RFID data capture architecture using fixed reader can be seen in

figure 1.

Ellectrical Controller
Field e.g. PC

\ . FID
Reader
AntennaW '/
N
RFID

Figure 1. Typical RFID data capture architecture with fixed reader. [2]



2.1 Radio frequencies

Different RFID systems operate at variety of radio frequencies. Each range of frequencies

offers its own operating range, power requirements and performance. Different ranges may

be subject to different regulations or restrictions that limit what applications they can be
used for [10].

Different frequency ranges used with RFID applications can be seen in table 2. The typical

maximum read range for specific frequency range can be seen in table 3.

Table 2. RFID frequency ranges. [11]

Name Frequency range ISM frequencies
LF 30300 kHz <135kHZ
HF 330 MHz 6,72 MHz, 13,56 MHz, 27,125 MHz, 46,680 MHz
UHF 300 MHz - 3 GHz 433,920 MHz, 869 MHz, 915 MHz
Microwave >3 GHz 2,45 GHz, 5,8 GHz, 24,125 GHz
Table 3. RFID read range by frequency. [11]
Frequency | Typical max. read range for passive Some typical applications
tags
LF 50 cm Pet identification
HF 3m Building access control
UHF 9m Boxes and pallets
Microwave >10m Vehicle identification of all sorts

2.1.1 LF (Low Frequency)

Low-frequency systems have proven to be sufficient in certain applications despite their

limited read range. Successful implementations exist in manufacturing, assembly, logistics

and access control [2]. LF tags are usually not expensive. However, LF tags do not allow

bulk reading.




2.1.2 HF (High Frequency)

High-frequency systems allow several transponders to be read at the same time and usually
represent a good compromise between cost and benefit. HF tags are not very resistant to
adverse mechanical and thermal conditions [2] and are significantly affected by conductive

materials [3].

2.1.3 UHF (Ultra High Frequency)

Passive tags using UHF technology reach read ranges up to 9 meters in Genl (First
Generation) tags, and over 10m in Gen2 (Second Generation) tags. Main downsides with
UHF tags are problems with absorption, reflection and refraction [3]. Whereas Genl tags
did not work reasonably well with metal, Gen2 UHF tags have overcome this issue. The

biggest disadvantage for using UHF tags is the relatively high price.

2.2 Tag types

RFID transponders are either active or passive. Passive RFID transponders do not have
their own power supply; the tiny electrical current induced in the antenna by the incoming
RF (Radio Frequency) signal provides enough power for the transponder to send response
[3]. Active RFID transponders, in contrast to that, have their own power source, and may
have longer ranges and larger memories than passive transponders, as well as the ability to
store additional information sent by the transceiver [9]. There also exists a hybrid form, i.e.
semi-active or semi-passive tag. Semi-active tags have their own power supply for the
microchip, but communicate using the power of the field of the reader. [3]. Comparison
between active, passive and semi-active tags can be seen in table 4.
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Table 4. Comparison of Passive, Semi-active and Active tags. [10]

Tag Type Power Source | Communication | Max. Range Relative Cost
Passive Harvesting RF | Response only 10m Least expensive
energy
Semi-active Battery Response only >100 m More expensive
Active Battery Respond or > 100 m Most expensive
initiate
2.2.1 Passive

Passive tags are the cheapest type of tag considering it from the power supply aspect. They
do not contain a battery or other power source and therefore they must wait for a signal
from a reader [6]. They obtain power from the reader using an electromagnetic property
known as the near field. In order to work, the antenna and the tag must be in close
proximity to the reader due to lack of internal power source. The near field takes advantage
of electromagnetic properties and generates a small, short-lived electrical pulse with the

passive tag that can power tag long enough for it to respond [6].

Mostly because they are the cheapest, they also have the highest market value. Their
disadvantages are a rather limited read range (better with Gen2 tags) and limited
functionality. [3] On the other hand since their economic lifetime is not restricted by the

battery life it allows long-lasting service.

2.2.2 Semi-active

Semi-active tags are a hybrid between passive and active tags. They have their own power
source, but they do not rely on it solely. The battery provided power can for example be
used for extra functionality like sensors, while the actual transmission of data between
reader and tag uses the energy harvested from the reader’s signal. By conserving its

internal power, the tag’s battery life can be greatly extended.
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2.2.3 Active

Active tags have their own power source, usually an internal battery. Since they have their
own power source, they can actively transmit and receive on their own, without the near
field of the reader’s antenna [6]. Active tags can communicate over longer distances and
can have more functionality, but have limited lifetime, higher weight and higher price. As

in semi-active tags, additional sensors can be attached.

Comparison between active, passive and semi-active tags can be seen in figure 2.

O

P,
N |<\ | DPasswetag
~N
Reader antenna
Reader

Backend system

Near Field Semi-

(1))
IR
i - &
Reader antenna
J Read

Active tag

Backend system
Near Field

Figure 2. Tag processes.

2.3 Memory

The size of memory of RFID tags can range between single-bit memory up to several
kilobytes.. A very common memory size is 96 bit for storing an EPC (Electronic Product

Code) [3]. Memory technologies in RFID tags can be broken down to four categories.
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2.3.1 Single-bit, read only

The simplest type of tag stores exactly one bit and does not contain a chip [4]. Single-bit
tags can only signal their existence; hence they are used mostly in anti-theft systems where
the sudden disappearance of a tag can cause an alarm. The tags are removed at the point of

sale after transaction.

2.3.2 Read-only with Ull (Unique Item Identifier)

The tags with UlI are assigned unique multibit serial numbers during manufacturing [4].
The serial number is fixed, and cannot be altered after manufacturing. Usually, a database
is used to associate the item number with the tag ID. Because of the flexible association

method and low price, they can be reused and are the most economical tags.

2.3.3 WORM (Write Once, Read Many)

Tags with WORM type of memory are not programmed by the manufacturer, but can be
written once by the user with proper equipment and read over 100 000 times [4]. Once the
data is written into the tag, it cannot be erased. If there is free space available after the data
insertion, usually more data can be added later. Usually they are used to store item and

serial number.

2.3.4 Read/write

Read/write tags have individually writeable storage areas where data can be written and
modified. [4]. User data, handling instructions or process data can be stored in these tags.
Read/write tags also allow data encryption in the tag. As opposed to WORM tags, where
incorrect data entry usually means discarding the tag, read/write tags rewritten multiple
times, thus any errors can be corrected. It is also possible to lock certain areas of the tag’s

memory so that it cannot be erased.
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2.4 RFID Readers

The second component in basic RFID system is the interrogator or reader. Technically
reader units are transceivers (transmitter and receiver) [6]. RFID readers send and receive
data to and from tags. They consist of an antenna along with the required electronic for
communication, a microprocessor for controlling the device, and an interface for
forwarding the data to processing backend system [3]. The antenna can be an integral part
of the reader, or it can be a separate device [6]. RFID readers can be broken down to two
main categories: stationary readers and mobile readers. Stationary readers have a fixed
location and permanent network connection can be presumed [3]. The antenna in stationary
reader is usually separate from the reader, while mobile readers are a combination or
reader and antenna [6]. Mobile readers, in contrast, can be moved around and they can
work without network connection as long as the data is uploaded to backend system at
some point (via docking station or when network connection can be established). Readers
usually contain a system interface, such as an RS-232 (Recommended Standard 232) serial
port or Ethernet jack; cryptographic encoding and decoding circuitry; a power supply or

battery; and communications control circuits [6].

2.5 Middleware

All the data read from tags need to be processed and while some readers possess the
capability for doing this, usually another component is brought into the system: the
middleware. Middleware acts between the backend system and readers, aggregating and
filtering data and providing an open and neutral interface towards the applications [3].
Using middleware, applications can easily cope with older tag and reader technology. The
backend can be a standard commercial database accessed by using SQL (Structured Query

Language), such as MySQL, Oracle, PostgresSQL or similar product [6].
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2.6 Complete system

RFID-system usually consists of tag(s), reader(s), middleware and backend-system. The
system can be modified to some extent, such as reader and middleware being in the same
physical device, or backend system not being even present. In essence, the term “RFID-

system” represents all the hardware and software related to the system.

A minimal system needs a single tag, reader and a computer or similar smart device with
appropriate software. This kind of system is only the bare minimum and is usually not
practical, since any new piece of information must be written to the tag directly.
Depending on the application, security issues may arise, since all the relevant information
is stored into the tag itself.

More practical solution is to implement a backend-system consisting of Web-server and
database. A fictional RFID-system can be seen in figure 4. The RFID reader communicates
with the backend-system via Wi-Fi interface. The access to database can be for example
via internet-browser. A simple way is to implement the interface with PHP (PHP:
Hypertext Preprocessor) which handles the information stored in the database. The system
can be done without browser access and PHP (or similar programming language) but in
this thesis it is the most practical one, since same data must be accessed from different

locations, outside local network.

L o—f—7L—=<
Ja—
Wi-Fi interface W U RFID interface RFID tag
RFID reader Reader antenna
Web-server & Database

Figure 4. A sample RFID-system.

2.7 Standardization

Regulatory standards are useful to all types of business organizations and for governments.
Standards generally can ensure the minimum level of product characteristics such as

quality, interoperability, reliability and safety for the user community. Standards are
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developed and issued by standard organizations and international standards are available

for use worldwide.

The RFID system includes many standards and does not yet have a single universally
accepted standard. Most of the existing and proposed standards deal with the air interface
protocol (such as 1ISO 18000 series and EPC), data content, conformance and applications.

Standardization also ensures interoperability between devices of different vendors [3].

There is a variety of groups defining those standards and regulating the use of RFID
technology. Most well-known are ISO (International Organization for Standardization),
IEC (International Electrotechnical Commission) and EPCglobal. The main bodies
governing frequency allocation in Europe are ERO (European Radiocommunications
Office), CEPT (European Conference of Postal and Telecommunications Administrations),
ETSI (European Telecommunications Standards Institute) and national administrations.

Standardization of tags is not very important to system operation because flexible software
can easily deal with different kinds of tags. However, with standardized equipment no
additional software is required for dealing with different kinds of tags and overall
architectural simplicity with standardized products leads to lower costs.
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3 SECURITY

Attention must be given to data protection and security in RFID applications. Generally,
consumer protection should also be considered, but in this project the labeled objects
remain stationary inside the tag owner’s premises. Systems should always be designed
with security in mind, i.e. security should not be an afterthought but an important design
goal [3]. There are five common security goals in security and privacy respecting RFID
systems, which can be seen in figure 3: maintaining data security, preventing
counterfeiting, preventing illegitimate access, preventing unwanted recognition and

tracking, and coping with denial of service [3].

maintain
data security

prevent cope with
counterfeiting denial of service
prevent prevent unwanted

illegitimate access recognition and tracking

Figure 3. Goals for security and privacy respecting RFID systems [3].

Maintaining data security: “Illegitimate reading of data must be prevented in RFID systems

because the data must be treated confidentially since it may be privacy sensitive” [3].

Maintaining data security can be achieved by storing data within the backend infrastructure
rather than on the tag directly whenever possible. Using tags as identification purposes
only and retrieving the associated information from the backend infrastructure gives more
flexibility since the resource constraints are not as tight as in the tags. This enables the use
of more secure and proven standard security protocols [3]. The only data left on the tag is

the UII or serial number which is useless without the associated data.
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Prevent counterfeiting: An identifier (such as barcode and simple RFID tag emitting its
signal) can be cloned relatively easily. For RFID systems this may cause damage in some
scenarios where counterfeit products are masked as genuine or where an RFID keycard is
cloned, giving the cloned card the same privileges as the real one. In this project the
possible threat of counterfeiting is minimal but could arise as replacing another tag with a
different cloned tag, giving the reader and user false information. Since the factories are
well guarded and only guided tours are allowed, switching securely mounted tags is hardly

a threat.

Prevent illegitimate access: Preventing illegitimate access is closely related to maintaining
data security. Access to stored data should be controlled to ensure data integrity and
privacy. This can be achieved by securing the communication between middleware and
backend system, and requiring authentication before giving access to the stored data.
Restricting modifications to stored data by end-users help to maintain the data integrity.

Prevent unwanted recognition and tracking: Recognition and tracking of objects are core
functionalities of RFID systems. However, when human beings get involved, this
functionality usually becomes an unwanted one for privacy reasons. In this project the tags
stay stationary and mounted on the objects, so this is not an issue.

Cope with DOS (Denial of Service): This goal focuses on the availability of the RFID
system. In ideal case the system should keep running even when attackers try to bring the
service down. However, as it is not possible to prevent all kinds of DOS attacks, the

system should at least provide means to cope with them [3].

Before analyzing possible attacks, potential targets must be recognized [6]. Target can be
the system as a whole, or just a section of it. In general aspect, damage can be caused even
if the underlying database is not affected by manipulating tag data or duplicating the tag.
Objectives of an attack scenario help to determine the type of attack. Attacker could, as an

example, place misinformation into a competitor’s database so it’s rendered useless.
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One of the simplest ways to attack an RFID system is to prevent the tag on an object from
being detected and read by a reader. Since many metals can block RF signals, all that is
needed to defeat a given RFID system is to wrap the item in aluminum foil. This can be
used as a protection measure to guard an electronic passport, or to trick security gates from
detecting a product with RFID tag. Attacks over the air-interface on tags and readers
typically fall into one of five types of attacks: eavesdropping, spoofing, insert, replay and
DOS. There are a multitude of attack types concerning encrypted systems and physical
mischief, but since the tags used in this system are physically guarded by fences, walls and
factory personnel and the tags themselves store no vital information from security or
privacy perspective, the associated attack types are left out. General classification of

different attacks on RFID systems can be seen in figure 5.

RFID Attacks

. Network- - .
g 7 d Strat Lay
Physical Layer Transport Layer Application Laver rategic Layer
[ ———
i~ Permanently = Tag Attacks ] ~ Una utharilze d Competitive
Disabling Tags - Tag Reading Espionage
Cloning Tag
= Tag R ral . Rl P - Social
Ag Remova Spoofing Modification Engineering
Tag Destruction | Reader Attacks L Application | Privacy Threats
Middleware =
Lgwe| KILL Command ™ Impersonation | Attacks Ly Targeted
Security Threats
Tem pararily 'Eavesdrop ping | o ?Uﬁel’ i .
™ Disabling Tags —‘ vertlows

Y

Passive Network Malicious Code
Protocol Attacks Injection
Interference
Active
_.ll Jamming

Removal-Destruction
of RFID Readers

-Fl Relay Attacks r
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Figure 5. Classification of RFID attacks [12].
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As previously mentioned, the attacks on physical layer can be left out, as long as their
existence is still acknowledged. Attacks on physical layer require great effort and create
minimal damage on the system in design. The strategic layer includes attacks that target
the organization and business applications in order to help competitors gain valuable
information. Since the tags remain stationary and contain only the serial number or Ull, no
tracking of goods can take place and even if competitors could acquire the data stored in

the tags, they would only acquire the serial number or UlI.

3.1 Eavesdropping & Replay

The wireless nature of RFID makes eavesdropping one of the most serious and widely
deployed threats. The unauthorized individual uses an antenna in order to record
communications between legitimate RFID tags and readers. Eavesdropping can be
performed both ways: reader-to-tag and tag-to-reader. The recorded information may be
used later as part of more sophisticated attacks.

Replay attack is closely related to eavesdropping, but the distance has to be much shorter.
A valid RFID signal is intercepted and its data is recorded; this data is later transmitted to a
reader where it is “played back”. Because the data appears valid, the system accepts it.
This kind of attack can be used against smart cards, since they usually transmit the signal
when they get close to the reader. The perpetrator could for example use the attack for
copying the message on remote car key in order to unlock the doors or turn the ignition on.
However, this can usually be circumvented by using security tokens or other authentication
methods between the card and the reader. The most relevant attacks on network transport

layer and application layer are presented.

3.2 Spoofing & Cloning

Spoofing attacks supply false information that looks legitimate so the system accepts it.
Typical spoofing attacks may involve a fake domain name, IP address or MAC (Media
Access Code). An example of spoofing is an RFID system broadcasting an incorrect EPC

number over the air when a valid number was expected [6].
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An alternative to spoofing is cloning, where the entire tag is cloned by copying an
unprotected tags ID and any associated data to the clone-tag. Once fully cloned, the tag

will seem legitimate to the system.

3.3 Insert

Insert or malicious code injection attacks insert system commands where data is normally
expected. These attacks work because it is assumed that the data is always entered in a
particular area, and little to no validation takes place. Insert attacks are common on Web
sites, where malicious code is injected into a Web-based application. A typical use for this
type of attack is to inject an SQL command into a database. This same principle can be
applied in an RFID situation, by having a tag carry a system command instead of valid data

in its storage area.

3.4 Denial of Service

DOS attacks, also known as flood attacks, take place when a signal is flooded with more
data than it can handle. They are well known because several large DOS attacks have
impacted major corporations such as Microsoft and Yahoo [6]. The DOS attacks aim at
interrupting the communication between an RFID reader and an RFID transponder. A
variation on this is RF jamming, which is well known in the radio world, and occurs when
the RF is filled with a noisy signal [6]. In either case, the result is the same; the system is
denied the ability to correctly deal with the incoming data. Either variation can be used to

defeat RFID systems.
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4 SYSTEM DESIGN

Requirements analysis forms the basis for the following stages and is thus critical for the
success of the project. It essentially consists of process analysis, environment analysis,
object analysis and IT infrastructure analysis [4.] These aspects should be evaluated
together, as they represent different views of the same situation. Ideally, requirements
analysis should be preceded by an analysis of the current situation and its weaknesses. In
most cases, there are prior solutions for RFID systems, so it is generally necessary to
answer questions regarding integration into existing systems and transition from one

system to another [4]. Stage model for RFID implementation is shown in figure 6.

Requiraments

analysis
List of requirementa
and praliminary 3 Laboratory
selection of system studies
components
A Selection and
configuration of — > System design
gystem compaonants
A

Filot

Concaptual design  [———3 implementation

Rollout decision

Figure 6. Stage model for RFID implementation [4].

4.1 System overview

This thesis is done in collaboration with Sulzer Pumps Finland Oy. The focus on this thesis
was to find a suitable method for identifying machinery in customer targets, as part of
after-sale service. During the initial phase of requirement outlining, RFID-technology was
the identification technology of choice. Other identification methods, such as barcodes,
magnetic stripes or optical recognition were unpractical for the task, mostly due to the

extreme and harsh conditions of the identification environment.
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In essence, the task was to design an RFID-system for identifying individual machines in
different customer target locations. The system should be efficient and faster than the
current method which is manual identification by the serial number attached to the
machine. The serial number plates are also subject to the harsh environment and due to
dust, dirt and temperature changes degrade in time, becoming less and less readable. The
serial plates are kept in place, since there is no serial number written on the outside of
RFID tag.

Since the factories and customer target locations have a lot of conductive materials around,
it limits the choice of possible RFID tags. HF tags and Genl UHF tags work around
conductive materials but read-ranges drop dramatically when brought closer to the material
and eventually drop to zero. This is because the electrical coupling between the tag’s
antenna and the material causes an impedance change that reduces the power coupled into
the tag. It is possible to add dielectric materials to the antenna to alleviate a trade-off
between free-space and direct attach performance [13]. Gen2 UHF tags on the other hand
work with conductive materials around and possess the ability to work both near- and far-
field [14]. What further limits the choice of tags is the fact that the machines themselves
consist mostly of metal, meaning that the mounting surface will be conductive. This affects
the communication between tag and reader severely. When metal is close to tag antenna, it
reader’s magnetic field causes an eddy current and cancels the magnetic field necessary for
communication [15]. However, when ferroelectric material is placed between the tag and

the metal surface it cancels the effect. The effects of this can be seen in figure 7.

The main purpose for designing an RFID-system is to decrease the time it takes to retrieve
device information without AIDC methods. It also makes a firm base for future
development and possibilities of an RFID system go beyond object detection and
identification. RFID system gives also a competitive edge, since due to the novelty of
RFID technology and lack of metal-compliant tags it hasn’t been taken into use widely in

this particular field of industry.
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Figure 7. Basic principle of metal tag [15].

4.2 Architecture

The basic architecture of the design in process is shown in figure 8. The RFID tag placed
on the machine is identified by mobile RFID-reader. The reader is connected to the user’s
laptop, which is acting as middleware. The laptop connects to the Web-server which shows
the machine’s information to the user. A database with all the machines’ information

already exists, but the request form has to be made.

(«r)

B i
RFID reader R antenngFlDlnterface RFID tag

&

Wi-Fi interface

Laptop PC
Web-server & Database

Figure 8. Basic architecture.

When the serial number is read from the RFID tag, the reader sends it to a form open in
laptop’s browser. The browser requests a new document from the Web-server, showing the
machine’s part list. A user authentication is done, and the Web-server shows a document

containing the machine’s information or an error message. The data retrieval phases can be
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seen in figure 9. The system has a Web user interface and therefore no additional programs
are needed for data retrieval; a simple modern browser will be sufficient. Since tagged
elements remain stationary and additional elements after initial setup are added seldom,
adding and editing data in the database is left out from the RFID system. This also helps
keeping the system secure from several attacks.
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Figure 9. Data retrieval phases.

Tag is recognized and data stored in it is retrieved by the RFID reader.
The reader sends the data (serial number) to the laptop’s browser.
The browser sends a request to the Web-server.

The Web-server runs a PHP-script and sends a request for the database.

o~ w0 DN e

The Database sends the correct PDF-document (Portable Document Format) to the
Web-server.
6. The Web-server returns the document to the browser.

4.3 Security & Privacy

RFID technology raises two main concerns for users: clandestine tracking and
inventorying. Since RFID tags respond to reader interrogation without alerting their
owners or bearers, clandestine scanning of tags becomes a plausible threat. Even tags that
use cryptographic algorithms usually still emit unique identifiers [16]. Since tags carry
only serial numbers and are not connected to a single user in any way user privacy is not an

issue.
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Even when the nominal reading range of an RFID tag would be low, rogue scanners with
their own powerful antennas or antenna arrays can exceed the nominal reading range.
Rogue reader can be even configured to out limit legal power limits. This means that in
theory it would be possible in some scenarios to eavesdrop on reader-tag communication
outside the industrial plant. An attacker could also walk along a guided tour scanning
everything within read-range. In either case, the eavesdropper would only acquire a serial
number attached to certain machine, without any additional information. Physical attacks
to tags or mobile readers are unlikely; since no visitors are allowed to enter the plant

without a guide (access to premises is usually controlled as well).

4.4 System components

Since the tags have to be attached machines consisting mostly of metal, it severely limits
the range of options for different tag types. The read-range of a tag attached to the machine
should be at least approximately one meter. So far only Gen2 UHF tags possess these
characteristics and are the choice of tag type in this project. The main downside of Gen2
UHF tags that are compatible with metal surfaces compared to generic label- or inlay-tag is
the cost. Tags for metal surfaces can cost over ten times than normal inlay-tags, although
this depends on the exact tag type. On-metal tags are usually capsulated in protective cover
and can thus survive extreme environments. They can usually be attached to the tracked
object by screws, welding or by adhesive applicants. Since passive Gen2 UHF tags possess
superior qualities over the other types of tags for this particular application they are the

suggested choice for this project.

Maintenance personnel are assigned a reader and laptop for maintenance and identification
work. Each person or team are given one reader and one laptop but there may be multiple
persons or teams with multiple readers at the same area. Another solution was considered,
where only readers would be handed over to maintenance personnel and the laptops would
be replaced with one or several central computers acting as middleware. This would
become cheaper, but the screen size on handheld readers is impractical for viewing large
lists and schematics. Maintenance personnel also have to make reports on their work orders

and these can now be done on-site.
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The mobile RFID-reader is connected to the laptop, which acts as a middleware, by USB-
(Universal Serial Bus) or RS-232-connection or even wirelessly, depending on the reader
capabilities. The laptop connects either to the local network via WLAN-connection or uses
mobile connection to reach a cellular tower in order to connect to the internet in order to
retrieve the information from the backend-system. The architecture of this system is

illustrated in figure 10.
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Figure 10. System architecture.

45 Users

The system has two main end-users: the maintenance personnel who read the tags and the
system administrator who manages the linking between tag entities and machines. The
system administrator also handles the adding, deleting or editing of existing tag data. If
either user’s actions lead into an error, a sufficient error message will be shown, describing
the problem at hand. Figure 11 shows the use-case diagram for the RFID-system. Both
users use predefined login information to authenticate themselves and working network
connection is assumed. Use-cases 1 and 2 are shown respectively in tables 5 and 6. The

system administrator can be working either inside the Sulzer Pumps’ local network or
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remotely, but the maintenance personnel is assumed to be working off-site, connecting to

the server remotely.

wextendsy

Modify Tag entry

Delete Tag entry
N/

Maintenance Personnel System Administrator

Figure 11. Use-case diagram of the system.

Table 5. Use case 1.

ID uc-1
Name and version Data retrieval v. 1.0
Actors Maintenance personnel

Precondition

User has a laptop PC, RFID reader, network connection and login information to the
service.

Description User reads an RFID tag from an object in order to retrieve object-specific
documentation from the database.

Basic flow User reads an RFID tag and enters the serial number from the tag into a form open in
user’s laptop browser. User authentication is done and user receives object-specific
documentation to the screen.

Exceptions Authentication fails. Network connection fails. RFID signal weak or missing.

Table 6. Use case 2.

ID UcC-2

Name and version Tag binding and modification v. 1.0

Actors System administrator

Precondition

User has login information to the service. User is has a computer with network
connection to access the service.

Description User logs in the service in order to add, delete or modify tag data bound to real object
data.

Basic flow User logs in, adds, deletes or modifies data.

Exceptions Authentication fails. Network connection fails.
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5 DISCUSSION AND CONCLUSIONS

The main goal of this thesis is to create a new, mobile identification solution for Sulzer
Pumps Finland’s after-sale service targets. The system design includes reading the
inspected machine’s information via mobile reader. An RFID tag is placed on the machine
storing its serial number or the Ull only, leaving all other details in the database. This
makes the system more secure, and easier to update the machine’s information. The reader
uses radio waves to communicate with the tag, and WLAN or cellular connection is used to

communicate with the server.

After preliminary study on using RFID technology near and with conductive materials,
such as metals it became clear that normal, first generation RFID tags would not work
adequately enough in the environment. Read-ranges would be severely limited and in some
cases non-existent due to the industrial environment, where steel and other metals are
present. However, second generation UHF tags have been shown to work near and with
conductive materials and even when attached directly to the metal (sometimes an
additional spacer is needed between the tag and the metal surface).

The suitability of an RFID system in an environment full of metal objects needs to be
further analyzed with proper testing of equipment. Different kinds of tags need to be tested
with different readers to get accurate read-range estimates. Because special tags’ (such as
those designed to work especially with metal) prices vary a lot depending on the
manufacturer, supplier and exact specifications of the tag, it is hard to estimate the real cost
of the system at this point. The cost estimate also depends heavily on the amount of tags
needed and readers deployed. Training costs and system integration have to be also
considered. Once different equipment from different vendors has been tested, those that
pass the requirements (adequate read-ranges, sufficient read-rate, and environmental
compatibility) can be further compared in order to choose the most cost-efficient solution.
There is no need to pay extra for unneeded features.

The ROI (Return of Investment) can be estimated and calculated when the initial screening

of equipment has been done. The ROI analysis is commonly utilized to justify capital
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investments in costly systems [17]. However, not all organizations are looking for short- or
long-term ROI on their investment, but are rather concerned with being compliant with
their customers in order to continue doing business with them. With the given specification
at this point, the system cannot be considered to turn profit on itself. However, it saves
valuable time and gives a firm base for further development. It also binds the customers
more to the service, since it’s harder to jump to competitor’s service when a working

automated system is at hand.

Further research must be done if such system is to be implemented. The next step is to look
into different vendors and test different equipment in appropriate environment. After
laboratory testing, the system can be tested in real environment, still keeping the original
data system intact. If the results are positive, then a small scale pilot can be launched where
the system is used in real environment using the actual database. If the pilot is successful,
then the system can be implemented properly. It’s important to note that when proper
equipment has been found, it needs to be tested thoroughly with the backend-system in
order to scope out any areas in need of development. If there is no existing WLAN
coverage at the maintenance site, the signal reception for mobile connections needs to be
inspected. If there is no reception, then either WLAN access points must be deployed in
order to achieve network connection at the maintenance site or possible offline database

stored on the laptop needs to be created.

The initial focus is on the basic functionality of the system i.e. retrieval of the product
specification document and after that has been proven to work; the focus can be shifted
towards additional features. It is still important to acknowledge the future development

areas so they can be easily implemented in the later versions of the system.

Future development of the system can include new functionalities for the system, such as
ordering parts directly from the system or adding extra sensors (temperature, voltage, etc.).
Wider use of the whole system can be also considered in the future. The Sulzer Pumps
supplies the machines in question to the customers and said machines can be tagged at
their origin and thus their movement between their departure and arrival can be tracked.
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Requirements specification considering the system was produced in the process and it
includes the main parts of the design. Exact specifics of certain parts of the system are left

out due to privacy and confidentiality reasons.

The field of RFID technology is rapidly evolving area which constantly brings new
solutions for existing (and new) applications. The RFID is not, however, solution for
everything and doesn’t replace older identification methods altogether. RFID has its
advantages in certain applications and it possesses qualities and features which other AIDC
methods don’t (e.g. bulk reading, unique identifiers and large data storage). RFID system
is usually still far more expensive than widely used barcodes and thus, the organization
wishing to implement the technology has to compare the benefits of such system to the

overall costs and ROI.
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6 SUMMARY

The goal of this thesis was to design a mobile identification system for Sulzer Pumps
Finland to be used in customer target locations as part of after-sale service. This was done
using RFID technology as the identification method. After initial research, the focus
shifted from Genl HF and UHF tags to Gen2 UHF tags due to the nature of the
environment and capabilities of the said tag types. The system can be implemented in
small scale relatively easily, but further research must be done regarding the tags, since
read-ranges and prices vary greatly amongst Gen2 metal-compliant tags. When appropriate
hardware has been discovered an overall cost estimate and ROI must be calculated in order

to evaluate the cost-effectiveness of the whole system.

With metal-compliant tags, the system is possible implemented and requirement
specification for such system was produced as part of the thesis. However, the cost of such
system is not clear yet, since hardware testing and selection hasn’t been done.
Compatibility of the backend-system has to be also tested before actual implementation.
Since the readers communicate directly with laptop PCs rather than remote middleware the
backend-system needs only little improvements for basic functionality since it is already

accessed by normal desktop- and laptop PCs.

The system was designed with focus on basic functionality in mind, which was to retrieve
a product specification document from the database and show it to the user. Additional
features are not included in the first version of the system, but are acknowledged so they

can be later implemented without unnecessary re-design.
There already exist applications where RFID technology is used in conjunction with metal

objects, so the technology should be suitable for this application. Further research and

testing must still be done before system if fully deployed.
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APPENDIX 1. Requirement specification

1 PURPOSE AND OVERVIEW

The RFID-system is designed for Sulzer Pumps in order to access maintenance data more

conveniently. The system will be used by the maintenance personnel in customer target

locations.

2 BUSINESS OBJECTIVES

ID | Date Requirement Requirement description Notes
Gl | 13411 Faster data retrieval Object’s data retrieval time should decrease
greatly
G2 | 13.4.11 Customer reliance Customers are more dependent on provided
services
3 RESTRICTIONS
ID Date Restriction Restriction description Notes
RE-1 8.3.11 | System must be The identification system should not be
separate from the integrated with present SAP R/3 system.
SAP
RE-2 8.3.11 | The system should An interface is created to access and view data | No
use the present from current database. modifications
database. allowed.
RE-3 8.3.11 | Web-based user System should have web-based user interface
interface for interoperability and easy access.
RE-4 8.3.11 | Tag contains only No unnecessary information is stored into the
essential information | tag (only serial number).
RE-5 13.4.11 | Tags are read-only Once the serial number is written on the tag, it | Minimizing
cannot be removed or modified. security risks.
RE-6 8.3.11 | Only relevant Data from server is filtered so only relevant
information is shown | information regarding the customer's products
to user is shown.
RE-7 8.3.11 | User authentication Users need to be authenticated.
RE-8 8.3.11 Multi-device Should work with multiple device
configurations (readers/middleware)
RE-9 8.3.11 Minimal offline System needs an internet connection. No additional
support data stored
offline.
RE-10 | 13.4.11 | Hardware System should use existing hardware as much
as possible.

(continues)




APPENDIX 1. (continues)

4 INTEREST GROUPS
ID | Date Interest group Interest group description and role Notes
I-1 | 8.3.11 Designers Designing of the system
1-2 | 8311 IT Manager
I-3 | 8.3.11 Director of Customer
Support Services
I-4 | 8.3.11 | Systemadmin Maintenance for the system
I-5 | 13.4.11 | End-users End-users of the designed system
1-6 | 13.4.11 | Developers Coding, testing, documenting
I-7 | 13.4.11 | Customers Group receiving the service Service
deployed at

customer sites

5 USER GROUPS

ID | Date User group User group description and role Notes
U-1 | 8.3.11 Maintenance personnel | End-user of the system
U-2 | 8.3.11 System administrator Maintenance and updating of the system

(continues)
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6 USE-CASE DIAGRAM
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Figure 1. Use-case diagram

7 ASSUMPTIONS

The user uses generic laptop with 87-15,4” screen with Windows XP or Windows 7 as
operating system. End-users are assumed to know how to operate computers but are not
expected to know the technology in-depth. Users are provided with a short training for the

system.

(continues)
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8 REQUIREMENTS

ID Date Requirement Requirement description Priority
FR-1 13.4.11 | Integration with System uses PO as backend. High
PumpsOnline

FR-2 17.4.11 | User authentication Users need to be authenticated in High
order to access the service

FR-3 13.4.11 | Unique user accounts User/customer specific user accounts. | High

FR-4 13.4.11 | Device documentation Retrieval of device documentation High
from the database.

FR-5 13.4.11 | Default language English System’s main language is English. High

FR-6 17.4.11 | Additional languages System supports additional languages | Low

FR-7 13.4.11 | Maintenance reports Users can create reports on-site. Normal

FR-8 13.4.11 | Operating system Must work with Windows XP and 7 High

FR-9 13.4.11 | Maintenance history Users can view maintenance history. | Normal

FR-10 | 13.4.11 | Printing Users can print documents from Normal
printers in the same network.

FR-11 | 13.4.11 | Sensors System should be made so extra Normal
sensors can be attached in future.

FR-12 | 17.4.11 | Order tracking Orders made in PO can be tracked Low

NR-1 13.4.11 | Feedback System must provide sufficient High
feedback on status of procedure.

NR-2 17.4.11 | Error reporting Error reporting has to be clear and High
specific describing the exact error.

NR-3 13.4.11 | Simple user interface User interface should be bare and Normal
minimal.

NR-4 13.4.11 | Easy navigation Navigation should be easy and High
logical.

NR-5 13.4.11 | User groups System should be designed for High
existing and new customers.

NR-6 13.4.11 | Easily deployed Once ready, the system should be Normal
easily deployed to customer sites.

9 USE CASES

Use case 1

ID UcC-1

Name and version Data retrieval v. 1.0

Actors Maintenance personnel

Precondition

User has a laptop PC, RFID reader, network connection and login information to the
service.

Description User reads an RFID tag from an object in order to retrieve object-specific
documentation from the database.

Basic flow User reads an RFID tag and enters the serial number from the tag into a form open in
user’s laptop browser. User authentication is done and user receives object-specific
documentation to the screen.

Exceptions Authentication fails. Network connection fails. RFID signal weak or missing.

(continues)
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Use case 2

ID uc-2

Name and version Tag binding and modification v. 1.0
Actors System administrator

Precondition

User has login information to the service. User is has a computer with network
connection to access the service.

Description User logs in the service in order to add, delete or modify tag data bound to real object
data.

Basic flow User logs in, adds, deletes or modifies data.

Exceptions Authentication fails. Network connection fails.

10 ARCHITECTURE

The basic architecture of the design in process is shown in figure 1. The RFID tag placed

on the machine is identified by mobile RFID-reader. The reader is connected to the user’s

laptop, which is acting as middleware. The laptop connects to the Web-server, using either

WLAN connection or mobile connection, which shows the machine’s information to the

user. A database with all the machines’ information already exists, but the request form has

to be made. Multiple readers can be reading tags in the same area at the same time.
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Figure 2. General system architecture
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When the serial number is read from the RFID tag, the reader sends it to a form open in
laptop’s browser. The browser requests a new document from the Web-server, showing the
machine’s part list. A user authentication is done, and the Web-server shows a document
containing the machine’s information or an error message. The data retrieval phases can be
seen in figure 3. The system has a Web user interface and therefore no additional programs
are needed for data retrieval; a simple modern browser will be sufficient. Since tagged
elements remain stationary and additional elements after initial setup are added seldom,
adding and editing data in the database is left out from the RFID system. This also helps

keeping the system secure from several attacks.
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Figure 3. Data retrieval phases.

Tag is recognized and data stored in it is retrieved by the RFID reader.
The reader sends the data (serial number) to the laptop’s browser.

The browser sends a request to the Web-server.

The Web-server runs a PHP-script and sends a request for the database.

The Database sends the correct PDF-document to the Web-server.
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The Web-server returns the document to the browser.



